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Introduction 
In 2014 the UK Forensic Regulator produced the ‘Codes of Practice and Conduct for Forensic 

Science Providers and Practitioners in the Criminal Justice System.’ The codes of practice 

relating to video are outlined in the ‘Codes of Practice and Conduct. Appendix: Digital 

Forensic-Video Analysis’ 1. It is expected that practitioners carrying out the recovery, 

preservation, production and analysis of video material should be accredited to BS EN 

ISO/IEC17025:2005 by October 2017.  The codes of practice form the basis for best practice 

in relation to video.  

The aim of this document is to analyse the key aspects of the ‘Codes of Practice’ in relation to 

video and outline how the Kinesense video investigation solution can help in achieving these 

practices and methods.  

What does the code mean for practitioners?  
First of all, the code applies to providers or those who are carrying out video analysis work, 

which in the majority of cases is Police and ranges from those investigating volume to serious 

crime cases. The code covers everything from the capture to court. It does not include 

recuperation or scene retrieval processes (although this is largely covered by the Home Office 

publication ‘Retrieval of Video Evidence and Production of Working Copies from Digital CCTV 

Systems2) 

The aim of the code is to ensure good working practices for video analysis focusing on how to 

disclose or ensure that the process will meet audit requirements or practices. 

So how does Kinesense help practitioner meet the code? 
The Kinesense solution is designed around a logical sequence of procedures enabling 

laboratory retrieval, data extraction, processing, interpretation and reporting as per forensic 

codes of practice. This structured working process facilitates ISO 17052 implementation and 

the training of practitioners. To this end, the Kinesense solutions encompasses a host of tools 

enabling practitioners to select their analysis methods, validate and report quickly and easily. 

Kinesense provides one unified platform for video analysis, from capture to court. Instead of 

using a lot of different software packages, with Kinesense all video analysis tools are 

combined in one. Not only is this convenient, it is important for preservation of the chain of 

evidence. 

                                                           
1 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/351223/2014.08.28_FSR-
C-119_Video_analysis.pdf 
2 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/378448/66-
08_Retrieval_of_Video_Ev12835.pdf 
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Let’s take a closer look  
Section 1-6 provides background to the codes of practice, the scope of the codes and role of 

the service provider.  

Section 6 Personnel 

Section 6 relates to personnel and outlines how they need a workflow for the overall video 

forensic process, where objectives and the ‘impact of video transformations’ are taken into 

account. 

The Kinesense solution offers a complete workflow from capture to court encompassing 

laboratory video retrieval, review, search, clarifications and reporting. 

Sections 6.1.1 specifically outlines that “the impact of video transformations should be 

available and assessable at all stages of the process.” 

Kinesense takes a multifaceted approach to ensure that the evidential chain is proved at all 

stages. Every frame is hashed and all user actions recorded. One of the nice features of 

Kinesense is that this information is available at every stage of the video analysis process at 

the touch of a button. A disclosure button, as per figure 1, is available for each major step or 

process and when clicked produces an automatic report.  

 

Figure 1 Disclosure Button at every stage 

Different users can log into the video case at different stages of the investigation. This allows 

collaboration between colleagues and the sharing of pertinent information. An overview of 

the entire case video investigation process is available by making a disclosure report outlining 
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what video was imported by whom, when it was reviewed and what reports were made etc, 

as per figure 2. 

 

Figure 2 Complete disclosure report 

Section 6.1.2 makes reference to the presence of audio. The code outlines how providers 

should have a procedure to ensure that any audio is identified.  

When you import video into Kinesense, any audio which is present in the video file is 

identified and a visual cue is provided on the import screen, as per figure 3 and also on the 

timeline as per figure 4. 

 

Figure 3 Audio cue on import 
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Figure 4 Audio cue and playback ability 

The specially designed Kinesense screen capture tool enables audio import and 

synchronisation to the video, as per figure 5. This tool enables audio and video capture from 

third party proprietary players. 

 

 

Figure 5 Screen Capture Audio Import and synchronisation 
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Section 7 Selection of methods 

Section 7 outlines key video forensic methods covering transformation, enhancement, 

tacking and image analysis and provides a recommendation on their usage. 

Section 7.2 covers the conversion of Analogue video. 

Kinesense enables the digitalisation of an analogue feed using a standardised digitalisation 

process. Furthermore, each frame is hashed as it is digitalised and a record is kept of the 

process. 

Section 7.3 outlines how an audit trail for any enhanced image must be undertaken 

Kinesense contains an enhancement or clarification tab with a number of tools to be used by 

trained practitioners. Techniques including Brightness & Contrast, Crop, Histogram Stretch, 

Histogram Equalize, Rotate, Mirror, Contrast stretch, Deinterlace, Noise removal, Sharpen, 

Scale etc can be applied. An audit train outlining each step and showing the original and the 

clarified image/video is displayed, as per figure 6. When a report is made, enhanced images 

are identified as such in the exported report and case notes. A clarification disclosure report 

can also be made containing the audit trail. 

 

Figure 6 Enhancement Audit trail 

Practitioner understanding is at the heart of the codes of practice. This is why the Kinesense 

manual which is accessible from the ‘Help’ tab contains a description of enhancement 

functions. 
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Section 7.4 outlines that the basis for manual or automatic tracking shall be identified. When 

using Kinesense’s automatic search functionality, a filter is created. The filter that has been 

used is included in the disclosure/ viewing report, as per figure 7. For manual tracking 

Kinesense has a suspect tagging tool which formulates the basis for why a person or object is 

of interest.  

 

 

Figure 7 Automatic tracking/filter disclosure 

Section 7.5 considers the role of the analyst and how they carry out image comparison for 

the purpose of identification 

Apart from logging all user actions, the Kinesense solution has a feature called ‘Suspect 

Tagging’ which enables an analyst to tag unknown persons or objects of interest and describe 

distinguishing features, as per figure 8. By recording this type of information, it demonstrates 

the analyst decision process and basis of critical findings. 
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Figure 8 Analyst tagging of Unknown Persons/objects 

 

Section 8 Validation of methods 

 

This section provides some guidance how the methods selected for video analysis should be 

validated.  

Section 8.4 highlights the key issues with Manufacturer Players and how they should be 

addressed 

The issues surrounding manufactures players is well noted in the codes of practice. Kinesense 

has designed PlayerManager which not only provides practitioners access to over 800 video 

players but enables them to store information on each player, such as version number and 

any issues or anomalies with the player, see figure 9. This ensures that practitioners have the 

most up to date information on players and can also contribute to the forensic community. 

As per point 8.4.2, what version of the player software is used can be included as part of the 

case notes. If needed a report can be produced on an individual player containing all the 

above information plus any screen shots that have been taken of the player. 
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Figure 9 Kinesense PlayerManager 

 

Section 9 Estimation of Uncertainty 

This section outlines how uncertainties in relation to any measurements or methods used 

must be taken into account.  

Section 9.2 outlines how a deviation of date/time and frame rate need to be taken into 

account. During importation, the Kinesense solution enables an officer to record a wide 

variety of details about the video source including if the displayed time is not correct. The 

officer can select to put the video on the correct timeline and offset automatically for any 

daylight saving differentials. Any offset is recorded in the disclosure logs as per figure 10. 
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Figure 10 Time alterations disclosure 

 

The Kinesense solution will also analyse the frame rate during importation and highlight to 

the user when a frame rate drops below 2fps which may increase the risk of missing an event 

etc.  

Section 10 Control of Data 

This section outlines some of the key aspect pertaining to the source of video data.  

Section 10.2 highlights how a distinction should be made between video material that has 

been received from a suspect source and that from a witness source, as materials obtained 

from a suspect is more likely to have been tampered with. During importation, details of 

whom the video source has been obtained from can be added and is accessible to the person 

viewing the video as per figure 11. 

Section 10.3 outlines how the conversion to broadcast video is to be done only when 

appropriate.  Kinesense provides standard and HD export options. It is indicated to the user 

when the HD option could be used. Kinesense also exports to both AVI and DVD. 
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Figure 11 Evidence source 

 

Section 11 Computers and Automated Equipment 

This section makes reference to CCTV players and automated event detection 

Section 11.1 notes that the transcoding of images via a CCTV Player be taken into account. 

Kinesense PlayerManager enables practitioners to store information on players for long term 

use and guidance. The Kinesense solution also encompasses a specially developed screen 

capture tool, see figure 12, which ensures uniformity when screen capturing via a CCTV player 

is necessary. 

Section 11.2 also notes that when using video analytic tools for post event review, the impact 

of video quality on performance is taken into account. Kinesense take a multifaceted 

approach to this. Firstly, our algorithms are designed to work with low quality video and 

optimised for detection rather the lowering false alarm rates.  Secondly, our deployment 

guide outlines to users’ key issues affecting performance and deployment recommendations. 

Thirdly test videos are provided to enable the user to test the performance of the software. 

Lastly, when the quality of the video is too low for event detection to be reliable the user is 

alerted with a warning message. 

 



 l 
© Kinesense Ltd 2016 

 
Page 12 

 
  

 

 

Figure 12 Kinesense Screen capture 

Section 12 Test report, Statements and the Presentation of Evidence 

 

This section outlines how practitioners need to make sure reports display data as 

representative of what was captured, ensuring that they are interpreted correctly. 

The Kinesense solution includes tools to easily make video and image reports.  Any basis for 

interpretation can be clearly mapped out and is outlined fully in the disclosure report. 

 

Conclusion 
 

The ISO 17025 requirements for video analysis have been mapped out by the Forensic Science 

regulator. Those involved in the analysis of video and the preparation of evidence need to be 

aware of the Codes of practice. The Kinesense video investigation solution provides a unified 

platform which will help practitioners adhere to these codes.  


