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Hawlett Packard 
Enterprise 

Hawlett Packard Enterprise to dostawca 
szerokiej oferty produktów i rozwiązań w 
zakresie zaplecza informatycznego dla 
przedsiębiorstw, usług dla klientów 
obejmujących wielu dostawców oraz 
oprogramowania i rozwiązań z zakresu zarządzania IT. Firma skupia się na dostarczaniu urządzeń serwerowych, storage i 
sieciowych. Oferta HPE obejmuje pełny asortyment produktów dla klientów o najwyższych wymaganiach, od małych firm po 
wielkie korporacje.  

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

   NOWE 

ZAPOTRZEBOWANIA TECHONOLOGICZNE 

 

Replacement or purchase of new computer equipment for 

employees is a large undertaking, involving not only costs, but 

also installation of applications, integration or migration of data, 

setting appropriate accesses, passwords, ensuring security of 

users' and companies' data. 

It's a challenge for both management and IT departments. A 

challenge that can engage company resources for long weeks or 

lead to the creation of a new and intuitive infrastructure in the 

company that is easy to manage. The latter situation is made 

possible by the use of Mac computers and macOS platforms. 

Integration of hardware, software and services. These are the 

elements of the macOS platform, thanks to which the system is 

secure, easy to configure, and at the same time friendly during 

implementation and simple in everyday management. The 

platform itself consists of a set of functions and services that 

should be noticed by everyone who wants to increase security in 

the company.  

It is also a suite of the most advanced technologies and features, 
which provides on the one hand the operation of a fully secure 
architecture, and on the other hand the freedom to use the 
devices. 
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SECURITY 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Which features and technologies of the macOS 

environment help to ensure adequate data 

protection in the corporate environment? 

 

Apple T2 chip with Secure Enclave module 

The first essential security feature is the Apple T2 chip 

with Secure Enclave module, which protects the 

fingerprint information used to identify the user. 

Touch ID reader provides quick, easy and secure 

access to the device. Thanks to it, the use of a longer 

and more complex security code is much more 

practical, because the user has to enter it much less 

frequently. Additionally, Touch ID also bypasses the 

inconvenience of the computer password blocking. 

However, it does not replace it, but provides secure 

access with appropriate time limits. The 

aforementioned Apple T2 security chip is also a base 

for the new drive encryption and secure boot feature. 

 
Software updates 

The latest software is one of the most effective ways to 

protect your computers. The great value of the macOS 

system is that its updates are available completely free 

of charge and can be enforced on all company 

computers thanks to a special control mechanism. This 

ensures that your IT departments are protected at all 

times and that your employees can freely use the latest 

features without the risk of losing data.  
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Data encryption 

Business calls are increasingly moving from traditional 

channels to Apple services. There is probably no one 

here today who would never share confidential or 

commercially sensitive information through Face Time 

or iMessage. Fortunately, these services are designed 

so that connections are encrypted throughout the 

entire transmission path. Therefore, it is not possible 

to decrypt the content of a conversation during its 

transmission between devices. All due to the fact that 

Mac supports a wide range of popular networking and 

network security standards. Importantly, if a company 

uses one of these protocols, it does not need to 

perform additional network configuration or need 

third-party applications. iOS and macOS support 

solutions offered by popular VPN vendors using SSL 

VPN. 

 Read-only system volume 

An interesting security solution in the macOS is the 

function of a read-only system volume. It prevents 

modification of the operating system and is the result 

of the development of a mechanism to protect its 

integrity (SIP, System Integrity Protection). How does 

this function work? By creating a separate APFS volume 

for MacOS, system files can be separated from all other 

data on your Mac. The effect? No risk of accidental 

overwriting critical system files. 
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FileVault 2 function 

And with FileVault 2 function, businesses can be confident that their employee's computer data will be secure, 

even if the Mac falls into the wrong hands. FileVault 2 encrypts the entire Mac drive, protecting your data with 

XTS-AES 128 algorithm. Moreover, on Mac computers with Apple T2 chip, FileVault 2 keys are created and secured 

by the aforementioned Secure Enclave. If FileVault is enabled, the employee will be asked for a password before 

the device is started. Recovery keys for FileVault can be stored in an MDM solution, which also allows you to 

remotely activate this feature, among other things. 
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An important "application guard" is Gatekeeper, which 

allows you to specify the sources from which 

applications can be installed. In simple terms, it ensures 

that every newly installed application is checked for 

known security risks before it is launched. A great 

convenience - especially for organizations - is the ability 

to define the level of security required for the 

installation of the application. Gatekeeper allows you to 

run them not only from the Mac App Store, but also 

from other sources, provided that - importantly - 

they've been signed with a developer ID issued by 

Apple, i.e., they've passed security checks, or 

notarization. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

InstInstallation of trusted applications 

Applications are one of the most critical elements of modern IT architecture, because their improper use brings 

with it many potential threats. macOS includes built-in technical solutions that ensure that only trusted 

applications are installed and help protect against malware. To exclude unauthorized modifications to secure 

applications, the macOS is equipped with a layered architecture for the protection of the executive environment 

and the signing of applications. This includes the so-called XD function (execution blocker), Address Space Layout 

Randomization (ASLR) and ASLR, which make it difficult for malicious software to operate and damage memory or 

applications. System Integrity Protection (SIP) also plays an important role in protecting system integrity by 

preventing the most important files and system settings from being modified. 
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In addition, all App Store apps are sandboxed to ensure that they work as intended. The sandbox separates 

applications from the key components of the system on a Mac employee, data and other applications. This means 

that even if malware attacks an application, the sandbox will automatically block it. In addition, the macOS gives 

your employees control over which applications have access to their calendar, contacts, photos, locations, 

reminders and private system data, such as news history, a database of mail application or Safari browser, and 

cameras or microphones. 

It is worth to return to the aforementioned notarization of the application. This is a service that allows developers 

to send applications to Apple for testing before distribution. When macOS users first open an application, 

Gatekeeper will display a message to ensure that the application is not malware. Proven applications are signed 

with a developer ID certificate and include confirmation from Apple - they are also required in the latest macOS 

versions. Of course, the IT department, via the MDM system, can determine whether an application needs to be 

notarized. If it is not necessary or possible, the application can be entered on the so-called white list of the MDM 

system and thus bypass the obligation of notarization. 
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API interfaces 

Another form of security is system extensions, i.e. APIs. 

Why? Because, they allow developers of endpoint 

security, network applications, files, printer drivers and 

scanners to build software that works outside the 

kernel of the system. Instead of using current kernel 

extensions (KEXT), they can use extensions without 

compromising the kernel. Therefore, IT departments 

should select the products of vendors that use such 

solutions. 

 

Activation blockade 

 

Also, worth noting is the Activation Lock, which works 

on a Mac with a T2 chip and offers the same protection 

that is already available in iOS. The function can be 

managed via the MDM system - allow its use, enable it, 

and generate the codes needed to bypass the lock. For 

this to happen, your computer must be supervised, i.e. 

registered with Apple Business Manager. 
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MANAGEMENT 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

How do I manage Macs in my organization? 

The best way to do it is to use Mobile Device 

Management systems from companies such as 

VMware or Jamf, which are most often integrated 

with Apple Business Manager service. 

Apple Business Manager is an easy-to-use portal 

that allows IT teams to manage their devices, 

purchase and distribute content, and administer 

Apple employee IDs. 

 

 

 

Devices registering 

Devices are registered in the portal and allow for express 

implementation of Mac computers. Administrators have 

the option to set different types of MDM servers for 

different types of devices - different for Macs, iPhones and 

iPads.  

Application books are located in one place of the portal 

from which the company can purchase content in bulk. 

Licenses cannot be seamlessly shared within a single 

location or freely transferred between them. This portal 

allows you to create new corporate Apple ID accounts. 

Accounts help to activate devices, manage identity, 

hardware and content on the portal. 

 

In new versions of Apple, the registration process can be 

modified to enhance the process of sharing new devices. 

This ensures, above all, even better user experience and 

the ability to secure the configuration process using the 

authentication services used so far in the company, such as 

Azure Active Directory or other. How does it work? The IT 

Administrator introduces elements of his own brand, 

approval texts or the previously mentioned authentication 

mechanisms used in the company in the past to the user 

interface via WWW spreadsheets. In the latter case, 

federation authentication, i.e. identity management that 

can be integrated with the existing infrastructure of the 

organization, is perfect. Employees can access the full 

Apple ecosystem without having to remember another set 

of credentials. 
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Separation of business and private data 

Separation of data and business applications from private user resources is another very important step to 

ensure the security of personal data. Apple Business Manager provides data separation mechanisms that 

effectively separate private Apple ID accounts from corporate accounts. 

 

Single sign-on to applications and sites 

With Apple's latest system-wide single sign-on (SSO) extension architecture, developers can create 

extensions that support both native and Safari applications. What are the possibilities offered by this 

function? First of all, convenience. Firstly, for users who only need to log in once to one of the applications or 

corporate websites. Secondly, for IT teams, because this feature enables advanced multi-factor 

authentication in applications or websites using the identity provider's services. Single sign-on support with a 

suitable architecture for developers is built into every operating system. It is configured via the MDM system. 

A single login uses an additional solution, i.e. associated domains. It is a special mechanism allowing to use 

the same solutions in applications developed internally and to be managed by the MDM system. An 

appropriate new MDM package configures associated domains, which are used for functions such as 

extendable single logins, universal links and auto-filling passwords. 

Another important part of the single sign-in architecture is the Kerberos extension. Easily integrate your 

organization's devices with Active Directory, allowing you to manage passwords and synchronize local 

passwords. It also supports smart card and certificate authentication. 

 

Remote and user device configuration 

With systems such as Mobile Device Management, you can also easily configure your end user device - 

remotely install or remove an application, send settings such as email client, configure Wi-Fi, force an upgrade 

to the latest version of the system software or enforce security standards of a particular organization. 

 


