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Matthew Bell, Chief Export Compliance Officer, ZTE on  

How to Approach Compliance  
in the Aftermath of a Heavy Fine
In March 2017, ZTE agreed to pay up to $1.2bn in fines for violating US Sanctions on North Korea and Iran. 
Ahead of the settlement in October 2017, Matthew Bell was hired as the Chief Export Compliance Officer. He 
is responsible for global compliance with export control laws and economic sanctions. His focus is on further 
strengthening ZTE’s regulatory compliance training, standards and assessments to ensure the effectiveness 
of ZTE’s compliance program. Prior to joining ZTE, Mr Bell helped to develop compliance programs for both 
Kellogg Brown & Root and Weatherford International.

Prior to joining C5 Communications at our Economic Sanctions and Financial Crime conference, Mr Bell 
answered a series of questions on how to handle a compliance investigation in the aftermath of a heavy fine  
and how to recalibrate your compliance program.

Part 1: Compliance in the Aftermath of a Heavy Fine

What are the first steps for  
a Compliance Officer in the  
Aftermath of a Heavy Fine?

Well, hopefully the Compliance Officer has been in place for a little 
while before the ‘heavy fine’ and has been involved in negotiating 
any settlement. I came to ZTE in October 2016 and we settled in 
March 2017. 

The work on building a best-in-class compliance program was already well underway once the ‘heavy fine’ 
was public. But a few things a Compliance Officer should be involved in, besides building out a compliance 
program, that might be immediately apparent, would be as follows:

• Become involved in the public relations and media response strategy: You do not want PR/marketing 
efforts, well intentioned as they may be, to contradict any part of the agreed facts or to over promise  
or dismiss the matter as fully behind the company. It is a delicate balance.

• Outreach to key customers and suppliers’ executives and compliance officers: I found that key business 
partners wanted to speak to me directly and not only rely on prepared corporate holding statements. 
They wanted insight into our planned improvements so after an initial round of meetings and confer-
ence calls, we instituted a quarterly status report to business partners that requested one. This makes  
it easier for myself and my team to manage and address 90% of the questions we were receiving. 

• Communicate the details of the settlement/fine and ongoing obligations to your own company: I have 
80,000 colleagues at ZTE, many of whom are in China and may not have access to the same news 
sources or articles that many of us in the United States take for granted. It was critical for us to issue 
some internal announcements explaining what the settlement meant, and what our plan was going 
forward. Heavy fines create uncertainty for employees and we wanted to reassure them that we were  
on top of things. 
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How can you best utilise  
internal resources over the 
course of an investigation?

What Should Be the Focus of  
Your Compliance Training Program?

What Cultural Changes are Essential Fol-
lowing an Investigation?

What Are the Foundations  
of an Effective Speak Up Culture?

How Do You Balance the Investigation  
Alongside Your Commitment to Business  
Partners and Third Parties?

How Can You Persuade Employees to  
Co-Operate with You and External Counsel?

It depends on whether the investigation 
appears to be civil or criminal. If civil, you 
are more likely able to really leverage a 
lot more out of internal resources. But 
if it looks like there were criminal acts 
involved, it becomes more challenging  
to leverage internal resources. 

Internal resources can always be used by 
the Compliance Officer and outside counsel 
to help identify document repositories, 
responsive personnel for interviews, and 
understanding company culture. 

All are critical to a good investigation.

Getting key information to employees in a 
targeted manner that is:

• Easily digestible
• Regularly provided, and,
• Responsive to feedback

You cannot take a one-size fits all approach or  
once-a-year will do approach.

You must develop a speak-up culture; a see something, 
say something culture. 

You have to foster an environment where people see  
the tangible benefit of doing things in a compliant way. 

Easy avenues for reporting (including anonymous options), 
incentives for speaking up, clear non-retaliation policies, and 
encouragement from Senior Management on a frequent basis. 

Also, highlight examples of when someone spoke up and how it helped the company, sometimes you will have to 
anonymise the facts, but real life stories always help. You must also take the time to build trust in the process and to 
speak face to face with employees so they view you as a trustworthy confidante to report problems to.

You have to understand your contractual commitments to 
business partners and also understand when you have confirmed 
information that may need to be shared with a partner. 

It is a delicate balance because you are trying to manage the 
investigation, minimise damage to your company and maximise 
your relationship with business partners. 

It can be a difficult call to make to your counterparts as your 
business partners, but overall, they usually respond positively 
to the candid nature of the call and the honesty – unless you 
become a repeat offender.

Having a company policy that requires employees to co-operate 
is always helpful – as well as incentivising employees to  
co-operate with the investigation in some way. 

It is also helpful to explain to people as much as you can about 
the situation; there is a lot of misinformation usually going 
around during an investigation and it is helpful if you can set  
the record straight. 

It is also possible to have management involved in directly 
seeking co-operation of employees.

Part 2: Compliance Training 

What’s the most crucial  
aspect of an early internal  
investigation?

Developing a coherent investigation 
plan, hiring experienced counsel and 
determining the initial scope. 

It is also critical in a multi-jurisdictional 
investigation to understand data privacy, 
state secrets, or similar laws and limitations 
on your efforts.
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Who Is Essential for Ensuring the  
Compliance Message is Monitored  
and Enforced?

How Do You Ensure Local Outputs  
Are Adhering to The New Compliance 
Program?

How Can You Support Middle  
Management in Their Compliance Efforts?

How Can You Measure the  
Effectiveness of this Cultural Change?

Middle management. 

You need tone at the top, you need it to be practical for 
the people, but a compliance program can live and die 
with the message in the middle. 

Middle management has a platform to spread your 
message to masses and generally they know what is 
going on day-to-day. 

If you don’t have middle management in your corner, 
being your eyes and ears in the field – you will fail as a 
compliance program.  

Middle management, regular feedback mechanisms, 
and strong system controls and audit plans. 

And nothing beats getting your compliance team on 
the ground – face-to-face – with as many of their 
colleagues around the globe as possible. 

Video conference is better than a phone call, but 
a hand-shake and a physical presence is critical, 
especially early in the process. 

You have to first make sure their management is on-
board. You make sure compliance is part of their annual 
performance evaluation and bonus eligibility plan, and 
then you push messaging/talking points and key areas 
of concern out to them for discussion on the ground 
level on a regular basis (at least quarterly).

Finally, you try to get face time with as many of them as 
possible to make sure they feel comfortable coming to 
you and your team in compliance with their concerns.  

Monitor the metrics on your ethics hotline or web 
portal. Continue to push messaging and training and 
see if the metrics increase. 

You can also conduct surveys on an annual or 
more frequent basis that all employees are required 
to participate in and directly ask for feedback in 
different areas. There are also anonymous surveys 
that could be pushed out to gauge how people feel 
about speaking up.   
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Matthew Bell will be hosting two exclusive sessions at  
C5’s Economic Sanctions & Financial Crime Conference.

The Key to Successful Investigations &  
Dealing with the Aftermath of a Heavy Fine
• Steering the course of disclosure: Who knew?  

How high was the information? Were the jurisdictional 
risks clearly understood?

• Effectively utilising internal resources

• Managing business partners and third parties during 
the investigation

• Recalibrating training and communication strategy 

Preparing & Addressing a  
Voluntary Self-Disclosure 
• What are the key issues to  

be aware of before making  
a voluntary disclosure

• How to “humanise” your 
company and build a 
relationship with the regulator

• Which regulator to make your 
initial disclosure to
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