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Good morning everyone, my name is Vincenzo Petrella and I am here to talk to you about how to model complete and consistent requirements
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2S E S E  T O U R  2 0 2 2  _  M A Y  0 9  T O  1 1   
" S Y S T E M S  E N G I N E E R I N G  F O R  A  S U S T A I N A B L E  W O R L D "







Photo

Presenter Notes
Presentation Notes
Before I start, some brief information about myself,I am an aeronautical engineer with a specialisation in flight dynamics and helicopter flight mechanics. Immediately after graduation I worked as a consultant at Leonardo where I was part of the aeronautical modelling team and was involved in the development of training flight simulators.Since 2018 I am an application engineer at MathWorks where I work on Model Based Design and Model Based System Engineering.
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Today, I woluld like to talk about:
what are some common challenges with requirements validation? What are engineers doing today to address these challenges? Why should you model requirements? 
An example on requirement modeling and validation using the commercial suite of MathWorks and leveraging the new Requirements Table block



Requirements: The key to sustainability

S E S E  T O U R  2 0 2 2  _  M A Y  0 9  T O  1 1  
" S Y S T E M S  E N G I N E E R I N G  F O R  A  S U S T A I N A B L E  W O R L D "

4

Presenter Notes
Presentation Notes
Why should we care about system requirements for sustainability?
Sustainability has three main pillars: economic, environmental, and social. 
If we focus on the economic pillar, this includes a wide range of issues: certainly, one of them concerns sustainable production by reducing waste.



Requirements: The key to sustainability
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Let us go into more detail and adopt a project manager's point of view. To have a sustainable and successful project I have to control costs and time without affecting the scope of the project.



Poor Requirements Management

Sources:  Christopher Lindquist,  Fixing the Requirements Mess,  CIO Magazine, Nov 2005

Why do 71% of Embedded Projects Fail?
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And what is one of the main causes of project failure? 
Poor Requirements Management





Data gathered by Hewlett Packard referred by XB in 2017
https://xbsoftware.com/blog/why-should-testing-start-early-software-project-development/

Invalid Requirements 
Start Here
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Incomplete and inconsistent requirements cause errors in the design phase, which become exponentially more expensive to fix over time. Customers developing safety critical applications can save time and money by ensuring their requirements are valid early.


https://xbsoftware.com/blog/why-should-testing-start-early-software-project-development/

When you consider the project’s life cycle, it may seem pretty reasonable to begin the testing process at the end of the development process. Such an approach can simplify planning, but potential risks in such case will be pretty high. In the worst case scenario, you’ll face the increase in the project budget, and the final product release will be significantly delayed. For example, an error can be detected at the stage of acceptance testing, one of the last steps of the software development life cycle. In this case, developers will have to change the requirements that already exist, rewrite the source code, and make additional tests to make sure that the error was fixed properly. 

(Describe the chart above):What it takes to repair a defect? Relative cost of defect repair depending upon when in the software development life cycle the defect is found and fixed. There are lot of third party reports available to understand the impact. For Ex: According to the data gathered by the Hewlett Packard company, the cost of correcting a bug detected at the last stage of the project life cycle (deployment and maintenance) is 30-100 higher than the cost of the same bug detected at the first stage. In case the bug is never found, it’s pretty hard to predict the expenses for the company. Ex: Samsung Note 7 battery issue



A Typical Population of Requirements
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In safety critical applications, engineers author requirements primarily with formal logical conditions. 
These logic driven requirements often represent the majority of the system's requirements. 
These typically include requirements such as fault detection, signal selection, also known as voting, and mode logic. These requirements are often simple and easy to validate individually.



Common Challenges with Requirements 
Validation




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The challenges emerge when you need to analyze a set of hundreds or thousands of requirements. The top challenges are completeness and consistency. 
Completeness ensures that all required functionality is defined. Consistency ensures that requirements do not conflict. So what are engineers doing today to address these challenges?



What are engineers doing today?




“The system shall enable DRIVE_MODE_1 when SWITCH_1 is 
pressed.”





Text is not always the answer!
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Many organizations create a set of intermediate text-based requirements,
 which often resemble pseudocode such as this example. Notice the use of variables in the requirement. These variables are often analyzed by text parsing tools to check for consistency and completeness.
 This process is expensive to create and maintain.

In other words, text is not always the answer. You should model logic-driven requirements. Requirements modeling also called specification modeling provides several advantages over traditional text-based requirements.



Why Should You Model Requirements?
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These models are mathematically rigorous executable through simulation, easier to author and maintain than pseudocode text requirements, easier to analyze as the requirement set grows, and reusable for downstream verification activities through techniques such as automatic test generation. 
Let's see how to model and analyze logic-driven requirements by leveraging the requirements table block present in the MathWorks suite.
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Each row of the table 
define a requirements

SUMMARY
Text based description 
of the requirement

PRECONDITION
Expression that define 
the condition when the 
requirement is valid

DURATION (optional)
The time in seconds during which the precondition 
must be satisfied

POSTCONDITION
Expression defining the 
condition that must be achieved 
when the precondition is met

Presenter Notes
Presentation Notes
Each row of the table defines a requirement.
 A requirement includes a summary, which is a text-based description of the requirement, a precondition, an expression which defines the conditions where the requirement is valid. This expression is written using MATLAB code. An optional duration, which describes the time in seconds during which the precondition must be satisfied. A postcondition, and expression, which defines the conditions that must be achieved when the precondition is met.



Precondition and Postcondition
Synthax
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Header
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You can express a variables range using standard syntax, such as parentheses and brackets.



ACTION 
(optional)

Defining what actions are 
performed when the precondition 
is valid.
Examples of actions:
• Assigning a value
• Call a function

Actions

The action sets y3 equal to a 
vector of values.

Presenter Notes
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You can also define an optional action, which defines what actions are performed if the precondition is valid. Such as calling a function or assigning a value.



Assumptions
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If the precondition of an 
assumption is met

the postcondition enforces a constraint on 
data used in the requirements

If the precondition of an 
assumption is not met

ignores the constraint in the 
postcondition.
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Real systems have physical limitations which should be accounted for in the requirements.
We can define these using assumptions. 



Assumptions
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
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Example: DC charging cord lock requirements 




HV 
Battery

Contactors

High voltage exposure risk on DC 
pins when cord is detached
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 Let's walk through a real world example. Requirements for a DC charging cord for an electric vehicle. 
Will build the requirements around a standard JPlug. In DC charging, the electric vehicle battery is directly connected to the charging station. 
Due to safety concerns with voltage exposure at the port, DC charge cords are required to be locked during charging.



SAE J1772 Requirements for DC Charge 
Cord Locking
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Requirement 1: The electric vehicle shall lock the charger in place if the electric vehicle 
supply equipment is compatible.

Requirement 2: The electric vehicle shall unlock the cord if the acknowledge 
terminate charging session signal is received and the vehicle measures an input 
voltage that is less than 60 V during normal shutdown procedures.

Requirement 3: The electric vehicle shall unlock the cord if the pilot status is not 
ready and the vehicle measures an input voltage that is less than 60 V during an 
emergency shutdown.

Presenter Notes
Presentation Notes
Based on the J1772 specification, we can define three requirements for the system. Requirement one, the electric vehicle shall lock the charger in place if the electric vehicle supply equipment is compatible. Requirement two, the electric vehicle shall unlock the cord. If the acknowledged terminate charging session signal is received and the vehicle measures an input voltage that is less than 60 volts during normal shutdown procedures. Requirement three, the electric vehicle shall unlock the cord If the pilot status is not ready and the vehicle measures an input voltage that is less than 60 volts during an emergency shutdown.



Requirements writing and analysis
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Let's use a requirements table to define these requirements. I have already defined the first two requirements and have written a brief summary for the third requirement. The postcondition column defines the expected condition of the lock command.
Let's define the third requirement. First, let's define the precondition using a simple MATLAB expression. The postcondition is that the cord is unlocked. Now that we have defined the three requirements, let's analyze the table to ensure completeness and consistency. To do this, just click the Analyze button.
This will launch Simulink Design Verifier to automatically analyze the table. It looks like the requirements have issues with inconsistency and incompleteness. The report provides an example for each issue. 



Inconsistency Issues
The block detects a scenario where the data can equal more 
than one value during simulation.
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A requirement is inconsistent when the block can perform different behaviors for a single combination of input values.

In other words, there are two or more conflicting requirements. In this case, there is an inconsistency between the first and third requirements.
Under the condition shown, requirement one demands the cord to be locked while requirement three demands the cord to be unlocked.
Note that the scope of requirement one is only at the beginning of the charging. By adding this information to the precondition of requirement one, we can alleviate the inconsistency.



Incompleteness Issues
The block detects a scenario where the data is not defined 
during simulation.
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Requirements have incompleteness issues when the block does not comprehensively specify outputs for possible input values.

In other words, the expected functionality has not been fully defined. In this case, the expected functionality for the lock command based on the inputs is incomplete. 
Basically, the requirements do not specify what the lock command should be if the vehicle is in normal shutdown, and the port voltage is still unsafe.
To address this, we'll need to add new requirements. This is an iterative process. In most cases, you will need to continue updating requirements until there are no remaining issues with inconsistency and incompleteness.



Incompleteness Issues
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Here is the final result. 



Assumptions



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These assumptions will be 
used when analyzing the 

table
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Real systems have physical limitations which should be accounted for in the requirements.
We can define these using assumptions. In this case, there are three assumptions for the charging status. These assumptions will be used when analyzing the table. 



Observe model behavior
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use the preconditions to specify model 
input behavior

use the postconditions to specify model 
output behavior

If the model behavior does not satisfy the 
postcondition for a requirement when the 

precondition is satisfied, a warning is 
provided



Generate model behavior 
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Use the Requirements Table  
to execute actions when the 
model meets corresponding 

preconditions

Compare model output 
behavior
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This demo showed you how to model a set of logic-driven requirements in a requirements table, and analyze the requirements to ensure completeness and consistency. This will help ensure these requirements are valid before beginning the design.
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