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Data protection and students’ unions guidance 

Purpose of Guidance 

This guidance examines some of the key data protection issues relevant to students’ unions. In 

particular it looks at how students’ personal data can be shared between universities and students’ 

unions in compliance with the General Data Protection Regulation (GDPR). It is divided into the 

following sections: 

 Brief overview of data protection law; 

 Frequently asked questions on data sharing between universities and students’ unions; and 

 Sample letter to universities explaining how personal data may be shared with students’ 

unions without breaching data protection law. 

This guidance has been developed by NUS and Bates Wells Braithwaite for use by students’ unions.  

It has been updated to reflect the planned replacement of the Data Protection Act 1998 (DPA) by the 

GDPR in the UK (from 25 May 2018). At the time of publication of this guidance [March 2017] the EU 

law on which the Privacy and Electronic Communications Regulations (PECR) are based is also 

under review, such that students’ unions should be aware that the law in this area is also expected to 

change. This law impacts, among other things, on the sending of direct marketing by email and text. 

Note that the GDPR is not yet in force such that students’ unions should continue to comply with the 

DPA until 25 May 2018.  However, students’ unions should be aware of their responsibilities under the 

GDPR and take steps to prepare for its coming into force.    

The information in this guidance is necessarily of a general nature. It is believed to be correct at the 

time of publication. This guidance was prepared prior to the GDPR coming into force, and should be 

read in light of future guidance produced by the ICO to accompany the GDPR, and other legal 

developments.  The guidance is not intended to be exhaustive or to provide legal advice in relation to 

any particular situations. It is important to remember that the circumstances of students’ unions vary 

from one union to the next, and specific advice should be sought for specific situations.   
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Basic overview of data protection law 

1. Relevant legislation 

1.1 If you handle personal data about individuals (including students and staff) you will have a 

number of legal obligations to protect that information under the General Data Protection 

Regulation (GDPR). 

1.2 Compliance with the GDPR is regulated by the Information Commissioner’s Office (“the 

ICO”), which is an independent authority set up to uphold information rights in the public 

interest. 

2. Information covered by the GDPR – personal data 

2.1 In summary, the GDPR applies to information about living individuals who can be identified 

from that information, for instance in relation to a student it would include (among other 

things): 

(a) name; 

(b) email address (provided you can identify the student from the email address, 

together with other information you hold on that student); 

(c) photographs; and 

(d) academic records. 

3. Special categories of personal data 

3.1 The GDPR imposes stricter conditions on how organisations handle “special categories of 

personal data” (known under the DPA as “sensitive personal data”). Special categories of 

personal data includes information about a person’s: 

(a) racial or ethnic origin; 

(b) political opinions; 

(c) religious or philosophical beliefs; 

(d) trade union membership; 

(e) genetic data; 

(f) biometric data (where processed to uniquely identify a person); 

(g) health; 

(h) sex life or sexual orientation; 

3.2 There are also certain conditions in relation to processing data relating to criminal 

convictions and offences. 

4. Types of activity that come within the scope of the GDPR 
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4.1 The GDPR applies to a particular activity – processing personal data – rather than to 

particular people or organisations. So, if an organisation “processes personal data”, then it 

must comply with the GDPR and, in particular, must handle the personal data in accordance 

with the data protection principles set out in the GDPR. 

4.2 Processing is any activity that involves use of personal data. It covers almost everything you 

may wish to do with personal data, including but not limited to the following: 

(a) collecting; 

(b) recording; 

(c) storing; 

(d) organising; 

(e) amending; 

(f) retrieving; 

(g) disclosure of; and 

(h) erasing or destroying. 

5. Who is responsible for compliance with the GDPR? 

5.1 Data controllers are responsible for complying with the GDPR. A data controller is an 

organisation that determines the purposes and the means by which personal data is used. 

Except where a union is holding personal data as an agent for another organisation (and 

only processing that information in accordance with a third party’s instructions) the union is 

likely to be the data controller of the personal data that it holds.  Where a union does hold 

personal data as an agent in this way, it will be a data processor.  Data processors have 

certain obligations under the GDPR which are discussed below.   

5.2 Your union may (and it is good practice to) have a data protection compliance manager who 

is responsible within the union for ensuring compliance with the GDPR. However the 

obligation to comply with the DPA applies to the union as a whole as a data controller. 

6. Sharing personal data with suppliers, e.g. fulfilment houses, software or website 

providers 

6.1 Where you share the personal data of students, staff or other individuals with service 

providers (e.g. fulfilment houses, software providers, payroll providers, IT contractors or 

internet service companies) who carry out services for the union, the union will be a data 

controller of that personal data and the provider will be the data processor. Data processors 

process personal data on behalf of data controllers.  

6.2 Unlike under the DPA, data processors do have certain duties under the GDPR, including to 

implement adequate security measures, notify the data controller of any security breaches, 

seek approval from the data controller to appoint sub-processors, comply with the 

conditions for the transfer of data outside of the European Economic Area, keep a record of 

categories of processing, and to allow the data controller to audit and inspect their practices.   
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6.3 However, the data controller remains responsible for the processing of personal data by 

data processors who are processing data on its behalf. In other words, if your union 

discloses personal data to a supplier, without a GDPR compliant written contract, the union 

will remain responsible for any breach of the GDPR by the supplier. 

6.4 If your union is disclosing personal data to a third party in this way you must: 

(a) choose an organisation that provides sufficient guarantees in respect of the 

technical and organisational measures they take to ensure compliance with the 

GDPR; 

(b) take reasonable steps to ensure compliance with those measures; 

(c) enter into a written agreement that, as a minimum: 

(i) sets out the subject-matter and duration of the processing, the nature and 

purpose of the processing, the type of personal data and categories of data 

subjects and the obligations and rights of the data controller; 

(ii) prevents the data processor from using the data for any purpose other than 

under the instructions of the union;  

(iii) sets out confidentiality requirements on personnel authorised to process 

personal data; 

(iv) requires compliance with security measures in the GDPR; 

(v) sets limits on the appointment of sub-processors (including requiring the 

union’s consent for any sub-processing); 

(vi) requires the processor to assist the union in complying with certain GDPR 

obligations (such as complying with rights of data subjects); 

(vii) contains provisions on the return or deletion of personal data at the end of 

the contract (unless the law requires otherwise); and 

(viii) requires the processor to provide the union with all information necessary to 

demonstrate GDPR compliance, and contribute to audits.     

7. Electronic marketing 

7.1 If your union is sending marketing communications by electronic means (e.g. by text or 

email) you must also ensure that such marketing complies with the Privacy and Electronic 

Communications Regulations 2003 (“the Regulations”). The following rules apply when 

sending electronic messages that contain marketing to personal email addresses: 

(a) the union must have consent before making any kind of marketing approach by 

email; and 

(b) this consent must have been given directly by the recipient (e.g. the student) to the 

union or its agents unless it is given to someone else in the first person, such as in 

the following form: “I would like to be kept updated about the union’s activities…”. 
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7.2 As mentioned above, the EU is currently reviewing the law on which the Regulations are 

based, with the aim of introducing a new Regulation on Privacy and Electronic 

Communications at the same time as the GDPR (May 2018).  Consent for marketing by 

email continues to be required in the draft of that Regulation at the time of writing (March 

2017).   
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Frequently asked questions about data sharing between universities and students’ unions 

1. The university says it cannot share student data with us because of the GDPR. Is this 

correct? 

1.1 Unless the data being processed is a special category of personal data (i.e. “sensitive 

personal data” under the DPA - see Part 3 of overview section) in most cases the GDPR 

does not require universities to obtain consent from students in order to share students’ 

basic contact details with students’ unions. 

1.2 The transfer of student data from a university to a students’ union is a form of processing. 

Before a university (as a data controller) can process students’ personal data in this way 

(i.e. transfer it) it needs to satisfy at least one of a list of conditions set out in Article 6(1) 

GDPR. Although one of those conditions is consent, in most cases this is not needed. There 

are other conditions that a university can satisfy in order to lawfully process student data in 

this way. One such condition which universities are likely to be able to satisfy is that 

processing is necessary to comply with a legal obligation (“necessary” here means a 

proportionate means of achieving this legitimate aim, rather than strictly or absolutely 

necessary).  In this case, the relevant legal obligations of the university are those under 

section 22 of the Education Act 1994 to: 

(a) take such steps as are reasonably practicable to secure that a relevant students' 

union operates in a fair and democratic manner; 

(b) take such steps as are reasonably practicable to secure that the following 

requirements are observed: 

(i) appointment to major union offices should be by election in a secret ballot 

in which all members are entitled to vote; and 

(ii) the governing body should satisfy themselves that the elections are fairly 

and properly conducted.   

1.3 In order to rely on section 22 of the Education Act 1994, universities will need to be satisfied 

that the processing is necessary in relation to each type of personal data processed (for 

example, name, email address etc). 

1.4 It will also be necessary for an EU or UK law to set out the basis of processing data for the 

purposes of complying with a legal obligation which universities will be able to rely on.  It is 

highly likely that such a law will be brought into force before the GDPR comes into force. 

1.5 Note that the GDPR requires that an organisation such as a university must provide an 

individual with what is known as the “fair processing information”. This information includes 

the following (please see Article 13 GDPR for the full list): 

(a) who is the data controller of their information (i.e. the university) and what are their 

contact details; 

(b) the purposes for which their personal data is intended to be processed and the legal 

basis for processing;  

(c) any recipient or categories of recipients of the personal data; 
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(d) how long the data will be held for; 

(e) the right to object to processing and request for data to be deleted; 

(f) the right to withdraw consent as a basis for processing; and 

(g) the right to complain to the ICO.  

1.6 It would be preferable if universities could inform students when they first collect their 

personal data that they will share students’ personal details with students’ unions. If they do 

not already do so, unions may wish to encourage universities to adopt this practice. 

1.7 Students’ unions may also be required to provide fair processing information to students 

when they receive students’ personal data from universities.  The relevant information is set 

out in article 14 GDPR (this information is similar but not identical to the information required 

to be provided by the university).  Students’ unions will not be required to provide the 

information where the students have already received this information, for example, 

because the university has already provided it.  It may be preferable for unions to work with 

universities to agree a statement about data sharing, so that students can receive the fair 

processing information (for both the university and the students’ union) at the same time.  If 

the union provides the information separately, it should be provided within a reasonable 

period of obtaining the personal data (a month at the latest) or if the information is being 

used to contact students, then the fair processing information can be sent with that 

communication.  The information could be included in the contents of a general 

communication to students, for instance a newsletter or welcome mailing. 

2. We also want to send students marketing emails to tell them about the events of the 

students’ union. The university says we can’t do this because of the Privacy and 

Electronic Communications Regulations. Is that correct? 

2.1 Although universities may share student contact details with students’ unions without 

obtaining the consent of the students, the sending of electronic marketing is governed by a 

separate piece of legislation – the Privacy and Electronic Communications Regulations 

2003. 

2.2 As outlined in [paragraph 7 of part 1] of this guidance, the Regulations require organisations 

to have consent from the individual before sending any kind of marketing communication by 

email. “Marketing” is very widely interpreted by the ICO to include most communications 

relating to the activities of an organisation. The consent must be given to the organisation 

sending the marketing. Therefore, students’ unions cannot rely on consent to electronic 

marketing which was given by students to universities. A way to avoid the requirement for 

consent is by drafting consent forms in such a way that students “solicit” marketing from 

their union or third parties more generally. This is achieved where students actively invite 

marketing from their union, for instance: 

“I would like to be kept updated about [ ] students’ union’s activities so that the union can 

contact me about student affairs.” 

2.3 Universities should be asked to use this form of wording when they first collect students’ 

data on university enrolment forms.  
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2.4 Where universities have not used a form of wording under which students “solicit” 

marketing, students’ unions cannot lawfully send electronic marketing to students unless 

they have obtained their consent to do so. However, it is important to remember that the 

rules set out in the Regulations do not apply to the sending of marketing communications by 

post. Therefore where the requirements set out in the Regulations have not been met, 

students’ unions may still send marketing communications to students by post (provided the 

union complies with the GDPR which will include respecting any requests from students to 

stop processing their data for direct marketing purposes, including sending marketing 

communications by post)). 

3. How can we avoid this issue arising in the future? 

3.1 To avoid confusion and disagreement about whether a students’ union is legally entitled to 

access personal data relating to students which is held by a university, universities should 

be encouraged to tell students when collecting their contact details for the first time that they 

will share students’ data with students’ unions. 

3.2 Where a students’ union has a memorandum of understanding or other agreement with their 

university, they should include in that agreement obligations on the university to: 

(a) transfer students’ personal data to the students’ union at the union’s request; 

(b) ensure that all students whose personal data is transferred to the students’ union 

have been informed that their personal data will be shared with the students’ union; 

(c) obtain all necessary consents required from students (where such consent is 

required) to share their information with the students’ union and permit the union to 

send students electronic marketing, by using the form of words set out in paragraph 

2.2 above. 
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Template letter to university 

[Name and address of university] 

[date] 

Dear [ ] 

Access to Personal Data of Students enrolled at [specify name of university] University (“the 

University”) 

I am writing to you in relation to the recent request of [specify name of union] (“the Union”) to access 

the personal details of students enrolled at the University. 

As I am sure you appreciate, the fair, democratic and effective running of the Union and our ability to 

provide support and other services to the students enrolled at the University depends on us having 

access to the contact details of those students. 

We have sought external specialist legal advice and set out below the basis on which we believe that 

you may lawfully share with us the contact details of students who are enrolled at the University. 

Transfer of names, addresses and other non-special category (i.e. non-sensitive) personal data 

The disclosure of names, addresses and other non-sensitive contact details by the University to the 

Union for the Union to use for its administration purposes does not require the prior written consent of 

the students. The transfer of non-sensitive student data to the Union by the University requires the 

University to: 

(a) satisfy a condition from article 6 of the General Data Protection Regulation (GDPR); and 

(b) ensure that this sharing of student data is fair and consistent with the “fair processing 

information” which the University provided to students when it first obtained their personal data. 

Article 6 

Our external legal advice from specialist data protection lawyers is that the transfer of non-sensitive 

student data from the University to the Union satisfies article 6(1)(c) as the processing (i.e. the 

transfer to the Union) is necessary for compliance with a legal obligation to which the University is 

subject.  “Necessary” here means a proportionate means of achieving this legitimate aim (i.e. 

compliance with your legal obligation), rather than strictly or absolutely necessary.  The University is 

under an obligation under section 22(1) and (2)(d)-(e) to:  

(a) take such steps as are reasonably practicable to secure that a relevant students' 

union operates in a fair and democratic manner; 

(b) take such steps as are reasonably practicable to secure that the following 

requirements are observed: 

(i) appointment to major union offices should be by election in a secret ballot 

in which all members are entitled to vote; and 
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(ii) the governing body should satisfy themselves that the elections are fairly 

and properly conducted. 

Accordingly, our advice is that it is necessary for the University to share the following data to secure 

the democratic operation of the Union: 

(a) Name 

(b) Email address 

(c) JACS code  

(d) Year of study 

This subset of information ensures that the Union is able to notify individuals of their democratic right 

to take part in students’ union elections and in their course representation. This ensures that unions 

can run their elections both in establishing candidacy, constituency and voting rights. 

We also consider that it is necessary for the University to share the following personal data to ensure 

the fair operation of the union.   

(e) Age 

(f) Gender 

(g) Home postcode 

This information is required in relation to the fair operation of the Union – the home postcode enables 

the Union to understand the POLAR group of their students, and additionally facilitates operations 

surrounding mature students and women students.  It allows unions to categorise traditionally under 

represented students as well as those who may not be able to access some services or union 

positions due to legal restrictions. 

It is the opinion of NUS that these are the personal data which are best represented by the legal 

arguments described in this document. Whilst it may be possible or desirable to obtain further data, 

this is likely to undermine the legal basis in these guidelines. 

Fair Processing 

OPTION 1 Use this wording where the University has informed students that their data might be 

shared with the Union. [We understand that the University student enrolment form has informed 

students that their personal data may be shared with other organisations such as the Union. This 

means that] The sharing of student contact details with us is consistent with the fair processing 

information that you provided to them and with the “fair processing” principles set out in the GDPR.   

We should be grateful if we could discuss the content of the fair processing information with you.  As 

you know, under the GDPR the Union is also required to provide fair processing information to 

students unless they have this information already.  We would like to discuss a collaborative approach 

so students do not have to receive two sets of similar information.   
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OPTION 2 Use this wording where no clear record of the University having told students that their 

data might be shared with Union. [It does not appear that the University indicated to students at the 

point of collecting their personal information that their details would be shared with the Union. 

However, we believe that the sharing of students’ personal data by a university with its students’ union 

is consistent with the expectations of the students in relation to how their information might be 

processed by the University. This would not be an unforeseen use of their personal data and therefore 

would be likely to constitute fair processing. 

Electronic marketing 

As you know the sending of electronic marketing is governed by the Privacy and Electronic 

Communications Regulations 2003. The Regulations prohibit the sending of unsolicited marketing 

emails to individuals without prior consent from the individuals which must be given to the sender of 

the electronic marketing. Therefore even if the University shares students’ email addresses with us, 

we are aware that we would be in breach of the Regulations if we were to use those email details to 

send marketing materials unless either: 

(a) we have the consent of the students to do this; or 

(b) the students have solicited marketing communications from third parties; in other words, 

students have asked for or invited the sending of (otherwise) unsolicited marketing materials to them. 

I should be grateful if you could confirm whether on your enrolment form, students requested 

marketing emails from the Union or from third parties more generally. As you may be aware, this is 

most effectively achieved by including a statement in the first person which demonstrates that 

students have “solicited” marketing communications, for instance, 

“I would like to receive regular updates from the [insert name of students’ union] about its activities….” 

The future 

In the future to help us to effectively engage with students, we would ask that you incorporate within 

the University enrolment form or other documentation which you use to collect students’ personal data 

the following information: 

(a) clear notification to students that you are likely to share the personal details they provide with 

the Union; and 

 (b) a statement in the first person in which students solicit marketing from the Union, for instance 

in the following form  

“I would like to receive regular updates from the [insert name of students’ union] about its activities….” 

If you would like us to provide suitable wording for data collection statements, do let me know. In the 

meantime, if you retain any concerns about sharing student contact details with the Union, we would 

be grateful for your analysis of the basis for this in the light of our legal reasoning above. 

Yours sincerely 

 

[insert name of representative of student union] 


