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Skills Gap Assessment
Description
Within any organisation, having people with the right skills is a challenge. It is often assumed that training
equals skills, but in many cases organisations never validate that the correct skills are indeed in place.
Performanta Academy has developed a Skills Gap Assessment which measures the actual knowledge of
your staff within the information security arena. The results will allow you to gauge the areas within your
organisation where you will most benefit from the information security training we are offering.

Delivery and duration
The assessment can take place either in our training facilities or in a facility of your choice and will not
take more than 30 minutes of your staff’s time. The results will be personally presented to you within a few
days of completion of the assessment.

Objectives of the assessment
•
•
•

To provide a customised training programme that addresses your organisation’s specific needs
To provide the right training to the right people
To allow you to manage your training budget in a cost-effective manner

Programme & Certification
Foreword
“… the shortfall in the global information security workforce… will reach 1.5 million in
5 years.”
The 2015 (ISC)² Global Information Security Workforce Study
The newly released Global Information Security
Workforce Study by (ISC)² predicts that the global
information security workforce shortfall will
reach 1.5 million within five years due to demand
for personnel outpacing the supply. This study
highlights the need for organisations to invest in
the professional development of their information
security workforce.

experience. This is complemented by lecturers
who are proven industry experts with the relevant
experience and capability.

As information security professionals work in a
dynamic and constantly changing environment,
they are looking to develop relevant skills and
are likely to be planning their career progression
a few years ahead. It is evident that providing
information security professionals with access
to training programmes and supporting them in
acquiring new qualifications will benefit both the
individual and their employers.

The aim and philosophy of the academy is that our
graduates are adequately equipped and skilled
to contribute immediate value within the work
environment.

The IS+ Programme’s comprehensive curriculum
ensures that attendees receive the best possible
training and will be exposed to the fundamental
aspects of information security.

I look forward to inviting you to our academy!

Irit Golan
Managing Director
Performanta Academy

Performanta Academy’s IS+ Certification curriculum is based on global best practices and is supported
by material compiled by industry-proven experts. The course contains an evenly balanced slant towards
theoretical and practical teachings and provides the learner with an all-encompassing overview of information
security practices. We provide modules targeting entry-level learners as well as more seasoned security
practitioners with specialised learning requirements.
On successful completion of the full programme (eight modules) the learner will receive Information Security
Plus (IS+) Certification. Alternatively, learners can enrol for individual modules of the programme in order to
complement their comprehensive security portfolio and will receive a certificate of attendance.
The programme covers the following modules:
• Module 1 – Introduction to Information Security
• Module 2 – Foundation
• Module 3 – Data security
• Module 4 – Network Security
• Module 5 – End Point Security
• Module 6 – Application Security
• Module 7 – Security Operations
• Module 8 – Physical Security
In order to achieve the Information Security Plus Certification the student will be required to complete all
eight modules with an evenly balanced slant towards practical teachings. The practical curriculum consists
of the learner spending time in a fully functional Cyber Security Operations Centre, being exposed to
incident identification, management and resolution. The courses also include scenario-based testing and
recommended resolution methodologies.

Performanta Academy has taken the initiative to
address this need with our IS+ Programme which
is intensely focused on information security
practices coupled with a deep level of practical
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Module 1

Module 2

Module 5

Module 6

This module has been designed for the novice and
outlines important information security aspects
and principles. Its objectives are to introduce the
learner to:
• The basic fundamentals of information security
and information security principles
• Approaches to the means and methods of
securing information, i.e. cryptography, network
security and the technologies employed to
secure information assets

This module focuses on building the foundation to
becoming a security professional. It provides the
learner with the ability to construct and implement
a security programme that is measurable and
effective, and enables them to grasp the minimum
standards required from a compliance perspective
which focuses on legislative, regulatory and
international best practices.

The learner will be exposed to concepts related to
OS security models, namely the security reference
monitor, access control and international standards
for operating system security. They will learn how
to make OS much more resistant to attack and
how to reduce vulnerabilities.

This module covers the measures taken
throughout the code’s development lifecycle
to prevent gaps in the security policies that
an application or the underlying system might
have through flaws in the design, development,
deployment, upgrade or maintenance of the
application.

The following IT security aspects are covered:
• Information security overview
• Risk Analysis
• Compliance with standards, regulations and
laws
• Security policies, standards, procedures and
guidelines
• Security organisation
• Authentication and authorisation
• Identity and access management
• Network and protocols
• Attack types i.e. viruses, Trojans, bots
• Business continuity management

This module covers:
• Risk analysis
• Compliance
• Confidentiality, integrity and availability
• Information security policies and procedures
• Legislative and industry standards
• Security organisation

End Point Security
5 - 10 Days

This module focuses on:
• Operating system security models
• Unix security
• Windows security
• Securing infrastructure services: E-mail, 		
web servers, proxy servers and DNS
• Virtual Machines and cloud computing
• Securing mobile devices

The following topics are covered:
•
Secure application design
•
Secure development lifecycle
•
Application security practises
•
Web application security
•
Client application security
•
Writing secure software
•
J2EE security
•
Windows .NET security
•
Controlling application behaviour

Module 3

Module 4

Module 7

Module 8

This module provides learners with an understanding
of the different types of data, its importance and
how to protect it in its various forms. Learners will
gain in-depth knowledge of the various controls
that may be implemented to protect data which is
in transit, at rest or in use.

This module exposes the learner to the tools
required to understand and diagnose network
attacks. We discuss how they work, what to look
for and how to interpret the data that is gathered.

This module covers the ongoing, day-to-day management of security functions. i.e. The processes
and procedures that need to be put in place in order
to provide a smooth-running, efficient, and effective
operation, how to ensure that appropriate security
controls are implemented and maintained and that
people with a higher level of access to systems and
data are subject to oversight.

This module focuses on all of the physical
and environmental requirements that must be
considered when protecting personnel, hardware,
programs, networks and data from physical
circumstances and events that could cause serious
losses or damage to data and data processing
resources.

Data Security
5 Days

This module covers:
• Structured versus unstructured data
• Approaches to protect unstructured data
• Data at rest, in transit and in use
• Information Rights Management
• User provisioning
• Confidentiality risks

Network Security
5-10 Days

This module covers:
• Secure network design principles
• Firewall management
• Wireless security
• Network device security
• Virtual Private Network
• VOIP and PBX security
• Intrusion detection and prevention principles

Security Operations
5 days

We also cover the on-the-ground processes by
which security incidents are managed and will look
at the readiness of an organisation in the event that
an unforeseen risk or disaster materialises.
This module covers the following topics:
• Security operations management
• Disaster recovery
• Business continuity
• Back-ups
• High availability
• Incident response
• Forensics
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Application Security
5 days

Physical Security
3 days

Course Outline

Course Outline

Introduction to Information Security Foundation
5-10 Days
2-5 Days

This module covers the following topics
• Classification of assets
• Physical vulnerability assessment
• Choosing site location for security
• Securing assets
• Physical intrusion detection
• Compliance to various standards
Learners will discover how underlying requirements
play an integral role in defining physical boundaries
and how they enable the organisation to effectively
physically protect, manage and secure assets
within the organisation.
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Applied Cryptography for ICT

Technologies & Industry Certifications

Course Description

CompTIA A+ training

This intensive course enables the participants to develop the understanding needed to design, deploy
and implement a cryptography-based solution integrated into the Information Security System and lead a
team of crypto specialists in applying commonly used cryptography principles, procedures and techniques.

CompTIA A+ is the most essential IT certification for establishing an IT career. If you’re new to the IT
industry or even if you are already an IT professional, CompTIA A+ certification validates your skills and
can boost your career. A+ is a comprehensive and vendor-neutral certification.

Participants will learn how cryptographic solutions should be designed and deployed. Through practical
exercises, participants will develop the skills and competencies necessary to conduct a specific solution
that depends on cryptography.

A+ establishes best practices in troubleshooting, networking and security across a variety of devices to
set the stage for a career in IT. The certification also matches professional tech skills with communication
skills.

This course will enhance the understanding of applied cryptography in real-world situations. It targets IT
professionals who are cryptography practitioners or who would like to become cryptography practitioners.
The course is led by industry experts and derived from years of hands-on experience.

Audience
•
•
•

IT security cryptography practitioners
Members of the information security team
Technical experts wanting to understand applied cryptography as it is used in ICT

Delivery and duration
5 days, including lectures and hands-on practical sessions in our training facilities or in your own choice of
facilities.

Objectives of the course
•
•
•

CompTIA Security+ training
CompTIA Security+ is a globally trusted certification to validate foundational, vendor-neutral IT security
knowledge and skills. As a benchmark for best practices in IT security, this certification covers the essential
principles for network security and risk management, making it an important stepping stone on the way to
an IT security career.
CompTIA Security+ certification covers network security, compliance and operation security, threats and
vulnerabilities, as well as application, data and host security. Also included are access control, identity
management and cryptography.

To acquire an in-depth understanding of applied cryptography as is used in secure ICT solutions,
the expertise to perform Cryptography related functions and the integration of these entities
To understand the operation of cryptographic components and solutions such as: HSM, PKI, EMV and
PIN systems
To acquire the expertise to manage the Cryptographic Artefact Lifecycle

Information Security Awareness
Programme Description
Security awareness is the knowledge and attitude which members of an organisation possess regarding
the protection of the physical and information assets of that organisation. Employees are generally
allowed trusted access to information resources through multiple means such as firewalls, access control
devices, buildings, phone systems and account passwords. Internal personnel are unpredictable, easy to
exploit and can be tricked to give away valuable information. As such, intruders and attackers will use a
combination of means to get as much information as they can to perform an attack. With this in mind,
education is a key element in securing an organisation.
Performanta Academy’s approach intends to influence an organisational information culture through a
comprehensive programme which includes:
• Targeted awareness and training sessions
• An interactive e-learning website
• Funny and catchy animated videos
• Industrial theatre
• and more

CISSP Bootcamp
Certified Information Systems Security Professional (CISSP) is an independent information security
certification governed by the International Information Systems Security Certification Consortium (ISC)².
The CISSP examination is based on the (ISC)² Common Body of Knowledge (or CBK).
The CISSP curriculum covers subject matter in a variety of information security topics and is divided into
eight domains:
• Security and risk management
• Asset security
• Security engineering
• Communications and network security
• Identity and access management
• Security assessment and testing
• Security operations
• Software development security

Technologies Certification
Additional certifications are available in McAfee, Check Point, Forcepoint™, HP and others.

Audience
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•
•
•

Corporates and businesses of all sizes
Schools
Individuals
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Get in touch

Performanta Academy
Tuscan Gardens Office Park
14th Road
Midrand
Phone +27 11 046 6900
Email info@performanta.academy

iSecure your future

