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ABSTRACT 

Networks consist of several smaller 

networks or even parts of networks that 

are linked together by millions of devices 

with millions of users around the world 

driving them through end devices. 

Network security is a specialized field in 

networking which involves securing a 

computer network infrastructure. As 

networks continued to accelerate in size 

and popularity, so are the cybercrime 

activities. This review investigates the 

current status of areas of network 

security and forensics ranging from 

networking to network security both 

wired and wireless, to the Internet and 

IoT, to mitigation and digital forensics. 

The findings show that the increase in 

cybercrime is motivated by the lack of 

effective security methods and outdated 

security software used by organisations. 

Also there is a need for more people to 

take up digital forensics as a career while 

cyber communities are encouraged to get 

involved in supporting efforts to fight 

against cybercrime.  

Key words: internet security, computer 

security, digital forensics. 

SECTION I. INTRODUCTION 

In the beginning, standalone systems 

limited the potentials of damages once a 

machine has been compromised, and it 

was only until after the introduction of 

networking concepts that the floodgates of 

hacking began. This review investigates 

broad areas of Network Security and 

Forensics and their current status. Today,  

 

 

 

 

 

 

 

 

 

 

Networking technology has improved 

tremendously, going beyond the 

mainframe model with new concepts such 

as peer to peer communication, wired and 

wireless, Internet and IoTs to name just a 

few. Moreover, as the Internet accessibility 

became commercially available in the 

early 1990s at affordable prices, cyber-

crime reached its peak while crossing 

international boundaries (DeZabala & 

Baich, 2010; Samant, Agawal, Jadhav & 

Gharat, 2012; Saini, Rao & Panda 2012; 

Tushabe & Baryamureeba, 2011)). For 

example, the CSO 2010 Cyber Security 

Watch Survey reported that cybercrime 

constitutes a significantly more common 

and larger threat as the global economy 

continue to increase its reliance on the 

internet e.g. stock trade, bank transactions, 

sales and purchasing etc.  In comparison, 

the Norton Cybercrime 2011 Report had 

disclosed that over 74 million people in the 

United States became victims of 

cybercrime in 2010 resulting to $32 billion 

direct and indirect financial losses. In 

addition, 69% of adults were victims of 

cybercrime, boosting the total number of 

victims up to 1 million per day. 

Interestingly, Saini et al, (2012) estimates 

that there were nearly 2 billion internet 

users and over 5 billion mobile phone 

connections worldwide. And, on a daily 

basis it was reported that about 294 billion 

emails and 5 billion phone messages were 

exchanged which means that the number 

of cybercrime victims per hour was 

50,000, 820 per minute and 14 per second. 

Samant et al, 2012; Aseef, Davis, Mittal, 

Sedky and Tolba, 2005; Kshetri, 2006; 

Tushabe et al, 2011,  Khadam, 2012 and 
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Lewis (2013) all broadly defined 

cybercrime as any illegal behaviour 

committed by means of, or in relation to, a 

computer system or network or over the 

internet. Some examples of illegal 

behaviours include; critical infrastructure 

attacks, online fraud, money laundering, 

criminal use of Internet communications, 

ID fraud, and the use of computers to 

further conduct traditional crimes and 

cyber extortions.  Decker (2007) further 

categorizes cybercrime into two basic 

types: (1) destructive or intrusive activity 

aimed at computer networks and their 

information; (2) crimes where computers 

are used as tools for committing other 

and/or more traditional or illicit activities 

against persons or property. The rest of 

this review is structured as follows: 

Section II discusses other related work and 

analysis, Section III is Problem 

Formulation, Section IV discusses the 

review Assumptions and section V briefly 

explores the Protocols. Section VI 

describes networking and network security 

and components. Section VII introduces 

the Internet and IoT, while section VIII 

investigates the WLAN. We explore in 

sections IX and X risk mitigations and 

digital forensics, and we concluded on 

section X1. 
 

SECTION II OTHER 

RELATED WORK 

Networking and Network Security include 

many different technologies such as 

hardware devices, software, protocols and 

millions of users who are driving it from 

end devices. The increase in networks 

sizes and users around the globe has 

resulted in the increase of cybercrime 

activities with damaging effects to 

individuals, networks and organisations 

and this give rise to urgent demands for 

more research efforts for potential 

solutions to the phenomenon under 

investigation. Daya (2009) studies the 

internet, its vulnerabilities and security 

technologies while Forouzan (2011) 

investigates the wireless networking 

technologies and handheld devices 

commonly used in an office and seeks 

solutions to reduce risks associated with 

802.11 WLAN and Bluetooth. Hamed and 

Al-Shaer (2006) present a comprehensive 

classification of security policy conflicts in 

a single security device (intra-policy 

conflicts) or between different network 

devices (inter-policy conflicts) in 

enterprise networks and concluded that  

there is high probability that expert system 

administrators and network practitioners 

may be responsible in creating such policy 

conflicts. Alabady (2009) designs a 

network security model using routers and 

firewalls and how they can prevent 

cybercrime and mitigation processes. 

Curtin (1997) introduces the network as a 

system of interconnected computers in 

search for solutions to counter against 

cybercrime. Naous, Stutsman, Mazieres, 

McKeon and Zeldovich (2009) propose the 

ident++ security software which allowed 

for delegation and can create flexible and 

powerful policies for network security. 

Zhu, Rieger and Basar (2011) propose a 

bottom-up frame-work model which 

illustrates a holistic viewpoint for security 

solutions. Amirpoor, Kumar and Deavne 

(2010) investigate a variety of systems 

security on different network systems and 

provide a solution to adjust security 

systems of wireless network on security 

standards. Hunker and Probst (2011) 

investigate the properties of insiders and 

insider threats and embark on a number of 

approaches from the technological, 

sociological and the socio-technical 

domains. Gollmann (2010) focuses on 

mechanisms that enforce computer 

security policies while Balon, Stovall and 

Scaria (2002) review a forensic application 

within the framework of Intrusion 

Detection Security (IDS) and detail 

advantages and disadvantages. Jain and 

Kalbande (2013) introduces various digital 

forensic models for gathering forensic 

evidences acceptable by a court of law. 

Almulhem (2009); Luo, Li, Zhang and 
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Shim (2010); Pollitt (2007) and Garfinkel 

(2010) all review various aspects of 

network forensics as well as related 

technologies,  limitations and challenges 

when deploying a network forensic 

infrastructure  as well as the adoption of 

standardized modular approaches for data 

representation and forensic processing. 

A. Analysis 
 

Currently, there is an increase in demand 

lead by the network communities 

worldwide, for more research for effective 

ways to eliminate cybercrime activities. 

The Internet Crime Complaint Centre 2009 

Report as in Figure 1 showed that the 

number of cybercrime complaints 

skyrocketed from 

 

 

Figure 1: Internet Crime Complaint 2000-2009. 

Source: Tushabe, F., & Baryamureeba, V. 

(2011).Implications of Cyber Crime on Social-

Economic Development 

 

16,838m in 2000 to 231,493m in 2009 and 

from between 2008 and 2009, the number 

of complaints almost doubled (Tushabe et 

al, 2011). In figure 2, the general trend for 

financial losses due to cybercrime 

activities from 2000 to 2009 was also 

skyrocketing from $17.8m to $559.7m. In 

addition from between years 2008 and 

2009, the total financial losses caused by 

cybercrime doubled. And in 2009 alone, 

five hundred and sixty million USDs was 

lost through cybercrime activities. 

 

Figure 2: Internet Crime Complaint 2000-2009. 

Source: Tushabe, F., & Baryamureeba, V. 

(2011).Implications of Cyber Crime on Social-

Economic Development 

The most alarming information is that as 

much as 90% of Internet users as in Figure 

3, have suffered losses caused by 

cybercrimes , as many as 25% of them 

have confessed to having initiated 

cybercrimes. 

 

Figure 3: Internet Crime Complaint 2000-

2009. Source: Tushabe, F., & Baryamureeba, 
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V. (2011).Implications of Cyber Crime on 

Social-Economic Development 

Clearly, there is an increase in demand for 

more research for effective ways to control 

or eliminate cybercrime activities. The 

other related work review has shown a 

sense of urgency in the efforts of the 

practitioners to search or invent effective 

security forensic methodologies to help 

eliminate cybercrime. Further, there is a 

need for more employees and computer or 

internet users to participate in combating 

against internet criminals. 

 

SECTION III PROBLEM 

FORMULATION 

 

 

Given the fast pace of increase in levels of 

cybercrimes, networks and users, 

undoubtedly network security has become 

a major concern worldwide, therefore the 

networking communities should be 

encouraged not only to learn network 

security protection measures and forensics 

but participate voluntarily in combating 

against cybercrime (Schartz, 2012). The 

next section defines and describe Network 

Security and components as well as 

investigating common basic security 

measures network users can use for a start, 

to prevent hacking activities. 

 

 

SECTION IV DEFINING 

NETWORK SECURITY 

 

According to Kozierok (2005), a network 

in a broader sense is a collection of 

computers or hardware/software that are 

connected together either physically or 

logically in order to exchange information 

and cooperate with the end users. Heer, 

Garcia-Morchon, Hummen, Keoh, Kumar, 

and Wehrle (2011) argue that the term 

security subsumes a wide range of deferent 

concepts e.g. initially, it refers to the basic 

provision of security services including 

confidentiality, authentication, integrity, 

authorization and non-repudiation. 

Basically, the term Network Security is 

strongly associated with the terms: 

Authentication; Computer Security; and 

Information Security (The online 

Computer Language Company 

Encyclopaedia, 2013), all of which are 

being discussed below. 

 

 

1. Authentication 

 

Authentication is a fundamental security 

function in which credentials presented by 

an individual are validated to ensure it 

matches the person's identity and usually,  

this is done for the purpose of granting (or 

denying) authorization to perform some 

restricted operation e.g. accessing secured 

files or executing sensitive transactions on 

networking systems (Hollis, 2013).The 

four levels of proofs that say people are 

indeed who they say they are include: 

passwords, digital certificates, smart cards 

and biometrics.    
 

 

(i). Passwords 

 

Passwords are the most basic and most 

common method of single factor 

authentication. Other stronger forms of 

single factor authentication include: 

Password Authentication Protocol (PAP); 

Challenge Handshake Authentication 

Protocol (CHAP); Secure Socket Layer 

(SSL); Digital Signatures; Kerberos; 

Firewalls and Virtual Private Networks 

(VPNs). 

 

(ii). Digital Certificates 
 

Digital certificates in the user computer 

add more security than a password, and 

smart cards verify that the users have 

physical tokens in their possession,  

 

http://encyclopedia2.thefreedictionary.com/computer+security
http://encyclopedia2.thefreedictionary.com/information+security
http://www.computerlanguage.com/tfd.html
http://www.computerlanguage.com/tfd.html
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(iii). Biometrics 
 

Biometrics such as fingerprints and iris 

recognition are more difficult to forge, and 

they represent something that the user 

have. 

 

(iv). Dynamic Biometrics 

 

Dynamic biometrics such as hand writing, 

a signature and voice recognition are the 

most secure; however replay attacks can 

fool the system. 

 

 

 

2. Computer Security (CS) 

 

 

CS refers to the protection of data, 

networks and computing power e.g. it is 

important to protect networks not only to 

prevent loss of server resources but also to 

ensure that the network is not being used 

for illegal purposes.  
 

 

3. Information Security (IS) 

 

IS refers to the protection of data against 

unauthorized access. For example, 

programs and data can be secured by 

issuing passwords and digital certificates 

to authorized users. However, passwords 

only validate that a correct number has 

been entered, but whether or not it was 

done by an authorized person is the 

question. On the other hand, digital 

certificates and biometric techniques 

(fingerprints, eyes, voice, etc.) provide a 

more secure method. After a user has been 

authenticated, sensitive data can be 

encrypted to prevent eavesdropping.  

 

 

SECTION V. PROTOCOLS 
 

Network protocols are define sets of rules, 

algorithms, messages and other 

mechanisms that enable software/ 

hardware in network devices to 

communicate effectively. Further, 

protocols usually describe means for 

communication between corresponding 

entities at the same OSI Reference Model 

layer as depicted in Figure 4 in two or 

more devices. 

 

 

Figure 4: OSI Model: Source Day, J. D., & 

Zimmermann, H. (1983). The OSI reference 

model. Proceedings of the IEEE, 71(12), 

1334-1340. 

 

SECTION VI THE 

INTERNET AND IoT 
 

Kozierok (2005) defines the Internet as the 

largest internetwork which connects 

computers to each other, providing sets of 

services while offering variety of features.  

According to the International 

Telecommunication Union (ITU) 2005 

Report, the internet started in the late 

1960s as a link between a handfuls of 

University Computer Centres. In 1970/80, 

the use of the internet was dominated by e-

mail and file transfer while number of 

users was counted in thousands. Further, in 

the 1990s, web browsing became 

dominant and users were denominated in 

millions. The ITU 2005 reported that the 

number of users connecting to the internet 

by 2004 increased by 1.75billion 

worldwide.  Currently, in the new era of 

‘ubiquity’ internet users are counted in 
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billions and humans are becoming the 

minority generators and receivers of traffic 

(Evans, 2011).  Evans (2011) argues that 

most of the traffic will flow between 

devices and all kinds of “things”, thereby 

creating a much wider and more complex 

“IoTs” as depicted in Figure 5.  

 

Figure 5: Architecture of IoT 

Evans, D. (2011). The Internet of Things: 

How the next evolution of the internet is 

changing everything. CISCO white paper. 

SECTION VII. TYPES OF 

NETWORKS 

Many kinds of Networks in existence can 

be divided into three general classes 

including: LANs, WLANs and WANs. 

1.  Local Area Networks 

(LANs) 

 LANs are networks that connect together 

computers that are relatively close to each 

other generally within the same room or 

buildings using cables. Therefore, the term 

“LAN” by itself usually implies a wired 

LAN, but not always.  

2. Wireless Local Area Networks 

(WLANs)  

A WLAN provides wireless network 

communication over short distances and 

uses high frequency radio or infrared 

signals instead of traditional network 

cabling. 

3. Wide Area Networks (WANs)  

WANs are networks that connect together 

devices or other networks over a greater 

distance than is practical for LANs. For 

example, if the distance between devices 

can be measured in miles, generally a 

WAN will be used to link to the LAN 

technology. Finally, a wireless WAN 

refers to a WAN that uses wireless 

technology. Some important characteristics 

of WLAN are shown in Figure 6. 

 
 

Figure 6: WLAN Technology 

Characteristics at a glance.  
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SECTION VIII. IEEE 802.11 

WLAN SECURITY 

 
This section discusses the built-in security 

features of 802.11 WLAN standard which 

provides several mechanisms intended to 

provide a secure operating environment. 

The Wired Equivalent Privacy (WEP) 

Protocol was designed to provide 

confidentiality for network traffic 

(Borisov, Goldberg & Wagner, 2001). 

While the details of the algorithm used for 

WEP are beyond the scope of this review, 

work by Walker et al. and Fluhrer et al. as 

cited by Borisov et al, 2011) demonstrated 

that the WEP without dynamic key 

management, provides limited 

confidentiality and possible misuse of 

networks . The three basic security services 

defined by IEEE for the WLAN environment 

are: authentication, confidentiality and 

integrity all of which are discussed in detail 

below: 

 
 

 

A. Authentication 

 

A primary goal of WEP is to provide a 

security service to verify the identity of 

communicating client stations. Further, it 

provides access control to the network by 

denying access to client stations that 

cannot authenticate properly (Borisov et al, 

2001). The IEEE 802.11 specification 

defines two means to “validate” wireless 

users attempting to gain access to a wired 

network namely: the open-system 

authentication and the shared-key 

authentication (Borisov et al, 2001). The 

shared-key authentication according to 

Figure 7, is based on cryptography, and 

the other is not. Contrast, the open-system 

authentication technique is not truly 

authentication, rather the AP accepts the 

mobile station without verifying the 

identity of the station. Moreover, the 

authentication is only one-way i.e. only the 

mobile station is authenticated; meaning 

that the mobile station must trust that 

which is being communicated to a real AP. 

 

  
 

 
 

Figure 7: Shared Key Authentication.  

 

B. Confidentiality 

 

Confidentiality or privacy is the second goal of 

WEP which was developed to provide privacy 

required by a wired network. Moreover, it is 

intended to prevent information being 

compromised from casual eavesdropping 

(passive attack) (Borisov et al, 2001).  
 

C. Integrity 

 

Integrity is another goal of WEP as a 

security service that was developed to 

ensure that messages are not modified in 

transit between the wireless clients and the 

APs in an active attack (Borisov et al, 

2001). The important question addressed 

by this service involve whether or not 

“data is coming into or exiting the network 

and has it been tampered with? Arguably, 

this standard did not address other security 

services such as audit, authorization, and 

nonrepudiation (Borisov et al, 2001).  
 



 
8 

 

SECTION IX. SECURITY 

REQUIREMENTS AND THREATS 

 

As discussed above, the 802.11 WLAN or 

WiFi industry is burgeoning and currently 

has significant momentum. Further, all 

indications suggest that in the future 

numerous organizations will deploy 

802.11 WLAN technologies. For example, 

retail stores, hospitals, airports, and 

business enterprises plan to capitalize on 

the benefits of “going wireless.” However, 

although there has been tremendous 

growth and success, everything relative to 

802.11 WLANs has not been positive 

(Hansman, & Hunt, 2005). There have 

been numerous published reports and 

papers describing attacks on 802.11 

wireless networks that expose 

organizations to security risks. Figure 8 

provides a general taxonomy of security 

attacks, aimed to help organizations and 

users understand some them. Network 

security attacks are typically divided into 

passive and active attacks (Hansman et al, 

2005) and are explained in detail below. 
 

 

 

 

Figure 7: A Taxonomy of Network 

security attacks: Source: Hansman, S., & 

Hunt, R. (2005). A taxonomy of network 

and computer attacks. Computers & 

Security, 24(1), 31-43. 

 

A. Passive Attack (PA) 

 

A PA is an attack in which an 

unauthorized party gains access to an asset 

and does not modify its content (i.e., 

eavesdropping). PAs can be either 

eavesdropping or traffic analysis 

(sometimes called traffic flow analysis).  

 

1. Eavesdropping 
 

This is when the attacker monitors 

transmissions for message content.  An 

example involves a person listening into 

the transmissions on a LAN between two 

workstations or tuning into transmissions 

between a wireless handset and a base 

station. 

 

2. Traffic Analysis (TA) 

 

A TA occurs when the attacker, in a more 

subtle way, gains intelligence by 

monitoring the transmissions for patterns 

of communication in which a considerable 

amount of information is contained in the 

flow of messages between communicating 

parties. 

 

B. Active Attack (AA) 

 

AA is an attack whereby an unauthorized 

party makes modifications to a message, 

data stream, or file.  While it is possible to 

detect this type of attack, it may not be 

preventable. Further, AAs may take the 

form of one of four types of attacks (or 

combination thereof) including: 

masquerading, replay, message 

modification, and denial-of-service (DoS) 
(Hansman et al, 2005) all of which are 

defined below 

 

1. Masquerading 
 

The attacker impersonates an authorized 

user and thereby gains certain 

unauthorized privileges e.g. forging 

signatures to access financial accounts. 
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2. Replay 

 

The attacker monitors transmissions 

(passive attack) and retransmits messages 

as the legitimate user. 

 

 

3. Message modification 

 

The attacker alters a legitimate message by 

deleting, adding to, changing, or 

reordering it. 

 

 

4. Denial-of-Service 

 

DoS attackers may attempt to prevent or 

prohibit normal use or management of 

network communications facilities. 

Consequential results of these attacks 

include: loss of proprietary information, 

legal and recovery costs, tarnished image, 

and loss of network service (Hansman et 

al, 2005).  The section that follows 

investigates WLAN Risk Mitigations and 

Countermeasures. 

 

 

SECTION X. RISK 

MITIGATION 

 

Perhaps one of the not so difficult ways to 

understand networking Risk Mitigations is 

to closely explore government agencies 

WLAN security mitigation systems and 

methods. Today, Government agencies can 

mitigate risks to their WLANs by applying 

three different types of countermeasures to 

address specific threats and vulnerabilities 

namely: Management Countermeasures 

(MCs), Operational Countermeasures 

(OCs) and Technical Countermeasures 

(TCs) (Karygiannis & Owens 2002). 

Karygiannis et al (2002) argues that 

management countermeasures combined 

with operational and technical 

countermeasures can be effective in 

reducing the risks associated with 

WLANs.  

 

1. MCs 

 

The MCs for securing wireless networks 

begin with a comprehensive security 

Policy (Karygiannis et al, 2002).  Further, 

the security policy and compliance 

Requirement usually constitute the 

foundation on which both the operational 

and technical countermeasures are being 

rationalized and implemented.  

 
2. OCs 

 

In OCs, the physical security is the most 

fundamental step for ensuring that only 

those authorized users have access to 

wireless computer equipment’s. In 

addition, the physical security combines 

such measures as: access controls, 

personnel identification, and external 

boundary protection. Further the facilities 

housing wired networks and those 

supporting wireless networks may need 

physical access controls e.g. photo 

identification, card badge readers, or 

biometric devices that can be used to 

minimize the risk of improper penetration 

of facilities (Karygiannis et al, 2002).  
 
 

 

3. TCs 

 

TCs involve the use of hardware and 

software solutions to help secure the 

wireless environment. For example 

software countermeasures include proper 

AP configurations, software patches and 

upgrades, authentication, IDS, and 

encryption solutions. Similarly, hardware 

solutions may include smart cards, VPNs, 

public key infrastructure (PKI), and 

biometrics (Karygiannis et al, 2002).  The 

next section introduces Digital Forensics. 
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SECTION XI DIGITAL 

FORENSICS 

The Digital Forensics Research Work 

Shop I,  defines Digital Forensic as ‘the 

use of scientifically derived and proven  

methods towards the preservation , 

collection, validation, identification, 

analysis, interpretation, documentation and 

presentation of digital evidence derived 

from digital sources, for the purpose of 

facilitating or furthering the reconstruction 

of events , found to be criminal, or helping 

to  anticipate unauthorized actions shown 

to be disruptive to planned operations 

(Carrier, 2003).  Further, a forensic 

investigation follows usually after a 

computer system has been breached or 

when an intrusion has been detected 

(Balon et al, 2002).   Figure 8 shows a top 

down generic Digital Forensic Model 

which forms the basis when conducting an 

effective forensics investigation (Balon et 

al, 2002; Jain et al, 2013). For example: 

 

1. Acquire the Evidence  

2. Authenticate the Evidence  

3. Analyse the Evidence  

4. Present the Evidence 

 

 

 

Figure 8: Computer forensic Investigation 

Process. Source: Jain, N., & Kalbande, D. R. 

Digital Forensic Models. 

  

More importantly, Jain et al (2013) states 

that an Intrusion Detection can use 

standard computer logs and computer audit 

trails, gathered from the host computers, 

and/or information gathered at 

communication routers and switches, in 

order to detect and identify intrusions into 

a computer system. In addition, successful 

detection of intrusion starts by recognizing 

a known exploitation of a known 

vulnerability or upon recognition of 

unusual or anomalous behaviour patterns 

or a combination of the two (Jain et al, 

2013).  

 

XII RESULTS/CONCLUSION 

 

This review describes broad areas of 

network security ranging from networking 

and network security both wired and 

wireless, to internet and IoTs to digital 

forensics. The review provides a 

systematic pattern designed to enable the 

reader to understand meanings and 

connection between networking, network 

security and digital forensics, their 

validations and applications. Networking 

includes so many different technologies 

for example hardware/software devices, 

protocols and users etc. The increase in 

numbers of networking, devices and users 

also increase efforts and the knowledge of 

hackers to mastermind sophisticated 

cybercrime activities thus weakening 

current security methods to counter against 

robust cybercrime activites. The results of 

the related work indicated high levels of 

concerns amongst the technological user 

societies and widespread concern for more 

effective mythologies essential in 

eliminating cybercrime. The three basic 

security services defined by IEEE for the 

WLAN environment included: 

Authentication, Confidentiality or Privacy, 

and Integrity. Government agencies can 

mitigate risks to their WLANs by applying 

countermeasures to address specific threats 

and vulnerabilities e.g. management 
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countermeasures combined with 

operational and technical countermeasures 

can be effective in reducing the risks 

associated with WLANs. Digital or 

computer forensics investigation is usually 

conducted once a crime is detected on a 

computer. 
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