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Abstract 
 

Today, most of the organizational Information systems are formed usingseveral 

heterogeneous distributed systems. Some business operations cannot operate only 

with the information from its own. Relevant information might be maintained in other 

distributed systems. “Openness” is the basic and the most important property of a 

distributed system for intercommunicating. It describes how fara system can be 

extended and inter-operated with other systems. So many standards and protocols are 

developed for sharing data. However, these standards and protocols havesome 

limitations when it is necessary to transfer different formats of information between 

heterogeneous systems.Among several available standards and protocols “SOAP 

web-service” is becoming popular.   

 

The new protocol that is introduced in this research is based on human 

communication and conversation techniques. Rather than in system communication, 

human communication gives the upper hand for the two parties by enabling a 

meaningful communication exchange. 

 

This new protocol is built upon SOAP protocol for online communications. It is 

designed in such a way, that most of the drawbacks of existing protocols and 

standards are eliminated. Offline communications are based on common information 

files such as spreadsheets.  

 

This new information transfer protocol is bundled with better security features and 

better performance mechanism. It also can handle a communication process even 

when one party is rapidly changing, and hence it allows continuous system 

developments independent of the communication interface. Heterogeneous systems 

will be able to use this new protocol to exchange their information in a more effective 

and flexible manner.    
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Chapter 1 

Introduction 
 

1.1 Background 
 

Computer systems are one of the major revolutions of history. Until about 1980~1985, 

computers were large and expensive. As a result, most organizations had only a 

limited number of computers and there were very limited technologies to interconnect 

each computer, so they operated independently from one another [01]. 

 

There were two technological breakthroughs that pioneered the change of independent 

operation of computers, around 1985. One breakthrough was the invention of small, 

powerful and inexpensive microprocessor based computers. The second one was the 

development of high-speed networks for computer systems. The result of these 

technologies ended the computers being operated independently [01]. With the rising 

of network computer systems, people tried to take advantage of distributed computer 

systems, resulting in concepts such as “Data distribution”, “Distribution 

ofComputations” and “Applications distribution”. To achieve these kinds of 

technological advances,some protocols (Eg: TCP, UDP, HTTP, SMTP, FTP, etc), 

some middleware (Eg: Socket, RPC, RMI, etc), networking OS (Eg: Windows NT, 

Windows 2000, etc) or totally distributing clustering OS (Eg: Linux Rock Cluster) and 

many more technologies were developed.  

 

Today, organizational IT environments are getting more and more user friendly. 

However, developing user friendly applications to cater for complex requirements in a 

unified manner is not that feasible. In many business operations, IT systems are not 

single units. They may be a combination of several distributed systems, irrespective of 

whether they are purchased systems, in house developed systems, or open source 

systems. As a single system they may not be complex, but as a distributed system they 

form a complex architecture. Even though it is easier to maintain a single system, 

maintaining a distributed system is a complex task. Specially, the communication 

protocol should support ambiguous business operations. 
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1.2 The Problem 
 

Most of the times, organizational information systemsare notsingle homogeneous unit. 

There are many issues related to information transfer mechanisms between 

heterogeneous systems. If one system requires the other system’s or systems’ 

information, owner of information must provide an API to the requesting system to 

get the information. However, APIs are not provided for highly customized 

applications. Even if an API is provided, it may not guarantee the compatibility of two 

sets of systems for communication. In addition, other way is using a Middleware. It is 

not easy to address most of the required properties such as, language independence, 

OS independence, better performance, adequate level of security in a single 

Middleware. If any Middleware addresses the above properties at some level, however, 

most of the times there might be issues regarding tightly coupled interfaces, and the 

architecture.Technologies such as web-services provide good solutions for the above 

issues. However, web services’ interfacesstructure is highly dependent on the 

information. Parallel development of communicating systems’ interfaces can be a 

difficult task without considering the other end interface. Furthermore, web-services 

may not be able to cope up with the highly dynamic nature of system life cycle. 

 

 

1.3 Strategy 
 

Latest communication methods have provided sufficient solutions to overcome 

information transfer or sharing issues. New technologies such as web-services are 

more than capable of handling the information transfer process in a proper way. 

 

However, those new technologies are incapable of handling independent 

communications at theinformation level, systems development in parallel and highly 

dynamic system changes. When considering a business domain, most of the business 

functions and information have a static nature rather being highly dynamic. If the 

information transfer mechanism is based on business processes, rather than on 

information systems’ procedures, the development of a better communication 

mechanism can be much simpler. In simple terms, considering the business processes 

will be resulted in a near prefect solution for the above mentioned issues.  
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1.4 Why it is Important? 
 

Today, most of the organizational IT systems are heterogeneous distributed systems. 

But many business operations cannot survive in their own information sets. 

Sometimes selected information are maintained in other distributed systems or some 

repositories outside the organization. If there is a standard information transfer 

protocol, development can be done much easier and issues such as architecture, 

interfaces, future expansions and integrationswith other systems can be easily 

overcome. 

 

 

1.5 Objective of the Project 
 

Develop a protocol to transfer information between heterogeneous systems in a secure 

and efficient mannerfor dynamically developing systems. 

 

 

1.6 Project Scope 
 

Main goal of this project is to develop a protocol or a standard way to facilitate better 

information transfer between heterogeneous systems. There are many more 

technologies available to communicate between distributed systems. If a distributed 

system is developed using existing technologies, most of the times there might be 

issues regarding tightly coupled interfaces and may be in the architecture too. 

Thereforethescope of this research is to identify the available technologies and to 

assess advantages and disadvantages of available technologies, and develop a new 

protocol that totally or partially uses some available protocols or may operateontop of 

the existing protocols. This new protocol should address the platform independence, 

performance, security and other important parameters. 
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1.7 Deliverables 
 

• Design of a new information transfer protocol and its standards. 

• Information transfer system for heterogeneous platforms that use this new 

protocol. 

• Source code of developed system. 

• Thesis of the M.Sc. project. 

 

 

1.8 Resource Requirements 
 

• University of MoratuwaLearnOrg system (MIS) 

• Open source Moodle system 

• PHP Engine 5.X 

• MySQL database server 5.X 

• Some libraries might be used based on requirements 

• Personal Computer or Laptop with OS 

• Integrated Development Environments(IDEs) 

 

 

1.9 Structure of the Thesis 
 

This thesis consists of seven main sections and two appendixes. The second chapter 

describes the high level methodology of this research. The third chapter includes the 

review of the referred literature, which covers core areas of the study. The fourth 

chapter describes the new protocol design and its standard. The fifth chapter explains 

the case study in which the new protocol will be applied.  The sixth chapter includes 

the development mythology for the case study based on the new protocol. The seventh 

chapter analyses the test results with the performance evaluation. The final chapter, 

which is the conclusion, presents the concluded remarks and the possible future work 

as an extension of this study. The reference section is included as a proof of the study 

and Annex-Awraps up this document including test data and results. 
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Chapter 2 

Methodology 
 

Most of the organizations use several distributed systems to address their ambiguous 

business operations. But the biggest problem is how they communicate (Share or 

transfer) information. Most of the times, using technologies such as API 

communication, Java RMI, RPC, Socket communication, DotNetRemoting, Web 

services, etc. Above mentioned technologies solve the information sharing and 

transfer requirement, but those techniques do not provide adequate solutions for 

independency (platform independency, technology independency, interface 

independency, etc). These technologies never address the development of the 

communication modules (mainly interface) done in an independent manner.  

 

The objective of this research is to develop a protocol for information transfer 

between heterogeneous systemswhich will include off-line file based information 

maintenance mechanisms. Most importantly this new proposed protocol should be 

able to allow parallel development of systems and it should facilitate the systems to 

communicate even in a system change. It is important that this new protocol should be 

highly secured and efficient.  

 

“Literature Review”, “Designingthe Protocol”, “Case Study”, “Development” and 

“Testing and Results” are the main phases of our research. 

 

 

Literature Review 
 

Literature review is mainly based on reviewing research papers, books, Internet 

publications, lecture notes and other documents.  

 

Chapter one has already introduced the currently available technologies for 

information transfer processes. Not only the technologies, but the current situation and 

issues that are incorporated to this kind of information transfer processes were also 

introduced. Literature review explains more about communication technologies and 

related areas. 
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Crucial quality aspects in information transfer mechanism such as security and 

performance are also deeply reviewed in the literature review. 

 

 

DesigningtheProtocol 
 

The new protocol will be designed based on robust communication methods and their 

proven features. Human communication methods are the most effective and the most 

information oriented. Rather than in system communication, human communication 

gives the upper hand for the two parties by enabling a meaningful communication 

exchange. By using features of human communication methods, most of the 

information based error-areas in computer system communication can be eliminated. 

 

Main task of this research is to design a new protocol that can address the above 

mentioned issues. This new protocol will be designed on top of selected stable and 

well operating information sharing protocols. In addition, one of the main features of 

this new protocol is, providing a standard interface for communications. Main 

objective of this standard interface is,information recipient and information provider 

can implement it independently without been troubling about other parties’ interfaces. 

Security and other similar services will be developed, by using existing better 

standards, and weak features will be eliminated. Most of the current standards will be 

interacting with the new protocol from the outside and this means that any future 

changes of those standards will be handled by its own. 

 

In addition to the above mentioned features,the end-users will be given the facility of 

handling off-line information transfer process through information files. 

 

 

Case Study andDevelopment 
 

After designing the new information transfer protocol, a suitable case study will be 

chosen to apply it. As it was discussed previously, this case study should be chosen in 

a way such that it represents common issues faced in the information transferand 

sharing process. To apply the new protocol, the communicating systems should be 

heterogeneous and should be in a dynamic development life cycle. And there should 
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be a secure and efficient communication requirement between those two systems. 

 

The development will be done using a suitable technical stack that will be compatible 

with the case study. Using the new protocol’s standards, the devolvement will be done 

for the selected case problem. 

 

 

Testing and Results 
 

Testing will be carried out in two ways. The very first thing that needs to be tested is 

the compatibility of the new protocol. Most importantly the testing environment 

should be heterogeneous and should be in a dynamic development life cycle. This can 

be assessed using parametersrelated to applicability and the success factors. 

 

Next,a deep testing process needs to be carried out to analyze performance, security 

and other crucial aspects.Both the offline and online information transfer mechanisms 

will be tested in almost every test-case the system undergoes. 
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Chapter 3 

Literature Review 
 

3.1 Distributed Applications 
 

Presentlylarge numbers of computer users arefamiliar with desktop computer 

applications; such as Office packages, Media players, Anti Virus applications, Web 

browsers, Games, etc. Even though such kinds of applications give a look and feel of 

stand-alone applications, most of those applications are not stand-alone. The reason 

behind is that, most of the desktop applications run at least networking update 

functions.Since in the backend it communicates with service providing servers, these 

stand-alone applications actually perform as distributed systems (DS). Some 

applications are distributed by their nature and those applications run across multiple 

computers because of one or more of the following reasons:  

 

• Distributeddata  

• Distributed computation 

• Distributed users 

 

 

3.1.1 Distributed data  
 

Some distributed applications must not process or execute in the same machine that 

maintains the data, due tothis fact same data sets are used concurrently by multiple 

computers. The main reasons for data to exist on multiple computers are 

administrative and ownership issues. And also the owner may allow the data to be 

accessed outside applications, but may not allow it to be stored locally, or difficulty to 

store data in a local data storage. As a result of this, some data must exist on multiple 

heterogeneous systems and not only in a co-located system [02]. 

 

In addition, presentlymany distributed systems are not only service providing single 

server oriented systems. Furthermore, presently there are several servers that together 



 9

offer various services to end users. However, some servers cannot work independently 

only with their local data set, and data required for some services may exist in 

multiple computers (distributed data). Figure 3.1 (a) shows the simple data 

distribution. Figure 3.1 (b) shows that the services required by the user from the 

‘service providing server’ might be available in other computers, and server which is 

accessed by user acts as an information brokering system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The second type can be more clarified by the example below.   

Some lecturers wish to access “Learning objects” through their LMS/ CMS; 

however those“Learning objects” are maintained in other LMS/ CMS. 

 

 

3.1.2 Distributedcomputations 
 

Some operations require more processing power. High-end computer such as 

mainframe computerscan be used to achieve this. However, some tasks require 

processing power that cannot be achieved in a single high-end computer. Therefore, 

some applications process or execute on multiple computers, to takes advantage of 

multiple processors’parallel computing. Other applications may execute on multiple 

computers in order to take advantage of the system as a faulttolerant system or some 

 (a)(b) 
 

Figure 3.1Data distribution architectures 



 10

scalable systems [02]. Some famous application areas of the distributed computations 

are Grid systems, Cluster systems and Parallel systems. 

 

 

3.1.3 Distributed users 
 

Some applications’ users are distributed and users interact with other users or 

application resources via the applications, and due to this, applications execute on 

multiple computers. Every client (users) uses “Client end application” to connect and 

request to server, and server use “Server end application” to responses to those 

client’sor clients’ requests. “Each user executes a piece of the distributed application 

on his or her computer, and shared objects, typically execute on one or more servers” 

[02].  

 

 

3.1.4 Fundamental types of distributed systems 
 

When developinga distributed application, developers must address many issues than 

developing stand-alone application in which all logic executes in the same operating 

system process. The Table 3.1  summarizes some of the basic differences.   

 

In distributed application, systems have to communicate between different machines 

and co-located application systems only haveto communicate between objects in the 

same process. When developing the distributed application systems,developer must 

consider communication impacts [02]. 

 

Failures that affect on co-located application systems are process or execute failures in 

the application level. Most of the times failuresmight be affected to total system 

failures.However, considering distributed application systems, there might be failures 

in application level and communication level (Network level). Most of them arepartial 

system failures. When developing the distributed application systems, developer must 

consider those failure impacts. 

 

Most of the times, local programs operate with a single thread of control. Single 
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threaded programming is easy, but there must be well-defined sequential order and no 

need to be concerned with concurrent access [02]. In co-located application, 

developers require considering concurrent access control only in multi threaded 

programs.In distributed application systems, developer must always consider 

concurrent access control. 

 

Co-located applications are process in the same physical processer. However, 

distributed applications operate in different machines or in different physical 

processers.Table 3.1shows the main differences between co-located and distributed 

applications [02]. 

 

Table 3.1 Comparison of Co-located and Distributed applications [02] 

Feature Co-located application Distributed application 

Communication Fast Slow 

Failures Application can fail 
Application can fail/               

Network or Communication can fail 

Concurrent access Only with multiple threads Yes 

Secure Yes Less 
 

 

 

3.2 Openness 
 

Openness is one of the main goals of developing a distributed application system. 

“The openness of a computer system is the characteristic that determines whether the 

system can be extended and re-implemented in various ways” [03]. An open 

distributed system is a system that can offer servicesto others, and developed 

according to standard rules. These standard rules describe the syntax and semantics of 

those services offered by the distributed application system. Opened system describes 

the format, contents, and meanings of messages sent and received. Such rules are 

formalized in the protocols.  

 

In opened distributed application system’s, services are generally specified through 
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interfaces, which are generally described in an Interface Definition Language (IDL). 

Interface definitions are written in an IDL and it always captures only the syntax of 

services. They precisely specify the names of the functions that are available together 

with types of the parameters, return values, possible exceptions that can be raised, and 

so on [01]. The hard part is specifying exactly what those services do, that is the 

semantics of interfaces [01].  

 

An interface definition, which has been properly specified, allows any authorized 

process that needs communication with another processthrough its interface. Proper 

specifications for interface gives two meaningsto its properties, those are complete 

and neutral. Complete means everything necessary for implementation is specified 

and neutral means it does not specify what an implementation should look like. So 

properly specified interface definition allows two independent parties to build 

completely different system implementations, leading to two separate distributed 

systems that operate in the same way [01].  

 

 

3.3 Distributed Architecture Models 
 

Distributed architecture model designers consider aspects such as features of functions, 

behavior of each component (layers) and service(s) provided by layers. The overall 

goal of architecture model is to ensure that the model will meet present and some 

(cannot be 100%guaranteed) future demands. In architectural model, mainly 

considered features are system reliable, manageable, adaptable and cost 

effectiveness.[03]Figure 3.2 shows high level architecture of software and hardware 

layers in distributed systems.   
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• Layer : A group of related functional components. 

• Service: Functionality provided to the next (above) layer. 

 

 

3.4 Application Programming Interface (API) 
 

“An Application Programming Interface (API) defines how programmers utilize a 

particular computer feature” [04]. Application Programming Interface is a language, 

message format and other formats used by an application, to communicate with the 

operating system, networking systems or communications protocol, other application 

program or control program such as database management system (DBMS), file 

systems, etc [05]. However, Application Programming Interface (API) is an older 

technology for messages or data exchange. API provides virtual interface between two 

software, those have interworking functions, such as a word processor and a 

spreadsheet.  

 

APIs are implemented by writing function calls in the program, which provide the 

linkage to the required subroutine for execution of the application. Based on the 

application development manner or nature of business requirement, there must be an 

API to link to other existing programs to perform the task [06]. API enabled 

distributed system is a partially opened system. 

 

Advantages of API  

o Better performance. 

o Simple implementations. 
 

Disadvantages of API 

o Language dependant. 

o OS dependant. 

o No standard. 

o Tightly coupled with the interfaces and architecture. 
 
 

 

Figure 3.2 Software and Hardware service layers in distributed systems 
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3.5 Middleware 
 

Middleware is software that provides a programming model and message passing 

structure. Middleware layers’ position is under the “Application layer” and above the 

“Operating system layer”. Middleware provides a programming abstraction as well as 

masking the heterogeneity of the underling network, hardware, and operating 

systems.Some Middlewares hide the application layer programming languages also. 

Middleware layer represent processes or objects in a set of computers, and these 

process and objects interact with each other for communication and resource sharing 

support for distributed applications. Middleware provides useful building blocks for 

developing software components that can work with other distributed systems. Most 

Middlewaresare implemented over the Internet protocols, which themselves mask the 

differences of the underlying networks [03]. 

 

Distributed applicationdevelopers are interested in few common Middlewares. Those 

are Socket-based Communication, TLI (Transport Layer Interface) (In UNIX), RPC 

(Remote Procedure Call), Remote Method Invocation (RMI), Dot Net Remoting (In 

Microsoft Windows). Microsoft Windows and UNIX offer Socket-

basedcommunications. UNIX offers System V TLI and Socket-basedcommunication 

provide pretty much the same functionality (access to TCP and UDP) and are 

mutually exclusive, though it is possible to write conditionally compiled code to 

support either. DCOM (Distributed Component Object Model) and MSRPC, DCE 

(Distributed Computing Environment) RPC, ONC(Open Network Computing) RPC, 

Sun's RPC protocol are implemented by using RPC's [04]. 

 

 

3.5.1 Socket-basedcommunication 
 

Socket-basedcommunication is used in every OSs (UNIX and Linux, Microsoft 

Windows, Macintosh OS). However,socket-basedcommunication was originally 

developed for their BSD-series UNIX operating systems, and it is known as ‘Berkeley 

Sockets’. Socket-basedcommunication is same as file handling IO operations in OS 

and language independence. Messages sent to a particular Internet protocol address 

and port number can be received only by a process whose socket is coupled with that 
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Internet address and port number. In socket-based communication, chosen processes 

may use the same socket for sending and receiving messages. Each computer has a 

large number (216) of possible port numbers for use by local processes for receiving 

messages. Any process may make use of multiple ports to receive messages, but a 

process cannot share ports with other processes on the same computer [03].  

 

A server (program) runs on a specific computer and has a socket that is bound to a 

specific port. Figure 3.3shows how two clients connect to one server and how the 

server provides the two portsfor thesocket communication. The server waits and 

listens to the socket for a client to make a connection request. If everything goes well, 

the server accepts the connection. Upon acceptance, the server gets a new socket 

bound to a different port. It needs a new socket so that it can continue to listen to the 

original socket for connection requests while serving the connected client [03].   

 

 

 

 

 

 

 

 

 

 

 

 

A socket is an endpoint of network communications, created mainly by the “socket()” 

function, whichhas two key arguments namely domain and type. The only domain we 

are interested in is Internet. There are two primary types of Internet sockets - 

STREAM (TCP) and DGRAM (UDP), which behave in different ways [04]. However, 

as shown in Figure 3.4, STREAM and DGRAM socket communications’ high-level 

operations are identical. 

 

 

 

Figure 3.3 Two clients connect to one server for socket communication 
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DGRAM (UDP) socket communications are connectionless by nature. Once created, a 

DGRAM socket can immediately be used to transmit UDP packets. To receive UDP 

packets as well, the socket must be attached to a local port address, using the “bind()” 

function. After binding a DGRAM socket to a UDP port address, it can be used for 

either transmission or reception [04]. 

 

STREAM (TCP) socket communications are connection oriented by nature. A 

STREAM socket cannot send or receive data until a connection has been established. 

For most purposes, active TCP sockets can be used by the “read()”, “write()”, and 

“close()” functions [04]. 

 

In socket implementations, library routines are used to perform DNS lookups to 

convert hostnames into IP addresses, this may be done in different ways in UNIX and 

Non-UNIX OSs. 

 

Advantages of socket communication 

o Simple. 

o OS independent. 

o No blocking (Can use many processes or treads). 

o Supportedby large number of OSs. 

o Language independent. 

Figure 3.4High-level architecture ofSocket communication  
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Disadvantages of socket communication 

o Tightly coupled with the interfaces. 

o Limitation of port numbers. 

o Not suited for object-oriented programming. 

o Some portsare not allowed to be used, because those are reserved for 

specific tasks. 

o Security problems due to the parallel usageof multiple ports. (Mainly in 

the Firewall) 

 

In DGRAM (UDP) socket communications; 

o Limitations of message size. 

o Message ordering requires. 

o Reliability problems. 

o Message overhead (Many metadata in message). 

 

 In STREAM (TCP) socket communications; 

o Control of the flow is required 

o Message duplication problems. 

o Ordering the message isrequired 

o Connection establishing overhead. 

 

 

3.5.2 Transport Layer Interface (TLI) 
 

The System V Transport Layer Interface (TLI) is a programming interface to the 

transport layer of OSI (Open Systems Interconnection) Reference Model. TLI was 

later standardized as XTI (X/Open Transport Interface). In addition, TLI is 

implemented within the STREAMS framework. TLI allows applications to run across 

any transport protocol that supports the interface and it is independent of media and 

protocol [07]. TLI supports TCP and ISO transport protocols as well as any other 

transport protocols as shown in Figure 3.5[08]. 
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TLI provides facilities for Network Selection and Name-to-Address Mapping, and 

applications are independent from the media and protocol. Network Selection and 

Name-to-Address Mapping allow network applications to acquire transport-specific 

information in a transport-independent way. Transport Layer Interface provides nearly 

identical functionality as Berkeley sockets. Fortunately, since both use standard 

Internet protocols, a TLI application can interact with a Sockets server, and vice versa 

[07]. Same as in the “Sockets based communication”, TLI provide connection mode 

and connectionless mode communications.  

 

Connection mode is circuit-oriented and enables the transmission of data over a pre-

established connection in a reliable and sequenced manner. Connection mode TLI also 

provides an identification procedure to avoid the overhead of address resolution and 

transmission during the data transfer phase. This service is useful for applications, 

which require relatively long-lived, DataStream-oriented interactions. Connection 

mode service is similar to “stream sockets” that provide a stream of data instead of 

isolated data units [07]. 

 

Connectionless mode is message-oriented and supports data transfer in self-contained 

units and there is no logical relationship required among multiple units. This service 

requires only a pre-existing relationship between the peer users who are 

Figure 3.5High-level architecture ofTLIcommunication 
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involved,anddetermines the characteristics of the data to be transmitted. 

Connectionless mode service is similar to “Data-grams”. In here all the information 

required to deliver are presented to transport provider, as a unit of data [07].  

 

Advantages ofTLI communication 

o Language independent. 

o Can communicate with the socket program also. 

 

Disadvantages ofTLI communication 

o Less performance than the socketprogramming (Process cannot 

read/write directly)   

o Tightly coupled with the interfaces. 

o Limitation of number of connection. 

o Not suited for object-oriented programming. 

o Security problems (Multi number port usage is a problem to the 

firewall operations). 

o Ordering of the messageis required. 

 

 

3.5.3 Remote Procedure Call (RPC) 
 

RPC technique (remote procedure call) represents a more advanced approach when 

building network applications than using socket programming. Remote Procedure Call 

allows a computer program procedure to execute in another address space (commonly 

on another computer on a network) without the programmer clearly coding the details 

for this remote interaction. When there is a requirement of service from a program 

located in a remote computer, Remote Procedure Call handles it, without having the 

understanding about the under layer network technologies. RPC can manage and 

communicate the existence of a low-level transport protocol, such as TCP or UDP, for 

carrying the message data between two or more communicating programs. When 

considering Open Systems Interconnection (OSI) network communication model, 

RPC spans the Transport layer and the Application layer. It is easier to develop an 

application that includes multiple programs distributed in a network by using RPC 

[09]. 
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Remote Procedure Call uses the client/server model and Figure 3.6showsthe basic 

architecture of RPC. The requesting program is a client and the service-providing 

program is the server. First, the client process sends a message that includes the 

procedure parameters to the server process. Next, a process on the server side, which 

is waiting until the arrival of the call message, extracts the procedure parameters, 

computes the results, and sends a reply message. The caller (client) process waits 

(blocks) until it receives the reply from the sever according to the request. Finally, 

once the process on the client receives the reply message,it extracts the results of the 

procedure, and the client resumes execution. Any RPC service is identified by its RPC 

program number, the version number and the transport address (i.e. the TCP or UDP 

port) [04]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

There are several RPC models and implementations. Sun Microsystems originally 

introduced the Sun-RPC. IETF (Internet Engineering Task Force) modified the Sun-

RPC version and made the ONC-RPC (Open Network Computing Remote Procedure 

Call) protocol as an IETF standard protocol. Another popular model and 

Figure 3.6Remote Procedure Call architecture 
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implementation is the Open Software Foundation's DCE-RPC (Distributed Computing 

Environment Remote Procedure Call) [06].  Microsoft introduced DCOM (Distributed 

Component Object Model) by using MSRPC (Microsoft Remote Procedure Call), 

CORBA, Java RMI were developed based on Remote Procedure Calls. DCOM, 

CORBA and Java RMI support object based distributed systems and will be discussed 

under 3.5.4 Distributed Object Systems section. 

 

Three ways of procedure calls are call-by-value (CBV), call-by-reference (CBR) and 

call-by-copy/restore (CBC/R) [10]; 

 

• Call-by-value 

To the called procedure, the value parameter is just an initialized local variable. 

 

• Call-by-reference 

The called procedure can modify the content of the data structure in the calling 

procedure. 

 

• Call-by-copy/restore 

The variable is copied to the stack by the caller (as in call-by value), and then 

copied back after the call, overwriting the caller’s original value. 

  

 

Sun-RPC 
 

Sun Microsystems introduced the Sun-RPC as the first Remote Procedure Call system. 

Sun-RPC was originally developed for client server communication for the Sun NFS 

(Network File System). Sun-RPC supports both TCP and UDP protocols. If UDP 

protocol is used for Sun-RPC, there is a limitation of 64 kilobytes for the length of the 

request/ reply message. Sun-RPC uses XDR language as IDL to define the interfaces.  

 

Sun-RPC does not support names for the interface, and use program number and a 

version number. Sun-RPC can use only a single input and results will also be a single 

output. Support authentication feature and several different authentication protocols 

can be used for application development in Sun-RPC [03]. 
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ONC-RPC 
 

Open Network Computing Remote Procedure Call (ONC-RPC) was developed by 

ETF (Internet Engineering Task Force). ONC-RPC originally uses Sun-RPC model 

and ETF standardize and published it as an IETF standard protocol. Most of the 

features in ONC-RPC are the same as the Sun-RPC features; the difference is ONC-

RPC has more standards than Sun-RPC [01]. 

 

 

DCE-RPC 
 

Distributed Computing Environment Remote Procedure Call (DCE-RPC) is a client 

server model, but not a much popular RPC model. It is implemented by Open 

Software Foundation. DCE-RPC can operate on top of all major OSs. One of the main 

features of DCE-RPC is inproviding many services than RPC. Those are “Distributed 

file service”, “Security service”, “Directory service” and “Distributed time service”. 

DCE-RPC uses ANSI C language as IDL to define the interface. DCE-RPC is not a 

standard, but it has better performance than Sun-RPC and ONC-RPC [01].  

 

Advantages of RPC communication 

o Most of the RPCs are OS independent and support large number of 

OSs. 

o More connections can be handled than Socket communications. 

o Less overloading to the network due to the synchronous, blocking 

mechanism. 

o More secure (Allow Authentications, Selected portsused). 

 

Disadvantages of RPC communication 

o No single standard. 

o Tightly coupled with the interfaces. 

o Client and Server blocking (Asynchronous developments are few and 

more complex). 

o Pure RPC is not well suited for object-oriented programming. 

o Lack of Performance than the socketprogramming. 
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o Limited message size. 

o Message overhead (Many metadata in message UDP & TCP 

connection establishing overhead). 

 

 

3.5.4 Distributed Object Systems 
 

One type of a client server architecture distributed system is “Distributed Object 

Systems”in which all entities in system are modeled as objects. Distributed Object 

Systems are a popular paradigm for distributed applications systems as the object-

oriented development. Distributed Object Systems are modeled as a set of cooperating 

objects, and those objects are mapped very naturally to the services of the distributed 

system [02]. Main feature of the Distributed Object Systems are objects that are 

logically partitioned (this supports to reduce and distribute the complexity and can 

gainthe advantages of using multiple machines, such as reliability, more processing 

power, parallelism, etc) in physical distributed processes or computers [03].  

One of the famous Distributed Object Systems baseddevelopments is Java RMI. Java 

RMI is OS independent (Java RMI run on JVM-Java Virtual Machine and later 

development MJVM- Multiple JVM [11]), but only supports Java language and it is 

one of the well implemented technology. One of the other famous (Not thatit is better 

implemented) DOS implementation is Microsoft Distributed Component Object 

Model (DCOM), due to majority of desktop computer users use Microsoft Windows. 

DCOM only support Microsoft Windows Oss (There are some research going on 

DCOM run on Linux and UNIX favors [12]).  Common Object Request Broker 

Architecture (CORBA) model isone of the OS independent and most of the 

programming language supported software mechanism. 

 
Distributed Component Object Model (DCOM) 
 

DCOM (Distributed Component Object Model) is a technology in the Microsoft 

Windows-family of Operating Systems that enables software components to 

communicate by using RPC (MSRPC - Microsoft Remote Procedure Call). But here, 
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the importance is DCOM supports the object based object-oriented developments. 

Figure 3.7shows DCOM high-level communication architecture and other involved 

parties.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The basic DCOM is developed using Microsoft COM (Component Object Model) 

technology. Main advantage of DCOM is,it offers the same features and the same 

interacting interface as COM, and so,when developing a distributed application by 

using DCOM,developers donot have to be anxious about distributed manner.Some 

advantages of DCOM are that it provides interfaces for distributed components to 

share memory, Network interoperability and transparency, Object dynamic loading 

and unloading and maintaining and status of distributed system objects. However, 

problem is DCOM is not a well-engineered architecture and design [03].  

 

Advantages of DCOM communication 

o Can work as same as local COM object 

o Can handle more connections. 

o Well-suited for object-oriented programming. 

o Better performance. 

 

 

Figure 3.7 High-level architecture of DCOM 
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Disadvantages of DCOM communication 

o Tightly coupled with the interfaces. 

o Supports Microsoft Windowsonly. 

o Not a well engineered architecture and design in DCOM. 

o Some security problem arises with firewall enabled systems. 

 
 
.Net Remoting 
 

.Net Remoting is a technology in the Microsoft Windows-family of operating systems. 

It is mainly based on distributed objects and one of an innovative way in distributed 

object-oriented developments. .NET objects allow inter-process communication on 

remote processes. So, developing application can be located on the same or different 

computers on the same network, or in computers across separate networks. [13].  

 

There are three-call methods on remote objects (Those objects may be Singleton, 

SingleCall, or published objects) and objects are passed as reference or as value. The 

application can use methods in a synchronous (Invocation blocks on the client thread), 

asynchronous (Does not block the client thread), or one-way (Asynchronous call that 

does not expect a return value) fashion [14]. The .Net Remoting framework supports 

two communication formats. One is binary format and the other one is SOAP (Simple 

Object Access Protocol) format. Binary format communication is extremely fast. 

SOAP format is much slower than binary format. Common format like XML files can 

be used for special purposes such as configuration. And .Net Remoting support for 

encryption, authentication & authorization with combination of IIS server [15].  

 

Advantages of .Net Remoting 

o Can work as same as a local object and .Net applications. 

o Well-suited for object-oriented programming. 

o More flexible and extensible than Java RMI. 

o Supports wide range of different transport protocol formats and 

communication protocols. 

o No security problem to work through a firewall. 

o Supports state management options. 



 26

o .NET Remoting can work on multiple calls from the same client and 

support callbacks. 

o Supports many languages and not language dependant in a supporting 

language.( Due to the use of the CLR) 

o Multi server and multi client supported. [13] 

 

Disadvantages of .Net Remoting 

o Tightly coupled with the interfaces.  

o Binary format communication supports only in homogeneous .Net 

environment. 

o SOAP format is less of performing. 

o Less performance than DCOM. [13] 
 

 

Common Object Request Broker Architecture (CORBA) 
 

CORBA or Common Object Request Broker Architecture was developed by the 

Object Management Group (OMG) and CORBA was first published in 1990. CORBA 

is a widely used distributed system standard that provides object based development in 

an object-oriented manner. This object-orient concept allows dividing and managing 

complex computing tasks among heterogeneous OS, networked and hardware 

platforms. One of the major features in CORBA is its independence from hardware 

platforms, programming languages, and location and operating systems [02]. Figure 

3.8shows the general organization of a CORBA, and it is client-server architecture 

system. 

 

One of the main features of aopen system is the communication interface. Standard 

communication interfaces are defined by CORBA by using the OMG's Interface 

Definition Language (IDL). Therefore, CORBA is programming language 

independent. The other feature is that there is a mapping from IDL to a specific 

implementation language like C++ or Java. Standard mappings with CORBA interface 

support by Ada, C, C++, Lisp, Smalltalk, Java, COBOL, PL/I and Python. And also 

there exists non-standard mappings for Perl, Visual Basic, Ruby, Erlang, and Tcl 

implemented by object request brokers (ORBs) written for those languages [16]. 
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“In practice, the application simply initializes the ORB, and accesses an internal 

Object Adapter which maintains such issues as reference counting, object (& 

reference) installation policies, object lifetime policies, etc. The Object Adapter is 

used to register instances of the generated code classes. Generated Code Classes are 

the result of compiling the user IDL code which translates the high-level interface 

definition into an OS and language-specific class basetobe used by the user 

application” [16]. Those properties help to achieve semantics and provide a clean user 

processes for interfacing with the CORBA infrastructure. Various IDL language 

mappings are different, and those issues can be managed by CORBA object adapter 

[16]. 
 

 

CORBA Services 
 

CORBA services are the other important feature of CORBA standard, and it supports 

the integration and interoperation of distributed objects. Figure 3.9shows the services, 

called CORBA Service or CORBA Object Service (COS), are defined on top of the 

Object Request Broker (ORB) protocol. ORB is also known as GIOP (General Inter 

ORB Protocol). Those services are defined as standard CORBA objects with IDL 

interfaces [16]. 
 
 

Figure 3.8The general organization of a CORBA system 
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The ORB or GIOP architecture provides several concrete protocols; 

• Internet Inter ORB Protocol (IIOP) - IIOP is an implementation of the GIOP 

for use over the internet, and provides a mapping between GIOP messages and 

the TCP/IP layer.  

• SSL Inter ORB Protocol (SSLIOP) — SSLIOP is IIOP over SSL, providing 

encryption and authentication.  

• Hyper Text Inter ORB Protocol (HTIOP) — HTIOP is IIOP over HTTP, 

providing transparent proxy bypassing. And many more. [16] 

 

There are number of services available in CORBA Object Service. Some of the 

popular ones are described in Table 3.2. 

 

 

 

 

Figure 3.9 CORBA Object Services 
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Table 3.2Popular CORBA Object Services [12] 
 

Concurrency 

Service 

Mediates concurrent access to an object such that the consistency of 

the object is not compromised when accessed by concurrently 

executing computations. 
 

Licensing 

Service 

Defines the interfaces that support management of software 

licenses. 
 

Life Cycle 

Service 

Life Cycle Service defines services and conventions for creating, 

deleting, copying and moving objects. 
 

Naming 

Service 

Provides the principal mechanism through which most clients of an 

ORBbased system locate objects that they intend to use (make 

requests of). 
 

Persistent 

State Service 

Interfaces that present persistent information as storage objects 

stored in storage homes. 
 

Property 

Service 

Provides the ability to dynamically associate named values with 

objects outside the static IDL-type system. 
 

Query 

Service 

Provides query operations on collections of objects. 
 

Security 

Service 

A security reference model that provides the overall framework for 

CORBA security. 
 

 

Advantages of CORBA communication 

o OS independent and supportsmany OSs. 

o Handles more connections.  

o Most of programming language supports and language-independent. 

o Well-suited for object-oriented programming. 

o More secure (Allow Authentications, Secure channel protocol support). 

o Better performance than textual format transfer (Using binary code). 
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Disadvantages of CORBA communication 

o Tightly coupled with the interfaces. 

o Not always handledby a single port. 

o Providing security through the firewall is a problem with the binary 

objects transfer. 

 

 
Java RMI (Remote Method Invocation) 
 

Java RMI was developed based on Java language and it is a mechanism that allows 

invoking a method on an object that exists in another address space on the same 

machine or a different machine. The RMI mechanism is the RPC mechanism that 

supports object-oriented development [15]. Java RMI provides a direct model for 

distributed computation with Java objects in a simple manner. “These objects can be 

new Java objects, or can be simple Java wrappers around an existing API” [16]. 

Figure 3.10shows how the processes are operating and messages are passed in RMI 

client-server architecture. 

 

 

 

 

 

 

 

 

 

 

 
 

RMI provides facilities to communicate with objects on a different address space in a 

way that is similar to objects in the same virtual machine. In here, all underline 

implementations are hidden. However, RMI provides remote object implementation as 

the same as the local object. Remote Method Invocation is much slower and less 

reliable than local. Every remote object provides interface, which contain methods 

those can be referred by client [19]. 

Figure 3.10 (Basic RMI procedure) 
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In Java RMI, there are two separate programs running on the server and the client. “A 

typical server program creates some remote objects, makes references to these objects 

accessible, and waits for clients to invoke methods on these objects”. “A typical client 

program obtains a remote reference to one or more remote objects on a server and 

then invokes methods on them” [20].  

 

Remote method invocation has three supporting processes; 

1. The Client process invokes a method on a remote object.  
 

2. The Server process that owns the remote object. The remote object is an 

ordinary object in the address space of the server process.  
 

3. The Object Registry is a name server that maintains objects with names. All 

objects are registered within the Object Registry. When any object has been 

registered, client process can access that remote object by using the name of 

the object. 

 

Advantages of Java RMI communication 

o OS independent and supportsseveralOSs. 

o Can handle more connections. 

o Can work as same as a local object. 

o Dynamic code loading. 

o High performance, because of target language is specific. 

o Well-suited for object-oriented programming. 

o More secure (java.security.AccessControlException handle security). 

o Connects to Existing/ Legacy Systems. 

o Supports changing policies for mobile behaviors technologies.  

o Better performance than the textual format transfer (Using binary code). 

 

Disadvantages of Java RMI communication 

o Tightly coupled with the interfaces. 

o Supports Java languageonly. 

o Reduce performance by intermediate virtual machine. (Same as in 

Java). 
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3.6 Web-Services 
 

A simpler definition for the Web-Services is "Aweb service is a software application, 

accessible on the web (or an enterprise's intranet) through a URL, that is accessed by 

clients using XMLbased protocols, such as Simple Object Access Protocol (SOAP) 

sent over accepted Internet protocols, such as HTTP. Clients access a Web service 

application through its interfaces and bindings, which are defined using XML artifacts, 

such as a Web Services Definition Language (WSDL) file.”[18]. 

 

Above Web-Services definition, was defined by W3C. However, there may be some 

differences between definition and real situations. Unlike traditional distributed 

systems, web services are always language independent and better suited to a loosely 

coupled, coarse-grained architecture. Client interacts with the Web-services using 

messages through interfaces. Those might be enclosed in a Simple Object Access 

Protocol (SOAP) envelope, or follow a REpresentational State Transfer (REST) 

approach [19]. SOAP is traditional approach of Web-Services and it is mostly used 

protocol, and Service Oriented Architecture (SOA) was developed by using SOAP.  

REST is a radical way to Web Services but this is not a Service oriented technology. 

REST is a technology that looks at the world as resources not as services. SOAP and 

REST will be discussed in 3.6.1 and 3.6.2 sections. 

 

There are some other specifications that have been developed or are currently being 

developed to support Web-Services capabilities. Those are referred to as WS-* such 

as WS-Security, WS-Reliability, WS-Policy, WS-Trust, WS-Privacy, WS-Federation, 

WS-Authorization and many more. Some of the most common WS-* are as follows 

[20]; 

 

• WS-Security 

WS-Security defines how to use XML Encryption and XML Signature in 

SOAP to secure message exchanges. This can be used as an alternative or 

extension to secure the channel HTTPS [20]. 
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• WS-Reliability /WS-Reliable Messaging 

WS-Reliability is an OASIS standard protocol for reliable messaging between 

two Web services [20]. 

 

• WS-Addressing  

WS-Addressing is a way for describing the address of the recipient (and 

sender) of a message, inside the SOAP message itself [20]. 

 

• WS-Transaction 

A way of transactions handling is managed by WS-Transaction [20]. 

 

 

Web-services were developed to achieve some main goals, which other 

communication protocols do not or not properly provide. Some of key benefits 

provided by Web Services are discuss below. 

 

• Business to Business integration (B2B) 

There are many integration protocols available, but most of the protocols are 

not targetedwell for business integration. Web services help to expose business 

to vital business processes and it provides authorized suppliers and customers. 

Web services using B2B integration reduces the time and effort. This is saving 

money and time for generic B2B integrations [24]. 

 

• Interoperability in a heterogeneous environment 

Web Services can operate and provide services in a heterogeneous 

environment such as a variety of software platforms and architectures, and 

allows them to be written in different programming languages [18].  

 

• Software re-use  

There is software re-use in various forms and at different levels. Basic 

software reuse is source code or class and binary componentbased. The code 

can be reused but data behind the code would not be allowed. So, components 

or even source code can be easily distributed, but data cannot be easily 
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distributed and it is more difficult when data become dynamic data. Web 

services allow reusing code along with the data it needs. If it is requiredto 

install a third party component and access it from the user’s application, such 

functions can be handled using a web service. This web service can be offered 

throughthethird party web-service component that provides necessary services 

[24]. 

 

• Integration with existing systems 

Most enterprises face the problem of extending the existing enterprise 

information systems, and total replacement costs of these new systems are 

high. Web services help to manage existing enterprise information systems and 

new extended system integrations. Web services provide the standard ways to 

access back-end services and middle-tiers [18]. 

 

• Support more client types 

Main objective of Web services is better interoperability, exposing existing 

applications and services,and support to communicate different client types 

[18]. 

 

• Freedom of choice 

In business environment, Web Services provide standards tools, products, and 

technologies and it allows organizations a wide variety of choices, and can 

configure best way of application requirements [18].  

 

• Programming productivity 

Web Service allows accessing the services of multitier applications and 

support standard ways to connect to several clients. Web services have 

common programming standard, help to enhance programming productivity. 

Therefore, those standards allow of increase the productivity due to fewer 

concerns in one to one interoperability process. [18] 
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3.6.1 Simple Object Access Protocol (SOAP) 
 

Simple Object Access Protocol or SOAP was the first Web Services standard or 

protocol that was developed. SOAP is a simple and lightweight protocol, which runs 

in a distributed environment, and supports exchanging structured and typed 

information between decentralized peers. SOAP is XMLbased protocol that is passing 

information to unidirectional and messages can be combined to implement request / 

response processes, or other more sophisticated interactions.  

 

“SOAP does not itself define any application semantics such as a programming model 

or implementation specific semantics; rather it defines a simple mechanism for 

expressing application semantics by providing a modular packaging model and 

encoding mechanisms for encoding data within modules” [18]. Therefore, SOAP can 

operate between large varieties of systems ranging from messaging systems to RPC. 

SOAP based Web-Services also work with other specifications such as WS-Security, 

WS-Transaction, etc. SOAP based Web-Services architecture describes in the Figure 

3.11. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

“SOAP envelope”, “SOAP encoding rules” and “SOAP RPC representation” are three 

main areas consists of SOAP and those specifications define how a SOAP message 

Figure 3.11 SOAP based Web Services architecture 
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can be carried in HTTP messages, with HTTP Extension Framework or without the 

HTTP Extension Framework. All SOAP messages are encoded using XML. [18]. 

 

• SOAP envelope: 

Overall framework for expressing what is in a message; who should deal with 

it, and factors such as whether it is optional or mandatory are defined by the 

SOAP envelope. 

 

• SOAP encoding rules: 

SOAP encoding rules defines how to exchange instances of application-

defined data types. 

 

• SOAP RPC representation: 

The SOAP RPC representation describes how to manage remote procedure 

calls and responses.  

 

Web Service is one of the main evolutions of data sharing and data transfer process. 

SOAP is the core protocol of Web-Services, it provides many more advantage, and 

there are few disadvantages.  

 

Advantages of SOAP 

o One of the main advantages is that it is platform independent. 

o It is also language independent. 

o Running over the HTTP, there are less firewall security problems. 

o Works with the important viewpoints of remote object system, so it is 

simple. 

o Neutral to any vendor applications. 

o Can handle more connections. 

o Can be used to extend existing systemsor even to connect to new 

systems. 

o Severalother specifications can be used. 
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Disadvantages of SOAP 

o Tightly coupled with the interfaces. 

o Less performance than the binary file operators. 

o Inbuilt security features are not completely implemented. 

o Less distributed garbage management. 

 

 

3.6.2 REpresentational State Transfer (REST) 
 

Beginning of this millennium “Roy Fielding” introduced REpresentational State 

Transfer or REST as another philosophy (Not the philosophy of SOAP protocol) of 

looking at the Web-Services in his doctoral dissertation. REST is a client-server 

software architecture style for distributed hypermedia systems (E.g. World Wide 

Web). In SOAP based Web-Services addresses services architecture, but REST 

considers resources (not as services) and outline how to use those resources. REST 

providing simple interface that transmits domain-specific data over HTTP is a special 

feature.In here those communication can handle without messaging layer such as 

SOAP or session tracking through HTTP cookies [25]. 

 

In REST, there is simplified component implementation of the client-server separation. 

So it improves performance, increases the scalability of pure server components and 

reduces the complexity of connector semantics. In addition, other main feature of 

REST allows intermediaries proxies, gateways, and firewalls without any changes of 

communication interfaces between components. So those properties support to assist 

in communication or improve performance via large-scale, shared caching. REST self-

descriptive information enables intermediate message processing [26]. 

 

 

REST works as stateless, every HTTP request happens in complete isolation.  

Therefore, in each request it must contain all the necessary information for a 

connector to understand the request. REST can support any media type, but XML is 

expected to be the most popular transport media for structured information. The main 

architecture of REST is ROA (Resource-Oriented Architecture). ROA considers 

mainly four areas, and when the REST Web-Services are being developed, those four 
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areas are also important. Those are Resources, their names (URIs), their 

representations and the links between those resources [25]. 

 

There are three main steps in REST Web-Services development. Initially, 

functionality and application states are divided into the resources. Next step is every 

resource is uniquely identified using a universal syntax to be used in hypermedia links. 

Final step is those resources are shared through a uniform interface for the transfer of 

state between client and resource and it consists well-defined operations and set of 

content types [26]. 

 

REST runs on top of the HTTP protocol and provides same operations as HTTP 

protocol provides. Those operations are “HTTP-GET”, “HTTP-POST”, “HTTP-PUT” 

and “HTTP-DELETE” [25]. 

 

• HTTP-GET 

HTTP-GET operation is used to retrieve a representation of a resource. 

 

• HTTP-POST 

HTTP-POST is an operation, which create a new resource. 

 

• HTTP-PUT 

HTTP PUT is the operation, which modify an existing resource for an existing 

URI. 

 

• HTTP-DELETE 

HTTP-DELETE is the operation, which delete an existing resource:  

 

Advantages ofREST 

o One of the main advantages is, it is platform independent. 

o It is also language independent. 

o Running over HTTP, less firewall security problems. 

o Less development cost than SOAP. 

o Lightweight and better performance than SOAP. 
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o Neutral to any vendor applications. 

o More performance due to properties such as caching available. 

o Can handle more connections. 

o Can be used to extend an existing system or connect to new systems. 

 
Disadvantages ofREST 

o Fewer standards. 

o Lesssupporting parties, due to lack of users. 

o Requires support from additional components or protocols.  

o Less development tools and other resources. 

 

 

3.7 Offline Information Transfer and Storing  
 

There are many mechanisms in managing the offline information.Paper based 

information is also categorized under the offline information, but it is very 

complicated and difficult to process in computer based systems.Thus, it is better to 

find out about computer based offline information maintaining mechanism. 

 
 
3.7.1 Database 
 
Information is important in most organizations.There are large numbers of concepts 

and techniques for managing data. Database is a collection of interrelated data. Set of 

programs to access and control those data are called DBMS or Database Management 

System. The collection of data or information, usually referred to as the database, 

contains information relevant to an enterprise. The main aim of a DBMS is to provide 

a way to store and retrieve database information that is both convenient and efficient 

[27]. 

 

Database systems are designed and developed to manage large sets of information. 

Management of data involves both defining structures for storage for information, and 

providing mechanisms to handling information [27].  

 
In addition, the database system must ensure the security issues. Safety of the 
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information stored, despite system crashes or attempts at unauthorized access are 

mainly addressed as security in databases [27]. 

 
Advantages of Database 

o Reduced data redundancy. 

o Reduced updating errors and increased consistency. 

o Greater data integrity and independence from application programs. 

o Improved data access to users through use of host and query languages. 

o Less integrity issues. 

o Reduced data duplicating issues. 

o Improved data security [27]. 

 
Disadvantages of Database 

o Database systems are complex, difficult, and time-consuming to design. 

o Initial training required for all programmers and users and requires 

technical skills. 

o Initially design is a complex task. 

o Substantial hardware and software start-up costs. 

o There must be separate user friendly interface for information 

feeding[28]. 

 

 

3.7.2 Spreadsheet 
 

Spreadsheets are very commonly used information storing, managing and transporting 

mechanism in the computer world in the present context. Spreadsheet has many cells 

together make up a grid, consisting of rows and columns.Each cell has its own address 

created by using column and row numbers or alphanumeric character. The majority of 

popular spreadsheet programs have more than 200 columns and thousands of rows. A 

spreadsheet allows users to insert,edit, calculate and reportingdata [29].  

 

Using a spreadsheet greatly increases productivity for anyone who needs to create 

budgets, generate financial reports, manage receipts or even keep track of inventories 

and similar lists. The range of formulae that can be applied is vast and ranging from 
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the most basic “Sum” (adding two numbers together) to complex calculations such as 

applying “Standard Deviation” scenarios. Spreadsheet is a flexible and powerful data 

analysis and reporting tool [30]. 

 

 

Available Spreadsheet Formats 
 

When considering software spreadsheets, there are more than twenty file types 

available as spreadsheet.  Apple Numbers, Microsoft Excel, Lotus 1-2-3, 

OpenOffice.org Calc and other spreadsheet software introduced those formats. Some 

formats are listed in Table 3.3[31]. 

 

 

File Format Introduce Software  

XLS Microsoft Excel worksheet sheet (97-2003) 
XLSX  Microsoft Excel worksheet sheet (2007) / OpenXMLSupport 
ODS  OpenOfficeCalc Spreadsheet / OpenXMLSupports 
CSV  Comma-Separated Values 
123 Lotus 1-2-3 
WKS Lotus 1-2-3 
AWS Ability Spreadsheet 
CLF ThinkFreeCalc 
VC Visicalc 
numbers  An Apple Numbers Spreadsheet file 
gnumeric Gnumeric spreadsheet, a gziped XML file 
QPW  Quattro Pro spreadsheet 
SDC  StarOffice/OpenOffice.org StarCalc Spreadsheet 
SXC  StarOffice/OpenOffice.org 1.* Spreadsheet 

 

 

Open Document Format (ODF) 
 
The OpenDocument format (ODF) is a file format that developed to represent 

electronic documents such as word processing, spreadsheets, charts, presentations and 

some other documents [32]. While the specifications were originally designed and 

developed by Sun Microsystems for OpenOffice.org office suite, the standard was 

Table 3.3 Spreadsheet formats



 42

developed by the OASIS Open Document Format for Office Applications 

(OpenDocument) Technical Committee (OASIS ODF TC), committee of the 

Organization for the Advancement of Structured Information Standards (OASIS) 

consortium. In addition to being a free and open OASIS standard, it is published as an 

ISO/IEC international standard, ISO/IEC 26300:2006 ODF for Office Applications 

(OpenDocument) version 1.0. Published OpenDocument Format standards meet the 

common definitions of an open standard, meaning they are freely available and 

implementable [33]. 

 

The OpenDocument file consists of an XML document and that OpenDocument files 

can also take the format of a ZIP compressed archive, containing several files and 

directories. When we consider the OpenDocument ZIP compressed archive, it can 

contain binary content and benefit from ZIP's lossless compression to reduce file size. 

OpenDocument structure concerns about separating the content, styles, metadata and 

application settings into four separate XML files as the OASIS ODF standard [33].  

 

The OpenDocument format is used in both free/open source software and in 

proprietary software (OpenOffice.org office suite to Microsoft Office) and also both 

stand-alone and webbased applications (E.g. Google Docs, etc). The OpenDocument 

is commonly available in wide array of applications, such as word-processors, 

spreadsheets, presentation, and data management applications. Most of the prominent 

office suites supportOpenDocument fully or partially. [33]: 

 

 

Microsoft Excel spreadsheet 
 

Microsoft Excel spreadsheet is one of a widely used spreadsheet type nowadays. It is 

mainly focused on Microsoft Windows (Macintosh version also available) platform. 

However, Excel 1.0 was developed only for Macintosh platform and Macintosh 

version was up to 2.0, when the Windows version was introduced. Starting in the mid 

1980s continuing through to the present, Microsoft Excel has dominated the 

commercial electronic spreadsheet market [34]. 
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Microsoft Office Excel is a powerful tool that can be used to create and format 

spreadsheets, and analyze and share information or data to make more informed 

decisions. With its fluent user interface, rich data visualization, and PivotTable views, 

professional-looking charts are easier to create and use. Office Excel provides 

significant improvements for sharing data with greater security. User can share 

sensitive business information more broadly with enhanced security [35]. 

 

Microsoft Excel up until 2007 version used a proprietary binary file format called 

Binary Interchange File Format (BIFF) as its primary format. One of the most 

important thing in Microsoft Office Excel 2007 is, it use Open XML 

basedOpenDocument Format as its primary file format [36]. 

 

The new Microsoft Excel 2007 file format container is based on the simple 

compressed ZIP file format specification. The core of the new MS Office fileis the 

XML reference schemas and the ZIP container. Each file is comprised of a collection 

of any number of parts;in which this collection defines the document. Document parts 

are stored in the container file or package using the industry-standard ZIP format. 

Most parts are XML files that describe application data, metadata, and even customer 

data, stored inside the container file. Other non-XML parts may also be included 

within the container package, including such parts as binary files representing images 

or OLE objects embedded in the document [37]. 

 

In Microsoft’s terminology, Open XML ZIP file is called a package. Files inside that 

package are called parts. It is important to know that every part has a defined content 

type and there are no default type presumptions based on the file extension. Content 

type can describe anything; application XML, user XML, images, sounds, video or 

any other binary objects. Every part must be connected to some other part using a 

relationship. Inside the package,there are special XML files with “.rels” extension, 

which define relationship between parts. Figure 3.12shows basic container 

architecture of MS Excel [38]. 
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Figure 3.13 Archive architecture of OpenOffice.org Calc 

The default file format for OpenOffice.org Calc (versions 2.x and 3.x) can be set to 

either Microsoft Excel's native file format or the international standard Open 

Document Format (ODF).One of the most important features in OpenOffice.org Calc 

is, it uses Open XML basedOpenDocument Format as its primary file format. Sun 

Microsystems originally designed and developed that ODF in OpenOffice.orgpackage 

[40]. 

 

In Sun Microsystems terminology, OpenOffice.org Calc is built by using Open XML 

files inside a JAR (Java Archive) format. A JAR file is also a compressed ZIP file that 

has an additional “manifest” file that lists the contents of the archive. Inside that 

package contains several directories (Defending on spreadsheet information) and 

obligates five files asFigure 3.13.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

META-INF 

This directory contains information about other files in the ZIP archive. 

Those are meta-information about the entire Zip file structure. Inside 

this directory contains “manifest.xml” file, it is a must to have this 

inside the ZIP archive to OpenOffice.org spreadsheet to be able to be 

readable. 
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 content.xml 

The actual content of the document contains in the “content.xml” file. 

Any information, which is typed inside acell is available in this file. 

 

Object ‘X’ 

This directory containssome xml files which relatesto objects (Chart, 

Shapes, etc.) information and configurations. 

 

settings.xml   

This file contains information that is specific to the application. Some 

of this information, such as window size/position and printer settings is 

common to most documents. A text document would have information 

such as zoom factor, whether headers and footers are visible, etc. A 

spreadsheet would contain information about whether column headers 

are visible, whether cells with a value of zero should show the zero or 

be empty, etc. 

 

Configurations2 

This directory contains other few directories, which relates with the 

document’s application related settings, such as “menubar”, “toolbar”, 

“statusbar”, etc. 

 

 ObjectReplacements 

This directory containsfiles which are related to the entire object in the 

spreadsheet. It helps to increase the performance of the file accessing, 

but this directory is not compulsory. 

 

 Pictures 

This directory contains the list of all images contained in the document. 

Some applications may create this directory in the JAR file even if 

there are no images in the file. 

 

 

 



 47

 Thumbnails 

This directory contains “thumbnail.png” image file that has thumbnail 

view of the spreadsheet. 

 

 meta.xml 

“meta.xml” file contains the meta-information about the contents of the 

document (such as author, last revision date, etc.) This is different from 

the META-INF directory. 

 

 styles.xml 

This file contains information about the styles used in the content. The 

content and style information are in different files on purpose; 

separatingcontent from presentation to provide more flexibility. 

 

 mimetype 

This file is similar to file extensions but more universally accepted, 

"mimetype" is used to identify the type of information that a file 

contains. A “mimetype” has two parts, a type and a subtype and they 

are separated by a slash (/). 

 

Advantages ofSpreadsheet  

o Simple and easy to use. 

o Less time consuming in every aspect compared with Databases. 

o Less user training required. 

o Less or no initial design or development work. (User level operations). 

o Can create more decision making output rather than data/information 

maintaining. 

o Spreadsheets can be used in lot of different types of application. 

o Very helpful for calculations and reduce updating errors and increase 

consistency. 

o Greater data integrity and independence from applicationprograms. 

o Improved data access to users through use of host and query languages. 

[41] 
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Disadvantages ofSpreadsheet 

o Less information storage capacity compared with Databases. 

o More information duplication. 

o Less security compared with Databases. 

o No concurrent access. 

o Difficult to handle complex business logic outcomes. [41] 

 

 

3.8 Security 
 

In general, term of security is the condition of being protected against danger or loss. 

In the other words, security is a concept similar to safety. Same as in general 

terminology,computer security also considers safety or protection against danger or 

loss. In computer security, there are three levels of security; namely “Hardware 

security’, “Software security” and “Data security”. In the information-transfer task, 

users are interested in “Data security”. There are three goals of “Data security”, 

namely “Confidentiality”, “Integrity” and “Availability” [42].  In Information-transfer, 

there may be confidential information, so, such information must not be exposed to 

unauthorized parties.  In addition, between the information-transfer, data integrity 

must not be changed by unauthorized parties. Most of the time there is no 100% 

availability, but it is less of an affect to the data sensitivity.   

 

There are three main parties involved in the information-transfer, namely requester 

(client), responder (server) and network (transporter). Authentication server (Eg: 

Kerberos, Radius)or another ‘hand shaking mechanism’ can be used to implement 

security between client and server to some level. Network level information-transfer 

security can be provided by more advanced ways such as using encrypted data transfer 

or data transfer through a Secure Socket Layer (SSL). 

 

 

3.8.1  Encryption 
 

Encryption is data scrambling processand original data set can beregenerated by 

specific mechanisms.  Original intelligible data set in their normal state called “Clear 
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text”. If the data set needs to be transferred, it is necessary to change unintelligible 

format for data confidentiality and remain integrity.This unintelligible data set is 

known as “Cipher text". The process of converting “Clear text” to “Cipher text” is 

called encryption and converting “Cipher text” to “Clear text” is known as decryption. 

Cipher text is virtually nullified the interceptions and effective modification 

possibilities [42]. 

 

For encryption process, often uses a device called a “key” for more secure manor. In 

addition, there are two basic key using methods,namely “Symmetric (private key) and 

“Asymmetric (public key).Symmetric key uses the same key for both encryption and 

decryption, and asymmetric key uses two keys for encryption and decryption. Famous 

symmetric key algorithms are DES, TDES, AES, IDEA, etc and asymmetric key 

algorithms are RSA, DSA, and ELGAMAL. The Table 3.4 summarizes some of the 

basic characteristic differences [42]. 
 

 
 

 

 

Feature Symmetric key Asymmetric key algorithm 

Keys required for a process 1 2 

Required keys n(n − 1)/2 2n 

Security Low High 

Speed High Very low 

Key management Shared secret key Shared public key and Keep secret key 

 

 

3.8.2 Secure Socket Layer (SSL) 
 

Secure Socket Layer is a secure channel for information transmission. Transport Layer 

Security (TLS) is the same as SSL and it is based on the SSL v3.0.  Secure channel 

provides communication between two machines securely. SSL was originally 

developed for secure communication between web servers – web browsers[42]. 

 

The main goal of the SSL Protocol is to facilitate the communication between 

applications confidentially and ensure integrity of data.  The SSL protocol runs above 

Table 3.4Comparison of Symmetric andAsymmetric key algorithms 
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the TCP/IP layer and below application layer protocol such as HTTP, LDAP, IMAP, 

etc as shown in the Figure 3.14[42]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

There are three main pre operations before general commendation. After executing 

those three operations, encrypted general commendation are provided by the SSL. 

Those are; 

 

• Client requests an SSL session from the SSL server. 

• Server responses to client request. Client can determine the authenticity of the 

server by using the public key thatwas sent by the server in response time. 

• Then, client sends a symmetric session key encrypted by using the server’s 

public key. So, only the server can decrypt and take the symmetric key. 

• Now both client and server have shared symmetric session keys. So, both can 

do their general commendation by encrypting the messages using the 

symmetric key [42]. 

 

SSL provide three main functions; 
 

• SSL server authentication 

SSL server authentication allows user to confirm an identity of the server. SSL 

enabled client software to check the server's certificate and public ID 

validation by using public-key cryptography. Client has a list of trusted 

Figure 3.14 SSL runs above TCP/IP and below application layer protocols 
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certificate authorities(CA), andchecks the server certificate to see whether it is 

issued by those CAs[43]. 

 

• SSL client authentication 

SSL client authentication allows a server to confirm the identity of a client. 

This process uses the same techniques as in the server authentication [43]. 

 

• An encrypted SSL connection(Reliable channel) 

There must be an encrypted connection to send all the information between a 

client and a server. This provides the high-level confidentiality and 

automatically determines whether the data has been changed [43]. 

 

Advantages ofSSL 

o Much secure due tothe private key maintenance.  

o Not an application specific security. So, more application protocol 

supportsthe security from SSL. 

o Faster encryption and decryption can beachievedby using symmetric 

session keys. 

o Both client and server can be authenticated. [43] 

 

Disadvantages ofSSL 

o Only supports TCP protocol 

o Never can become a stronger security method than the basic encryption 

mechanism. 

o For trusted server authentication there must be a certified third party 

called the CA (Certificate Authority). [43] 
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New Protocol Design 
 

Almost all information providers need others’ information since they can not survive 

with only their information. Currently there are many ways to transfer data among 

several systems, but most of those mechanisms are very specific.Anyhow, there are 

lots of good features in these mechanisms. Therefore, by extracting most of the good 

features and technologies, a single generic new protocol can be developed as 

described in this chapter.Figure 4.1shows the core segments of the new protocol. 
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New protocol core function areas areOnline Information Transfer (with an input 

interface, an output interface and information transport mechanism), Offline 

Information Transfer (with an input interface, an output interface and information 

transfer mechanism)” and Information MappingMechanism (in both online and 

offline information transfer).  

 

 

4.1 Information Types (Formats), Names and Values 
 

Any information has three main attributes, namely, type, name and value. When two 

or more systems are integrated for information sharing, one of the major issues is 

those information types, names and values are mismatching. There can be different 

types (formats), names or even different kind of values. But the raw meaning of the 

information can be the same. 

 

 
4.1.1 Issues in information Types, Names and Values 
 

Information Types (Formats) 

 
Consider the following case, even the information types are different, but all the cases 

give the same meaning to the end user. That means anyhow systems must understand 

the same meaning of information regardless of the type (format). 

• Integer  Marks = 95 

• Float   Marks = 95.0000 

• Text  Marks = 95  

 

 

Information Names 
 
Consider the following case of naming conflict.  Even when the information names 

are different; they give the same meaning. That means whatever the information name, 

the system must have some kind of a mechanism to understand that naming 

convention. 
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• Subject 

• Course 

• CourseName 

• Course_Name 

• Course-Name 

 

 

Information Values 
 

When considering the information values, typically values have no meaning other than 

in a relevant business domain. Even inside a system, sometimes a single information 

value has no meaning. This is one of the issues in independent development of several 

systems that should operate together. That can happen due to the usage of some 

identity numbers and some values that are derived from other values. The other 

problem is, information values can have same meaning in business domain but they 

can be represented in several different ways. Look at the following examples to get an 

idea about the above discussed issues. 

 

• AcademicYearID = 3  

(Not a meaningful information in the business domain.) 

 
• OfferingID  = 124  

(Not a meaningful information in the business domain and this value is 

derived from others.) 

 
• AcademicYear = 2008.2009 

AcademicYear = 2008-2009 

AcademicYear = 2008:2009 

AcademicYear = 2008/2009 

(All four AcademicYears are not equal. But they give the same 

meaning in the business domain.) 
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4.1.2 Solutions for issues in information types (formats), names and 
values 

 

Information types 
 

The same entity in different systems may be in different types. But if it gives the same 

meaning inside the business domain, the new protocol must have a mechanism to 

identify and compare those entities. It may be an Online or an Offline information 

transfer mechanism; anyhow first it must neglect the information types. For an 

example, if the information value is a simple number (Integer, Float, etc), that value 

must be compared as a numerical value. If the information value is not a simple 

number, then that value must be compared as a string entry.  

 

 

Information names 
 

And information entity name can be represented in various ways in various systems. 

Solution in the new protocol will be disused in “4.2 Information Mapper”.  

 

 

Information values 
 

When considering information transfer mechanisms, there are three issues in 

independent development of several systems that should operate together. These 

information value related issues are; 

 
i. Some information values have no meaning for others. 

ii. In some information values, there is no meaning in a single value. 

iii. Information values can be represented in various ways but gives out the same 

meaning.  (Solution will be disused in “4.2 Information Mapper”.) 

 
When considering the information values, regardless of them being online or 

offline(Manually created file or a system generated file), all values must follow a rule 

to solve the first and the second issues listed above. That rule is simple but it helps to 

develop systems independently. The rule is “All information must be in a meaningful 
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manner inside the business domain”. Two examples stated below show how to 

follow that simple rule. 

 

• AcademicYearID = 3  

(Not a meaningful information in the business domain.) 

  
 AcademicYear = 2008/2009  

 (This is meaningful in the business domain.) 

 

• OfferingID = 124 

(Not a meaningful information in the business domain and this value is derived 

from others.) 

  
 Subject   = CS1010 

 Semester   = Semester-01 

 AcademicYear = 2008/2009 

(“CS1010” subject is offered in “Semester-01” semester in “2008/2009” 

Academic Year is meaningful in the business domain.) 

 
 

4.2 Information Mapper 
 

Informationis thecore of any computer system, regardless of the nature of a system, 

information is the most vital element. Even a basic set of information has got 

attributes like description and its value. In an information transfer process, the key 

task is to manage and handle its description and value. 

 

In most cases within an organization,information description and the value 

representation can be the same. However, in some cases it may vary withinseveral 

systems in the same organization or within different organizations’ systems. That 

information description issue has been discussed under section 4.1.1 in “Information 

Names” and information value issue has been discussed under section 4.1.1 in 

“Information Values”.  
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When integrating two or more systems, and if the development process is done 

independently, a solutionmust be there to address the two issues mentionedabove. 

When considering a general case, the two issues that we discussed are there, but 

people seek out the meaning of particular information, rather than looking at the 

representation of information. Also in this case the solution would be to consider the 

meaning rather than the representation.  

 

In most cases, information names or descriptions differ in different systems. Most of 

the times, there is no identical pattern for comparisons across several systems. 

However, those information name sets are not that large and it is very static. All the 

information entity value sets are very dynamic. However, there is some comparison 

pattern between other systems entity values sets. However, in this new protocol, 

design basedis on three mappers to solve the above issues. 

 

 

4.2.1 End-user (human) mapper 
 

When considering the off-line information file, it might be created manually or by 

another system. When creating an off-line file, it is hard for the system to generalize 

the naming and value conventions.  It is because the originating convention is totally 

outside the information seeking system and it is impossible to manage conventions 

since there is no limitation for off-line file originators. 
 

For this particular matter, the best way of solving this is to grant the full responsibility 

handling conventions to the end-user. End-user must check the proper conversions 

before feeding any kind of off-line information set to the system. However, usually 

the end-user prefers to feed information in the way the end-user is familiar with. 

However, the information seeking system may identify only few naming conventions 

that it is configured to.  So, the best way of solving this problem is to generate 

convention guideline by the system itself to help the end-user to pre-prepare his 

information file in to a way that the system is familiar with (“Formatting of 

information” in next 4.3 section describes the rules for file structure).  
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Figure 4.1shows thatoperationallocation of the - Information Mapper1in the new 

protocol architecture. 

 

 

4.2.2 Static or attributename mapper 
 

Information names or attribute names can have different representations but it 

represents the same object in the business domain. When considering a set of 

information names, most of the times it is static anddoes not grow as data. Usually 

attribute names are defined only in certain point and they do not change for a long 

time even when the business process goes on. A set of attribute names may change in 

case of an addition of a new module or any change in the business requirement of the 

system. 

 

In case of system integration, this attributes’ name patterns may cause a problem. It is 

because when considering two systems there is no rule or pattern to map those 

information names. However, most of the times, even though the naming patterns are 

different the business idea of them can be the same.   

 

When considering the above issue, the solution is a static information mapper.  

However, a problem comes, which one of the systems (Information sender and the 

receiver) is going to have this static information mapper and is going to manage the 

synchronization. However, when it is considered it can be seen that the information 

receiver is the one who should play the key role of this synchronization process. It is 

because the receiver specifically knows what kind of information it needs and to what 

content.On the other hand information providing system may be handling several 

information seekers at a time and it may not be able to provide an information 

mapping service. 

 

The information provider has the total freedom to use any naming convention for 

information representation process in service providing interfaces. However, those 

information names should be unique through out the whole service providing process.    
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Considering the example in Table 4.1, it contains a simple database table with only 

three columns.  The first column contains information name or attribute name as they 

exist in the own system (Information seeker). The second and third columns contain 

values of the responder’s identification number (ResopnderID) and the responding 

attribute name (RespondingName) of that particular responder.  

 

 

InformationName ResopnderID RespondingName 

Subject 1 Course 

AcademicYear 1 AccYear 

Marks 1 ExamMarks 

Subject 2 SubjectName 

Marks 2 PaperMark 

SemesterName 3 SemesterDescription 
 

 

First of all, requesting system must maintain a Static information name mapping table 

for non equal names as above (There is no issue in equal names available or not in 

here). When requesting information, requesting system has to replace the attribute 

names using this table for related responding system. If there is no entity available, 

that means there is no difference between requester and responder attribute names.  

Both request and respond contain responder keywords. So respond keywords or 

attribute name are mapped by using static mapping table and can process further. 

 

Figure 4.1shows theoperational locationof Information Mapper2in the new protocol 

architecture. 

 

 

4.2.3 Dynamic or information value mapper  
 

In a business domain, representation of information values can be different among 

several systems or in several organizations that share the same information sets. Even 

though the representations of information values are different, the final meanings of 

those are the same. Usually information value sets are dynamic and have a tendency 

Table 4.1 Sample static mapper 
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of rapid growth. When we take a particular information set in an information system 

with the daily operations going on, its size grows.Hence as in the “Static or Attribute 

Name Mapper” (Section 4.2.2), using a simple table mapping solution is practically 

impossible.  Here, the daily operations are meant to be end-users activities rather than 

system changes.  

 

Most of the times when considering two systems that interact with each other, in two 

particular information sets that have the same business domain meaning, there can be 

seen a common pattern of representation. So the best way to solve this kind of issue 

regarding information values is to use a dynamic mapper, which uses a mechanism 

such as string matching. A mechanism such as string matching can be easily used to 

identify the information value.  

 

For example; 

If a particular system has the academic year as “2007/2008” and the other 

system which communicates with previous system has the academic year as 

“2007-2008”, astring matching mechanism can be defined to match these two 

values as havingthe same meaning. This defined string matching mechanism 

can understand any growth inacademic year entities of both systems. 

 

Figure 4.1shows theoperational locationInformation Mapper2in the new protocol 

architecture. 

 

 

4.3 Information Transfer Mechanisms 
 

If there are two or more systems that depend on each other’s information, there has to 

be a way of communication, or in other words information transfer mechanism. This 

information transfer mechanism can be on-line transfer mechanism, which 

communicates real-time or an off-line transfer mechanism. 
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Off-line information transfer 
 

The most basic, simple but the best way of off-line information store and transfer is 

the use of a spreadsheet. It is better to use ODF (Open Document Format) file types. It 

contains XML file describe spread sheet architecture. The system must support most 

common spreadsheet formats such as Microsoft Office Excel and Open Office Calc 

file types. So, “Information Provider” must have an interface to generate supporting 

standard spreadsheet fileformats.  

 

In a case where there are no systems interacting, basically end-users may use standard 

spreadsheet fileformats to store and transfer information to the system that needs the 

particular information. To facilitate both the operations (System generated spreadsheet 

and manually created spreadsheet), the “Information Recipient”system must have an 

interface to abstract the information from supporting standard format files.  

 

 

Online information transfer 
 

When considering modern information systems, they are based on different kind of 

platforms (Operating systems) and they use different kinds of programming languages. 

Because of that, the new protocol should be platform and programming language 

independent. So,to achieve this, independence SOAP basedWeb-services are being 

used. 

 

For the online information transfer, “Information Provider” and “Information 

Recipient” must have web-service server and web-service client interfaces. Figure 

4.2shows how the different layers interact and how the standard interfaces are used for 

communication.  In that figure, “X” stands for all additional requirements that are 

necessary for the on-line information transfer through the new protocol. 
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4.4 Formats of Information 
 

In any kind of information transfer process, the format (Structure of elements in an 

information set) of information is a crucial factor. Whatever the source of information, 

the format of information set isthe base for information synchronization with the 

destination. This is further discussed in the following sections in on-line and off-line 

(system generated/ manfully created) information transfer mechanisms.  

 

 

4.4.1 Off-lineinformationtransferformat 
 
In any kind of a situation, depending on the recipient’s information receiving interface, 

the format of the off-line information file may differ. Different systems accept 

information in different formats due to their interface architecture. This case creates 

two more issues, the first one is this makes information transfer process complex and 

the second one is defining a generic format to provide the information to a system 

unfeasible.  

Figure 4.2High-level layer architecture ofthe new protocol for on-line 
information transfer
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A feasible but simple solution for the above problem is addressed in the new protocol. 

This new protocol facilitates users with a simple information file format and 

considerably reduces the thorough dependency in a particular recipient interface. Total 

freedom will be given to the recipient interface to define the format of the information 

file, but the recipient interface should not violate the basic protocol guidelines.   

 

The information recipient always provides the set of guidelines according to a 

particular interface and it should not violate the following six basic rules. The 

information provider must regulate the set of information according to the information 

recipient’s set of rules defined for that particular task.  

 

i. All information must be in “Sheet 1”. 

ii. Single row should contain only a single information set. 

iii. Single column should contain only a single type of attribute category (Eg: 

Student Names, Exam Marks, etc) and a particular attribute category 

should not be duplicated in another column. 

iv. Information must be contained in a simple m x n (Number of information 

sets x Number of attributes) cells table. There should not be any merged 

cells and if there are blank cells they are considered as null. 

v. The first row is reserved for attribute category names. 

vi. Information sets can be contained from the second row up to the end of the 

sheet.  

 

   

Manually created file 
 

If the file is created manually, creator or end-user can maintain any number of 

columns, which contain related information. But it should contain enough attribute 

categories to express a proper meaning in the relevant business domain to any relevant 

end-user.       

 

As an example,Student’s Registration Number is 078270C and Student’s Exam Mark 

is 80 is not meaningful in a business domain. To present this with a proper meaning, 
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there must be some other additional information such as Subject Name, Academic 

Year, Semester, etc. But for some cases, end-user or end-system (information 

recipient) might distinguish the information without     considering all the attributes.  

 

Whatever the scenario, all attributes included or not, the file format that is manually 

created must be in the information recipient’s predefined and required format. 

 

 

System generated file 
 

When any business level function is taken into consideration,the system can not 

predict about the attributes an end-user or an information recipient system requires. 

The reason behind this is that the information providing system is not designed to 

facilitate all the potential end-users and end-systems. So, the solution for this is to 

provide all relevant attributes and its values when generating the information file. This 

mechanism can be further enhanced by providing a selection option for the end-user to 

decide the necessary attributes. 

 

 

Information extraction from offline files 
 

Spreadsheet is the most common, simple and the best way to transfer offline 

information. Spreadsheets can be system generated or manually created. The new 

protocol supported systems must facilitate extracting information from at least few 

common spreadsheet types.  

 

When considering an offline information transfer process, the recipient system can not 

manage the whole process without the help of end-user. Initially, the information 

recipient system must provide a format to upload the file, which contains the sets of 

information. Then the end-user can modify the spreadsheet that contains sets of 

information, according to the way that information recipient system accepts. If it is a 

system generated file, the end-user only has to remove unnecessary information 

columns and arrange the attribute order (columns order) in the way that the recipient 

system accepts.  
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In other words, for a successful off-line information transfer process, it must not 

violate two basic rules. Spreadsheet that contains information must follow the six 

primary rules, which are defined for an offline file. That spreadsheet file must follow 

order of information columns required by information recipient system. 

  

 

4.4.2 Onlineinformationtransferformat 

 
The new protocol designed to achieve interface independent development process for 

the information providing system and also for the information requiring system. 

Mainly if it is an independent development, both systems should be able to carry out 

their own development process regardless of the other end. Traditional online service 

oriented architecture does not provide independent development of this kind due to 

some reasons. Mainly attributes such as function names, number of functions, number 

of input and output, input and output names, etc should be known to the other system 

in order to carry out the development process. 

 

New information transfer protocol design has a simple interface. This simple interface 

concept is helpful to develop a universal independent interface. This new interface 

that is based on the new protocol, enabled for one standard function with only one 

input and only one output. However, all the services are provided using this single 

interface. These two input and output formats are strings. Information provider 

interface and information recipient interface can be developed independently because 

of the new proposed interface.    

 

Interface Format 
 
Function Name  - GlobalServiceFunction 

Request Data  - String (That string contains XML file) 

Respond Data  - String (That string contains XML file) 

 

 

 

 



 66

Figure 4.4(Standard sample request XML string- efficient in request) 

Figure 4.3(Request string (XML) standard format - efficient in request) 

Request Data 
 
Request string only contains XML file structure inside. New protocol’s requesting 

XMLstring must have the following format; 

 

Figure 4.3standard format - efficient in request) shows the requesting data structure. 

“username” and “password” attributes contain requesting system (information 

recipient) authentication data required for the responding system (information 

provider). Information provider can have several business functions to provide various 

information. The “businessFunction” attribute contains relevant business function 

name that assists to discover the required information sets.  The “known” attribute 

contains information that the requesting system already knows. Since this structure 

contains only the critical set of information, it is very efficient when requesting 

information.Figure 4.4 shows a sample of a requesting data structure.   
 

<request> 
 <username>   </username> 

<password>   </password> 
<businessFunction>  </businessFunction> 
<known>   </known> 

</request> 
 
 

<request> 
 <username>RequestServerUserName</username> 
 <password>RequestServerPassword</password> 

<businessFunction>Function-1</businessFunction> 
 <known> 
  <attribute_1>Value-01</ attribute_1> 
  < attribute_2>Value-02</ attribute_2> 
  < attribute_3>Value-03</ attribute_3> 
 </known> 
</request> 

 
 

Figure 4.5shows another way of a requesting data structure. Other than the previous 

structure’s attributes, this contains an attribute called “unknown”, which contains all 

the required sets of information attributes for the requesting system. Figure 4.6shows a 

sample of a requesting data structure. 
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Figure 4.5(Request string (XML) standard format - efficient in respond) 

Figure 4.6(Standard sample request XML string- efficient in respond) 

<request> 
 <username>   </username> 

<password>   </password> 
<businessFunction>  </businessFunction> 

 <known> 
 
 </known> 
 <unknown> 
 
 </unknown> 
</request> 

 

 
 

<request> 
 <username>RequestServerUserName</username> 
 <password>RequestServerPassword</password> 

<businessFunction>Function-1</businessFunction> 
 <known> 
  <attribute_1>Value-01</ attribute_1> 
  <attribute_2>Value-02</ attribute_2> 
  <attribute_3>Value-03</ attribute_3> 
 </known> 
 <unknown> 
  <name>Unknown-attribute-01</name> 
  <name>Unknown-attribute-02</name> 
  <name>Unknown-attribute-03</name> 
  <name>Unknown-attribute-04</name> 
 </unknown> 
</request> 

 

 

 

Response Data 
 

Response string only contains XML file structure inside. New protocol’s responding 

XMLstring must have the following format; 
 

Figure 4.7shows the responding data structure. The “data” attribute contains 

information sets, which are responding to requesting system (information recipient). 

Figure 4.8shows a sample of a responding data structure.   
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Figure 4.7(Respond string (XML) standard format) 

Figure 4.8(Sample respond XML string) 

<respond> 
 <data> 

</data> 
</respond> 

 
 
 

<respond> 
 <data> 
  <Unknown-attribute-01>Value-1.1</Unknown-attribute-01> 
  <Unknown-attribute-02>Value-1.2</Unknown-attribute-02> 
  <Unknown-attribute-03>Value-1.3</Unknown-attribute-03> 
  <Unknown-attribute-04>Value-1.4</Unknown-attribute-04> 
 </data> 
 <data> 
  <Unknown-attribute-01>Value-2.1</Unknown-attribute-01> 
  <Unknown-attribute-02>Value-2.2</Unknown-attribute-02> 
  <Unknown-attribute-03>Value-2.3</Unknown-attribute-03> 
  <Unknown-attribute-04>Value-2.4</Unknown-attribute-04> 

</data> 
 <data> 
  <Unknown-attribute-01>Value-3.1</Unknown-attribute-01> 
  <Unknown-attribute-02>Value-3.2</Unknown-attribute-02> 
  <Unknown-attribute-03>Value-3.3</Unknown-attribute-03> 
  <Unknown-attribute-04>Value-3.4</Unknown-attribute-04> 

</data> 
</respond> 

 
 

Information recipient’s requesting data structure and information provider’s 

responding data structure must follow the above defined message structure. However, 

the attribute order is not compulsory; both information recipient and information 

provider can maintain their own sequence.  
 

 

4.5 Security 
 

Today most of the information systems contain lot of data and most of the times this 

data can be highly sensitive. Since this new protocol is going to be used in information 

systems, the security aspect should be closely considered. Therefore, this new protocol 

is equipped with well functioning security measures.  
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4.5.1 Information transfer security 
 

Off-line InformationTransfer Security 
 
An off-line information transfer mechanism is based on information file. This 

information filecan be a system generated file or an end-user creation. Whatever the 

scenario, the owner of the information file is the end-user. Therefore, security 

measures about that particular file based information should be taken by the end-user 

(human end-user).    

 

 

On-line InformationTransfer Security 
 

An on-line information transfer mechanism always has two information systems that 

carry out the sending and receiving through some kind of information channel. 

Therefore, as a security measure, a secure channel can be used. It is not compulsory to 

have a secure channel for communications but it is essential for secured information 

transfer. 

 

In a practical scenario, usually HTTP is used for SOAP based Web-Services 

communications, but HTTPS (secure HTTP communication channel) can be used for 

secured communications. 
 

 

4.5.2 Information owners 
 

Off-line informationowners 
 
Creation of an information file: 

If an information file is created by an end-user, obviously the user (human user) 

is the owner of that file. This ownership does not mean that the human end-

user gets the privilege to offer the information to another system or a user.   

 

If the information file is system generated, even though the primary owner is 

the information system, once it is received by the human end-user,he becomes 
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the owner and this ownership too is similar to the ownership of a manually 

created file. Whatever the scenario, the end-user’s ownership of information is 

ruled by the information system privileges defined to that particular end-user. 

  

 

Uploading information file to server 

The information file may be created manually by an end-user or by 

information system. Whatever the option, the privileged end-user who feeds 

the information into the system is the owner who has the privilege to upload 

the particular information file. 

 

 

On-line informationowners 
 
When considering a single isolated information system, different information sets are 

owned by different end-users based on system policies. However, the ownership of 

information sets become complex, when information transfer process occurs between 

two information systems. 

 

In a scenario where one information system transfers a set of information to a seeking 

information system,after transfer the information to the receiving system,it must 

takeover the full responsibility of handling received information ownership.  

 
 
4.5.3 Service securitylevel 
 

Information ownership can have several levels. Some information sets can be publicly 

available and some information sets can be highly confidential. Therefore, according 

to the sensitivity of information in an online information transfer process, the security 

level of the information offering should be provided.   

 

The new protocol has provided three main services controlling security levels. Such as 

“Open services”, “Close services” and “Location close services”. 

 



 71

Open services 
 

In “Open services”,the information providing system allows any other information 

seeking systems to access its corresponding information services without any control 

for information. 

 

 

Close services 
 

In “Close services”, the information providing system allows only authorized 

information seeking systems to access its corresponding information service. 

Information seeking system can authenticate itself by using “ServerName” (same as a 

username) and “Password”.  

 

 

Location close services 
 
In “Location close services”, the information providing system allows only the 

authorized information seeking systems with an authenticated location to access its 

corresponding information service. Authorization process is the same as in “Close 

services”, but the information providing system considers the location (identified 

using the IP address) of the information seeking system for authentication. 

 

In practice, one information seeking system may require several server addresses to 

access the information providing system. Therefore, to facilitate this, several 

information seeker addresses can be registered in the information providing system. If 

the server location of information seeking system is stated as “Any” or “ *”,it will be 

the same as “Close services” for the particular seeking system. 
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Chapter 5 

Case Study 
 

Globally most of the leading organizations have understood the need of information 

systems (ISs) to compete with the growing rivalry. Information systems make the 

organizational operation more effective, efficient and accurate.  

 

University of Moratuwa is an organization,which uses information systems for the full 

potential. Several information systems covering various operational needs operate in 

the university. These ISs cover areas such as human resource management, 

examinations, finance, procurements, welfare and administrative works.  

 

When considering the examinational operations, the university is using two IT 

systems namely “moodle” and “LearnOrg” (which is the current university MIS). 

Other than these two systems, some end-users use off-line information files such as 

spread-sheets, etc to maintain some information. The Moodle is mainly used for the 

purpose of learning management, in other words to manage learning objects or 

contents and all the learning operations. The LearnOrg has a separate examination 

module to manage all the administrative operations related to the examination process. 

 

 

5.1 Moodle 
 

Moodle (Modular Object-Oriented Dynamic Learning Environment) is a free and 

open source e-learning software platform, also known as a Learning Management 

System (LMS), Course Management System (CMS), or Virtual Learning 

Environment (VLE). It has become very popular among educators around the world 

as a tool for creating online dynamic web sites for their students. More and more 

colleges and universities, and even businesses, are turning to Moodle to host and 

deliver courses online. It has a significant user base with more than 45,000 registered 

sites with more than 32 million users in more than 3 millions courses at the end of 

2009. 
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Moodle is designed to help educators to create online courses with opportunities for 

rich interaction. It provides all the sophisticated high level functionality of an 

educational LMS or CMS and there are no license fees. Moodle has many features 

expected from an e-learning platform, and some original innovations. Moodle is 

modular in construction and can readily be extended by creating plug-ins for specific 

new functionality. Moodle's infrastructure supports many types of plug-ins and 

functions as listed below; 

 

• Blocks 

o Activities 

o Blogs 

o Calendar 

o Messages 

o Participants 

o Quiz Results  

o Latest News 

o Upcoming Events 

o Recent Activity, etc 

 

• Activities 

o Assignment 

o Journal 

o Wiki 

o Forum 

o Quiz 

o Hot Potatoes quiz 

o Chat  

o Choice 

o Database 

o Glossary 

o Lesson 

o SCORM/ AICC 

o Survey 

o Workshops, etc 
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• Resource types 

o Compose text page 

o Compose web page 

o Link to a file/web 

o Display a directory 

o IMS content package 

 

• Graphical themes 

• Authentication methods 

• Enrollment methods 

• Payment modules 

• Content filters, etc 

 

 

5.1.1 Technologies 
  

Moodle was designed and developed based on Linux, Apache, MySQL and PHP or 

commonly known as the LAMP platform. Anyhow later its technology stack was 

totally changed to more independent manner.  

 

Now Moodle platform can be denoted as XXXP (Any OS, Any web server, any 

database and PHP). 

 

Architecture - Client-Server Web architecture 

Language - PHP 

Web server - Apache, IIS, or any PHP supported web server 

OS - UNIX, Linux, FreeBSD, Windows, Mac OS X, NetWare, or                            

any PHP supported OS 

 Database - MySQL, PostgreSQL, Oracle and Microsoft SQL 
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Figure 5.1 Sample output of Moodle Grade-book 

5.1.2 Grade-book  
 

The “Grade-book” is a utility that facilitates to maintain students’ learning 

evolutionary information. The Grade-book allows the examiner to enter, edit, view 

and manage students’ academic information in a much easier and efficient manner. 

This information is used to evaluate gradeor final marks for the particular subject. 

Grades can be calculated, aggregated and displayed in a variety of ways in Grade-

book. The Grade-book presents grades, using numerical values or words/phrases from 

a scale or a rating system.Figure 5.1shows sample output generated by using Moodle 

Grade-book module. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Generally all the course management systems have a grade-book or a module, which 

manages student’s course marks. The Moodle also contains an operationally rich 

Grade-book, which can be used to carry out many tasks. This Moodle Grade-book 

contains number of options that have been designed to suit the needs of a large variety 

of organizations. Figure 5.2 shows the panel which facilitates users to customize the 

Moodle Grade-book.  
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Figure 5.2Customizable panel in Moodle Grade-book 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Moodle Grade-book facilitates variety of information for the purpose of giving an 

output of the students’ course grades. The Moodle Grade-book maintains following 

information to generate a rich output to the end-user; 

 

• Student’s information 

o First Name 

o Last Name 

o Name with initials 

o Registration number 

o Identify student 

 

• Subject information 

o Subject name 

o Offering year  

o Semester Name 

o Offering id, etc. 
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• Items 

o Grade category (Eg:Assignments, Quiz, and Forum) 

A grade category clusterssimilar grade items together. 

o Grade item (Eg: Assignments-1, Assignments-2, Mid Semester Quiz) 

A grade item stores a grade or marks for each course participant, and 

has included informationto affect these grade items. 

 

• Values 

o Raw values 

Basic marks for grade items. 

o Drive value 

Give some decision making information. 

  Eg:Mean value, Median value, Standard deviation, Average,  

  Minimum, Maximum, and Sum/Total. 

  

• Grade 

A grade is a ranking mechanism that is used to express student’s level of 

marks in numerical values or words/phrases from a rating in a particular course. 

 
 
5.2 LearnOrgMIS of the University of Moratuwa 
 

“LearnOrg” or “Management Information System” (MIS) of the University of 

Moratuwa is a system, which was developed to assist management decision making. It 

consists of various sub modules designed to cater to different divisions & the 

departments of the University. The HR module, Welfare module, Supply module, 

Inventory management module, Finance module, General administration module & 

the Examinations module are several examples. In the future, the MIS system is 

expected to grow further to assist several more functions of the university. The 

Current MIS system is based on the architecture of the LearnOrg system. LearnOrg 

system has been the base stone for the MIS, because it is the very first attempt to make 

Management assisting software for the university. Pioneered by the LearnOrg system, 

the MIS was designed on its solid foundations to be expanded to cater to every 

department and division of the university. Even though the MIS system is a single 
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system, individual modules operate in a more independent manner.The individual 

modules interact with other modules and some other systems for information 

exchange or sharing. 

 
 
5.2.1 Technologies 
 

Currently, theLearnOrg MISwas designed and is being developed based on fully open 

source platforms. Initially it was developed using the Microsoft platform using ASP 

technologies. But now it has been converted to Linux OS, Apache web server, 

MySQL database and PHP language, commonly known as the LAMP platform.  

 

Architecture - Client-Server Web architecture 

Language - PHP 

Web server - Apache (But supported any PHP supporting web servers) 

OS - Linux (But supported any OS) 

 Database - MySQL 

 

 

5.3 The Problem 
 

The MIS examination module is there to help examiners, moderators, the examination 

division, students and other relevant parties to manage marks, to calculate grades and 

to generate relevant management reports. The examination module is mainly focused 

as an administrative and management support system. However, it is not a specialized 

learning management tool. So, the university has deployed “moodle” system to carry 

out the learning assistance. 

 

The information processed by the Moodle should be transferred to the LearnOrg and 

this was a major challenge. Technologies such as API communication, Java RMI, 

RPC, Socket communication, DotNetRemoting, Web-services, etc can be used in 

information transfer or sharing.  

 

The LearnOrgsystem is not yet completed with all relevant modulesrequired for the 
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University of Moratuwa, to become a complete MIS system. Thus, LearnOrg is 

continuously developed to achieve university requirements.Hence, new modules and 

features are added to the LearnOrg frequently and sometimes system architectural 

changes occur to address relevant modifications. Perhaps, as the next version, 

LearnOrg can be developed with major architectural changes to overcome technical 

and functional issues faced by the current version.  

 

Moodle is a well known open source learning management system. New features are 

rapidly introduced to the system, and because it is an open source system, there is no 

limitation in developing new features. Moodle architecture and back-end database 

structure evolve with most of the major new versions.  

 

Moodle and the LearnOrg require an information transfer mechanism, which needs to 

be very dynamic in the sense of parallel development in both systems. Because of that, 

above mentioned communication technologies do not have enough capabilities to be 

compatible with this kind of a dynamic and independent development with less 

communication dependencies.   

 

When considering the business domain inside the university, some end-users still 

prefer to use off-line information files such as spread-sheets, etc. In some cases, these 

kind of off-line information files are generated by some information systems. Off-line 

information files have various kinds of formats and internal information arrangements. 

Thus, to extract information from these files, there should be a mechanism that can be 

used in any kind of a scenario.  

 

 

When designing the new information transfer protocol, a suitable case study was 

chosen to apply it. LearnOrg and Moodle are heterogeneous in information and 

heterogeneous to some level in technology. Both systems have a very dynamic 

development life cycle. And also LearnOrg and Moodle require a secure and efficient 

communication between them. 
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5.4 Solution 
 

The solution for the above mentioned problems should contain an efficient and secure 

information transfer mechanism between Moodle and LearnOrg. In case of a future 

expansion or a development, the transfer mechanism should be able to withstand the 

compatibility even if the two systems are independently altered. Further, the proposed 

solution should cater end-users’ requirement of extracting information from off-line 

information files.  

 

This overall solution can be developed using the new protocol as discussed in chapter 

4. Conceptually, the proposed new protocol is very rich and solid. So this protocol can 

be used as the foundation to develop an independent communication mechanism for 

rapidly changing system environments such as Moodle and LearnOrg.  
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Chapter 6 

Developments 
 

The issues faced by University of Moratuwain the transfer of information between ISs 

(Information Systems) were discussed in chapter 5. These issues are common with 

information transfer processes between several ISs within one organization or between 

several organizations’ ISs. A theoretical solution to these issues is described in the 

new protocol and its standards and rules are being discussed in chapter 4. University 

of Moratuwa encountered the above mentioned issue in the transfer of information 

between MIS and Moodle, and a solution has been developed by using the new 

protocol. 

 

The development details will be discussed and presented in this chapter.    

 

 

6.1 Solution Overview 
 

There are six main areas that can be identified when designing the solution for the 

University of Moratuwa.  Those areas are shows in Figure 6.1. 

 

Main six areas of solution;  

• Online information mapper 

o Static Mapper 

o Dynamic mapper 

• Online - information recipient interface 

• Online - information provider interface 

• Offline - information recipient interface  

• Offline - information provider interface 

• Security features 
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When developing a solution for the above stated problem areas using actual 

programming language and tools,above mentioned six areas can not be totally 

separated. Four interfaces can be clearly identified and information mappers and 

security features are embedded with those developments.      
 

  

Figure 6.1 High level architecture design solution for UoM case problem 

+ Fixing into a system 
requests format 

Information 
Mapper2 
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6.2 Resources and Technologies 
 

New protocol was designed on top of web-services SOAP protocol.  This has made 

this new protocol platform and technology independent.  
 

Technologies 

• Platform  - Linux OSs 

• HTTP Server  - Apache 

• Language  - PHP 

• Database  - MySQL 

 
Resource Systems 

• LearnOrg System (University of Moratuwa Management Information System) 

• Moodle (Open Source Course Management System) 

 
Libraries 

• NuSOAP (PHP web-services library) 

• Open Office Generation (To generate OpenOfficeCalc files) 

• PHPExcel (To generate Microsoft Excel files) 

 

 
6.3 Development 
  

Mainly information transfer development can be divided into two areas such as online 

and offline. Both have information provider, recipient, information mapper and 

security features. 

 

 

6.3.1 Online information transfer 
 

When considering the whole online information transfer process, there are three main 

areas to develop, namely information provider, information seeker and information 

mapper. Both information provider and information seeker are developed by using the 



 84

SOAP Web-Services technology. Information provider is developed as a web service 

and Information seeker is developed as a web service client. To develop the solution 

to cater to the case study, “NuSOAP” Web-Services library was used for more 

convenient development. 

 

Information mapper was developed by using existing technologies used in 

programming language and some database information. Static mapper mainly uses 

available information in database and dynamic mapper mainly uses string matching 

technologies, which is enabled in the programming language.  

 

Actual source codes and concepts that were used for developments will be presented 

in the last part of this chapter.  

 

 

6.3.2 Off-line information transfer 
 

When considering the whole online information transfer process, there are two main 

areas to develop, namely, information provider and information seeker. Both 

information provider and information seeker are developed by using the protocol 

concepts. Both are developed to support common types of spread sheets such as 

Microsoft office Excel and Open Office Calc. 

 

Off-line information provider was developed by using “PHPExcel” and “Open Office 

Generation” libraries. The off-line information seeker was developed by using DOM 

XML technologies that are enabled with the programming language. 

 

Information mapper that is used for off-line information transfer is the “Human 

mapper”. Information seeking system can not resolve whether the source is human or 

any other system. So, the information seeking system has no way of identifying what 

are the information representing conventions. This makes the end-user responsible for 

the off-line information transfer mapping process. 

 

Actual source codes and concepts that were used for developments will be presented 

in the last part of this chapter.  
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6.3.3 Security development 
 

All the security and policies are based on the new protocol and its concepts. Mainly 

SSL mechanism is used for secure online information transfer process.Access 

controlling for the information seeking system is achieved based on the three access 

levels (Open, Close and Location close) defined in the new protocol. When it comes 

to off-line information files, the ownership of the file will be granted to system level 

information owners (end-users). 

 

Actual source codes and concepts that were used for developments will be presented 

in the last part of this chapter.  

 

 
6.4 Case Development Codes 
 
This section enables the case development with all the concepts and the laws 

pertaining to the new protocol. This section discusses about the case development in 

area of course marks transfer process. University of Moratuwa “Moodle” system 

maintains the assignment marks and LearnOrg (MIS) seeks the marks. The assignment 

mark transfer issue is solved by using new protocol and development is presented 

below.    

 
 
Development of online information provider  
 

This is the source code that shows initializing the services. WSDL is generated by this 
code,however there is no significant difference between this WSDL and any other 
WSDL generated by using the new protocol. 
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If there is any request from the information seeker, information provider analyzes the 

request message and gather the requester information such as Username, Password, 

and Requesting function name and identifies the requester address (IP address) by 

using the header information. 
 

 
 
 
After identification of information seeker identity and requested service, information 

provider looks whether the requested information service is available or not. If 

available, identify the service security level such as “Open service”, “Close service” 

and “Location close service”. In this case development “o” denoted for “Open 

service”, “c” denoted for “Close service” and “lc” denoted for “Location Close 

services” for the convenience of development.  
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If information seekerrequestsfunction, which is stated as an “Open service” oropen 

security level function, which means there is no limitation to access it. Provide 

permissions to access this function by changing access status to “$allow = 1”. 
 

 
 

 

If information seekerrequestsfunction categorized as a “Close service”, then seeker 

required to have proper permission to access requesting specific function. Information 

seeker can authenticate by using its “UserName” and “Password”. 
 

 
 

 

Most sensitive information services are categorized as “Location close services”. If 

information seeker requests such a security level service function, information 
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provider should match the requester address and requester registered address for 

service access, before offering services.If both requesting and registered addresses 

are same, or if it is a specific seeker who is allowed to access the function from any 

location (registered address stated as “*”) are only allowed to access the service. 
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If seeker is allowed to access the requested service function, “$reqeuestxml” or 

request message is forwarded to respective requested service function. Information 

seeker can have only one ticket granted ($allow =1) for only one service function 

accessing in a single request. 
 

 

 

 

In this case, development is based on offering the assignments marks to information 

seekers. Information provider loads the request message to “simplexml” PHP inbuilt 

function and examine the requested message as xml string. 
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Information provider identifies requested message’s attributes and its’ values known 

by the requester or information seeker. This is very helpful to generate the response 

message in an effective and efficient way. 
 

 
 

If information seeker has not defined “Unknown” attributes, information provider will 

send all the attributes’ values other than attributes defined in “Known” set. If the 

“Unknown” attribute set is defined in message, provider responds only those 

unknown attributes’ values.    
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Information provider responds to information seeker’s one request with only one 

message with one string. This string contains xml formatted data sets. Information 

provider uses “DOM Document” PHP inbuilt library to generate responding xml 

formatted string.  The responding xml string’s most top level child tag named as 

“response” for development convenient.  
 

 
 

 
 

Purpose of presenting this development code is to highlight the new protocol features 

and concepts rather than representing the whole set of development code. Thus, the 

code that gathered the information from IS’s database and its business logics, etc are 

not presented. 
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If there was no attributes defined as “Unknown”, information provider sends all the 

information other than the information seeker defined as known. 
 

 
 

 

If there were attributes defined as “Unknown”, information provider sends values for 

attributes mentioned inside “Unknown” tag. 
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Xml formatted responding information string produced by information provider is sent 

to information seeker as a response for corresponding request.    
 

 
 

 

Development of online information seeker  
 
This source code presents static mapper operations in the case development. 

“TotalAssignmentMarks” is name, which is used at the seeker end. But information 

provider may use another name. By using static mapper mechanism, information 

seeker recognizes requesting service function name according to information provider. 

If there is no such name available, seeker considers its own requesting service 

function name and information provider’s service function names are the same. 
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Before sending the request to information provider, the seeker adjusts the attributes’ 

names according to the information provider’s convention. This operation is mainly 

based on the static mapper. 
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The message that information seeker requests contain xml based string, as the 

argument of the requesting global function. This xml string is generated by using a 

PHP inbuilt library called “Dom Document”. 

 

 
 

 

This is one of the main security processes of online information transfer. It uses 

HTTPS mechanism to communicate through secure channel. Information seeker’s 

application act as the client and SSL server keys are bound with the seeker’s 

application. 
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Information seeker calls information provider’s “Global Service Function” and 

respond message is loaded as an xml string. 

 
 

 

Generating off-line information file  
 
Information provider generates two common types of spread sheets. Those are 

Microsoft Excel and Open Office Calc. Two open source libraries were used for 

development purposes. “Open Office Generation” was used to generate 

OpenOfficeCalc files and “PHPExcel” was used to generate Microsoft Excel files. 

Information provider facilitates to generate spread sheet by following the new 

protocol rules and provides all the known information up to suitable level. Provider 

also facilitates the end-user to choose required information only to generate 

information files. 

 

 

Development of off-line information seeker 
 

Open Office Calc 

Open Office Calc based off-line information seeker is developed by using “DOM”xml 

technology, which is enabled with the programming languages. Information seeker 

firstly un-wraps the spread sheet in to several xml files and load “content.xml” 

(contains all the cell values) into xml string.  
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Off-line Open Office Calc based information seeker processes pre-prepared cell value 

contained xml document and absorb the relevant information from it. 
 

 
 



 98

 
Microsoft Excel 
 

Microsoft Excel based off-line information seeker is developed by using “DOM”xml 

technology, which is enabled with the programming languages. Information seeker 

firstly un-wraps the spread sheet in to several xml files. 

 

“sheet1.xml” file is processed and identified the information’s (cell values) order, 
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The “sharedstrings.xml” file is processed and available shared values aregathered. If 

tag contains “t” (for target) attribute and its value as “s” (for share), then uses the 

“sharedstrings.xml” file, which contains relevant values. If not available, order value 

in the “sheet1.xml” is considered as information values.  
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Chapter 7 

Testing and Results 
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7.1 Test Cases 
 
There are two categories of test cases.The first test case category is focused on testing 

the compatibility of the new protocol. After development level testing, the system was 

deployed and the testing was done from the end-user point of view. Second test case 

category is deep testing process that was carried out mainly to analyze performance, 

security and other features.All the test case categories were separately assessed to 

identify the feasibility of the new protocol.   

 
 
7.2 Results 
 
 
The new protocol was tested in aspects such as compatibility, performance, accuracy 

and security. After testing thoroughly relevant results were analyzed.  

 
 
7.2.1  Compatibility test results   
 

The testing process was carried out throughout a semester with live information. 

Around 750 students’information were transferred between two systems and around 

ten lecturers used the system to perform varioussystem’s operations. 

 

Result of this particular test was a success. The compatibility of the new protocol was 

proven through the test result. 

 

Figure 7.1 shows a set of information contained in a spreadsheet file to be used for 

off-line information transfer process. This file was created following the six basic 

rules defined in the new protocol for off-line information transfer process. This file 

was used to transfer information to information seeker system, and the information 

seeker system was able to extract information properly. Therefore this sample was 

used to test the offline information transfer process and success of the process proves 

that the new protocol can be applied to the offline information transfer process.    
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Figure 7.1 Sample spreadsheet file containing some information 
 
 
 
7.2.2 Performance test results  
 

Performance of the new protocol deployment was done using the information set, 

which included “Assignment Marks” of a sample of students. Both the off-line and 

on-line information transfer test results were gathered. This results gathering process 

was done over and over again while increasing the number of information sets. 

Results are available in Appendix – A.  

 

 

Figure 7-2shows the test results for the online information transfer and it is plotted in 

a graph. This graph clearly shows that, when the number of information sets goes up, 

the performance factor (Number of information sets/ file size) is also going up and 

that means much better performance. When enabling the performance feature 
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requesting message, that results in a small performance lag. However, this embedded 

performance feature gives a much better overall performance.  

 

 
 

 

Off-line information transfer process testing was done in two methods.  One test case 

scenario was carried out using Microsoft Excel and other test case scenario was 

carried out by using the Open Office Calc. Figure 7.3and Figure 7.4 show the test 

results for the off-line information transfer and those are plotted in to graphs.Thesetwo 

graphsalso clearly show that, when the number of information sets goes up, the 

performance factor (Number of information sets/ File size)also increase.This exhibits 

much better performance. 
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7.2.3 Securitytest results 
 
The new protocol’s security aspect was tested in two ways. First, it was tested for 

secure communications and then it was tested for compatibility of security polices. 

 

Figure 7.5 shows a set of information flowing through a secure channel. Because the 

information set is encrypted from one end to another, by capturing the information in 

the middle will not affect to the information security. 
 

 

 
 

 

 

Figure 7.6 shows an instant where the policy of information security is being applied. 

This particular security warning indicates the successful application of security polices 

at various security levels. 

 

 
 

 

 

 

 

 

 

Figure 7.5 Sample set of information flowing through a secure channel 

Figure 7.6 Use of information security policy levels for sensitive information 
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Chapter 8 

Conclusion and Future work 
 

8.1 Conclusions 
 

By using this new information transfer protocol, two or more heterogeneous systems 

can communicate in a very effective and efficient manner. The special feature of this 

new protocol is that it can be used in very dynamically changing information systems. 

In other words, this new protocol can be used in systems where parallel development 

is needed without knowing other systems’ interface architectures, and even though 

one system gets changes or upgrades, other system(s) can carry out the information 

transfer process without any interruption or any failure.    

 

The new protocol achieves better efficiency levelby enabling the performance 

enhancement request and respond messaging structure. When enabling the 

performance feature requesting message, it results in a small performance lag. 

However, this embedded performance feature givesa much better overall performance. 

When considering the larger information sets, the performance factor (Number of 

information sets / Message size) is very high. 

 

Without enabling the performance enhancing feature, the new protocol will not be 

efficient when compared with other relevant protocols. 

 

The only extra work that should be considered is recognizing the data asbusiness 

domain meaningful information. Usually in other standards and protocols there is no 

need for such a process, because they consider the transfer process of relevant 

information as data with only slight meaning to the business process. However, by 

doing the above process, it solved all formatting, naming convention and value 

representation issues. 
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8.2 Future Work 

 
This new protocol was designed to transfer information, but some requirements may 

occur where another format of transfer (Eg: File, Image, Audio and Video based 

information) is needed.  

 

During the design process of the new protocol, all the business domain areas were not 

considered. Since it was designed for a limited domain there can be conflicts when 

trying to apply the new protocol to more business domains.  So this protocol can be 

enhanced to a universal independent communication mechanism by analyzing all 

other business domains. 

 

During the information transfer process, there is no intermediate information 

processing operation taking place in between two communicating parties’ interfaces. 

So the performance can be drastically improved by using an end-to-end information 

compression method. 

 

Information seeking systems may be repeatedly asking for the same set of information. 

In this kind of a scenario, adjacent information sets can be same or can be different. 

However, if there is no difference, repeating the same set of information is a big 

overhead to the communication process. Versioning technique can be used on 

information set(s) to reduce such an overhead and improve the performance. 
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Appendix A 

 

A.1 Microsoft Excel based Off-line Information Transfer Test 

Results 
 

Number 

of 

Results 

General File Size 

(KB) 

Protocol Enabled 

File Size  

(KB) 

Protocol Enabled File 

Size with Performance 

Feature (KB) 
1  8.38  8.55  8.29 

10  8.57  8.83  8.40 

25  8.79  9.25  8.57 

50  9.15  9.95  8.89 

100  9.82  11.24  9.39 

200  11.16  13.84  10.36 

500  15.03  21.51  13.31 

1000  21.41  34.15  18.21 

2000  34.06  59.84  27.87 

 

 

 

A.2 Open Office Calc based Off-line Information Transfer Test 

Results 
 

Number 

of 

Results 

General File Size 

(KB) 

Protocol Enabled 

File Size  

(KB) 

Protocol Enabled File 

Size with Performance 

Feature (KB) 
1  9.96  10.22  9.39 

10  10.72  10.85  10.03 

25  10.94  11.49  10.27 

50  11.38  11.98  10.34 

100  11.60  12.69  10.45 

200  12.03  13.30  10.71 

500  12.89  14.99  11.27 

1000  14.23  17.53  12.02 

2000  16.80  22.80  13.66 

 

 

Table A.1Microsoft Excel based test file sizes 

Table A.2 Open Office Calc based test file sizes 



 115

A.3 Web-Services based New Protocol Enabled On-line 

Information Transfer Test Results 

 

Number 

of 

Results 

Request 

Message Size 

(KB) 

Performance 

Enabled Request 

Message Size (KB) 

Response 

Message 

Size (KB) 

Performance 

Enabled 

Response 

Message Size 

(KB) 
1  0.34  0.42  0.24  0.15 

10  0.34  0.42  1.72  0.92 

25  0.34  0.42  4.47  2.27 

50  0.34  0.42  8.87  4.47 

100  0.34  0.42  17.67  8.87 

200  0.34  0.42  35.27  17.67 

500  0.34  0.42  88.07  44.07 

1000  0.34  0.42  176.07  88.07 

2000  0.34  0.42  352.07  176.06 

 
 

 

 

 

 

 

 

 

Table A.3Online information transfer test message sizes 
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