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ABSTRACT 
 

Slow Incident Response in Cyber Security: The Impact of Task Disengagement in Security 

Operations Centers 

By 

Davis Fonya Mirilla 

Submitted in Partial Fulfillment of 

Doctor of Professional Studies in Computing 

 

August 2018 

Over recent decades, we have moved our workflows, record management, and communications 

into digital formats driven by computational algorithms that run on the global Internet 

infrastructure. This has been successful because of improved efficiency and convenience to both 

organizations and general humanity.  These developments, however, have created opportunities 

for hacktivists, cyber-criminals and nation-state inspired cyber-attacks that have resulted in high-

profile data breaches in government and commercial organizations, leading to huge financial losses, 

eroding or loss of reputations, and business closures.  Cyber-attacks and breaches continue to rise 

even though cyber-security practitioners have continued to improve on Incidence Response, by 

investing heavily in prevention technologies. These investments have unfortunately not created a 

significant impact at stopping or slowing down data breaches.  Response to cyber-attacks are still 

slow and high-profile breaches continue to rise and take center stage in global media coverage. 

This research therefore examined the slow response to cyber-breaches and identified the incidence 

of task disengagement within the usually stressful operating environments of Security Operations 

Center (SOC) as a novel and contributory factor to slow incidence response.  Task disengagement 

sets in, resulting in the decrement of mental and physical alertness and overall vigilance after the 

initial 30 or 40 minutes of consistently staring at and monitoring the banks of monitors displaying 

streams of traffic and log data.  Replacing human analysts with Artificial Intelligence, known as 

autonomous cyber-defenses, does not have the critical human intuition necessary for the 

identification of certain exploits that may appear benign at the early stages of an attack.  However, 

applying AI to augment human efforts appears to hold greater promise.  In the course of this 

research, a survey of surveillance operators was conducted which lead to the development of a 

unique framework, Dynamic SOC Monitoring Framework, to assist in extending the level of 

engagement and alertness of a typical SOC analyst. Task disengagement is a neurological state 

that requires further collaborative research in order to effectively address its impact in stressful 

work environments that require constant alertness and vigilance.  
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GLOSSARY OF CYBER SECURITY TERMS 
 

Term/Acronym Definition 

Access control 
Controlling who has access to a computer or online service and the 

information it stores. 

Asset Something of value to a person, business or organization. 

Authentication 
The process to verify that someone is who they claim to be when they 

try to access a computer or online service. 

APT 

Advanced Persistent Threat – A set of sophisticated, stealthy and 

continuous hacking process, remotely orchestrated by a command 

and control center targeting a specific entity.  

Backing up 
To make a copy of data stored on a computer or server to lessen the 

potential impact of failure or loss. 

Breach Incident that results in the authorized access or exposure of data 

Bring your own device 

(BYOD) 

The authorized use of personally owned mobile devices such as 

smartphones or tablets in the workplace. 

Business continuity 

management 

Preparing for and maintaining continued business operations 

following disruption or crisis. 

 C2 Command and Control  

Certification body An independent organization that provides certification services. 

Cloud computing 
Delivery of storage or computing services from remote servers online 

(i.e. via the internet). 

Common text 

A structure and series of requirements defined by the International 

Organization for Standardization, that are being incorporated in all 

management system International Standards as they are revised. 

DDoS 

Distributed denial of service – A type of DOS attack where multiple 

compromised hosts are used to target a single target causing a Denial 

of Service (DOS) attack. 
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 DLP 

 Data Loss Prevention – A strategy for making sure that end users do 

not send sensitive or proprietary information outside of the 

organization without authorization.  Term also used to describe 

protection software deployed by network administrators to monitor 

and control data transfer out of the infrastructure. 

DMZ 
Segment of a network where servers accessed by less trusted users 

are isolated. The name is derived from the term “demilitarized zone”. 

DPP 

DPI – Deep Packet Processing - is the ability to inspect, forward, 

drop, clone or even modify network traffic at line rates.  With Deep 

Packet Processing and combinations of policies/programming, the 

lag time from inspection to action drops from minutes or hours or 

worse, days to milliseconds. 

Encryption The transformation of data to hide its information content. 

Endpoint Security 

Methodology of protecting devices such as laptops, wireless and 

other mobile devices that are typically attached to the corporate 

network.  Each device with a remote connection to the networking 

creates a potential entry point for cyber threats. 

Ethernet 
Communications architecture for wired local area networks based 

upon IEEE 802.3 standards. 

Firewall 

Monitors and controls the incoming and outgoing traffic based on 

predetermined security rules.  Establishes a barrier between a trusted, 

secure internal network and untrusted networks. 

False Positives 

Normal behavior that is marked as anomalous or possibly malicious.  

Too many false positives create enormous challenges in detecting 

actual threats.   

Gap analysis 
The comparison of actual performance against expected or required 

performance. 

GIT/Github 

A web-based Git repository hosting service.  It offers all the 

distributed revision control and source code management (SCM) 

functionality of Git as well as adding its own features. Other features 

include access control, bug tracking and task management in addition 

to collaborative platforms. 

http://standards.ieee.org/about/get/802/802.3.html
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Hacker 
Someone who violates computer security for malicious reasons, 

kudos or personal gain. 

Hadoop 

Open-source software framework for distributed storage and 

processing very large data sets on computer clusters built from 

commodity hardware.  

Honeypots 

A trap set to detect, deflect or in some manner, counteract attempts 

at unauthorized use of information systems.  Computer data or site 

that appears to be part of a network but is actually isolated and 

monitored. 

IAM 

Identity and Access Management is a security discipline that enables 

the right individuals to access the right resources at the right times 

for the right reasons. 

Infrastructure-as-a-

service (IaaS) 

Provision of computing infrastructure (such as server or storage 

capacity) as a remotely provided service accessed online (i.e. via the 

internet). 

Internet service 

provider (ISP) 
Company that provides access to the Internet and related services. 

Intrusion detection 

system (IDS) 

Program or device used to detect that an attacker is or has attempted 

unauthorized access to computer resources. 

Intrusion prevention 

system (IPS) 

Intrusion detection system that also blocks unauthorized access when 

detected. 

Incident 
A security event that compromises the confidentiality, integrity and 

availability of an information asset. 

Incident Response 

A term describing the activities of an organization to identify, 

analyze, and bring a security event under control and prevent re-

occurrence. 

Keyboard logger 
A virus or physical device that logs keystrokes to secretly capture 

private information such as passwords or credit card details. 

Leased circuit 

Communications link between two locations used exclusively by one 

organization. In modern communications, dedicated bandwidth on a 

shared link reserved for that user. 
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Local area network 

(LAN) 

Communications network linking multiple computers within a 

defined location such as an office building. 

Macro virus 

Malware (i.e. malicious software) that uses the macro capabilities of 

common applications such as spreadsheets and word processors to 

infect data. 

Malware 
Software intended to infiltrate and damage or disable computers. 

Shortened form of malicious software. 

 MDM 

Mobile Device Management – A centralized administrative and 

control tool for network administrators to distribute applications, data 

configuration settings and patches for mobile devices including IoTs.  

MDM 

Master Data Management is a comprehensive method of enabling an 

enterprise to link all critical data to one repository that provides a 

common point of reference. 

MSSP 

Managed Security Service Provider – outsources cyber security 

services to alleviate the pressures enterprises face daily in areas such 

as SOC operations. 

Network firewall Device that controls traffic to and from a network. 

NGFW 

Next Generation Firewall - An integrated network platform that 

combines a traditional firewall with other network device filtering 

functionalities such as application firewalls using in0line deep packet 

inspect (DPI), intrusion prevention system (IPS) and other techniques 

such as SSL and SSH interceptions. 

Password A secret series of characters used to authenticate a person’s identity. 

Personal Identifiable 

information (PII) 
Personal data relating to an identifiable living individual. 

Phishing 

Method used by criminals to try to obtain financial or other 

confidential information (including user names and passwords) from 

internet users, usually by sending an email that looks as though it has 

been sent by a legitimate organization (often a bank). The email 

usually contains a link to a fake website that looks authentic. 

Platform-as-a-service 

(PaaS)  

The provision of remote infrastructure allowing the development and 

deployment of new software applications over the internet. 
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Proxy server  
Server that acts as an intermediary between users and others servers, 

validating user requests. 

Restore  The recovery of data following computer failure or loss. 

Risk  
Something that could cause an organization not to meet one of its 

objectives. 

Risk assessment  The process of identifying, analyzing and evaluating risk. 

Remote Access Tool 

A piece of software used to remotely access or control a computer.  

This tool can be used legitimately by system administrators for 

accessing client computers.  When used for malicious purposes this 

tool is known as a Remote Access Trojan (RAT).  Most RATs are 

capable of performing key logging, screen and camera capture, file 

access, code execution, registry modifications and password sniffing. 

Router  Device that directs messages within or between networks. 

 Sandboxes 

Sandbox is a security mechanism of isolating and running programs.  

It is often used to execute untested codes or programs from unverified 

sources.  

Security control Something that modifies or reduces one or more security risks. 

Security Information 

and Event 

Management (SIEM) 

  

 Security Information and Event Management is a security 

management platform that provides a holistic visibility of the 

organization’s information technology infrastructure.  

Security perimeter  
A well-defined boundary within which security controls are 

enforced. 

Server  
Computer that provides data or services to other computers over a 

network. 

Smartphone  

A mobile phone built on a mobile computing platform that offers 

more advanced computing ability and connectivity than a standard 

mobile phone. 

Software-as-a-service 

(SaaS)  

The delivery of software applications remotely by a provider over the 

internet; perhaps through a web interface. 
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SOC 
Security Operations Center – A centralized control center that deals 

with continuously monitoring the organization’s security posture.  

Spyware 
Malware that passes information about a computer user’s activities 

to an external party. 

SSL 

The Secure Sockets Layer (SSL) is a networking protocol that 

manages server authentication, client authentication and encrypted 

communications between servers and clients. 

STIX 

STIX is a language that standardized communications for integrating 

and reporting cyber threat intelligence data into existing cyber 

security tools. 

Tablet  

An ultra-portable, touch screen computer that shares much of the 

functionality and operating system of smartphones, but generally has 

greater computing power. 

Threat  Something that could cause harm to a system or organization. 

Threat Intelligence 

The acquisition of knowledge about threats, including context, 

mechanisms, indicators, implications and actionable advice about an 

existing or emerging menace or hazard to information assets. 

Threat actor  A person who performs a cyber-attack or causes an accident. 

Threat Hunting 
Threat Hunting is the process of proactively seeking out, isolating or 

neutralizing threats within the computing environment. 

Two-factor 

authentication 

Obtaining evidence of identity by two independent means, such as 

knowing a password and successfully completing a smartcard 

transaction. 

Username  
The short name, usually meaningful in some way, associated with a 

particular computer user. 

User account  
The record of a user kept by a computer to control their access to files 

and programs. 

Virtual private 

network (VPN) 

 Link(s) between computers or local area networks across different 

locations using a wide area network that cannot access or be accessed 

by other users of the wide area network. 
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Virus 
Malware that is loaded onto a computer and then run without the 

user’s knowledge or knowledge of its full effects. 

Vulnerability 
 A flaw or weakness that can be used to attack a system or 

organization. 

Wide area network 

(WAN) 

Communications network linking computers or local area networks 

across different locations. 

Wi-Fi Wireless local area network based upon IEEE 802.11standards. 

Worm 
Malware that replicates itself so it can spread to infiltrate other 

computers. 
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Chapter 1 

1.0 Introduction: 

Cyber Security incident response to the global proliferation of cyber-attacks have clearly been 

tepid and inadequate.  This has consequently led to the regular reports of successful high-profile 

breaches as reported in the main stream media outlets. 

According to Europol’s “2013 Europol Serious & Organized Threat Assessment Report”, the Total 

impact of Cybercrime is now estimated to be US$3 Trillion, making it more profitable than the 

global trade in marijuana, cocaine and heroin combined [44, 94]. 

When you throw both criminal and Nation-State cyber-espionage into the mix, it becomes very 

clear why countermeasures and attempts at protecting cyber infrastructures have become a huge 

challenge [50]. 

A successful cyber defense strategy depends on an incident response that is nimble, efficient and 

effective as a consequence of the seamless integration of People, Process and Technology [6]. 

Cyber Security practitioners are responding to today’s complex and sophisticated threat landscape, 

which is made up of a community of highly motivated and well-funded adversaries, with improved 

frameworks and smarter tools that take advantage of new technologies and platforms, such as 

machine-learning, big data, cloud computing and improved systems integration and automation 

[66]. 

Unfortunately, the ‘People’ aspect of an incident response strategy has proved to be the weak link 

and in effect, has been responsible for the overall slow and ineffective reaction to contain or disrupt 

cyber-attacks globally[23, 69, 87]. 
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Further investigations  have established that while continuous human monitoring of cyber security 

infrastructure is critical, most successful breaches have been traced to slow incident response 

arising poor detection rates attributable to diminished alertness on the part of SOC Analysts in the 

course of continuous monitoring.[27, 29]. This problem is largely neurological, typically the state 

of Task Disengagement, leading to Security Operation’s Center (SOC) Analysts missing those 

split-second tell-tale signs of early stage of an inbound adversary or ongoing attack. 

The focus of this dissertation is therefore to examine the importance of log aggregation, 

correlation, and overall SOC operations, together with how these impacts early and effective threat 

detection.  Slow incident response is the result of inefficient SOC operations, which we have 

determined could be largely the impact of Task Disengagement. There has been no known research 

on studies relating to the effects of Task Disengagement among SOC analysts in spite of the huge 

investments in developing smarter defensive tools and enhanced frameworks in our rush to 

improve on incident response and threat mitigations. 

1.1 Problem Statement   

 

Cybersecurity incidents and data breaches have continued to grow by significant proportions, size 

and frequency on a year to year basis since 2005, with the exception of 2007 and 2011 (see Figure 

1). For the purpose of this paper, the research adopts FISMA’s (Federal Information Security 

Management Act of 2014) definition of “incident” as “an occurrence that (a) actually or 

imminently jeopardizes, without lawful authority, the integrity, confidentiality, or availability of 

information or an information system, or (b) constitutes a violation or imminent threat of violation 

of law, security policies, security procedures, or acceptable use of policies”.  Data breach on the 

other hand, occurs when there is an impact resulting in the loss of a variety of data or the 

unauthorized access or modifications of data with consequential impairment or loss of 
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confidentiality, integrity and access to proprietary and sensitive data. Event is simply “any 

observable occurrence in a system or network” [30]. Not all incidents or imminent exposure to 

records translate into successful data breach, but threats and successful breaches all combine to 

equally put a lot of strain on overall incident response resources in spite of improved technologies, 

processes, frameworks and the increasing application of Big Data Analytics, Artificial 

Intelligence, Cloud Computing and better integration of disparate layers of cybersecurity tools and 

platforms for added efficiency.  

 

 

Figure 1  Cyber Breaches & Records Exposed - 2005-2017[22] 

 

The potential damage to an enterprise as a result of a successful data breach could include all or 

some of the following: 

 • Loss of reputation 

• Loss of Critical Data 

• Expensive legal liabilities 
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• Actual loss of funds and Intellectual properties 

• Disruption of operations 

Any one of these risk factors can cause a significant number of setbacks to an organization’s 

wellbeing and in some instances, lead to actual bankruptcy [3, 20, 89]. 

The above graph is indicative of the fact that Information Security professionals are not doing a 

good job of early detection and mitigation of the flood of attacks that are frequently initiated by 

threat actors. The reasonable assumption is that threats will continue to grow, and targeted entities 

are prone to eventual breaches, thus further exposing the inherent inadequacies in the current 

methodologies and strategies of threat mitigations. 

1.2 The Approach of this Research 

This research study will attempt to identify the reasons why cyber breaches continue to escalate in 

spite of the efforts of cyber security professionals and the huge investment of resources in 

improved technologies and frameworks to mitigate the breaches.  Specifically, the study shall 

examine the impact of cyber-attacks and the role of human deficiencies with particular reference 

to Task Disengagement with the following in mind: 

• Cyber-attacks continue to grow and transcend common data theft or modifications in 

businesses with greater ramifications to national security – Although the investigations 

shall be limited largely to how it impacts businesses; 

• The incidence of Cyber-attacks exposes the core assets of a business, in this case sensitive 

and proprietary, data including intellectual property, information with fiduciary 

responsibility, customer and employee data; 
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• Although the threat landscape has become more complicated and sophisticated, 

technologies for threat intelligence and analytics have equally improved but this has not 

equally translated to a proactive and more robust mechanism for successful threat 

mitigation. This obvious lack of effective mitigations therefore requires further 

investigations; 

• It is estimated to take up to 197 days on average, to detect a data breach and the mean 

number of days/impact to contain cyber-attacks is 46 days/$973,130 in a US business 

according to Ponemon Institute’s 2016 Cost of Cyber Crime Study; such delays do have a 

significant impact on overall cybersecurity and threat mitigation practices.[89, 111]. 

• Forensics carried out on most high-profile breaches have established two major lapses 

facilitating the successful breaches.  These are poor mechanisms for early detection of 

initial intrusion and consequently, late activation of Incident Response to disrupt or contain 

the attacks. 

• The primary function of a Security Operations Center is the monitoring and early detection 

of inbound cyber-attacks and the ability to triage and investigate the potential risks and 

consequently initiate a timely Incident Response.  Early detection has in several cases, been 

impaired or completely missed by SOC Analysts as a result of the incident of Task 

Disengagement which affects their state of physical and mental and alertness. 

1.3  Methodology 

 

This research will rely on both qualitative and quantitative works that are relevant to its focus 

during and after the data collection phase.  The study will apply descriptive research format with 
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ethnographic and evaluative components.  Descriptive research involves the observation and 

description of variables within a sample size of the population[19, 59]. 

In addition to related works, this study shall rely on the practical use of enterprise Information 

Technology infrastructure with particular reference to the Cybersecurity infrastructure of Charles 

River Laboratories Wilmington, MA, USA. However, steps shall be taken to ensure that proper 

data masking and anonymization is undertaken to ensure that all sensitive data used for this study 

are sanitized and cannot be attributable. 

Certain limitations were encountered in the areas of forensics or artifact autopsy of historical cyber 

security incidents and breaches.  Victim organizations are usually reluctant to give away 

information with regard to what and how it happened to third parties for fear of legal liabilities, 

company reputations and breach of privacy. 

Lack of information sharing therefore remains a huge problem in cyber security practice and 

initiatives to give legal cover to a more open practice of information sharing have  remained in the 

US Congress with little progress for several years now [100]. 

1.4 Research Goal 

 

This research goal is to identify the problems based on field studies and to design a solution that 

will minimize the issues that currently give rise to the prevalence of cyber-attacks.  The following 

problems were identified in the cause of our investigations: 

• Security Operations Center workplace monotony and required high alertness is very 

stressful; 
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• The job-related monotony, anticipation of inbound exploits and long periods of inactivity 

in SOC monitoring, creates visual and mental fatigue that translates into Task 

Disengagement [61, 101]; 

• A disengaged SOC Analyst considerably loses the sense of alertness that is required in 

SOC monitoring and early detection and investigations; 

• Attempts made to switch tasks and, in some cases, jobs within a multi-tenanted Managed 

Security Services Providers (MSSP) has been helpful in reducing the incidence of Task 

Disengagement. However, there has been gaps in operators switching back and forth 

regular and continuous monitoring tasks.  This has not been formally identified as a 

problem requiring further investigations and research. 

• Very little thought has been given to the state of mental alertness of SOC operators and in 

formalizing a process to energize them from time to time; 

In the rare event where task or job rotation is practiced within a SOC environment, there 

has been no effort to automate the process or create an efficient means of enforcing the 

rotation, for example, applying a system enforced routine of processes and procedures 

1.5 Research Questions 

 

1.5.1  Research Question 1:  

 

In spite of the significant advances in log collection, aggregation and correlation technologies, 

Improved Cyber Security Frameworks and best practices, why are data breaches still prevalent?  

Is it possible to establish a new framework to solve the problems? 
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1.5.2  Research Question 2: 

 

 What is the relationship between Slow Incident Response and Task Disengagement in Security 

and Operations Center Monitoring, detection and resolution? 

1.6 Task Disengagement 

 

It is important to provide a brief background of Task Disengagement in order to understand its 

impact and consequences in Cyber Security Incident Response and why it forms the core of this 

research and the proposed solution. 

Task Disengagement is the gradual depletion of attention resources and subsequent lack of 

vigilance to a given task. Such disengagements may be the result of visual and mental fatigue 

either due to the monotony of the task, stress at the workplace or long inactive periods between 

significant events, all of which are typical of a SOC operation. Task engagement on the other hand 

is characterized by enthusiasm, arousal, motivation and concentration. 

Task Disengagement is a well-known neurological issue within certain scientific communities, 

particularly within the medical research community.  Its linkage to the limitations of cyber security 

defense has not been known to have been established before now. 

We can further apply Yerkes-Dodson Law which describes low levels performances as a 

consequence of both low and high levels of arousal and finding the optimal level of performance 

in the middle between low and high levels of arousal [33, 108]. 
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Figure 2 Yerkes-Dodson Law of Levels of Arousal[108] 

A typical enterprise Cyber Security technology platform in today’s challenging operating 

environment will be made up of several layers of security tools, including: 

• A Security Incident and Events Monitoring platform, preferably SIEM 2.0 with a 24/7 SOC 

monitoring; 

• A set of Next General Firewall (NGFW) for both external and inside of DMZ protection 

with IPS/IDS features; 

• Network Access Control System 

• Enterprise Anti-Malware with machine-learning, Zero Day and Behavioral Analytics 

capabilities; 

• Additional Endpoint Threat protection and visibility system 

• Identity and Access Management platform integrated into the enterprise Active Directory 

Infrastructure; 

• A Data Leak Protection (DLP) and File Integrity Monitoring System. 

Other functional areas that form best practices in Cyber Security operations include: 

• Incident Response Plans including regular table-top simulations; 
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• Business Continuity and Disaster Recovery Plans 

• Vulnerability Management 

• Patch Management 

• Audit and Periodic Third-party Penetration Testing; 

• Regular Cyber security awareness Training 

1.7  Proposed Solution and Framework 

 

Based on the results of my field studies on the effects of Task Disengagement, I propose a unique 

framework which I shall identify as Dynamic SOC Management (DSM) Framework.  The 

components of the DSM framework are the creation of an automated system-enforced task and job 

rotation mechanism at certain intervals within a Security Operations Center (SOC), or an on-

premises SIEM operations center. I believe such rotations help to enhance task engagement with 

the consequence of improved and more effective continuous monitoring and proactivity within 

SOC operations.  This will further improve the early activation of incident responses and an overall 

degradation of the capabilities of the adversaries’ breach into victims’ cyber defenses. 

1.7.1  Dynamic SOC Management (DSM) Framework 

 

The objective of my DSM framework is to improve on the alertness, early detection and 

investigation of suspicious or anomalous activities within the monitoring system and where 

necessary, activate an early incident response to either disrupt an ongoing attack or contain one 

that is inbound.  According to Lockheed Martin’s Cyber Kill Chain Framework, cyber-attacks are 

easier to be disrupted or contained at the early stages of the attack cycle, and the overall objective 

of the DSM is to do just that within a SOC environment applying the following functionalities and 

capabilities: 
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• It identifies and integrates the main tasks of a SOC which are: 1) Continuous Monitoring, 

2) Threat Hunting, 3) Threat Intelligence Analysis and 4) Triage/Incident Response 

Support;  

• It has the capacity to not only rotate tasks among SOC Analysts but also rotate their jobs 

unto different SIEM platforms and tenants in an MSSP environment; 

• The process of task or job swapping is automated at intervals and is enforced by the system; 

• The design also incorporates periodic pop up notifications to Analysts and a countdown 

that their job roles are about to change; 

• The system can further be tightly integrated, with the SIEM platform by the use of custom 

Application Program Interface (API) that could further be developed to switch the Analyst 

over to the next SIEM platform in environments with multiple SIEMs. 

• This framework can also be integrated into new and evolving threat mitigation technologies 

and SOC best practices. 
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Figure 3 Dynamic SOC Monitoring Framework (Author’s Diagram) 

 

1.8  Relevance and Significance of the Study 

 

Security Incident and Event Management (SIEM) tools are the core platforms for the aggregation, 

correlation and automation of event logs from computing devices and other endpoints within an 

enterprise network infrastructure.  They are essential in the monitoring, generation of alerts and 

mitigation of security incidents and breaches.  The data set, if well interpreted, will also provide 

important clues to establishing the source and nature of breaches and consequently, help in 

developing an effective containment strategy towards future incidents. 
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The process of log storage, archiving and correlation has been automated significantly with the 

application of Machine learning, Artificial Intelligence and Big Data Analytics.  These advances 

in event log analysis have filtered out incredible volume of false-positives. These have further 

enhanced the effectiveness of Cyber Security professionals by enabling them to concentrate on 

less noise and more actionable datasets.    

The aggregation and correlation of logs from network devices, servers and endpoints by SIEMs 

have created greater visibility to networks, endpoints and the entire Information Technology 

infrastructure to the extent that Cyber Security practitioners should have little difficulty in 

disrupting threat actors from breaking in. 

However, in spite of the incredible efficiency and capabilities of SIEMs, together with improved 

frameworks and standards, the threat landscape continues to grow, resulting in frequent data 

breaches that run into the theft of millions of Personal Identity Information, Intellectual Properties, 

Financial records and outright theft of funds.  There is a general sense of resignation among Cyber 

Security practitioners to the effect that every organization is now considered vulnerable to a 

successful attack at some point in the future.  

My investigations have established that Incident Response has either been slow or does not exist 

to contain or disrupt ongoing attacks in most of the successful breaches, even in environments 

where these SIEM platforms are deployed with  functional Security Operations Center (SOC) [28].  

SOC is maintained by a dedicated team of Information Security Analysts whose job is to 

continuously monitor, on a 24/7 cycle, real-time analysis of logs and traffic coming through the 

SIEM platform.   Analysts are trained to monitor, investigate, triage and where necessary, escalate 

or take steps to immediately activate the organization’s Incident Response plan to neutralize a 
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cyber-attack.  The monotony of monitoring streams of traffic on the screen over a long period of 

time creates stressful work conditions in a SOC environment; which rapidly leads to diminished 

alertness, a neurological state known as Task disengagement.  This study has established that 

diminished alertness starts to set in after 30 minutes of continuously starring at banks of screens 

in a SOC as a result of visual and mental fatigue.  The study has also established that where certain 

ad hoc steps were taken to rotate tasks and jobs within the SOC, such moves significantly enhanced 

the morale, alertness and efficiency of SOC Analysts. This will in turn, be an effective means of 

increasing detection rates and faster incident response.  Such improvements will obviously lead to 

an overall increase in cyber-attack mitigations.  

1.9 Impact of the Study 

 

The deployment of Security Incident and Even Management System (SIEM), therefore helps to 

aggregate, correlate and analyze the logs in real-time mode and contextualize them in ways that 

make them easily understandable and actionable to SOC Analysts for efficient and timely incident 

response and containment [12]. 

The first generation of SIEMs were produced in 2000 and over the years, they have evolved 

through several iterations with additional features and capabilities such as Machine Learning, 

Artificial Intelligence, sophisticated forensics tools for investigation, Big Data Analytics and other 

proactive tools for deep threat analysis and predictions [52]. 

With these sophisticated layers of security program, the question then arises as to why enterprises 

suffer exponential growth in data breaches globally [26]. 

Significant number of the reasons given have been the consequence of human errors. In the case 

of slow incident response, human errors play a key role, principally as a result of heavy reliance 
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or flawed belief on the effectiveness and reliability of the technological advancement in security 

infrastructure, without sufficient regard to obvious limitations to machine learning, big data 

analytics and other initiatives in frequent changes to attack vectors and obfuscation skills of the 

adversary. The problem of insufficient human monitoring by the Security Operations Center 

(SOC) [46] is therefore critical. 

Having the best of breed technologies with tight integrations and automations without a 

corresponding efficiency in the areas of human monitoring and timely investigations of anomalies 

will contribute little to improved cyber security profiles. The intuitions of human Analysts who 

are familiar with the environment, in observing an anomalous inbound or outbound traffic and 

deciding what appropriate steps to take by instinct is more effective and cannot be substituted by 

any algorithm built into today’s smart systems.  Developing a more interesting roster and job 

rotation system will significantly reduce Task Disengagement and improve effective and vigilant 

monitoring of cyber security infrastructure and this will consequently impact on improved 

mitigation of cyber incident and breaches.  

1.10 Limitations and Future Work 

 

Cybersecurity is complex and the dynamics of threat mitigation requires very rapid and expensive 

development cycles for mitigation technologies.  The cost of further developing this framework is 

therefore beyond my resources.  The following limitations are therefore noted: 

• The proposed framework will be further developed with detailed specifications into full-

featured automation tool either as stand-alone or a plug-in to existing SIEM or SOC 

Management tools; 
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• Custom API’s compatible to all or most leading SIEM or SOC Management platforms will 

be essential to ensure tighter integration and effectiveness; 

• Further research studies on Task Disengagement by multi-disciplinary teams within the 

scientific communities should be undertaken to resolve the neurological effects and further 

develop a work environment that will adequately improve the overall effectiveness of 

operators in high security jobs where continuous monitoring and vigilance are essential;   
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Chapter 2: Literature Review    

  

2.1  Log Aggregation and Management 

 

Device logs generated by computational equipment are central to effective cyber-security incident 

response and forensics.  According to the National Institute of Standards and Technology “A log 

is a record of the events occurring within an organization’s systems and networks. Logs are 

composed of log entries; each entry contains information related to a specific event that has 

occurred within a system or network” [67].  Typically, logs in computing devices are known as 

Event Logs and have been incorporated early in the process of the design lifecycle and 

development of computing devices.  Logs are generally used for troubleshooting, applications 

debugging, performance monitoring and systems enhancements [92, 93]. 

However, with the global growth and wide applications of the Internet in business and recreational 

activities, together with the attendant risks associated with the Internet, log management has not 

only become an essential tool in Cybersecurity practice but has also provided a means to greater 

visibility and control of the enterprise networks and endpoints.  Real-time monitoring in Security 

Operations Centers (SOC) are only made possible because of the continuous generation and 

analysis of streams of logs. When enabled, Event logs are typically logged and displayed in either 

of five different ways: Error, Warning, Information, Success or Failure. 

The Event Log broadly consist of: 

• System Log 

o The System Log keeps records of all the events including errors and warnings that 

occur within the Computer Operating System.  It continually monitors and records 

the performance of the components and drivers within the operating environment.  
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Each event that is recorded is automatically date-stamped for future troubleshooting 

and lately, detailed forensics; 

• Security Log 

o Security logs tracks and records all user login and logout actions, including 

authorized access or denials and other security-related incidents within the device 

or network; 

• Application Log 

o Application logs monitor and record events generated by applications within the 

Information system. 

Logs are consistently generated in very high volumes from different log sources within the 

enterprise network infrastructure.  The high volume, lack of uniformity in formats and contents, 

all add up to create fundamental problems in log management, storage, archiving and analysis.  

Consequently, these data sets become too large and overwhelming to the point of either becoming 

useless or being too expensive or manually impossible to analyze.  The bulk of these are in all 

probabilities  false-positives  and less of or relevant to actionable datasets [58]. 

The retention of logs over a period of time is essential for auditing, forensics investigations and 

increasingly, to meet certain compliance requirements with Federal regulations such as Health 

Insurance Portability and Accountability Act of 1996 (HIPAA), the Federal Information Security 

Management Act of 2002 (FISMA), the Sarbanes-Oxley Act of 2002 (SOX) and the Payment Card 

Industry Data Security Standard (PCI DSS) and several others [53]. 

Collecting logs from all the log sources, aggregating, storing and analyzing them over time, 

became a problem that required a certain level of automation in addition to other strategies such 
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as efficient purging of dated logs over given intervals, and storing older logs in separate archive 

media for future reference or investigations.  The increasing cyber threats and the successful 

exploits of threat actors have created a sense of urgency in the development of efficient means of 

log management and analysis.  These requirements eventually led to the development of Security 

Incident and Events Management systems (SIEM). 

 

2.2 Role of SIEM in Cybersecurity 

 

The fundamental problems associated with the massive generation of logs and the challenges of 

not only storing these data  but correlating, contextualizing and putting them into actionable use 

created the demand  for Security Incident and Event Management (SIEM) solutions as a critical 

component of Cybersecurity practice [70]. 

SIEM is the integration of two major technologies that were in parallel developments at some 

point, to solve the unique problems of log management and analysis.  Security Information 

Management (SIM) was essentially a log repository, providing the following: 

• Log Collection and Aggregation; 

• Log Storage and Archiving 

• Log Processing and Reporting 

Security Event Management solutions were primarily used for: 

• Real-time Monitoring and Threat Analysis 

• Forensics Investigations 

• Incident Response 

• Threat Alerts 
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• IT Security Workflow 

Both technologies evolved and the drive for integration propelled the merger of both to  form a 

single platform now known as Security Incident and Event Management with  capabilities to 

provide a holistic view of Cyber security solutions and Analytics primarily within the Security 

Operations Center (SOC) in the enterprise [10]. 

SIEMs aggregate logs from all sensors built into network and endpoint devices such as switches, 

firewalls, IPS/IDS, routers, Servers, and endpoints; correlate and contextualize these logs with 

machine learning capabilities and lately, Big Data analytics, Artificial Intelligence and cloud 

computing  in order identify threats and trigger  alerts based on raw logs ingested from log sources 

in real-time [80]. 

 

 

Figure 4 Capabilities of SIEMs (Author’s Diagram) 

  



Page 21 
 

The capabilities of SIEMs continue to evolve in order to meet the challenges of the ever changing 

sophistication of the threat landscape [106].  According to SANS, the capabilities of SIEM can be 

listed in broadly four categories: 

• Log Consolidation 

• Threat Correlation 

• Incident Management 

• Reporting 

Currently, such capabilities have integrated Machine Learning or Artificial Intelligence, Big Data 

Analytics, Compliance and Threat Intelligence with greater focus on automation and integration 

of all security appliances for a more efficient insight and what is known as security orchestration 

within the organization.  The new generation of SIEMs are known as SIEM 2.0 [83]. 

The earliest SIEM solutions started appearing in the market around 2000 with the pioneering 

efforts of Arch-Sight which has now been acquired from HP by Micro Focus.    
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Figure 5 Typical Log Sources in Enterprise Networks[48] 

According to Gartner’s 2016 Magic Quadrant for Security Information Management, the leading 

SIEM products include: 

• HP’s ArchSight 

• IBM’s QRadar 

• LogRhythm 

• Intel’s McAfee Enterprise Security Manager 

• SolarWinds’s Log & Event Manager (LEM) 

• AlienVault’s Unified Security Manager (USM) 
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For the purpose of this dissertation, I shall be using a full and functional production model of Log 

Rhythm Security Intelligence and Analytics platform version 7.1 at Charles River Laboratories 

International. 

LogRhythm was considered best of breed SIEM. In its 2016 Critical Capabilities for Security 

Information and Event Management Research, Gartner scored and rated LogRhythm the best in 

[51]. 

• Product or Service Scores for Compliance; 

• Product or Service Scores for Threat Management; 

• Product or Service Scores for SIEM. 

Version 7.1 has the following features among others: 

• Automated Machine Analytics; 

• High Performance Log Management; 

• Network and Endpoint Monitoring; 

• Case and Security Incident Management 

• Integration of Big Data Analytics 

• Smart Response Automation Framework 

Charles River Laboratories International has more than 15000 devices and endpoints within a 

global operations spread over nine countries in continental US, Europe and Asia. 
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2.3  Cyber Threat Landscape 

 

The rapid growth and global expansion of the Internet as an electronic communication backbone 

for private, commercial and government activities along with its complex but ineffective self-

regulatory practices have created an opportunity and attraction for the development of social 

networks, ecommerce, e-government, hacktivists and plain cyber criminals whose motives are 

only influenced by illicit profits [28, 45, 86]. 

The threat actors include, not only hacktivists whose activities are typically driven by ideologies 

or certain believes but cyber criminals who are attracted to profit from criminal activities 

perpetrated on the platform with relative ease and lack of attribution. Nation State inspired 

Cyberattacks have steadily increased for example with the intention of either disrupting other 

countries social order, influencing public opinions or plain old fashioned espionage [28].[21]. 

The increasing incidents of State-sponsored cyber security exploits are indicative of the 

incorporation of cyber security strategies as part of a Nation State military doctrine and it points 

to the seriousness with which Nations states view cyber-attacks on their commercial assets and 

critical infrastructures.  It is now common to hear representatives of governments describing cyber-

attacks directed at not only national infrastructures but including commercial entities within their 

domains as a direct attack on their national interests and consequently an act of aggression that 

threatens  national security[96]. 

Cyber threats will continue to escalate and the existence of the “Dark Web”, which uses Tor 

(acronym for ‘The Onion Router’) as a platform for secure and anonymous online activities further 

complicates this trend and indeed compromises the Internet infrastructure [38]. 
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Tor masks the originating and destination IP addresses of certain Internet traffic and in the process, 

make them difficult for tracking and attribution.  This is done by shuffling the traffic through 

random IP devices to its final destinations.  Such relays are by design. Earlier on, during the growth 

of the Internet, such masking was introduced for positive acts of protecting the identities of users, 

especially rights activists in countries where access to the Internet was or is still limited, controlled 

or susceptible to heavy government surveillance and punitive actions [18, 90]. 

Tor provides other positive uses, such as the protection of the anonymity of whistle-blowers and 

the transmission of sensitive traffic. 

However, with all the perceived good intentions for inventing Tor, the overwhelming users of the 

“Dark Web” today are: 

• Cyber criminals 

• Hosts of illicit sites where stolen information are traded 

• People engaged in corporate espionage 

• Terrorist organizations 

2.3.1 The Evolving Threat Landscape – Some Historical Perspectives 

 

Early computer viruses were created by hobbyists and researchers.  The motivation then was to 

extend bragging rights in the case of those that did it for fun and in the case of researchers, to test 

the resilience, operational stability and integrity of operating system mechanisms. 

The term “Computer Virus” was first used and defined by Dr. Fred Cohen in 1983.  Cohen defined 

“Computer Virus” as a program that has the ability “to attach itself to other programs and cause 

them to become viruses as well” [31]. 
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The first known virus that was widely distributed in the wild to disrupt computer operations was 

“Elk Cloner” – an Apple II virus reported in 1981.  Elk Cloner was created to infect the operating 

system by spreading through files and possibly gets transferred to other computers through the 

sharing of computer floppy disks [103]. 

The growth of the use of personal computers triggered the proliferation of viruses with varying 

degrees of insidious impact to users over the coming years. Overwhelming number of the viruses 

were especially written and targeted at the largest population of computers then - IBM compatible 

personal computers. 

“Brain Virus”, also known as “boot Sector” virus made its first appearance in 1986.  It was believed 

to have been developed by two Pakistanis, Basit Farooq Alvi and his brother, Amjad Farooq Alvi 

[2, 32, 72].  Viruses that corrupt command Com files such as “Lehigh”, “Cascade”, a self-

encryption virus, “Jerusalem” that destroys files were all created in 1987.  1987 was a defining 

year in the prodigious production and spread of disruptive computer viruses to the general 

computing populace.  This was quickly followed by a stream of viruses cleverly designed with 

sophisticated codes to evade detection that cause greater damage within enterprise or networked 

computing environments[60]. 

Viruses also came in different variants such as: 

• Worms: While a computer virus attaches itself onto a program or file and requires certain 

human interactions to trigger the payload and spread from one computer to the other, a 

Worm can spread to another computer unaided by further human actions.  A worm 

replicates itself and has the capacity to do so hundreds of times to infect systems across the 
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entire network. Example of an early worm is “Happy99” created in 1999.  It attached itself 

onto emails ostensibly as a “Happy New Year” message. 

• Trojan Horses: These are viruses that are deceptively cloned as legitimate package with 

the capability to do damage to computers.  Though Trojans do not self-replicate, they are 

equally dangerous and are regularly used to create “backdoors” unto enterprise networks 

to either steal information or set up bots within the targeted network with command and 

control communication (C2) capabilities to an external command center. 

 

Figure 6 Virus Variants (Author’s Diagram) 

 

• Bots: Derived from “Robots”, bots are viruses that automate curtain processes that 

typically would have been provided by human interaction with the computer.  Bots can be 

used to steal information either from the compromised computer or by remotely taking 

control of the targeted computer and running it as a zombie through a remote C2 (command 

and control) Server in order to cause greater damage or take down the entire network; 

• Blended Exploits: The ease by which adversaries were able to successfully craft and deploy 

computer viruses at vulnerable machines encouraged several more threat actors with 

different intents, including illicit financial gains.  It equally created the opportunities for 

funding researches and the development of defensive mechanisms, including the 
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introduction of Anti-Virus software.  Blended Exploits involve the combination of more 

than one virus variant – Trojans, Worms and Bots for example, to launch attacks on 

targeted machines in order to exploit vulnerabilities.  Blended attacks are the precursor of 

the term: “Malware”.  

 

 

Figure 7 Malware variants (Author’s Diagram) 

 

• Malware: According to NIST, Malware are malicious code and malicious software that is 

inserted into a system, usually covertly, with the intent of compromising the 

Confidentiality, Integrity or Availability of the victim’s data, applications, or Operating 

System or otherwise annoying or disrupting the victim}.  Malware is the result of the 

relentless development and sophistication of different means of causing harm to computers 

or the facilitation of the theft of information, especially within the enterprise by an ever-

increasing community of highly motivated and well-funded group of threat actors, 

including those sponsored by States[96]. 
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2.3.2  Defense against Malware Propagation 

 

Malware detection rates have not kept pace with the rapid development and sophistication of 

malware out there in the wild.  This gap has led some to conclude that Anti-Malware or Anti-Virus 

software are ineffective and are ‘dead’. 

Anti-Malware software had in the past relied on identifying certain signatures and matching them 

to establish whether or not are malicious.  Threat actors found an easy way around this by slight 

modifications of the malware piece to evade detection[82].  Since the limitation of the signature-

based method is that it seeks out characteristics of already known malware to determine the intent 

of a new piece, it became necessary for vendors to improve upon detection engine by the 

introduction of a Heuristic-based scanning.  Signature-based scanning seeks out matches of files 

or codes with known malware while heuristic-based scanning applies rules and algorithms to scan 

for commands and identical structures that give away the intent of a malicious operations.  

Heuristic method has the capability of identifying not only known malware but to a greater extent, 

newer variants to malicious codes with significantly lesser volume of false positives.  For a while, 

the combination of the signature and heuristic methods by vendors improved the detection rate 

considerably [105]. 

However, the threat actors are always a step ahead of the good guys and they quickly figured out 

how to build evasive codes to fool both the signature-based and heuristic-based scanning.  This 

game of always trying to catch up with the bad guys illustrates why the detection rates of Anti-

Malware software is typically between 20-50% of actual malware.  The increased deployments of 

polymorphic malware have significantly altered the detection techniques applied by Anti-Malware 

vendors lately. 
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For example, most Anti-Malware tools now come with the capabilities of deep inspections of not 

only the packets but the Operating Systems as well.  A particularly successful method is a 

combination of mathematics and machine learning or artificial intelligence technologies to identify 

and extract unique atomic characteristics of a malicious piece.  This process also integrates the 

benefits of cloud computing technology to provide an unparalleled ability of the detection-engine 

to learn the behaviors of new codes on the fly and quickly apply them to successfully protect 

endpoints [18]. 

2.4  Evolution of Hacking 

 

Cyber threats have rapidly grown in complexities and sophistications.  This is broadly due to the 

composition of the threat actors’ community which has transitioned basically from those hacking 

for fun or Academics hacking for research purposes in order to harden the attack surface to a broad 

range of cyber criminals and Terrorist Organizations including Nation State sponsored 

hackers[50]. 

According to DTCC’s White Paper (Cyber Risk – A Global Systemic Threat, 2014), the rise  of 

cyber-attacks and the corresponding defenses can be broadly broken into four phases, otherwise 

known as the “Four Fs [78]: 

• Fun: 1980s - Hacking for Fun; 

• Fame: Early 2000s - Hacking for Fame;  

• Fortune: Mid 2000s - Hacking for Fortune by cyber criminals; 

• Force: 2009 and on - Hacking by the Force of the Nation State and the advent of APTs. 
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Figure 8 The evolutionary four 'fs' of hacking (Author’s Diagram) 

 

2.4.1  Advanced Persistent Threat (APT) 

 

This is the ‘nuclear’ version of Cyber exploits.  Advanced Persistent Threat (APT) is a new class 

of cyber threats with the capacity to apply multiple attack vectors, including stealth to remain in 

the targeted environment for a long period of time, all the time maintaining control and pivoting 

in lateral movements, observing and seeking out  the best time to strike [37]. 
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Figure 9 how threat landscapes have evolved[97] 

  

Advanced Persistent Threat is a highly complex and sophisticated exploit that is difficult to detect 

and disrupt, using traditional cyber security tools, especially when it has already attached itself to 

the targeted environment.  APTs are developed by highly skilled and well-funded hackers.  It is 

persistent because its targets and attacks are specific.  It remains hidden and continues its 

reconnaissance, applying lateral movements within the entire network to seek out the crown jewels 

of the organizations and the right place and time to strike the victim. Its stealthy presence also 

provides the opportunity to perform short “proof firing” test within the environment’s defenses 

prior to the final strike[107].  Attacks are usually blended, armed with several attack vectors.  

McAfee’s definition of APT perhaps gives a sharper focus: - “sophisticated, covert attacks bent on 

surreptitiously stealing valuable data from targeted and unsuspecting companies – can inflict 

serious harm to your business.  Their relentless, persistent intrusions typically target key users 
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within organizations to gain access to trade secrets, intellectual property, state and military secrets, 

computer source code, and any other valuable information available”. 

2.4.2  Defending Against Advanced Persistent Threat 

 

Advanced Persistent Threat (APT) is an industrial or real-world military-grade cyber weapon 

designed with plenty of intelligence, attack vectors and fire-power to cause maximum damage to 

targeted victims.  Your regular Anti-Malware detection and protection tools are no match to APTs.  

APT defense is therefore similar to a military campaign [107, 117]. 

Lockheed Martin has therefore developed a defense strategy appropriately known as the Cyber 

Kill Chain Framework.  Lockheed Martin identified seven phases of an APT attack similar to a 

military campaign and developed a mechanism to repulse the attack accordingly [62]. 

Understanding the adversary’s ways and phases of attack is critical to developing a countermeasure 

to defeat the campaign and the earlier the campaign is disrupted along the “Kill Chain” the better 

and less costly [79]. 

The military “Kill Chain” model identified the stages of an attack as follow: 

• Find 

• Fix 

• Track 

• Target 

• Engage 

• Assess 
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Similarly, the seven-stages of the Lockheed Martin framework for an APT attack of a Cyber 

infrastructure are: 

• Reconnaissance 

• Weaponization 

• Delivery 

• Exploit 

• Installation 

• Command & Control (C2) 

• Actions 
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Figure 10 Cyber Kill Chain Framework[43] 
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Figure 11 cyber kill chain and incident response life cycle[91] 

 

 2.5  Related Works 

 

2.5.1 CCTV Surveillance 

 

The study by Donald & Donald on CCTV Surveillance and task disengagement (“Task 

disengagement and implications for vigilance performance in CCTV surveillance”) acknowledged 

a generally accepted theory that tasks requiring vigilance also demands higher dissipation of 

mental resources, physically exhausting and stressful[109, 112, 115]. 

The study also identified two major theories of decrement of vigilance: the depletion of attention 

resources and performance over a period of time[112] and the fluctuating levels of vigilance and 
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performance in phases[54] including coping mechanisms employed by operators to remain 

vigilant. Few studies have been undertaken with regard to the later and this had motivated them to 

conduct their research, among other reasons. 

Task disengagement occurs as a result of extended periods of inactivity between significant events.  

Engagement to tasks is said to constantly fluctuate.  Cheyne et al identified three stages of attention 

disengagement from the state of engagement and these are: (1) ‘tuning out’, which transforms into 

lack of sufficient awareness of the momentary changes, even though there is a general awareness 

of the task at hand, (2) ‘mind wandering’ in a manner that triggers a decreased attention to detail 

including the primary task which results in the operators ‘mechanical’ state of operation and a 

decreased vigilance to incidents that could lead to near-misses.  Alertness at this state can only be 

reawakened by blatant errors; and finally, (3) the disengagement state which is a relapse to lack of 

situational awareness to task engagement in which operator response can only be triggered by 

events that are highly intrusive[25]. 

This state formed the focus of the Donald and Donald study with particular reference to CCTV 

Surveillance operators and it represents a good foundation to the current study. 

With regard to cyber security, different initiatives have been applied to improve on efficient and 

early detection of cyber-attacks.  These initiatives include the development of predictive threat 

analytics that ensures that cyber security practitioners are not caught unawares during an inbound 

attach, the deployment of Artificial Intelligence to address the assumed limitations of human 

analysts and in some instances, the combination of AI and human analysis known as augmentative 

cyber security. 

Some of these developments will be examined and compared to my proposed solution. 
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2.5.2 Cyber Threat Prediction – Predictive Analytics 

 

The adversary is resourceful, nimble and incredibly efficient able to adapt to evasive defensive 

mechanisms applied to protect targets.  The threat landscape is typically engaged in an arms race 

that borrows from the established strategies and execution of longstanding military doctrines.  

Cyber security professionals are however perpetually dug into defensive positions and are most of 

all, only able to react to successful incident or breaches at a huge cost to the target organization. 

The ability to predict an attack within a threat landscape would and prepare your defenses, on the 

surface, appear to be significantly effective in disrupting or containing the impending attack.  

However, while applying predictive analytics to identify a planned or in-bound attack holds a lot 

of promise there are  challenges in view of the peculiarities and differing motivations of the threat 

actors [1].  

The promise of greater effectiveness to Incident Response have led to continuing developments in 

predictive analytics.  Researchers have adopted several methodologies in developing algorithms 

and statistical probability models for the achievement of this objective. 

In their Paper, Axelrod and Iliev identified timing as the key and pointing at the successes of zero-

day-attacks as a typical example of the importance of timing.  Zero-day exploits the vulnerability 

within a system on the very day the vulnerability is discovered, leaving no time for the targeted 

victim to fix the vulnerabilities.  They went further to develop a model based on this understanding 

to validate their assumptions [5, 65]. 

For this model to be effective, the following assumptions were made: 
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• Assumption 1. Stakes:  Establish the current level of the target value now and in the near 

future to determine the timing of exploiting the vulnerability; 

• Assumption 2. Resource Characteristics: Determine the availability over time within 

certain parameters of stealth and persistence.  Stealth is the probability of the exploit 

remaining within the target environment without being discovered and neutralized and 

persistence refers to the probability that the exploit or resource can remain within the target 

environment to be redeployed if for some reason the initial attempt was inappropriate.  It 

is best to initiate a strike when the stakes are high enough to consider the resource 

expendable.  Such exploit-mode is defined by the Threshold (Pr (s ≥ T) of stakes.  An 

average short-term gain is then represented by G (T),  

S = Stealth = Pr (resource survives |use it) 

P = Persistence = Pr (resource survives | not use it) 

Current discounted value of the resource = wSV. 

According to the Authors, the decision to use the resource at a given time is the probability 

that the current stakes represented by S, is at least as great as the Threshold.  Conversely 

the chance that the exploit will not be activated at a given time is the complement of this, 

which is represented by  

1 – Pr (s≥ T).  This will give us the expected discounted value of the resource, V as follows: 

V = Pr (s≥ T) (G(T) + wSV) + (1- PR (s≥ T)) w P V.   [1]. 

• Assumption 3. Value of a resource: The value of a resource to exploit a target’s 

vulnerabilities is measured by the level of its stealth and persistent capabilities and the 

distribution of future stakes as defined in Eq [1] and solving for V gives the following: 

V = Pr (s≥ T) G (T)/ [ (1-w P) + Pr (s≥ T) w (P-S)].    [2]. 
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A cursory glance at their Paper will give the impression that the Authors had based the importance 

of optimal timing to initiate an attack from the perspectives of the threat actors using an APT 

(Advanced Persistence Threat) exploit engaging the target at an appropriate time when it is most 

vulnerable or when incident response would be ineffective.  This could be true to some extent; 

however, the target could also predict and prepare for a possible attack based on some of the 

parameters such as the historical upsurge of cyber-attacks on the publication of zero-day 

vulnerabilities better threat intelligence data feeds coming down the pipeline. The data sets for 

their models may also require further refinements and directed at a particular target group for the 

model to work in a production environment. 

2.5.3 Replacing Human Analysts with Virtual AI 

 

The role of an Analyst, particularly in the operating environment of Security Operations Center 

(SOC), is critical not only in identifying actionable value in the streams of data that the SIEM and 

other security devices generate, but also the ability to intuitively decide which, among the many 

data sets require further investigation and decide when to disrupt a suspicious incident by initiating 

a timely Incident Response exercise. 

There is this argument in certain quarters that AI could execute these functions faster and more 

efficiently than humans. 

In his works: “Thinking, Fast and Slow” [65], author Daniel Kahneman described the human brain 

as having two systems: System 1 being automatic and System 2 as conscious and logical.  The 

automatic system provides our emotions, automatic response to events such as danger which 

automatically evokes fear and good things which brings the joy in us.  Kahneman noted that AI 

which is acknowledged to be effective in the logical way things work is fast learning and adapting 
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to the emotional system too, pointing to recent developments where AI responds to positive and 

negative signals just like humans. 

He further stated that given that there are ‘systematic errors’ in the automatic function of the human 

thinking, AI could eliminate those ‘errors’ and indeed surpass humans in the quality of “gut 

reaction” decisions and consequently, do a better job.  The implication here is that Analyst, such 

as SOC Operators who are saddled with enormous expectations of “gut reactions” could be 

replaced by AI. 

There could be some limited logic to this argument but it must be understood that algorithms and 

pattern recognitions are critical and they form the foundation of these AIs. However, the resulting 

algorithms can only operate within the conditions of the world that the humans, who originally 

developed them can precisely understand and describe to them.  The world of Cyber warfare is not 

a controlled and precisely predictable environment as would be required by an AI to respond and 

take those effective clinical actions. 

2.5.4 AI and Human Analysts for Threat Prediction and Mitigation 

 

Acknowledging the limitations of totally eliminating human SOC Analysts and replacing them 

with machines based on Artificial Intelligence, IBM[63] and a group of MIT[110] researchers 

separately developed platforms that aimed to compliment the tasks of human SOC Analysts. 

IBM’s Watson supercomputing platform was developed with collaborations from various faculties 

and students including Carnegie Mellon University, University of Massachusetts Amherst, 

Rensselaer Polytechnic Institute, University of Southern California, MIT, University of Texas, 

New York Medical College and University of Trento.  Watson started life essentially as capable 
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of giving answers to sophisticated questions in natural language.  It combines AI and big data 

analytics to deliver performances that nearly approached human capabilities. 

In 2016, IBM decided to leverage Watson’s computing power with its QRadar SIEM platform to 

develop what it described as Augmented Cognitive Security. 

IBM adopted the approach of deploying Watson’s resources in delivering actionable Threat 

Intelligence and Threat Hunting analytics to the SOC Analysts for timely decision making to 

mitigate breaches in a typical Security Operations Center.  IBM has always been careful by stating 

that Watson’s critical contributions to Cognitive Security currently is to “augment, not replace” 

human Analysts.  IBM’s approach provides opportunities for human Analysts to deliver more 

focused, qualitative and faster service based on Watson’s ability to provide greater insights into 

anomalous datasets and real time threat intelligence data in a rapidly changing threat landscape.   

Watson’s capabilities are currently available only to IBM’s QRadar SIEM platform users and 

while it provides speedy and quality data upon which Analysts could quickly initiate an Incident 

Response, it does not significantly address the stressful work environments that exist within a 

typical SOC which leads to the incidence of task disengagement. 

Following a path almost similar to IBM’s Augmented Cognitive Security model, a group of MIT 

researchers in the Computer Science and Artificial Intelligence Lab developed a platform called 

AI² that they argued predicts cyber-attacks significantly better than existing systems – by 

continuously learning and incorporating inputs from human Analysts.  AI² integrates Artificial 

Intelligence with the intuitive capabilities of human Analysts [110]. 

According to the researchers, AI² can detect 85 percent of attacks, with the ability of reducing the 

number of false-positives by a factor of 5.  It was tested on 3.6 billion log lines which were said to 
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have been generated by users over a period of 3 months.  To predict attacks, AI² depends heavily 

on machine-learning, data analytics and presents its data to human Analysts who confirm which 

events are possible exploits.  The feedbacks are further incorporated for constant refinement. 

In our view, the data upon which AI² achievements were based appear to be in a controlled 

environment.  It is not clear if this performance can be replicated in a real-world situation.  There 

is no indication that it ingests threat intelligence feeds in addition to human Analysts’ inputs. 

2.5.5 Application of Neural Networks in Cyber Security 

 

AI Neural Networks apply powerful computational models build on AI frameworks to process and 

negotiate computer network operations. 

Neural Networks incorporate machine learning with the capability to collect, store and apply newly 

acquired knowledge to continually improve the input/output performance.  Interesting works in 

the application of Neural Networks for early intrusion detection are currently in development at 

the following research centers[14, 88]: 

A: Massachusetts Institute of Technology (MIT) research in Neural Network IDS: 

Like most works on the application of Neural Network in Cyber Security, R. Lippmann 

and R. Cunningham of MIT Lincoln Laboratory, took initial advantage of the extensive 

database on Intrusion Detections sponsored by the United States Defense Advanced 

Research Projects Agency (DARPA), to build a model that searches for malware-related 

keywords to significantly isolate false positives by two orders of magnitude per day and 

eventually increased the detection rate by about 80%.  The DARPA database (first created 

in 1998) was used as the training data.  The system learnt and recognized new attack vectors 

which it stored for further improvement. The ability to significantly reduce false positives 
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and improve early detection rates of actual attacks provides a mechanism for successful 

disruption of a network breach within the contextual framework of the Kill Chain. 

B: A. Ghosh and A. Schwatzbard Research on Early Detection of Intrusion: 

Ghosh and Schwatzbard of Reliable Software Technologies Corp applied similar models 

for anomaly detection by analyzing pieces of exploit software behavioral patterns for 

Intrusion Detection.  The system was built on single hidden Multi-Layer Platform (MLP) 

and tested initially, with the DARPA datasets.  It was able to detect 77% of both known 

and unknown attack vectors.  The unique capabilities of the Neural Networks built on the 

MLP topology is again, its ability to reduce the incidence of false positives and increase 

the early detection of actual attacks. 

2.5.6  Context-Based Detection Framework 

 

Although P. Giura and W. Wang in their works, developed a model of Context-Based Framework 

as an effective defensive mechanism against Advanced Persistent Threats. The same model can be 

extended to address detection challenges regarding all malware and attack vectors knowing that 

most malware footprints have similar attributes. 

The framework proposed a conceptual attack model called the attack pyramid based on the attack 

tree concept.  It then modeled an attack pyramid with specific identification of possible attack 

scenarios and targets within the organization.  The detection scheme then correlates these events 

into contexts of potential targets that can then be modified into enhanced security[55]. 
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Figure 12 Attack Tree aimed at an organization's source code[55] 

 

2.5.7  Internet Governance and International Jurisdiction 

 

M. Mueller et al addressed the question of whether the Internet’s heavy reliance on nonhierarchical, 

networked system of governance is still relevant to the growing activities of threat actors.  They 

defined existing Internet governance as a semi-permanent, but voluntary negotiation by 

interdependent actors to opt for collaboration or unilateral action in the absence of an overarching 

authority [84].  Put in another way, the Internet as currently structured is self-regulating and even 

so, any semblance of control is ineffective, particularly with the growing use of the Dark Internet 

and the application of Onion routing topology. This is further complicated by transnational legal 

relationships that inhibits attributions, detections, prosecutions and the overall disruption of the 

activities of threat actors. 

2.5.8 Discussion on Related Works: 

 

In discussing other related works, it is also important to highlight some of the limitations or 

weakness observed, while not ignoring their contributions or potentials. This study examined these 

works as a foundation to establishing the relevance of the adoption of the unique framework of 

Dynamic SOC Monitoring (DSM), which potentially remains the best solution for proactive 

detection and effective Incident Response as this time: 
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The study conducted by Donald F.M, et al and published in 2015 examined the relationship 

between behavioral responses between task disengagement and alert vigilance by operators of 

CCTV surveillance.  They argued that participants began to indicate disengagement or decrement 

of vigilance after the initial 30 minutes which is associated with declining rates of detecting 

suspicious or anomalous activities[41]. 

The research study therefore proved that the monotony of monitoring events on the screen 

consistently triggers eye and mental fatigue after the first 30 minutes and such declines become 

rapid over the next 90 minutes.  

However, the Donald & Donald study of CCTV Surveillance operations, which appears to be 

somewhat similar to SOC operations, is inadequate and does not  proffer solutions that we can 

compare with our framework and even if it did, such solutions may not be relevant to the unique 

operations and requirements of a typical SOC operations [13].  For example, whereas CCTV 

surveillance operators look out for physical movements and voice/noises, SOC Analysts must 

concentrate in observing quiet IP and other obscure traffic patterns. The SOC Analysts try to make 

sense of not only several alerts but also anomalous traffic that buck the trend.  The skillsets, 

together with the training of a typical SOC Analyst is different and significantly more rigorous 

than a CCTV Operator.  The work environment of a SOC is also more stressful than the typical 

CCTV surveillance center. 

The use of predictive analytics without integrating other capabilities is flawed because of the 

unreliable variables that formed the input for such algorithms.  The exclusive use of AI as a 

replacement for human analysts in order to address certain human frailties such as the incidence 

of task disengagement also lacks sufficient effectiveness.  A substantial part of the skillsets for a 

typical analyst is the use of his/her intuition to further investigate certain incidence that may not 

“feel or appear normal”. 

The approach of IBM’s Augmented Cognitive Security model and similar others in deploying AI 

to assist in the effectiveness of human SOC Analysts, especially in the areas of threat hunting, 

threat intelligence and threat investigation is promising and may well be a path that will be 

followed by most cyber security stakeholders.  However, that does not address the neurological 

problems of decrement of alertness and vigilance arising from eye and mental fatigue of 
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consistently monitoring banks of screens in a SOC environment which my novel framework has 

identified. 

The solution proffered by this study, the Dynamic SOC Monitoring Framework (DSM) did not 

only highlight this gap in incident response, but has, within the limitations of its complexities, 

proffered a solution in addressing the problem by: 

• Developing a solution for the system enforcement of Job/task swapping 

• Creating a framework for automating the management of job/task swapping 

• Creating a process of integrating this framework through custom APIs, to either the SOC 

ticketing system or the SIEM itself 

• Integrating the framework with all the AI advances and frameworks that is currently in 

development. 

 

In the case of the application of Neural Networks in Cyber Security, these are interesting works, 

though still in development. However, the use of DARPA’s database of Intrusion Detection, first 

developed in 1998, renders the dataset   dated for building an initial training resource for this to an 

effective Neural Network designed for successful cyber defense.  Malware definitions evolve 

rapidly and threat actors are proficient in applying several mechanisms or obfuscations to evade 

detections.  The works of Lippmann and Cunningham together with Ghosh and Schwatzbard on 

Neural Networks in cyber defense are promising but they are reactive to known heuristics and may 

not be effective in a rapidly evolving attack vectors and stealth capabilities. Besides, autonomous 

cyber-defenses could be neutralized with the use of autonomous cyber-attacks vectors because 

these technologies could either be acquired or reverse-engineered by the threat actors. 

 

P. Giura and W. Wang’s Context-Based Detection Framework to be the similar to the design of 

segmented network design as opposed to flat networks that has always been considered best 

practices in Cyber Security practice.  Networks are segmented to ensure that high risk entities or 

systems that hold sensitive data are isolated and additionally hardened for security reasons.  This 

design concept is widely in use but networks are still prone to successful attacks either as a result 

of poor management of privileged accounts or theft of privileged credentials through social 

engineering with particularly reference to the use of phishing techniques.  
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This Framework is therefore rendered ineffective if the adversary had access into the environment 

through stolen credentials with elevated rights. 

 

The case for a streamlined and hierarchical Internet governance model is compelling and has the 

potential to enhance early detection and attribution that could significantly curtail the incidence of 

successful cyber-attacks. The community of threat actors consist of different shades of characters 

with different interests or motivations.  These include nation state actors, common criminals and 

terrorists.  They all hide under the jurisdiction of another state to launch attacks on transnational 

targets or use the dark Internet as a base.  The criminals use crypto currency such as Bitcoin as a 

medium of exchange or ransom payments.  The current governance model of the Internet 

encourages, rather than enhance, the protection of legitimate businesses or users and therefore 

weakens Cyber defenses. 

 

Moves in the past to strengthen the governance of the Internet through transnational cooperation 

and the involvement of government institutions have been unsuccessful for two major reasons; the 

Internet grew out of a culture of being self-governing and its strength in the early years was the 

interdependence of servers holding resources widely located globally in such a manner that a 

central takedown of the infrastructure is almost impossible.  The resistance to hand its governance 

to governments has therefore been viewed with suspicion and continually resisted. Secondly, the 

interplay of rivalries among nation states and geopolitical suspicions, including the beneficial 

effects of the activities of state sponsored actors within the current structure of the Internet has 

impaired the ability of the international community to develop a governance framework that would 

effectively enhance the security of the Internet and thus address a lot of the weaknesses that 

continue to give rise to cyber-attacks.  This will not happen for the foreseeable future.  



Page 49 
 

 

Chapter 3: Incident Response 

  

An effective Cyber Incident Response (IR) involves the seamless integration and operations within 

the organization of People, Process and Technology predicated on Security Operations Center as 

the nerve center and by engaging these factors within the broad Incident taxonomy of: 

• Unauthorized access; 

• Malicious Code; 

• Denial and Service 

• And Inappropriate Usage 

As defined by NIST[49, 114] 

 

Figure 13 incident response life cycle[30] 

 

 3.1  People 

 

Continuous monitoring through the setting up of a Security Operations Center, SOC is essential 

for effective Incident Response. Security Incident and Event Management platforms are central to 



Page 50 
 

the operations of a SOC.  However, relying only on the automated and ‘smart’ features of SIEM 

clearly leaves a gap frequently exploited by adversaries. 

It is therefore critical to have a close interface between continuous monitoring, using a SIEM 

platform and human interactions to mitigate security incidents.  Typically, a SOC operation will 

be run by Analysts that are constantly observing the flow of traffic, investigating and triaging the 

alerts and alarms that are generated through the banks of monitors in the Center.  Investigators and 

Subject Matter Experts within the SOC perform deep-packet incident analysis, in-depth analysis 

of network traffic, endpoints, correlating and interpreting threat intelligence datasets.  The SOC 

Manager manages the entire SOC operations and ensures that staff rotations and technologies are 

efficiently deployed to meet agreed SLAs and SOC Charter.  It is also the responsibility of the 

SOC Manager to review and ensure that incidents that required escalations are promptly dealt with 

accordingly.  

Regular training and retraining of not only SOC staff to meet the challenges of constantly changing 

technologies and strategies by threat actors within the Cyber threat landscape is essential but it is 

also critical to establish a policy of constantly training end users on basic security awareness. 

3.2  Process 

 

Cyber Incident Response has benefited from several global frameworks and standards that should 

ordinarily guarantee adequate protection to the enterprise[53].  Some of the frameworks include 

the following: 

o NIST SP800-53/53A/61rev2 

NIST Special Publication 800-53 which is published by the National Institute of Standards 

and Technology, is a framework of security controls and compliance for federal 
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government agencies excluding the National Security Agency (NSA). Although the NIST 

Risk Management framework is itself not mandatory, the Federal Information Security 

Management Act (2002) makes the implementation of the NIST standards mandatory to 

federal government agencies.  Most private sector organizations have also adopted the 

NIST guidelines as a basis for developing their own Cyber Security and Risk Management 

programs even though they are not obligated to do so. 

o NIST CSF 

The NIST Cyber Security Framework (NIST CSF)[85] is the outcome of a February 2013 

Executive Order by President Obama titled “Improving Critical Infrastructure 

Cybersecurity” and 10 months of collaborative discussions with more than 3,000 security 

professionals. CSF incorporates a risk-based set of guidelines that assist organizations 

identify, implement, and improve cybersecurity practices, and further improves the 

security posture of the organization.     The Framework provides a detailed assessment 

mechanism that, if properly implemented enables organizations to determine their current 

cybersecurity vulnerabilities with a pathway to addressing and improving the overall 

security of the enterprise. The NIST CSF takes a deep dive into examining all aspects of 

the organizations cyber security posture, ranking its current state and providing   a set of 

improvements that will further improve the ranking and lead to a better strategy in cyber 

defense maturity. 

 

o ISO 27001/ISO 27002 

The ISO 27001 standard published by the International Standards Organization is a high-

level framework for an Information Security Management System (ISMS).  The objective 
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of the standard is to specify the requirements, reviewing, maintaining and improving an 

Information Security Management System within an organization.  ISO 27002 is the 

companion and operational standard that specifies the code of practice and suggested 

controls that can be adopted by organizations to mitigate information security risks. ISO 

27002 can further be described as the implementation roadmap of ISO 27001. 

o ITIL (v3) 

Information Technology Infrastructure Library (ITIL v3) 

ITIL was originally developed in the United Kingdom as guidelines for efficient 

management of IT services in government.  It has since gained some global acceptance and 

is said to be implemented by over 10000 organizations around the world. 

Though, not specifically developed for Cyber security and risk management, a proper 

implementation of ITIL guidelines within an enterprise enhances governance and basic 

adherence to information assurance, risk management, incident handling and change 

management. 

o SANS/CSC 20 

The SANS Institute, working in collaboration with the Center for Internet Security (CIS) 

developed a comprehensive security protocols with very specific set of actions that are 

implementable, usable, scalable and meets global private sector and government 

requirements. The SANS/CSC 20 attempts to address recommended security controls that 

meets the requirements of several regulatory bodies and standards such as NIST SP800-

53/53A, ISO27002, HIPAA, PCI DSS and several others. 
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Figure 14 sans critical security controls[94] 

 

The application of the CIS critical Security Controls, according to the Center for Internet Security, 

has helped to significantly mitigate breaches with time to compromise/duel time shrunk to matter 

of days or less rather than months.  The 20 Critical Security Controls framework have proved 

effective and relevant to actual field practices for the following reasons[94]:  

  

o Offence informs defense: Information derived from the autopsy of actual attacks 

provides a basis of continually learning and improvements in building new practical 

defenses and controls to stop future exploits; 

o Prioritization: A risk management approach of investing first in controls that 

provides the greatest risk reduction and protection against threat actors; 
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o Metrics: Establish common metrics that can be clearly understood by not only IT 

Specialists and Security practitioners but members of the executive management as 

well; 

o Continuous diagnostics and mitigation: Continuous measurements, tests and 

validations of current security controls and assist in further drives towards 

improvements; 

o Automation: Automation and integration of security controls in order to achieve 

scalable and continuous improvement to controls and metrics. 

o PCI-DSS (v3.2) 

A large proportion of recent high-profile data breaches have been engineered by attackers 

looking to steal credit cardholder data held on retailers’ database. 

The Payment Card Industry led by Visa, MasterCard, American Express, Discover and 

JCB responded to these threats by promoting the Payment Card Industry Security Standard 

(PCI DSS) as a framework to enforce the protection of cardholder data in the course of 

transactions at retail outlets.  The twelve basic requirements are: 

o Retailers must install and maintain a firewall configuration to protect cardholder 

data; 

o Retail outlets must not use vendor-supplied defaults for system passwords and other 

security parameters; 

o Protect stored cardholder data; 

o Encrypt transmission of cardholder data across open, public networks; 

o Use and regularly update anti-virus software; 

o Develop and maintain secure systems and applications; 
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o Restrict access to cardholder data by business on ‘need-to-know’ basis; 

o Assign a unique ID to each person with computer access; 

o Restrict physical access to cardholder data; 

o Track and monitor all access to network resources and cardholder data; 

o Regularly test security systems and processes; 

o Maintain a policy that addresses information security. 

3.3  Technology 

 

Several layers of new and improved enterprise security technologies have been developed and 

deployed in response to the increased complexities of cyber-attacks and the relentless change of 

techniques and motivations by the adversaries[39]. 

Enterprise Cyber defense technologies have gone through several improvements integrating and 

automating several capabilities.  For example, in the 1990s, the objective was to protect and harden 

Internet-facing endpoints; in the 2000s, it became clear that perhaps protecting the network 

perimeter was more efficient and effective as practically all devices within the network have the 

potential to be connected onto the Internet.  The 2010s required a significant paradigm shift in the 

design and execution of enterprise cyber security and this can be broadly classified as creating or 

improving on the capabilities of existing technologies to provide: 

• Network Visibility; 

• Endpoint Visibility 

• Security Orchestration. 

It is impossible to effectively defend what you don’t know or even existed in your organization 

and it is futile to disrupt a cyber-attack even if you have an up to the minute count of your IT assets 
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but little means of knowing where they are, what they are doing and no direct understanding or 

control of what that endpoint is doing on your network at a particular time.  These are some of the 

capabilities that are now integrated into such control devices as firewalls, Asset Management tools 

and SIEMs [70, 73]. 

For example, Firewalls that were traditionally deployed as perimeter devices, now come as Next 

General Firewalls (NGFW) incorporating the usual capabilities of packet filtering, Network 

Access Translation, URL blocking and VPN functionality with Intrusion Prevention Systems 

(IPS), SSL inspection (and in some versions SSL decryption), deep-packet Inspection, Application 

Control and reputation-based Malware detection and controls.  These capabilities are invaluable 

log sources for SIEMs which provides real-time monitoring to Security Operations Center 

Analysts. 

Compromised endpoints or Stolen Credentials have been identified as the leading source of several 

high-profile cyber security incidents and breaches.  The increased mobility of endpoints creates a 

huge challenge to Cyber Security professionals.  It is not enough to know the actual count of the 

endpoints within the enterprise but to have the capabilities of monitoring where they are, what they 

are being used to access in the network and where necessary, the capacity to remotely terminate 

processes that are inimical to the organizations Cyber security state.  

We have identified two areas critical to effective Cyber Incident Response for the purposes of this 

dissertation: 

• Cyber Security Technologies; 

• People – human monitoring with particular respect to Security Operations Center (SOC). 
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3.4  Slow Incident Response 

 

A typical enterprise Cyber Security implementation follows industry best practices that brings 

today’s best of breed technologies and policy initiatives that ought to considerably mitigate cyber 

security incidence and breaches.  Unfortunately, that is not the case, rather there has been an 

upsurge in high profile Cyber-attacks with the resultant loss of valuable data and fiduciary 

instruments [64, 68]. 

 According to Verizon’s 2016 Data Breach Investigations Report is the ninth annual edition.  

Verizon used dataset of 64,199 security incidents and 2,260 data breaches in 82 countries to 

develop the 2016 Report [111]. 

The quickest and by far the easiest means to compromise a system is by the use of Phishing and 

81.9% of such incidents were successful in a matter of minutes.  Actual data exfiltration took days 

in about 67.8 cases.  Although, there is a minor improvement with regard to time to discover a 

security incident in a matter of “days or less” it is painfully inadequate to stem a typical data 

exfiltration that could cause damage to an enterprise.  
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Figure 15 percent of breaches where time to compromise and time to discovery was days or less[111] 

 

Another trend that remains troubling according to the Report, is the breach discovery method over 

time.  Most breaches were discovered, not by the internal processes of the enterprise, but by Law 

Enforcement and this is trending higher.  That obviously speaks to either the weak internal 

processes or lack of a proper articulation of the detection mechanism within the system. 
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Figure 16 verizon: Breach discovery methods over time[111] 

In summary, while it is established that 89% of breaches (as of 2015) are motivated by financial 

motives or espionage which in effect has created a core of well-funded, nimble and highly 

sophisticated attack vectors, technologies to counter these attacks are getting smarter, better 

integrated and highly automated.  Human monitoring is invaluable and standards and best practices 

have been developed in building 24/7 Security Operations Centers.  Why then are mitigation 

efforts playing catch-up to the threat actors? 

The study examined this issue and determined that it could be largely responsible for the slow and 

relatively ineffective Incident Response[36]. This comes down in the main, to the  problems and 

effects of Task Disengagement at the monitoring or SOC level [41, 61]. It has been established 

that when eye and mental fatigue is experienced, cognitive alertness quickly sets in.  Such 

repetitive tasks are also common to some degree, in closed-circuit television (CCTV) surveillance 

operations with similar outcome of reduced vigilance.  Research has specifically attributed this to 
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when Task Disengagement invariably sets in. I tested this hypothesis further by conducting 

additional field studies to establish whether or not this could be one of the main reasons why the 

time to detecting a compromise and the increasing number of days at successful data exfiltration 

remains central to cyber security problems.  

3.5  Contributory Factors to Slow Incident Response 

 

Several field studies have been undertaken to highlight the obvious gaps that have created slow 

incident response to cyber security breaches with a few, such as  ESG’s “Tackling Attack Detection 

and Incident Response” broadly highlighted some of the critical  inadequacies[47]. 

In a collaborative effort to further analyze a research project based on the survey of 700 IT and 

Security professionals at mid-market (i.e. 500-999 employees) and enterprise (i.e. over 1000 

employees) organizations located in Asia, North America, EMEA and South America, ESG and 

Intel Security were able to conclude that: 

• Security professionals are inundated with more targeted attacks than they can handle 

• While targeted attacks get more sophisticated and smarter, security professionals lack the 

capacity and latest hacking tactics, techniques and procedures (TTPs) 

• Security professionals have limited tools, including analytics to effectively do their jobs 

 as some of the reasons for slow response to cyber-attacks [47]. 

Others have identified the following mistakes Cyber security professionals make that also hinder 

a proactive and comprehensive incident response program [71, 95, 113]: 

• Plans are not tailored to the agency or business objective; 
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• Plans are only used in real-world incidents – They are rarely tested in a simulated 

environment and therefore prone to failures and unintended consequences; 

• Teams are unable to communicate with the right people in the right way; 

• Teams lack skills, are wrong-sized or mismanaged; 

• Helpdesk activities can destroy critical evidence that may be required for autopsy and 

forensics; 

• There is no ‘intelligence’ in the threat intelligence provided to incident responders; 

• The incident response team lacks authority and visibility in the organization; 

• Users are unaware of their role in the security posture of the organization. 

The ESG research also determined that a major root-cause of slow incident response is the 

significant number of time-consuming tasks of initial detection and determining the impact/scope 

of the security incident which could take anywhere from days to even months to respond 

adequately to an on-going attack [47]. 

3.6  Strategies for Improving Slow Incident Response 

 

The current strategies in strengthening the effectiveness of Incident Response, which is the result 

of several studies and iterations based on past errors of existing frameworks include [56, 57, 116]: 

• Cyber Threat Intelligence; 

• Cyber Threat Hunting 

• Proactive Incident Response 
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3.6.1 Cyber Threat Intelligence 

 

A major impediment to effective Cyber Incident Response has been the dearth of adequate 

historical data on previous attacks and reliable intelligence feeds on the activities of threat actors. 

This information is generally hard to come by, particularly with regard to fact finding or autopsy 

reports on successful breaches because victim organizations are reluctant to share them for fear of 

being exposed to legal liabilities and the impact of privacy.  

However, based on lessons learned and limited efforts at  information sharing  some private sector 

led initiatives are being implemented to actualize reliable sources for threat intelligence and 

improved proactivity in cyber security assurance [76]. 

Cyber Threat Intelligence is the aggregation of disparate cyber threat data feeds, analyzing and 

contextualizing them into actionable threat information on emerging exploits [16, 42].  The growth 

of Cyber Threat Intelligence has been fueled by the rapidly growing number of Threat Intelligence 

platforms and providers.  The group of emerging service providers include: 

• CrowdStrike 

• ThreatConnect 

• iSight Partners 

• ThreatStream 

• ThreatQuotient 

As important as Cyber Threat Intelligence is to Cyber security, the many sources of threat data and 

the lack of feed standardization has created additional problems in trying to efficiently integrating 

these data into existing security platforms such as Security Incident and Event Management 
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(SIEM). Threat reports are presented in different formats including PDF, Excel spreadsheets and 

simple text [17]. 

In order to establish a structured format that could be fed automatically into Threat Intelligence 

modules of mainstream enterprise security operations, MITRE Corp has stepped in by developing 

specifications known as Structured Threat Information Expression (STIX) and Trusted Automated 

Exchange of Indicator Information (TAXII) [7-9]. 

The ability of exporting correlated threat intelligence data directly into an existing SIEM platform, 

for example, significantly reduces the time spent by analysts in monitoring and rationalizing data 

from several sources. 

3.6.2  Threat Hunting 

 

Reacting only after the fact, in this case, after the discovery of a cyber-attack gives the adversary 

several advantages and, in several ways, has proved to be costly and significantly more difficult to 

contain. 

Taking the fight to the adversary by actively seeking them out within the enterprise network is 

therefore more effective.  Threat hunting has become a popular means of further protecting the IT 

infrastructure.  In developing a threat hunting framework, it is important to start from the 

assumption that the adversary has already infiltrated the network.  Successful  threat hunting has 

an interplay of the components of natural human instincts and automation, reinforced by such 

technologies as machine-learning, cloud computing and big data analytics [15]. 
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Threat Hunting is now considered a critical component of cyber security program rollout. This  is 

in response to the  sophistication of today’s threat actors and their increasing deployment of 

Advanced Persistent Threat (APT) tools at targeted victims [24, 102].  

Threat Hunting is proactively searching through the organization’s infrastructure for the 

identification and neutralization of hidden exploits such as APTs that may have evaded existing 

layers of security.  The design framework for a threat hunting program always assumes the 

adversary is already embedded in the environment beaconing to a Command and control (C2) 

server somewhere on the Internet [11]. 

Threat hunting is not by itself a new strategy in cyber security practice.  In the past, it has been 

done in a haphazard manner without a formal process that integrates into the overall cyber security 

infrastructure. Threat Hunting frameworks bring critical elements of addressing the quality and 

quantity of data sets, automating and integrating the data feeds from disparate sources into the 

SIEM platforms in order to enhance the SOC’s Analysts’ visibility of the entire network 

infrastructure. 

According to Sqrrl, three hypotheses must be defined in developing a threat hunting framework: 

• Intelligence-Driven: Integrating threat intelligence, malware analysis and vulnerability 

datasets; 

• Situational Awareness: Enterprise risk assessment and identifying critical assets that may 

be attractive to an adversary; 

• Analytics: Integrating machine-learning and behavioral analytics to develop an effective 

process of identifying anomalous activities that require further investigations. 
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Though the Sqrrl framework is well articulated.  However, an integration of the Sqrrl framework 

with Lockheed Martin’s Cyber Kill Chain in our view, will make for a more comprehensive and 

effective threat hunting program [79, 104]. 

3.6.3  Proactive Incident Response 

 

According to Dr. Eric Cole, an organization cannot prevent all attacks and an organization’s 

network is prone to compromise because 100% Security does not exist.[34]  This view has 

generally been accepted as a fait accompli by cyber security practitioners. Proactive Incident 

Response plan is therefore drawn on the basis of minimizing the impact of a breach by creating 

the capacity to promptly disrupt and recover from the certainty of a security incident. 

Proactive Incident Response is therefore the efficient integration of all the security tools and 

frameworks that have been enumerated earlier, such as threat intelligence, threat hunting, 

automation and continuous monitoring through automation, analytics, integrations and  human 

intuition, all rolled into a response plan that is regularly tested and improved upon [4, 98]. 

 Proactive Incident Response has several benefits, including: 

• Incident Prevention: It has the advantage of detecting and remediating events that could 

translate into full blown security incident early in the formative stages of the exploit; 

• Lower Cost of Recovery: The earlier an evolving threat is identified and disrupted along 

the Cyber Kill Chain, the lower the cost and quicker the recovery.  Proactive Incident 

Response has the potential for early threat detection, activation of the response and 

recovery process; 

• Greater Insights into the Network Infrastructure: Regular Incident Response 

simulations not only tests the state of preparedness of the organization’s security posture, 
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but it also provides analysts greater insights and understanding into the infrastructure and 

the unique behavior of critical components.  A slight variation during the normal course of 

operations triggers the human intuition to further investigate processes that triggered the 

alert.  It enhances targeted monitoring, including search and neutralization; 

• Attack Deterrence: Threat actors are opportunistic in their choice of targets.  They rather 

will attack a soft target than waist their resources going after an organization with a 

hardened network infrastructure, with Proactive Incident Response embedded; 

• Smooth Transition to Disaster Recover: Regular drills create awareness on how to 

appropriately respond in the event of a cyber-attack, not only by the cyber security team 

but including all employees within the enterprise; such awareness pivots into a smooth 

transition to an efficient disaster recovery; 
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Chapter 4: Results   
 

4.1 Basis for Field Studies 

  

The study conducted field surveys and interviews, together with observations in order to address 

the lack of adequate data relevant to this study in an effort to validate the thrust of my research.  

The is necessary because his study’s unique framework of Dynamic SOC Monitoring (DSM) lack 

sufficient data outside of this research and the closest works with some elements of similarities are 

conducted on a CCTV operational environment by Donald and Donald. 

It is also appropriate to explain the differences in operational conditions between a SOC and a 

CCTV setting.  In doing so, this study attempted to point out the similarities and the different 

approaches or objectives of the Donald and Donald works that renders it inadequate for the purpose 

of this research. 

The process of developing and testing the hypothesis of this research involved the following steps: 

1) Identifying sources of relevant data sets; 

2) Analyzing and identifying gaps, if any, in acquired data sets;  

3) Designing and administering field surveys/interviews to address the gaps identified in 

previous research; 

4) Analyzing and evaluating results from all data, including the field surveys/interviews. 
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4.1.1 Relevant CCTV Data Sets: 

 

Perhaps the most exhaustive research data available and which has a semblance of relevance to 

this dissertation are the works of Donald, FM and Donald, CHM – “Task Disengagement and 

implications for Vigilance Performance in CCTV Surveillance”.  The research examined the 

relationship between the neurological indicators of task disengagement and alert surveillance by 

experienced CCTV operators and novices.  The study attempted to measure how long an operator 

can remain vigilant for an extended period of time in monitoring activities on a bank of CCTV 

monitors before eye and mental fatigue sets in to degrade the performance and vigilance of the 

operator. 

4.1.2 CCTV Sample: 

 

The sample size of 73 participants made up of 42 (32 males and 10 females) operators employed 

full time in CCTV surveillance was drawn from six organizations in the hospitality and gaming, 

town-center surveillance, academic, mining and processing sectors in South Africa.  The sample 

population also included student participants with no experience in CCTV operations, deemed as 

‘novices’ in the study. These are 31 students made up of 9 males and 22 females. 

The experienced operators were further divided into ‘generalists’ and ‘specialists’.  Although this 

is not very clear but the differentiating factors appear to be depth and length of experience and 

education.  The mean length of experience with CCTV operations for the generalists was 2.83 

years whereas in the case of the specialists, it is 5.85 years - indicating that specialists are more 

experienced than generalists.  Both generalists and specialists also differ in the level of education.  

The data shows that 66.67% of generalists had <12 years of schooling compared to 71.05% of 
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specialists who had 12 years of schooling. Generalists and specialists were within similar mean 

age of 36.48 years. 

We shall exclude the novices in our analysis because they are not relevant to this research.  Security 

Operations Center analysts are highly trained and experienced individuals it has no place for 

novices. 

4.1.3 CCTV Results: 

 

Although Donald & Donald presented their results in both individual and group characteristics, we 

shall address only the group responses in our gap analysis with particular respect to the specialist 

group and occasional reference to the generalists. 

According to the data set, the disengagement phases were broken into three phases of 30 minutes 

intervals of ‘A’, ‘B’ and ‘C’.  It showed that 67.17% of all participants disengaged at various times 

during the exercise, clearly suggestive of the fact that task disengagement is pervasive. 
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Figure 17 Donald & Donald: task disengagement phases[41] 

When broken down into phases, 6.9% of the specialist group lost concentration in the first 30 

minutes, 44% during the second phase and 27.59 disengaged in the third phase. The research data 

reported that 48.28% of specialists completed the entire 90 minutes with no disengagement.  

Within the generalist group, 15.38 lost concentration in the first phase of 30 minutes cycle.  76.92 

disengaged within the second phase and only 23.08% of the generalists made it through the 90 

minutes with no disengagement. 
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Figure 18 Donald & Donald: Task Disengagement phases[41] 

While the researchers noted some exceptional individuals that completed the entire 90 minutes 

operation with no disengagement and maintained adequate eye and mental alertness, it could not 

ascribe that extended periods of visual and mental vigilance to their years of education or years of 

experience in CCTV operations.  However, there are some correlations in the data sets of 

generalists and specialists especially as it relates to years of experience on CCTV operations.  

4.1.4 Gap Analysis: 

 

CCTV Operations and SOC monitoring dedicated to the cyber security threat landscape are 

somewhat similar.  Both require dedicated alertness to continuous monitoring, using tools, in this 

case, array of screens, to monitor activities and where some suspicious issues are observed, to take 

immediate action either to further investigate or where necessary disrupt the ongoing activities. 

Both activities are stressful and can quickly render operators ineffective as a result of visual and 

mental fatigue. 

However, a wholesale adoption and application of the works of Donald & Donald in a SIEM/SOC 

setup would ignore some fundamental differences that could throw up conclusions solely based on 

the data sets questionable.   
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4.1.5 Differences between CCTV and SOC Operations: 

 

Some of the significant differences between the operations of a typical CCTV and SOC 

environments are[75]: 

• CCTV Operations are in the main, dedicated to monitoring physical security and operators 

are always on the lookout for movements and audio activities.  Operators can immediately 

determine unfolding threats based solely on what they see or hear from observing the 

screens; 

• SOC Operations are more sophisticated, varied and in several cases, unfolding threats are 

cleverly masked, requiring further investigations with several other tools to determine the 

threat level; 

• The education and proficiency levels for both a CCTV operator and SOC analyst are 

significantly different.  While the CCTV operators in the survey had around 12 years of 

schooling plus the accumulation of on the job experience, the SOC analyst requires at the 

minimum, 14 years schooling and must acquire skillsets in network and systems 

engineering with several months of training to be proficient in administering and analyzing 

the data that a typical SIEM in a SOC environment generates; 

• Apart from the primary role of continuously monitoring the SIEM, SOC analysts are 

expected to be proficient in threat hunting, pouring through threat intelligence 

feeds/making sense of the data flow and assisting in specific incident responses.  Pivoting 

between these tasks can be problematic and takes up significant amount of critical 

downtimes. 
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4.1.6 Workflows of a Typical SOC 

 

In order to give greater clarity, I shall now examine the workflow of a typical Security Operations 

Center (SOC) and present a graphical representation of why my proposed solution is located: 

• The SOC could be on-premises, cloud based, hosted by a Managed Security Services 

Provider (MSSP) or some blended operations where the organization manages its SOC at 

certain periods of the day and hand management over to an MSSP; 

• The Security Incident and Event Management platform which is the core SOC tool ingests 

logs from a variety of devices within the organization; by means of tight integration.  

Additional data from packets, netflows and Threat Intelligence feeds are ingested from 

various security tools within the layered security architecture; 

• The SIEM platform contextualizes and correlate these mass of data feeds and where 

necessary trigger alerts or notifications where additional human interactions are required; 

• A notification is generated either by the SIEM or the ticketing platform as soon as a SOC 

Analyst signs in or out for the day.  Usually such notifications either goes to the SOC 

Manager or in the case of MSSP operations, the Point of Contact in the client organization; 

• The primary job of a SOC Analyst is to monitor the banks of screens, not only to detect 

alerts generated by the SIEM but to investigate and triage anomalous events. Such 

anomalous events could also include the tracking of Compliance and device 

misconfigurations;  

• Other duties of a SOC Analysts include Threat Hunting, analysis of Threat Intelligence and 

assisting with Incident Response; 

• Currently, there is no formalized mechanism for enforcing a pivot back and forth their 

primary duties when Analysts chose to exercise certain coping mechanisms of stress 

reduction such as switching tasks or randomly browsing the Internet. 

• Dynamic SOC Monitoring (DSM) enforces these role plays and breaks in order to refresh 

and reduce the incidence of disengagement; 
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Figure 19 Typical SOC Workflow and How DSM Fits in (Author’s Diagram) 

 

4.1.7 Detailed Step-by-Step Approach of DSM  

 

After a careful study and analysis of my findings, I determined that the most viable means of 

sustaining better level of alertness and early Incident Response would be a formalized and 

consistent mechanism of managing stress reduction within the SOC. This can only be addressed 

by creating an efficient job and task rotation in order to minimize the usual monotony that quickly 

degenerates into task disengagement.  Dynamic SOC Monitoring framework may not solve the 

absolute incidence of disengagement but it has the potential of improving the efficiency and 

alertness in a SOC environment. 
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Dynamic SOC Monitoring framework is therefore, a process to address the following: 

• The minimize the incidence of Task Disengagement among SOC Analysts as a result of 

the stressful work condition of a typical SOC, which further leads to decrement of alertness 

and vigilance; 

• There has been no known solution to Task Disengagement which is especially prevalent in 

CCTV Operations and SOC; 

• Task Disengagement is a neurological problem that has not been linked to the performance 

of SOC Analysts and their ability to function effectively until now; 

• The DSM framework therefore, is to create a solution which could either be integrated or 

work as a Stand-Alone package. The DSM is an intervention tool or an intermediary 

between the SOC Analysts and the operational environment of a SOC infrastructure. 

• SOC Analysts must log into DSM which will generate a token and assign the Analyst to 

either SOC Monitoring/Triaging, Threat Hunting or Threat Intelligence analysis.  The 

assignment could be random or in environments where SOC Analysts are graded according 

to their skillsets or seniority, assign only tasks that are predetermined based on the level of 

skills; 

• The token will last for between 2 to 3 hours depending on the SOC environment’s shift and 

task rotation; 

• A count down to the enforcement of systems logout commences as a reminder with a screen 

pop up 30 minutes to the end of the current task assignment.  The countdown will continue 

every 10 minutes until time runs out and the system enforces a log out the Analyst in order 

to take a break or switch over to another task; 

• A new token with task assignment is generated when the Analyst logs back in after a break 

or new shift. 

4.1.8  Specifications for Dynamic SOC Monitoring (DSM) 

 

DSM is a software piece bundled into a 2U rack appliance and running atop a Windows Server 

2012. Other specifications include: 

• 2xQuad Core Intel Xeon Processors 

• 128GB of Memory 

• 160GB of Solid-State Hard Drive Cards 
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• VGA Display Card 

• 4x Gigabyte Network Cards 

• 2x Hot pluggable 570w power supplies 

 

4.1.9  Field Studies: 

 

Based on the fundamental differences between the operation and proficiency levels of CCTV and 

SOC monitoring, a field survey and interviews were conducted to address the gaps that have been 

highlighted. 

Such surveys involved designing questionnaires to address the gaps and targeting actual SOC 

analysts as the sample population; in certain instances.  I further followed through with interviews 

to address areas that may not have been clearly addressed in the survey. 

4.1.10 Field Study Sample: 

 

The survey methodology applied is qualitative with purposeful sampling to represent SOC 

operators. In addition, interviews and observations were conducted to achieve a holistic result[81]. 

The total sample of 32 participants consisting of 25 males and 7 females were all employed full 

time in SOC operations in three MSSPs (Managed Security Services Providers) based in North 

America.  The sample size is limited to 32 because only analysts that are directly engaged in SOC 

operations qualified and the sensitivity of their roles meant not many could be removed from their 

tasks to engage in the survey or grant in-depth interviews.  

Access into a Security Operations Center is restricted only to authorized employees and operators 

are obligated to strictly adhere to the non-disclosure agreement between their employers and their 

clients.  Communications are severely restricted and nearly impossible to get operators beyond the 

32 participants.  In addition to the questionnaire which was distributed and administered through 
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Pace University’s Qualtrics Survey Tool, six hours of interviews limited to SOC managers were 

conducted together with 3 hours of observations time in three locations. This survey could not 

have been possible without the leverage of securing wavers from the highest level of management 

in the three Managed Security Operations Providers (MSSP). 

There is no agreement as to what constitutes an acceptable sample size in a qualitative research, 

even though ethnographic sample sizes are generally small and a sample size of between 20 to 50 

participants is considered adequate[35, 99].  

Besides, only 42 of the 73-sample size of Donald & Donald dataset is relevant to this research and 

a targeted sample size of 32 with a 100% response achieved a desired saturation to adequately 

address the gaps this field survey set out to correct for the purposes of this research. 

The Mean age of the analysts is 31.43 with a mean length of experience in IT of 7.98 years, and 

actual SOC operations experience of 5.77 years.  The questions were designed to measure the 

following: 

• The extent of task disengagement particularly in SOC environments; 

• The coping mechanisms of task disengagement incidents 

• The effect of task swapping as a means of remediating disengagement 

• Identify mechanisms to assist analysts in swapping roles 

The survey had 18 questions and a few follow-up interviews were held with some analysts where 

their schedules permitted. Sessions were held to observe the ambience and specific operations.  

The response rate was 100% because survey distributions were initiated through the management 

and response was made mandatory by management. 
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4.1.11 Field Operating Environment 

 

Information given here will describe the test environment enough for repeatable results.  However, 

for purposes of confidentiality, certain specifics are excluded. 

A. Size of Operating Environment 

The company has more than 15,000 endpoints and more than 300 Windows Servers, 

including Windows Servers 2008 R2, 20012, a couple of Windows NTs and some Servers 

2016 in evaluations. 85% of these servers are hosted virtually. The environment also has 

more than 40 variants of Linux-based servers for web hosting. 

The company operates as a biotechnology entity with locations spread across the globe, 

including North America, Europe and Asia. 

B.  Information Security Infrastructure 

Continuous monitoring of the infrastructure is maintained using LogRhythm SIEM 

platform, version 7.2.  Implementation is on-premises, co-managed with an MSSP who 

also operates the 24/7/365 Security Operations Center on the company’s behalf. Process 

includes continuous Use Case, Content Development and integration implementations. 

The LogRhythm SIEM is made up of six components with three others as optional.  The 

primary components are: 

• Data Collector: Collects logs and flow data within the environment; 

• Data Processor: Provides distributed processing of machine and forensic data from 

the Data Collectors.  The Data Processor interprets and contextualizes the mass of 

data ingested and coming from the Collector; 
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• Data Indexer: Provides data indexing of all machine and forensic data from the 

Data Processor with the application of Big Data Analytics for efficient search 

routines and forensics; 

• AI Engine: Using Artificial Intelligence and machine learning, the AI Engine 

provides real-time analytics of contextualized data from the Data Processor; 

• Platform Manager: This component triggers the alarms, alerts, other notifications, 

Incident Response, Case Management, workflow and centralized administration. 

The Platform Manager also includes the Dashboard, Search tools for structured and 

unstructured data and reporting templates; 

• Analytics Modules: These are compliance requirement plug-ins to automate the 

process of meeting several regulatory compliance requirements such as PCI-DSS, 

SOX, HIPAA, FISMA and GDPR; 

• Other optional Components include: 

o NetMon: Tool for the performance of deep packet inspection of network 

traffic, full packet capture and application-level metadata; 

o SysMon: Host-based sensor for real-time forensic data and threat 

detections; 

o CloudAI: Helps to minimize false positives with ability to detect layered 

threats, including UEBA analytics for insider threat mitigation.  
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Figure 20 LogRhythm Enterprise SIEM Platform[77] 

C. Other Security Tools: 

The Security Infrastructure does not begin and end with the deployment of both the SIEM 

and SOC. The following tools and appliances are also implemented and integrated to 

further harden the environment for effective visibility and orchestration: 

• New Generation Firewalls (NGFW) for perimeter and internal protection; 

• Web Access Firewalls (WAF); 

• IT Assets discovery and Management tools; 

• Network Access Controls (NAC); 

• Vulnerability Scanning appliance 

• Endpoint Detection and Protection tools (EDP) 

• Cloud Access Security Broker (CASB) 

• Data Loss Prevention appliance (DLP) 

Modern-day Intrusion Prevention and Intrusion Detection features are built into the NGFW and 

EDPs. 
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4.1.12 SOC Processes and Procedures: 

The Security Operations Center (SOC) activities were, as earlier indicated, outsourced to an MSSP 

(Managed Security Services Provider) with a clearly defined Standard Operating Procedures 

(SOP) which include processes and procedures of: 

• Continuous Monitoring 

• Event Handing and triaging 

• Case Management 

• Shift and task rotation  

• Threat Intelligence, 

• Threat Hunting and escalations 

• Use Case implementation and tuning 

• Incident Response 

• Reporting 

The performance of the SOC is measured by regular interactions and evaluation of certain metrics, 

including: 

• Incidents by classifications (VERIS) 

• Number of incidents reported and % of resolutions 

• Average time to Incident Response 

• Number of False Positives 

• Time to response by escalation contact 

• Endpoint compromise status 

• Configuration Status 
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• Privilege User Account Status 

• System Patch status 

• Top egress events 

• Top Malware activities 

4.1.13 Field Results: 

  

The Role of a SOC analyst is multifunctional, though continuous monitoring remains the key 

function 

The data sets of both Donald & Donald and our field studies have similarly established the 

pervasive incidents of Task Disengagement and the subsequent decrement of vigilance in 

continuous monitoring such as CCTV operations and Security Operations Center (SOC). 

The methodology of testing and data collections were slightly different but the results are similar 

in the significant areas.  For example, the research by Donald & Donald split their testing and 

observations into three phases of 30 minutes cycles, whereas our field study data sets were 

measured based on Continuous Monitoring which is indicative of the operational requirements in 

SOC management. 

Administering the tests in phases may have helped in establishing improved engagement behavior 

in the final 30 minutes cycle in the Donald & Donald research and which the researchers had 

ascribed to better management of attention resources during the second 30 minutes cycle that 

resulted in the least successful engagement overall.  In the case of our field studies, 43.75% 

disengaged after 60 minutes, 37.50% after 90 minutes, 15.63% stayed up to 120 minutes of 

continuous monitoring while only 3.13% did not make it beyond the first 30 minutes. 
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4.1.14 Coping Mechanisms 

 

The field studies determined that certain steps can be taken at the work place to extend and sustain 

the vigilance of operators to a significant level.  Such coping mechanisms include tasks rotation 

or swapping roles with work colleagues at certain intervals.  54.84% of participants felt swapping 

job roles or tasks to a different SIEM platform or tenants was helpful in alleviating vigilance 

decrement and stress levels.  A typical Managed Security Services Provider (MSSP) manages more 

than one SIEM platform and has several clients (tenants) on these platforms.  A typical SOC 

analyst in a MSSP-managed SOC is trained to be able to administer these different SIEM 

platforms. 

The high levels of stress and boredom occasioned by repetitive tasks or continuous monitoring of 

banks of screens could in themselves, accelerate the depletion of attention resources and 

participants’ responses gave us a good insight into this. 62.50% of participants agreed that working 

in a SOC is stressful, 34.38% felt it is very stressful and only 3.13% agreed it was moderately 

stressful. 

People obviously would not be swapping job roles indiscriminately and at some unreasonably 

short intervals, so we tried to identify what other coping mechanisms are employed by participants 

to remain cognitive and vigilant.  41.94% take short breaks, 29.09% spend time browsing the 

Internet and 29.09% switch tasks to say threat hunting, threat intelligence or swapping roles with 

another analyst. 

Browsing the Internet and swapping tasks roles throw up additional challenges of managing how 

and when analysts switch back to their regular job functions which I further investigated. 65.63% 

of respondents forget to pivot back to their primary tasks of monitoring once or twice in a work 
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week and only 18.75% never forget and are right on time always to switching back and forth. 

While the high rate of lack of on-time pivot to primary tasks may be indicative of the informal and 

ad-hoc process of managing coping mechanisms, the high incidence of leisure web browsing, also 

known as cyber loafing, could have contributed significantly to the high rate. 

Although some studies have established that cyber loafing is an effective restorative function in a 

stressful workplace[74], it should be done with moderation and more importantly, regulated or 

system-enforced in order for this coping mechanism to be beneficial not only to the analysts but 

the effectiveness of the primary role of the SOC as well. 

4.1.5 Interviews and Observations: 

 

Six hours of interviews were held in two sessions each with 3 SOC Managers.  The first session 

was based on content adequacy or lack thereof of the questionnaire and to get a sense of their views 

generally.  The second session was to discuss the results and seek more information regarding 

governance, policies, processes and procedures.  There is a general feeling that though there are 

several policies and procedures guiding the operations and conduct of SOC operators, there is no 

formal and consistent process guiding coping mechanism as it relates to mental and physical 

fatigue. How this is applied depends on the general disposition of the Manager and operators 

request for a short break. 

One hour each of observations were conducted.  Most MSSPs are sensitive to ensuring proper 

ergonomics and the creation of a helpful and healthy work environments.  For example, in addition 

to having a cooling off or rest area one had a ping pong table for operators’ relaxations.  Operators 

appear to take advantage of such facilities during short breaks which in some locations lasted for 

between ten to fifteen minutes.  Shift and task rotations were also observed and in the cases of shift 
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rotation, employees are compelled to remain at their roles until the next operator physically takes 

over.  However, ‘no-shows’ were not observed and start time management is vigorously enforced.   

4.2  Discussion: 

 

The data sets of both Donald & Donald and this study have similarities that established the 

pervasive incidents of task disengagement and the subsequent decrement of vigilance in 

continuous monitoring such as CCTV operations and Security Operations Center (SOC). 

The methodology of testing and data collection were slightly different but the results are similar 

in critical areas.  For example, the research by Donald & Donald split their testing and observations 

into three phases of 30 minutes cycles whereas our field study data sets were measured based on 

Continuous Monitoring which is indicative of the operational requirements in SOC management. 

Administering the tests in phases may have helped in establishing improved engagement behavior 

in the final 30 minutes cycle in respect of the Donald & Donald research and which the researchers 

had ascribed to better management of attention resources during the second 30 minutes cycle that 

resulted in the least successful engagement overall.  In the case of our field studies, 43.75% 

disengaged after 60 minutes, 37.50% after 90 minutes, 15.63% stayed up to 120 minutes of 

continuous monitoring while only 3.13% did not make it beyond the first 30 minutes. 

4.2.1  Why Does This Matter? 

 

Threat actors are resourceful, sophisticated and highly motivated for different reasons.  The 

adversaries are formidable and their weapons of choice are equally smart and clever in the 

deployment of sleuth presence within the targeted environment.  Exploit kits are usually APTs 

(advanced persistent threat) or its variants.  Broadly, an attack deployed using an APT exploit kit 
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on a targeted victim is carried out in phases over an extended period of time sequentially as 

follows: 

• The adversary researches the target infrastructure; 

• Deploys the payload (initial intrusion); 

• Initiates outbound connection with C2 Server; 

• Enumerate by lateral movements and elevated privileges within the infrastructure; 

• Strengthen foothold and identify the victim’s valuable data; 

• Exfiltration of valuable data; 

• Cover tracks and either leave or remain undetected for another opportunity to strike. 

According to Lockheed Martin’s Cyber Kill Chain framework the easiest time to disrupt a cyber-

attack is at the initial stages of intrusion and the longer the adversary remains in the environment 

the more it entrenches its foothold, becomes evasive and immune to detection. 

The Time to Compromise versus time to Detect metrics are getting more complicated with the 

commoditization of APTs and the rise of exploit-kits-as-service trades within the cyber-criminal 

community.  According to Verizon’s Data Breach Investigation Report (DBIR) 2016, in 81.9% of 

cybersecurity incidents and initial compromises took only a matter of minutes. By contrast, it takes 

several days and in most instances several months to discover the compromise and commence 

containment. 

Such initial compromises could appear benign and show up momentarily as a ‘bleep’ on the SOC 

analysts screen which in all probably could be missed by a visually and mentally tired operator. 

An alert analyst will see the traffic as either anomalous or have the intuition to further investigate 

the unusual ‘bleep’ and hopefully, stop an inbound attack on its tracks. 
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4.2.2 Linking Study Results with Proposed Framework 
 

The objectives of the field study include the requirement to test the hypothesis that task 

disengagement within a Security Operations Center (SOC) has a similar, if not greater impact on 

the detection and containment abilities of analysts as it does CCTV operators.  Secondly, the 

field study sets out to extend the research study of Donald and Donald, identifying the gaps 

relative to differences in operational complexities, skillsets and required experience to function 

in a SOC. 

The specific results of the study in the following areas helped in formulating the framework: 

1. Insufficient attention to understanding and developing mechanisms to address the human 

limitations of working in a stressful working environment such as a SOC; 

2. Lack of formal and consistent enforcement of coping mechanisms to refresh and enhance 

the vigilance, alertness and overall monitoring capabilities of analysts, given the array of 

improved detection and mitigation technologies that are now at their disposal; 

3. A poorly defined and sometimes confusing task and job definitions that limits the 

abilities of SOC analysts to cross-function which further aggravates the shortage of 

manpower in this critical area of cybersecurity; 

4. The lack of robust and efficient task or job rotation that should enhance the opportunities 

of all to learn and acquire new skills in threat hunting, threat intelligence and incident 

response in order to create a cross-fertilization of skillsets rather than limiting analysts to 

a rigid and inefficient hierarchical structure based on seniority and perceived level of 

experience. 
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The framework’s major impact therefore, will be to enforce job/task rotations at specific 

intervals, which not only enhances vigilance but also grants analysts opportunities to acquire 

additional skillsets that otherwise would be unavailable to them as a result of the existing rigid 

and delineation of job functions.  Exposing analysts to varieties of job roles and experiences not 

only minimizes the effects of task disengagement but at the same time, helps to address the 

difficulties of quickly finding replacements for departed analysts in an environment that probably 

records the highest turnover of staff within cybersecurity operations. 

 

4.3  Answers to the Research Questions 

 

4.3.1  Research Question 1:  

 

In spite of the significant advances in log collection, aggregation and correlation technologies, 

Improved Cyber Security Frameworks and best practices, why are data breaches still prevalent? 

Data breaches are not going away too soon, in fact most field studies have shown a trend of 

increasing and more impactful breaches year-to-year.  For example, the Identity Theft Resource 

Center (ITRC) Data Breach Report (2016) showed an all-time increase in U.S. data breaches of 

1093, up from 780 in 2015.  ITRC currently tracks breaches that either exposed or led to data 

losses in seven categories: Insider Theft, Hacking/Skimming/Phishing, Data on the move, 

Subcontractor/Third Party, Employee error/Negligent/Improper disposal/lost, Accidental 

web/Internet Exposure and Physical Theft. This study proposed framework addresses a very 

unique component of cyber-security threat monitoring that has either been ignored or relegated in 

spite of the heavy investments in other areas of cyber defense. It is also an area that, if properly 

developed, has the potential to create a more efficient incident response. 
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Investments in cyber security have equally been rising on a year-to-year basis.  An ISACA and 

RSA Conference Survey indicated rising optimisms of increased budget allocations in 2016 among 

practitioners.  61% of those surveyed expected an increase in their cyber security budgets. Gartner 

had predicted that global budgets for cyber defenses, based on key indicators and market trends, 

will grow by 7.9% over the spending figures for 2015, reaching $81.6bn.   

Cyber security defense is attracting bigger funding for research and streams of venture capital 

funds for new start-ups and acquisitions.  These developments have fueled several product 

developments and improvements especially in the areas of Artificial Intelligence, Big Data 

analytics and seamless integrations built into products such as SIEMs, Firewalls, Network Access 

Controls, Malware detection and Endpoint Controls for greater orchestration.  NIST and several 

other organizations have reviewed and revamped their guidelines and standards.  NIST went 

further by developing and publishing a Cyber Security Framework as a further step to improving 

on the typical NIST guidelines. The CSF has undergone a variety of reviews and improvements 

through the publication of version 1.1 in April 2018.   IBM has drafted the massive computing 

power of Dr. Watson to integrate with its SIEM offering, QRadar. 

Unfortunately, a critical piece in all these is the lack of improvement of human engagement and 

interface to these technologies as a result of insufficient attention in recognizing and addressing 

the impact of task disengagement which in effect, creates a random disconnect with continuous 

monitoring. 
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4.3.2  Research Question 2:  

 

What is the relationship between Slow Incident Response and Task Disengagement in Security 

and Operations Center Monitoring? 

An incident response exercise can only be activated after the detection of a security incident or 

breach in progress.  The process therefore follows: 

• Detection and Analysis 

• Containment and Recovery 

• Post-Incident Review 

• Identification of flaws and process improvement. 

According to Poleman Institute’s research 2015, breach detection of the intrusion of a company’s 

network takes an average of 98 days for financial services sector and 197 days in within the retail 

economy.  These “dwell” times are more than sufficient for an adversary to achieve its objectives 

within the targeted environment. 

Verizon’s (2016) data set determined that more than half (67.8%) the theft or exfiltration of data 

after a successful breach takes only a matter of days.  Referring back to the Poneman data set, 71% 

of its respondents’ view technology that monitors networks and traffic as the “most promising” 

method of stopping or minimizing the impact of APT attacks.  Based on forensics, it is obvious 

that monitoring mechanisms such as SIEMs appear, in most instances to have tracked the initial 

intrusion in some ways but missed by the human analysts who ought to have made sense of the 

suspicious or innocuous bleep by further investigating and subsequently, activating the Incident 

Response Plan. 
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The relationship between initial detection and Incident Response is critical and this obvious 

disconnect is indicative of the prevalence of slow Incident Response and the consequence in the 

rise of cyber breaches. 

Early detection is impaired due to the inefficient allocation of monitoring resources.  The solution, 

Dynamic SOC Monitoring (DSM), may not completely solve this problem but it will significantly 

improve on early detection and disruption of ongoing cyber-attacks.  

4.4  Future Work: 

 

Cybersecurity is complex and the dynamics of threat mitigation require very rapid and expensive 

development cycles for mitigation technologies to work.  This framework will not end successful 

breaches but could initiate a process of improved mitigation strategies, which is currently lacking 

in the initiation of early and effective Incident Response.   

The following limitations are therefore noted: 

• The proposed framework will need to be further developed with detailed specifications into 

full-featured automation tool either as stand-alone or a plug-in to existing SIEM or SOC 

Management tools; 

• Custom API’s compatible to all or most leading SIEM or SOC Management platforms will 

be essential to ensure tighter integration and effectiveness; 

Further research studies on Task Disengagement by multi-disciplinary teams with the scientific 

community, including the cyber-security community, will need to be carried out to resolve the 

neurological effects and further develop a work environment that will specifically improve on the 
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overall alertness of operators in high stress, high security job roles where continuous monitoring 

and vigilance are essential. 

This research has been able to establish that task disengagement is prevalent in the 24/7 continuous 

monitoring of cyber-security infrastructure and current ad hoc coping mechanisms such as job 

rotation, task swapping and randomly browsing the internet while helpful, does not significantly 

minimize or eliminate the incident of task disengagement. 
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Chapter 5: Conclusion 

  

Task disengagement within a CCTV operating environment and a SOC are similar but my studies 

have established that it is more stressful within SOC environments as a result of its complex 

operations. Though, no formalized and consistent process is known to have been established by 

SOC systems, the disengagement would have been worse except that certain ad hoc and informal 

coping mechanisms are applied or accepted in the management and operations of a SOC.  I have 

also established that the skill sets required to be a SOC operator are more complex and, in some 

sense, help a SOC operator to stay better engaged by deploying such skill sets in executing other 

tasks such as threat hunting, investigations and analyzing threat intelligence feeds. 

While a lot of funds have gone into improving the technologies, frameworks and integrating 

cutting edge technologies such as Artificial Intelligence, Cloud Computing and Big Data analytics, 

sufficient attention has not been paid to the incidence of improving the critical interface of human 

analysts such that they could remain fully engaged to do what humans do best – applying intuition 

to further investigate suspicious or anomalies traffic streams that show up on the monitoring 

devices. 

Such deficiencies have led to the incidence of task disengagement which in turn has had a negative 

impact in effective incident response. Attempts at deploying autonomous cyber defense as a 

replacement to humans and their frailties while promising, may not happen too soon. The incidence 

of task disengagement therefore merits further research. 

Task disengagement is essentially a neurological issue that comes naturally to individuals as a 

result of either the monotony of the task at hand or the gradual decrement of attention to detail and 
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impairment of vigilance.  Task disengagement is therefore prevalent in a stressful work 

environment. 

The continuous monitoring requirements in a SOC operations and the constant stare on banks of 

screens, especially for an anticipated event within streams of traffic can quickly inject eye and 

mental tiredness. 

 

Figure 21 Typical Banks of Screens in a SOC[40] 
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Appendix I 
 

Survey Results 

DavisMirilla Doctoral Dissertation - Survey on SOC Operations 

September 16th 2018, 8:36 am MDT 

 

Q1 - Gender 

 

 

# Field Minimum Maximum Mean Std Deviation Variance Count 

1 Gender 1.00 2.00 1.22 0.41 0.17 32 

 

 

 

# Answer % Count 

1 Male 78.13% 25 

2 Female 21.88% 7 

 Total 100% 32 
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Q2 - Broadly, in what region are you located? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

Broadly, in 

what region 

are you 

located? 

1.00 1.00 1.00 0.00 0.00 32 

 

 

 

# Answer % Count 

1 Americas 100.00% 32 

2 EMEA 0.00% 0 

3 APAC 0.00% 0 

 Total 100% 32 
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Q3 - Age 

 

 

# Field Minimum Maximum Mean Std Deviation Variance Count 

1 Age 1.00 5.00 2.34 0.92 0.85 32 

 

 

 

# Answer % Count 

1 18-24 Years old 12.50% 4 

2 25-34 Years old 56.25% 18 

3 35-44 Years old 18.75% 6 

4 45-54 Years old 9.38% 3 

5 55-64 Years old 3.13% 1 

6 65 Years or older 0.00% 0 

 Total 100% 32 
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Q4 - What is the highest level of education attained? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

What is the 

highest level 

of education 

attained? 

2.00 4.00 2.97 0.73 0.53 32 

 

 

# Answer % Count 

1 High school graduate 0.00% 0 

2 Associate degree 28.13% 9 

3 Bachelor’s degree 46.88% 15 

4 Master's degree 25.00% 8 

5 Doctorate degree 0.00% 0 

 Total 100% 32 
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Q5 - How long have you been engaged in IT? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

How long 

have you been 

engaged in 

IT? 

1.00 4.00 1.72 0.84 0.70 32 

 

 

 

# Answer % Count 

1 0-5 Years 50.00% 16 

2 6-11 Years 31.25% 10 

3 12-17 Years 15.63% 5 

4 18 Years and over 3.13% 1 

 Total 100% 32 
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Q6 - How long have you worked in a Security Operations Center (SOC)? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

How long have 

you worked in 

a Security 

Operations 

Center (SOC)? 

1.00 2.00 1.22 0.41 0.17 32 

 

# 
Answer % Count 

1 0-5 Years 78.13% 25 

2 6-11 Years 21.88% 7 

3 12-17 Years 0.00% 0 

4 18 Years and over 0.00% 0 

 Total 100% 32 
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Q7 - How would you characterize the stress level of working in a Security 

Operations Center (SOC)? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

How would 

you 

characterize 

the stress level 

of working in a 

Security 

Operations 

Center (SOC)? 

1.00 3.00 2.31 0.53 0.28 32 

 

# 
Answer % Count 

1 Very stressful 3.13% 1 

2 Stressful 62.50% 20 

3 Moderately Stressful 34.38% 11 

4 Not Stressful 0.00% 0 

 Total 100% 32 
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Q8 - As a SOC Analyst, what tasks are you expected to cover on a typical day? 

 

 

# Answer % Count 

1 Continuous SIEM Monitoring/Triage 50.82% 31 

2 Threat Intelligence/Analysis 22.95% 14 

3 Threat Hunting 9.84% 6 

4 SOC Operations and Management 16.39% 10 

 Total 100% 61 
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Q9 - As a SOC Analyst, what task do you find yourself spending more time 

on? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

As a SOC 

Analyst, what 

task do you 

find yourself 

spending more 

time on? 

1.00 4.00 1.25 0.75 0.56 32 

 

# 
Answer % Count 

1 Continuous SIEM Monitoring/Triage 87.50% 28 

2 Threat Intelligence/Analysis 6.25% 2 

3 Threat Hunting 0.00% 0 

4 SOC Operations and Management 6.25% 2 

 Total 100% 32 
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Q10 - On a typical 8-hour shift, how long can you intently focus on the screens 

while monitoring the SIEM before eye or mental fatigue sets in? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

On a typical 8-hour shift, 

how long can you intently 

focus on the screens while 

monitoring the SIEM 

before eye or mental 

fatigue sets in? 

1.00 4.00 2.66 0.77 0.60 32 

# Answer % Count 

1 10-30 Minutes 3.13% 1 

2 31-60 Minutes 43.75% 14 

3 61-90 Minutes 37.50% 12 

4 91-120 Minutes 15.63% 5 

 Total 100% 32 
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Q11 - On a typical day, how do you cope with eye/mental fatigue while 

engaged in SIEM monitoring and Triage? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

On a typical day, how do 

you cope with eye/mental 

fatigue while engaged in 

SIEM monitoring and 

Triage? 

1.00 3.00 1.87 0.83 0.69 31 

 

# 
Answer % Count 

1 Take a short break 41.94% 13 

2 browse the Internet 29.03% 9 

3 switch tasks with another Analyst 29.03% 9 

 Total 100% 31 
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Q12 - How often do you forget or are late to pivot right back to your primary 

task of monitoring on a typical week? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

How often do you forget 

or are late to pivot right 

back to your primary task 

of monitoring on a typical 

week? 

1.00 4.00 2.06 0.79 0.62 32 

 

# 
Answer % Count 

1 Never forgets and right on time always 18.75% 6 

2 Once or twice a week 65.63% 21 

3 Three to four times a week 6.25% 2 

4 At least once a day 9.38% 3 

 Total 100% 32 
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Q13 - What mechanisms do you have in the SOC to remind you of switching 

back to the primary task of monitoring? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

What mechanisms do you 

have in the SOC to 

remind you of switching 

back to the primary task 

of monitoring 

1.00 5.00 3.31 1.49 2.21 32 

 

# 
Answer % Count 

1 Custom Task Scheduler and Reminder 21.88% 7 

2 Built-in Task Scheduler in the SIEM application 0.00% 0 

3 Built-in Task Scheduler on the Ticketing Platform 37.50% 12 

4 Outlook/Google/iCal Calendar/Task reminder 6.25% 2 

5 None of the above 34.38% 11 

 Total 100% 32 
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Q14 - In your SOC environment, do you work with more than one SIEM 

platforms/multi tenants? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

In your SOC 

environment, 

do you work 

with more than 

one SIEM 

platforms/multi 

tenants? 

1.00 2.00 1.03 0.17 0.03 32 

 

# 
Answer % Count 

1 Yes 96.88% 31 

2 No 3.13% 1 

 Total 100% 32 
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Q15 - If Yes, has swapping job roles or tasks to different platforms and 

tenants been helpful in alleviating the stress levels in a typical day at the 

SOC? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

If Yes, has swapping job 

roles or tasks to different 

platforms and tenants 

been helpful in alleviating 

the stress levels in a 

typical day at the SOC? 

1.00 3.00 1.55 0.66 0.44 31 

 

# 
Answer % Count 

1 Yes 54.84% 17 

2 Maybe 35.48% 11 

3 No 9.68% 3 

 Total 100% 31 
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Q16 - Has your organization experienced an external breach that resulted in a 

data theft? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

Has your 

organization 

experienced an 

external breach 

that resulted in 

a data theft 

1.00 3.00 2.72 0.57 0.33 32 

 

# 
Answer % Count 

1 Yes 6.25% 2 

2 Maybe 15.63% 5 

3 No 78.13% 25 

 Total 100% 32 
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Q17 - Have you been involved in actual Incident Response? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

Have you been 

involved in 

actual Incident 

Response? 

1.00 2.00 1.13 0.33 0.11 32 

 

 

# Answer % Count 

1 Yes 87.50% 28 

2 No 12.50% 4 

 Total 100% 32 
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Q18 - If yes, how would you characterize the performance of your team? 

 

 

# Field Minimum Maximum Mean 
Std 

Deviation 
Variance Count 

1 

If Yes, how would you 

characterize the 

performance of your 

team? 

1.00 3.00 2.07 0.74 0.55 29 

 

 

# Answer % Count 

1 Calm, Clear-headed and followed through with our IR Plans 24.14% 7 

2 
Initial reaction was slightly chaotic and lack coordination but event was 

successfully brought under control 
44.83% 13 

3 No IR Plans but the team was able to bring the situation under control 31.03% 9 

4 Chaotic, team had to seek additional help from external IR professionals 0.00% 0 

 Total 100% 29 
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Appendix II 
 

Survey Questionnaire 

DavisMirilla Doctoral Dissertation - Survey on SOC Operations 

Delivery Method: Qualtrics Online 

August 3rd 2017, 9:17 am MDT 

 

Q1 - Gender 

 

# Answer 

1 Male 

2 Female 

 

 

Q2 - Broadly, in what region are you located? 

 

# Answer 

1 Americas 

2 EMEA 

3 APAC 

 

Q3 - Age 

 

# Answer 

1 18-24 Years old 

2 25-34 Years old 

3 35-44 Years old 

4 45-54 Years old 
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5 55-64 Years old 

6 65 Years or older 

Q4 - What is the highest level of education attained? 

 

# Answer 

1 High school graduate 

2 Associate degree 

3 Bachelor’s degree 

4 Master's degree 

5 Doctorate degree 

 

Q5 - How long have you been engaged in IT? 

 

# Answer 

1 0-5 Years 

2 6-11 Years 

3 12-17 Years 

4 18 Years and over 

 

Q6 - How long have you worked in a Security Operations Center (SOC)? 

 

# Answer 

1 0-5 Years 

2 6-11 Years 

3 12-17 Years 

4 18 Years and over 

 



Page 120 
 

Q7 - How would you characterize the stress level of working in a Security Operations 

Center (SOC)? 

 

# Answer 

1 Very stressful 

2 Stressful 

3 Moderately Stressful 

4 Not Stressful 

 

 

Q8 - As a SOC Analyst, what tasks are you expected to cover on a typical day? 

 

# Answer 

1 Continuous SIEM Monitoring/Triage 

2 Threat Intelligence/Analysis 

3 Threat Hunting 

4 SOC Operations and Management 

 

 

Q9 - As a SOC Analyst, what task do you find yourself spending more time on? 

 

# Answer 

1 Continuous SIEM Monitoring/Triage 

2 Threat Intelligence/Analysis 

3 Threat Hunting 

4 SOC Operations and Management 
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Q10 - On a typical 8-hour shift, how long can you intently focus on the screens while 

monitoring the SIEM before eye or mental fatigue sets in? 

 

# Answer 

1 10-30 Minutes 

2 31-60 Minutes 

3 61-90 Minutes 

4 91-120 Minutes 

 

Q11 - On a typical day, how do you cope with eye/mental fatigue while engaged in SIEM 

monitoring and Triage? 

 

# Answer 

1 Take a short break 

2 browse the Internet 

3 switch tasks with another Analyst 

 

Q12 - How often do you forget or are late to pivot right back to your primary task of 

monitoring on a typical week? 

 

# Answer 

1 Never 

2 Once a week 

3 Twice a week 

4 Three times a week 

5 Always 
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Q13 - What mechanisms do you have in the SOC to remind you of switching back to the 

primary task of monitoring 

 

# Answer 

1 Custom Task Scheduler and Reminder 

2 Built-in Task Scheduler in the SIEM application 

3 Built-in Task Scheduler on the Ticketing Platform 

4 Outlook/Google/iCal Calendar/Task reminder 

5 None of the above 

 

Q14 - In your SOC environment, do you work with more than one SIEM platforms/multi 

tenants? 

 

# Answer 

1 Yes 

2 No 

  

Q15 - If Yes, has swapping job roles or tasks to different platforms and tenants been 

helpful in alleviating the stress levels in a typical day at the SOC? 

 

# Answer 

1 Yes 

2 Maybe 

3 No 
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Q16 - Has your organization experienced an external breach that resulted in a data theft 

 

# Answer 

1 Yes 

2 Maybe 

3 No 

 

Q17 - Have you been involved in actual Incident Response? 

 

# Answer 

1 Yes 

2 No 

 

Q18 - If Yes, how would you characterize the performance of your team? 

 

# Answer 

1 Calm, Clear-headed and followed through with our IR Plans 

2 
Initial reaction was slightly chaotic and lack coordination but event was 

successfully brought under control 

3 No IR Plans but the team was able to bring the situation under control 

4 Chaotic, team had to seek additional help from external IR professionals 

 

 


