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Background 

The National Cyber Security Programme has developed and produced a number of Active Cyber Defence tools. Through the National Cyber 
Security Centre. The tools provide a level of overview and protction., however there i a need to dive a bit deeper and to posess and use  set of tools 
to help defend locl authority networks. Many of these excellent tools are freely availalbe, but not well publicised. What we’ve tried to do is present 
those tools within  framework and context, to help security managers and network defenders identify and mitigate threts on their networks, 
without having to rely on expence external consultancy. 

The NCEF (NLAWARP Cyber Exploitation Framework) which goes through the journey of network discovery, enumeration, visualisation, 
documentation, configuration, threat posture, patching, vulnerability scanning and reporting. Once these steps have been carried out, a network 
defender will be in a better position to understand their network, the priorities and to support investment decisions. We explain the story through 
a series of questions to help senior managers understand the issue; 

NCEF1 What does the network look like? 

NCEF2 What's happening on the network?  

NCEF3 What does normal look like? 

NCEF4 What bad stuff is out there? 

NCEF5 Do we have bad stuff? - Use tools for NCEF3 

NCEF6 How do we remove our bad stuff? 

NCEF7 How do we keep bad stuff out? 

NCEF8 How do we respond to the bad staff? 

NCEF9 How do we report bad activity? 

NCEF10 How do we prepare and practice dealing with bad stuff (as bad will happen)? 

 

 

 



 

 

 
This shows some of the building blocks in the technical landscape.  

 

 

 

 
Technical Infrastructure building blocks 

 
 
 
 
 
 
 



 

 

Introduction 
 
As a network manager you must always be concious of the security of your network. In the modern era of IT, there are many threats to a network; 
outdated software and a broad range of endpoints make it significantly more difficult to secure a network than it was even a decade ago. One of 
the most important threats to a network that you must be aware of though, and one that bad actors will definitely take advantage of, is social 
engineering. Nowadays, hackers have increased their focus on targeting and exploiting end users and as such, making uneducated users a huge 
attack vector that can be exploited. 
 
To defend against an attack on a network, it is vital you understand the key concept of the attacker's kill chain. There are obviously some 
circumstances where the kill chain may not be followed but usually an attacker will follow the pattern below when attacking a target network: 
 
Reconnaissance – Gathering as much information on the target as possible (eg. Harvesting email addresses, employee details, company 
information etc) 
 
Weaponization – Creating the exploit that will allow them access to your system (e.g coupling a custom exploit with a backdoor into a payload) 
 
Delivery – Delivering the weaponized payload to a victim (e.g sending a vulnerable employee an email with a malicious attachment) 
 
Exploitation – The exploiting of a vulnerability to run code on the system (e.g the dropped exploit cracks a vulnerability known to the hacker on 
the target system) 
 
Installation/Persistence – Installing malware onto a system and ensuring they have future access to the system (installation of a backdoor etc) 
 
Action – With access to the system, the actor can accomplish their goals (stealing/deletion of data ect) 
 
It is a killchain similar to this that a penetration tester will follow when auditing a network. This is so that they can hit every area that an attacker 
would likely hit and provide a realistic report of the security of a network. 
 
The National Cyber Security Programme has developed and produced a number of Active Cyber Defence tools, through the National Cyber 
Security Centre. The tools provide a level of overview and protection., however there is a need to dive a bit deeper and to possess and use a set of 
tools to help defend local authority networks. Many of these excellent tools are freely availalbe, but not well publicised. What we’ve tried to do is 
present those tools within framework and context, to help security managers and network defenders identify and mitigate threats on their 
networks, without having to rely on expensive external consultancy. 
 
The NCEF (NLAWARP Cyber Exploitation Framework) which goes through the journey of network discovery, enumeration, visualisation, 
documentation, configuration, threat posture, patching, vulnerability scanning and reporting. 
 
Once these steps have been carried out, a network defender will be in a better position to understand their network, the priorities and to support 
investment decisions.  
 
 
 
 

MISP 
 
MISP (Malware Information Sharing Platform) is a service that allows people to contribute information about malware that can then be shared 
between organisations around the globe. The MISP platform is able to manage and aggregate feeds using STIXX and TAXII. There are dozens of 
intelligence feeds that can be pushed through MISP. Many are free and some are subscription based. Generally the paid ones are more up to date, 
updating in hours, as apposed to days or weeks. 
 
Information sharing is the future of ensuring a good security posture in the world of IT. This is easily possible with the MISP platform, which is 
becoming the vehicle used by many security teams to improve their capabilities of detecting and analysing threats, whilst at the same time sharing 
their findings with a larger community. MISP is a platform made for the storage and sharing of threat indicators as well as finding correlations 
between different threats. 
Collaboration is key within MISP. The sharing of information and indicators not only provides organisation with preventative actions they can 
take to mitigate threats, but also spreads awareness of the threat in general. Used within MISP is the TLP (Traffic Light Protocol) which is a 
scheme for sharing sensitive information whilst keeping control over who can see it. 
 
There are many ways that an organisation can use MISP. CIRCL (the creators of MISP) offer a training virtual machine (VM) image of MISP on 



 

 

their website. Whilst this shouldn’t be used in a live production environment, it does give security teams a feel for the layout of MISP, as well as 
allowing them access to the features of a live version (such as feeds and galaxies). There are also services hosting their own version of MISP 
available (such as the NLAWARP), who take care of the development, hosting and maintenance of their own live MISP environment whilst 
adding improvements and features (such as more feeds and use of additional modules). 
 
To start using MISP, you can use a prebuilt VM image, however as mentioned earlier, these should not directly be used in a production 
environment. Also mentioned earlier, you could utilize a service's instance of MISP (such as the NLAWARP's) or even set one up yourself. 
 
Once you have access to a MISP instance and have logged in, you will be able to document pointers to attacks or the existence of malware on your 
network or on individual computers. The technical term for these pointers is Indicators of Compromise (IOCs). Different data formats for IOCs 
are supported. You simply enter the latest information in the web interface to create an entry. Everything else is done by the system itself, 
including converting the information into the appropriate data formats used for storage and distribution.  
 
Some of the threat information you receive from your partners can be directly integrated into your own protections. MISP is suitable for sharing 
concrete recommendations for action. You can also share a signature for the packet filter or firewall or the name of a domain that you will want to 
block on your network. With a little effort, you can protect all the computers on your entire network in good time if someone shares the 
information you need.  
 
If you own a MISP instance, you will need to populate it with feeds first in order to start receiving information. In order to do this, navigate to the 
"sync actions" tab and click "list feeds". Once here, you should see a page that looks similar to this: 
 

 
From here, you can tick the boxes of feeds you wish to enable (the CIRCL feeds are a good start when testing a MISP instance) and click the 
"enable selected" option when it appears. This will enable the feed on your MISP instance. 
 
You will now start receiving information that is being posted out by the feeds you have ticked. You can also add custom feeds using the "custom 
feeds" button on the page above. 
 
Of course, you may wish to contribute your own information into the MISP platform. To do this, you must navigate to and click the "add event" 
button on the left side of the home screen. Once here, you can add information about the event (such as a name, attached files etc). You can then 
go onto attach IOC's, malware samples and more onto the event, aswell as assigning it a TLP color (red, amber or green) to signify how it should 
be shared. 
 
MITRE ATT&CK 
 
ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) is a globally accessible, open and free knowledge base of adversary tactics 
and techniques based on real-world observations. ATT&CK 
offers an excellent, efficient and very complete framework to describe adversarial tactics and 
techniques, which MISP uses as a way to contextualise the information contained within and to 
share the contextualised data with your partners. 
 
MITRE ATT&CK is an extremely useful framework for classifying the tactics and techniques used by threat actors and allows users to spread 
awareness of the various techniques used by these malicious actors. 
 
Like mentioned above, MISP utilizes MITRE ATT&CK as a way of accessing and contextualising information. However, there is nothing stopping 
you from using the ATT&CK framework as is to contribute and receive information about bad actors and their tactics. 
 



 

 

To use MITRE ATT&CK, you can navigate straight to it's webpage and it is there you will find informative descriptions of many different real-
world techniques used by bad actors in cyber attacks. Here it will tell you about the attack, how it is used, what groups/APTs are known for using 
it and importantly, how to mitiagte the attack technique. 
 
BRO IDS (AKA Zeek) 
 
Bro IDS totes itself as more than an Intrusion Detection System, and it is hard to argue with this statement. The IDS component is powerful, but 
rather than focusing on signatures as seen in traditional IDS systems, this tool decodes protocols and looks for anomalies within the traffic. 
 
Bro is a passive, open-source network traffic analyzer. It primarily acts as a security monitor that inspects all traffic on a link, in depth, for signs of 
suspicious activity. Bro also supports a wide range of traffic analysis tasks both inside and outside of the security domain, including performance 
measures and troubleshooting help. 
 
By deploying Bro in your network, the first most notable and immediate benefit you gain is an extensive set of logs that record the network's 
activity in high-level terms. These logs include comprehensive records of every connection seen on the wire as well as application-layer transcripts 
such as, for example, all HTTP sessions with their requested URLs, headers, server responses etc. All of this is written into well-structured, tab-
seperated log files, however, users can choose to export this information in a number of alternative formats. 
 
In addition to the logs, Bro comes with built-in functionality for a range of analysis and detection tasks, including extracting files from HTTP 
sessions, detecting malware by interfacing to external registries, reporting vulnerable versions of software seen on the network, identifying popular 
web applications, detecting SSH brute-forcing, validating SSL certificate chains, and much more.  
 
Aswell as this, Bro is a lite alternative to other IDS'. This is because Bro runs on commodity hardware and hence provides a low-cost alternative to 
expensive proprietary solutions. Despite the price tag, however, Bro actually goes far beyond the capabilities of other network monitoring tools, 
which typically remain limited to a small set of hard-coded analysis tasks. In particular Bro is not a classic signature-based intrusion detection 
system (IDS). While it supports such standard functionality as well, Bro’s scripting language indeed facilitates a much broader spectrum of very 
different approaches to finding malicious activity, including semantic misuse detection, anomaly detection, and behavioral analysis.  
 
 
RTIR 
 
The RTIR Incident Response tool is a helpdesk ticketing system that can be used locally in a meshed fashion to manage and coordinate Cyber 
Incidents. RTIR is available to NLAWARP subscribers for them to manage and configure or through an enhance WARP Service via G-Cloud 10. 
 
RTIR (Request Tracker for Incident Response) provides a platform where multiple members of a CERT or organisation can work efficiently on an 
incident, collaboratively or individually. 
 
One of the many benefits of using RTIR is that it provides a fully functional email interface, allowing guests to report incidents via an email to the 
service. This seamlessly integrates itself within the workflow and allows multiple ways of interacting with users of RTIR (without the need to 
always use the web interface). 
 
The workflow of RTIR is simple yet effective. When using RTIR, there are three different important types of ticket by default: incident, incident 
report and investigation. The RTIR workflow normally starts with an Incident Report. This can be created manually but is usually created 
automatically whenever a client sends an email to the RTIR service regarding a problem they're experiencing (a DDOS attack, defacing of web 
page etc). 
 
Once an incident report has been analyzed, an incident may then be created in RTIR if the incident is valid. If not then the report will be 
discarded. Any important details from the report are automatically placed into the incident (IP, dates etc). From the incident, the team tracks what 
actually happened and combines all similar reports into this one incident. After creating an incident, the team may then decide to launch an 
investigation. This stage involves conversing internally and with other parties of interest, such as other experts or teams (and in our case the 
NCSC, when necessary) to discover details on the incident and resolve the incident. 
 
Finally, once the problem has been fully uncovered, then appropriate actions may be taken, such as blocking malicious IP's. 
 



 

 

 
Although it is extremely simple in nature, RTIR has the potential to become an extremely powerful and valuable tool to many IT organisations. 
This is thanks to it's inherent capability to allow communication through email and the web interface. Combining a tool like this with MISP is an 
extremely effective way of continuously keeping up with current threats whilst reporting any incidents you yourself may be experiencing. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

An example of the RTIR workflow 



 

 

Defense Against A KillChain 
 
In this section, each step of the cyber killchain will be discussed along with which of the tools mentioned above could be best used to mitigate and 
defend against that step. 
 

Reconnaissance Phase 
 
As mentioned earlier, the reconnaissance phase involves the attacker gathering as much information as possible on their target. That information 
doesn't neccessarily have to be about your network itself; the information the attacker gathers can even be about employees or publicly available 
organisation details (such as figures or information present on a company website). This stage to the attacker is letting them identify which attack 
types will allow them to enter your network and applications in order to steal data (or perform whatever action they intend to do. 
 
The key act that the attacker must perform during the reconnaissance phase is enumeration. There are two types of enumeration; passive and 
active. 
 
From a security standpoint, both of these types of enumeration are dangerous, however, only active enumeration could be considered illegal. This 
is because passive enumeration involves finding information via means that would not be directly tied back to the attacker. This could be 
browsing a site as a typical user or finding information from whois/robtex/maltego and other means available to the public. As such there is not 
much that can be done to protect your network from passive enumeration. 
 
Unlike passive enumeration, active enumeration involves doing something on a target network or server that could be directly traced back to the 
attacker. For example, performing a web application scan, a port scan or a vulnerability scan are all active forms of enumeration. It is this type of 
enumeration we can focus efforts on protecting against. 
 
Firstly, to protect against active enumeration an IPS/IDS (Intrusion Prevention/Detection System) can (and should) be implemented. Of the 
different open-source tools mentioned in the previous section, Bro IDS best suits this role as it is a dedicated IDS tool that provides functionality 
beyond normal IDS systems. The in-depth, detailed logs that Bro IDS creates as it constantly monitors your network make it extremely easy to 
identify if a foreign scan is targeting your network, where the scan is originating from, details such as the IP of the machine performing the scan 
and what in particular they are scanning. This then allows you to block the attacker's machine from taking further actions towards attacking your 
network and potentially review areas that the attacker found interesting in order to patch security holes that may have gone overlooked. 
 
You may also consider utilizing MISP as a preventative measure against hostile reconnaissance. Whilst it doesn't directly provide protective 
functionalities like Bro IDS does, what MISP does provide are threat intelligence feeds that you can leverage to stay ahead of current threats. For 
example, if a threat actor is known for scanning and exploiting service version X, then you can be informed of that in detail through the use of 
MISP and in doing so take the steps necessary (such as upgrade/downgrade the software) to prevent that same actor (or new actors) from 
exploiting that service. 
 
Another tool that could be of excellent use here is HaveIBeenPwned. As mentioned, HaveIBeenPwned is an online tool that checks an inputted 
email address to see if any associated accounts have been included in a data breach. Whilst a simple concept, it is important to make full use of 
this tool in order to avoid basic security mistakes and enforce a strong password policy. Having this tool automatically report to network 
defenders whenever an account on the domain is involved in a breach ensures that functional passwords to live accounts on the domain are not 
floating about on the Dark Net. Combining this tools with a strict, strong password policy helps guarantee accounts in your organisation against 
brute force password attacks. 
 
Lastly, Shodan is a tool that could help network defenders simply ensure that no vulnerable or private organisation owned IOT devices are 
available on the Internet. 
 

Weaponization Phase 
 
During the weaponization phase, a threat actor begins creating malware and other advanced threats to implement into their plan that they 
developed in the reconnaissance phase. It is during this phase that the hacker is putting together their arsenal that will be used during the delivery 
or attack phase.  
 
During this stage, there is not much that anyone can do in order to protect their systems. This is because it is difficult to patch a system and 
ensure it's security against a threat that you don't know will be used. Fortunately, there are tools that can be used to mitigate this step. 
 
MISP is again useful for this phase. During the reconnaissance phase it's ability to collaborate and share information is what was important and 
again in this phase this is important. Using MISP, you can see what malware is being used and using this information, you again take preventative 
measures. By combining this information with a vulnerability scanner, you can ensure that your systems are protected against the latest malware 



 

 

threats. 
 
During this phase is when you will want to be making full use of a vulnerability scanner. Of the previously mentioned tools, OpenVAS fits this 
role. It is not possible to know exactly what the malware the threat actor will use is going to be like. OpenVAS when combined with MISP, allows 
you to have a good idea on what the malware could be. This then allows you to perform vulnerability scans on devices within your network in 
order to patch and minimize any chance of that malware infecting your network. 
 
Intrusion Detection Systems such as Bro IDS should be leveraged during this stage as well as the reconnaissance stage. This time, the IDS will be 
responsible for alerting the network defenders as to the presence of a threat within the network and will likely want to be used to prevent the 
delivery phase too. 
 
OSQuery is also an excellent tool to use in this stage in order to constantly be informed of the security posture of many of the organisation's 
machines as well as being used to maintain up-to-date patches on all systems within the network. This constant information about the security 
posture of your network is key when it comes to preventing the weaponization and delivery phases. 
 
Delivery Phase 
 
It is during this phase that the threat actor likely targets users and endpoints by delivering social engineering schemes such as phishing and 
utilizing techniques such as XSS (cross site scripting) to compromise and deliver the malware that was developed during the weaponization phase. 
 
The goal of protecting against this phase is to detect and respond as quickly as possible to an active threat. Therefore RTIR is recommended to be 
used here. The ticketing system it provides allows network defenders to react and respond to threats as fast as possible. It is also useful in assigning 
tasks to individuals which makes it an extremely useful tool for collaboratively working as a team to prevent a threat. 
 
Again, Bro IDS is a useful tool during this phase. Not only can it act as an IDS, alerting the team to areas where an attacker may be delivering a 
payload., it can also act as a network traffic analyzer, alerting the network defenders as to the different packets being transmitted throughout the 
network, types of traffic and anomalous patterns leading to threat actors. 
 
 

Exploitation Phase 
 
It is during this phase that the threat actor makes further use of their malware to obtain deeper access within your network environment. The 
attacker is likely exploiting vulnerabilities and open entry points within your network to gain access to more data, critical systems and 
applications. 
 
It is important to stop the threat actor during this phase, as it is after this phase where the major damage caused during a breach can happen. In 
order to stop the threat actor in this phase, firewalls and web application firewalls should be maintained constantly. Log management is key in this 
phase, being able to refer to logs of the actions that the threat actor has taken is of huge benefit and, yet again, Bro IDS is of major use in this 
phase. It provides the user with an extensive set of logs that record the network's activity. This means that if the attacker exploits a vulnerability in 
a web application, you will be alerted to that from suspicious activity found within the logs. 
 
Your network defenders can then use this information to quickly address any security breaches. 
 

Installation & Persistance Phase 
 
This is the stage where the hacker attempts to expand their foothold within your system. At this stage it is important that backups of your data are 
available to fall back on. Incident Response systems are critical during this phase, so RTIR can be utilized here. 
 
The incident response workflow that is often used with RTIR is of integral use here too. Submitting incident, incident report and investigation 
tickets are vital in order for your team to swiftly solve the information to the best of their abilities. 
 
MISP is also of use here. During this stage (or the next) you may wish to make it known to other organisations within the community that this 
threat actor you are currently being targeted by is active. You can also choose to provide details about the actor, such as their tactics, malware used 
(including samples to allow reverse malware engineering) and IOCs to help prevent other organisations falling to the same threat actor. 
 

Action Phase 
 
Usually the final phase of the killchain; this phase is when the attacker has access to all the systems they need to accomplish their original goal. 
The goal for network defenders is to put a stop to the attacker during the previous stages. At this point, if the threat actor has successfully stolen 



 

 

data then there must be a strategy plan in place for when that data is leaked. 
 
At this stage, backups and restoration of backups is key. Ensuring the security of your network and systems is also vitally important. After being 
attacked, you may wish to enumerate your network in order to see how various systems have been affected by the attack. NMAP can be used to 
map out your network and ensuring that the hosts that were affected are safe/alive. 
 
Patching of affected systems against the vulnerabilities that were exploited is of importance here. OpenVAS as a vulnerability scanner can scan 
affected hosts for known vulnerabilities, but in a case where you have been attacked by a brand new exploit, submitting your findings into MISP 
will be of use to many other organisations. 
 
Network Defence 
 

Network Security Toolkit 

Network Security Toolkit (NST) – A very rich toolset that has a web interface and a trusted update repository. The site also has a huge set of very detailed 
HOWTO guides, great for novice and expert users.  

See: https://www.networksecuritytoolkit.org/nst/index.html 

Conclusion 
 
To conclude, network defense from the perspective of a network defender can be accomplished easily. With access to many different open-source 
tools, it is entirely possible to see a network defended through the use of these types of tools. Of course, there are only ten tool mentioned in this 
guide but there are definitely more tools out there that could prove very useful in protecting a live environment. 
 
Some more examples of good open-source tools that could be used are: 
 
Certstream – A site that holds a public registry of all digital certificates, allowing you to block bad IP addresses and exposing malicious sites as 
(and sometimes before) it even goes live. 
 
Nikto – A web server testing tool that is great for testing web servers to find known vulnerable scripts, configuration mistakes and other security 
problems. 
 
Metasploit Framework – Provides you with the ability to test all aspects of your networks security with an offensive focus. Primarily a penetration 
testing tool, Metasploit has modules that not only include exploits but also scanning and auditing. This is used by most pen testers to attack 
networks, so why not use it yourself in a safe mode to understand the type of vulnerabilities you have in your servers and networks? 
 
NST (Network Security Toolkit) – Provides you with a very feature rich toolkit that has a web interface. The website also contains a huge set of 
very detailed HowTo guides and tutorials on how to use the tool. 
 
Finally, if you are in need of more information about defending a network of systems then the Blue Team Handbook is an excellent option. It is 
full of information on techniques and technologies used in the defense of networks. It's alternative, the Red Team Field Manual, is more focused 
on the offensive penetration testing aspect of networks, however it is just as informative. 
Blue Team Handbook 
You should checkout the Blue Team handbook, it’s full of useful information as is it’s more eveil brother the Red Team Field Manual 
known as “RTFM”.... 
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 Appendix A  

Common Tools 

Nmap 
Nmap - map your network and ports with the number one port scanning tool. Nmap now features powerful NSE scripts that can detect 
vulnerabilities, misconfiguration and security related information around network services. After you have nmap installed be sure to look at 
the features of the included ncat als ohave a look at Auvik as aother useful enumeration tool. Nmap has a very powerful scripting language 
and the NLAWARP / CyberShare capability have produced a number of scripts for WARP subscribers to use. This will also be a useful step 
forward as we move away from the PSN and onto utilising the FN4G standards.    

OpenVAS 
OpenVAS - open source vulnerability scanning suite that grew from a fork of the Nessus engine when it went commercial. Manage all aspects 
of a security vulnerability management system from web based dashboards. For a fast and easy external scan with OpenVAS try our online 
OpenVAS scanner. OpenVAS can also be tailored and customised, THE NLAWARP / CyberShare has developed a feed integration to the 
MISP platform and is working on integrating the Mitre Att&ck framwork.  

OSSEC 
OSSEC - host based intrusion detection system or HIDS, easy to setup and configure. OSSEC has far reaching benefits for both security and 
operations staff. 

Security Onion 
Security Onion - a network security monitoring distribution that can replace expensive commercial grey boxes with blinking lights. Security 
Onion is easy to setup and configure. With minimal effort you will start to detect security related events on your network. Detect everything 
from brute force scanning kids to those nasty APT's 

 

 

Metasploit Framework 
Metasploit Framework - test all aspects of your security with an offensive focus. Primarily a penetration testing tool, Metasploit has modules 
that not only include exploits but also scanning and auditing. This is used by most pen testers to attack networks, so why not use it yourself in 
a safe mode to understand the type of vulnerabilities you have in your servers and networks? 

 

Wireshark 
Wireshark - view traffic in as much detail as you want. Use Wireshark to follow network streams and find problems. Tcpdump and Tshark 
are command line alternatives. Wireshark runs on Windows, Linux, FreeBSD or OSX based systems. Using this tool is a real eye opener to let 
you discover just how secure or insecure your wireless network actually is.  



 

 

Kali Linux 
Kali Linux - was built from the foundation of BackTrack Linux. Kali is a security testing Linux distribution based on Debian. It comes 
prepackaged with hundreds of powerful security testing tools. From Airodump-ng with wireless injection drivers to Metasploit this bundle 
saves security testers a great deal of time configuring tools. Kali is the operating system found on most pen testers laptops. There is nothing to 
stop you from loading up an old laptop with Kali and starting to us some of these tools for yourself. There is  lot of help on the internet and 
especially on YouTube.  

Nikto 
Nikto - a web server testing tool that has been kicking around for over 10 years. Nikto is great for firing at a web server to find known 
vulnerable scripts, configuration mistakes and related security problems. It won't find your XSS and SQL web application bugs, but it does 
find many things that other tools miss. To get started try the Nikto Tutorial or the online hosted version. Nikto is  professional toolset used 
by many Security Operations Centres (SOCs). As with many of thee tools there are professional supported versions,   

Moloch 
Moloch - is packet capture analysis ninja style. Powered by an elastic search backend this makes searching through pcaps fast. Has great 
support for protocol decoding and display of captured data. With a security focus this is an essential tool for anyone interested in traffic 
analysis. There is a “stack” called ELM, which integrates Elastic Search, Log Stash and Moloch. The Cabinet Office has commissioned a tool 
known as logging made easy, which utilises some of this technology.  

Bro IDS 
Bro IDS - totes itself as more than an Intrusion Detection System, and it is hard to argue with this statement. The IDS component is 
powerful, but rather than focusing on signatures as seen in traditional IDS systems. This tool decodes protocols and looks for anomalies 
within the traffic. 

Snort 
Snort - is a real time traffic analysis and packet logging tool. It can be thought of as a traditional IDS, with detection performed by matching 
signatures. The project is now managed by Cisco who use the technology in its range of SourceFire appliances. An alternative project is 
the Suricata system that is a fork of the original Snort source. 

OSQuery 
OSQuery - monitors a host for changes and is built to be performant from the ground up. This project is cross platform and was started by 
the Facebook Security Team. It is a powerful agent that can be run on all your systems (Windows, Linux or OSX) providing detailed visibility 
into anomalies and security related events. This tool gives a detailed description of the Operating system and its posture. Very useful for 
checking patch levels etc.  

GRR - Google Rapid Response 
GRR - Google Rapid Response - a tool developed by Google for security incident response. This python agent / server combination allows 
incident response to be performed against a target system remotely. 

MISP 



 

 

The MISP platform is able to manage and aggregate feeds using STIXX and TAXII. There are dozens of intelligence feeds that can be 
pushed through MISP. Many are free some are subscription based, generally the paid ones are just more upto date, hours not weeks..... 
 
RTIR 
The RTIR Incident Response tool is a helpdesk ticketing tye system that can be used locally of in a meshed fashion to manage and 
coordinate Cyber Incidents. RTIR is available to NLAWARP subscribers for them to manage and configure or through an enhance 
WARP Service via G-Cloud 10. 
Maltego 
Maltego is a very useful visualisation tool, which can take live Internet data and visualise it and allows you to deep dive into it. 
Maltego has dozens of scripts available, called transverses. You can also write your own. 
 
Shodan.io 
Shodan is a google of the internet of things and Internet discoverable devices, everything from CCTV to alarm systems. It is a very 
useful resource to show you what devices and services your exposing to the Internet. 
 
Certstream.io 
Certstream is a site, which holds a public registry of all digital certificates, this allows you to mine known bad IP addresses as soon as 
a site goes live, often being able to expose malware sites and malicious actors, especially when used with MISP for instance to 
triangualte information then visualise it within MISP or through Maltego.  
 
Abuse.ch  
The abuse.ch site has been around for a long time and contains valuable tools and services to help detect and report bad IP addresses. 
To help with producing your own black lists and malware blocking. 
 
 
Netcraft 
The netcraft site is able to display the Internet facing website / service information that you’ve exposed. Very useful for attacker and 
defenders to understand what web infrastructure you have. You can of course obfuscate a lot of this information, this site will give 
anidea of the task in hand. 
 
 
   
 


