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ABSTRACT 

Within urban contexts, transport systems are today challenged to respond to a wide range of mobility 
needs, whilst coping with severe constraints of many different kinds, namely geographical, 
environmental, safety and security-related, among others. The Urban Transport System (UTS) is a 
relevant case of an interconnected system where critical infrastructure and multi decision makers 
(people, civil protection, public administration, etc.) are involved. Enhancing resilience in UTS is 
considered imperative for two main reasons: (a) such systems provide critical support to every socio-
economic activity – while are themselves one of the most important economic sectors in Europe – and 
(b) the paths that convey people, goods and information, are the same through which risks are 
propagated. High variability and uncertainty must be taken into account as constant operational factors 
and the understanding of phenomena emerging from complex system interactions requires models 
and tools that go beyond current practices based on a linear cause-effect modelling of system 
operations. Taking into account these considerations, the RESOLUTE project aims at developing 
information and data management systems to provide improved support to systems operations under 
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high variability and uncertainty conditions. Although UTS are used as specific case study, the 
development of overall valid resilience guidelines is one of the goal of RESOLUTE. 

1. INTRODUCTION 

Transport systems have developed a prominent safety and business critical nature, in 
view of which current management practices have shown evidence of important 
limitations. In essence, the large majority of management practices are based on the 
assumption that systems and their operations can be fully understood and described and 
therefore, (operating in a deterministic environment, kind of perfect rationality) a level of 
operational control deemed appropriate can be equally described, achieved and 
maintained, mainly by resorting to linear (purely based on cause-effect relations) and 
probabilistic static risk assessment approaches. This does not take into account the 
underspecified nature of complex sociotechnical systems and the need to cope with fast 
pace changing environments. Moreover, the Urban Transport System (UTS) is usually 
linked to the 4 critical infrastructures (i.e. Eurocontrol, Galileo, the electricity transmission 
grid and the gas transmission network) identified in the European Programme for Critical 
Infrastructure Protection – EPCIP and, following the approach suggested within the 
EPCIP, any solution aimed at supporting resilience management has to be based on a 
multidisciplinary holistic view of the overall critical infrastructure and associated service.  

The concept of resilience has been put forward within many scientific domains and 
under various perspectives, as a response to current high complexity challenges. The 
UNISDR defines resilience as “the ability of a system, community or society exposed to 
hazards to resist, absorb, accommodate to and recover from the effects of a hazard in a 
timely and efficient manner, including through the preservation and restoration of its 
essential basic structures and functions” [1]. In practical terms and also according to the 
definition given by [2][3], resilience focuses on sustaining the capacity for a system to 
adapt in the presence of continuous change. Generating, maintaining, and deploying 
adaptability processes relies upon the allocation of a wide range of resources and at many 
different system levels and time scales. As such, adaptability capacities are intrinsically 
related to the level of resources that a system can allocate and its ability to manage these 
resources to cope with operational variability [4]. The sources of operational variability 
and the mechanisms through which it may potentially propagate and impact on system 
performance as well as the resources and system capacities needed to manage and cope 
with operational variability constitute the core of resilience management practices of 
RESOLUTE.  
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The growing presence of ICT technology at every system level, in particular through 
the enrichment of control and monitoring tasks, renders information one of the most 
critical resources and therefore, one of the key factors to be considered when addressing 
system resilience. Information is the basis of the large majority of system interactions, 
whether these take place between humans, between technological systems, or between 
humans and technological systems. Improved flexibility and adaptability of information 
technologies constitute a fundamental step towards enhanced systems resilience, 
particularly by better supporting the ability to cope with increasingly higher degrees of 
variability and uncertainty, both under “normal” and degraded operational modes. 
Heightened resilience in complex sociotechnical systems requires more adaptable 
information related technologies, namely those supporting critical and highly distributed 
decision making processes, including also humans in the loop. 

Taking into account the previously described critical nature of UTS, the focus of 
RESOLUTE is set on the development of information and data management systems that 
can provide improved support to systems operations under high variability and uncertainty 
conditions, taking into consideration UTS as specific application domain. This paper 
presents the overall concept and approach proposed in the recently started project 
RESOLUTE.  

2. RESOLUTE CONCEPT AND APPROACH 

The resilience in critical infrastructures is a dynamic multi-dimensional concept where 
the interaction between physical space (where the event occur), information space (where 
data is continuously transformed in knowledge), cognitive space (where decisions are 
taken and predictions are made) and emotional space, as well as the technology that 
supports system operations at all levels, should be observed, assessed, managed, and 
directed to produce a range of calculated interventions that achieve the desired impact 
(e.g. risk reduction, disaster recovery, etc.). Therefore RESOLUTE concept is based on 
multi-dimensional representations of complex interdependent systems and the potential 
for cascading effects that such systems may highlight for purposes of process evaluation, 
reformulation of plans and strategies, and harmonization within and across areas of 
interest and operation. 

A public transport system operating in an urban environment is an example of a system 
being composed of different systems as its parts: the different transport modes (road, rail, 
waterborne, etc.) being each one a system, the related infrastructure (exclusive or shared 
with other transport modes), the available technology for each one (vehicles, traffic 
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control centres, information and ticketing technologies, etc.), people (operators and users) 
and the organisational, planning and communication levels of each mode so that the whole 
system is working as a network of connections allowing for a variety of trip choices. The 
urban public transport system interacts and/or overlaps with other systems, such as the 
urban motorised and non-motorised traffic and the logistics of a variety of urban services. 
From this perspective, the operational environment of each transport mode is in itself a 
system, and a given environment may be shared by several “separate” systems 

Network-of-Networks or System-of-Systems [5] are prone to cascading behaviours in 
the sense that events in a given part or element of a system (or sub-system) may bring 
about unforeseeable (often catastrophic) cascading effects across other interdependent 
parts of the network. For transportation the interdependent networks might be metro, bus 
and vehicles. Understanding which conditions might lead to cascading effects and 
fragmentation of the network can be achieved through a mathematically principled 
framework, as the one provided in [6], which offers a general presentation of models and 
algorithms for resilience assessment. In [7] and [8] the theory of random graphs and 
percolation models have been proposed. Another method, proposed for supporting 
recovery, uses random walks in dynamic networks and considers an application to the 
public transport of London [9]. An increase in connectivity might be detrimental to 
resilience as shown in [10] and [11]. The same problem of resilience of a complex 
independent network is taken up, at a different time/space scale, in using the 
Interdependent Multi-layer Model (IMM) to investigate horizontal/vertical 
interdependence among networks within the international trade system [12].  

RESOLUTE will define, develop and validate guidelines which will permit to 
operationalize the resilience concepts. With respect to this goal, it is important to highlight 
that operationalizing the concepts of resilience requires taking different time granularities 
into account, with respect to management of the critical infrastructure considered. In 
particular, resilience should be assessed for the overall infrastructure and should be also 
estimated in the: 

• long term (e.g., modifications at socio-technological level) – affecting the 
strategic level in the management of the UTS. At this level resilience concepts and 
methods will support the definition of guidelines for “preventing” a possible 
reduction in resilience or enabling improvements through the introduction of new 
available solutions (e.g., technological innovations); 

• medium term – affecting the tactical level in the management of the UTS. At this 
level resilience concepts and methods will support the definition of guidelines for 
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“proactively” respond to adverse events and, in particular, to identify vulnerable 
elements with respect to system failures and propagation of cascading effects in 
order to implement risk mitigation strategies and actions; 

• short term – affecting the operational level in the management of the UTS. At this 
level resilience concepts and methods will support the definition of guidelines for 
enabling a prompt “reaction” to the occurrence of adverse events and, in 
particular, to quickly implement the most suitable crisis management/mitigation 
procedures (absorb and recovery). 

Not only time but also different “perspectives” of the critical infrastructure have to be 
considered in the conceptualization of resilience. In particular, a 3 level pattern of analysis 
was laid down in [13]: 

• physical – whether nodes/arcs, in the graph associated to the representation of the 
networked infrastructure, are still connected; 

• service – how much of the usual service level may survive to the failure of a set 
of components, 

• cognitive – how much of the trustworthiness in the critical infrastructure remains 
after the disruption 

Thus, the resilience of a UTS is also considered, in RESOLUTE, in terms of this 3 
layers. However, these 3 level are to be investigated with different theoretical tools: 

• network/graph analysis for the physical level – in this case analytical software are 
used to model the critical infrastructure as a graph, compute topological indices 
related to the physical connectivity of the associated graph and identify which 
elements, in case of their disruption, may induce a physical disconnection in the 
critical infrastructure 

• network/graph analysis and simulation for the service level – in this case the 
simulation of net flow on the associated graph permits to evaluate which could be 
the impact, in terms of service performance reduction, of a disruptive events 
which does not induce any physical disconnection in the critical infrastructure 

• data analysis and sentiment analysis for the cognition level – in this case tools of 
data analytics and business intelligence may support the monitoring and 
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evaluation of response of users to disruptive events and time to return at the 
“normal condition”. Final sentiment analysis tools can be adopted to infer 
opinions potentially shared by the users in response to a disruptive event or a 
reduction of service. 

3. CONCLUSIONS 

During the first months of the RESOLUTE project, a detailed analysis of the state of 
the art about resilience, for general interconnected critical infrastructures and, specifically, 
UTS has been performed. 

The multi-dimensional and multi-domain nature of resilience has been carefully taken 
into account and the preliminary achievements reported in this paper will drive the 
definition and development of general guidelines on resilience and their successive 
application and validation on two different pilots: the UTS in Florence and the UTS in 
Athens. 

Specific approaches and tools, in particular from network/graph analysis and data 
analysis, have been also identified with the aim to model, analyze and simulate the 
behavior of a complex UTS and possible disruptive events, in order to address the 
Anticipate and Learn resilience cornerstones [2][3] in particular, and the system adaptive 
capacity, in general. This capacity can be translated into the time-dependent adaptive cycle 
defined by the National Academy of Sciences (NAS) [14] sustaining a more effective 
planning and preparation, a promptly and efficient absorption during emergency, quick 
rehabilitation and recovery, and successful adaptation to adverse events. 
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