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Abstract—Malware, commonly called computer virus, is one of
the top security threats to the computer systems around the
globe. These are evolving at a very rapid pace and are continually
finding new ways to exploit and infect the systems of various
enterprises and businesses. Malwares use different techniques to
camouflage themselves to make their lifetime longer. In this
paper, we present a simple technique based on static features
extracted from Windows PE files. The features used are not only
extracted from the header part of the malware but also from the
payload i.e. body of malware. The static features used are a
combination of Function Call Frequency and Opcode Frequency
for differentiating malwares from clean files. This combination of
features set makes it a new approach for malware detection
which provides an accuracy of 97% for a dataset of 1,230
executables files including 800 malware and 430 cleanwares. For
classification purpose, we use machine learning algorithms
available in WEKA library. Based on the results obtained, we
conclude that both features considered in this work play a
significant role in distinguishing malicious files from clean ones.
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. INTRODUCTION

Malware is a hostile, intrusive or annoying software
program designed to furtively gain access to a computer
system without the owner’s permission. According to McAfee
2014 Q3 threat report [1] there are over 307 new threats
appearing every minute, and more than 5 are detected every
second. According to the report, the total malwares broke the
300 million sample barrier in Q3 2014 i.e. the growth by 76%
over the past year.

Nowadays, malwares are becoming more targeted and
sophisticated. Advanced malwares are more dangerous as
compared to traditional malwares as they are unknown, attack
stealthily and are persistent in their attack [2]. Malware
authors are often looking for one-time development of specific
code to generate new variants of existing malware [3], instead
of developing new malware from scratch as variants of
existing malware can be developed easily and quickly.
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Vulnerabilities in browsers and operating systems are often
exploited by attackers. Also social engineering techniques are
used to run malicious code on unsuspecting users. Malware
authors often use obfuscation techniques [4] to evade detection
by traditional defences like antivirus, firewalls, IDS, IPS, and
gateways which uses signature based detection. Furthermore,
different API calls used by malwares to perform malicious
activities are also used by benign files to perform some
operations and thus making it more difficult for the antivirus
vendors to detect malwares accurately. In this paper, we
extracted the features from both the header as well as payload
of the malware which has not been used yet. We use Function
Call Frequency and Opcode Frequency as static features to
develop an automatic malware detection and classification
system. A python script is used for extraction of mentioned
features from the available data set, which is further classified
into malwares and cleanwares with the help of machine
learning algorithms available in WEKA. Our method gives an
accuracy of above 97%.

Rest of the paper is structured as follows: In Section 2, we
reiterate the literature in related area. Section 3 provides an
overview about proposed malware classification system.
Section 4 highlights the experimental set up along with the
result analysis. Section 5 provides a brief discussion on
results, followed by conclusion in Section 6.

Il.  RELATED WORK

This section describes the state of art on extracting various
features for static analysis of malwares. These techniques were
earlier used by developers in code optimization and reverse
engineering but later used in malware analysis and detection.

Machine learning approaches like, Association classifiers,
Support Vector Machines, Decision Trees, Random Forest,
Naive Bayes and Clustering etc, are proposed for identifying
and classifying new and unknown samples of malwares into
known malware families.

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500



(1JCSIS) International Journal of Computer Science and Information Security,

Thonnard et al. [5] developed a framework for detecting
attack patterns in Honeynet data in order to find clusters of
network traces sharing similar patterns within an attack data
set, but limitation of his work is that the data collected through
honeypots/ honeynets don’t monitor network’s normal traffic
and were not able to cover the whole range of threats. Data
mining concept for detecting malwares was first introduced by
Schultz et al. [6]. Three different static features were used by
them i.e. strings, byte sequence, Portable Executable (PE). In
PE approach, features extracted were like, list of DLL function
calls, and number of diverse system calls made within each
DLL. Strings are taken out from executables based on static
text based string matching which are encoded in program files.
In byte sequence approach, sequence of n bytes extraction is
done from an executable file. Later on Kolter et al. [7]
improved the results by using overlapping byte sequence
instead of non-overlapping byte sequence. With the help of
this every possible sequence of bytes along with the frequency
was extracted. In [8], [9], [10], [11], authors used byte n gram
sequence to solve the malware classification problem. A new
method for visualizing and classifying malware binaries as
gray scale image using image processing techniques was
proposed by Nataraj et al. [12]. A K-nearest neighbor method
along with Euclidean distance method was used for malware
classification. This method is fast but has limitation. As this
method uses global image based feature, an attacker can
implement countermeasures to thrash the system. For
automated malware classification, Kong et al. [13] presented
another framework which was based on structural information
of malwares. After extracting the features based on function
call graph, similarity is calculated for the two programs and
discriminate distance metric learning was used which groups
the malware samples belonging to alike family. In [14], [15],
the authors analyzed the sequence of API calls used in PE
code. Tian et al. [16] classified Trojan based on function
length frequency, where length of function is the measure of
the number of bytes in the code. Siddiqui et al. [17] classified
worms via variable length instruction chain along with
machine learning technique. In [18],[19], proposed methods
for analyzing entropy of PE sections in an executable. Saini et
al. [20] used suspicious section count and function call
frequency as the features to distinguish malwares from clean
ones. They have used machine learning algorithms as
available in WEKA library for classification purpose. They
achieved an accuracy of more than 98%.

In our work, we used four classification algorithms for
distinguishing malwares from cleanwares: Decision Table
(DT), J48 tree, KStar, MultilayerPerceptron (MLP), from
WEKA (Waikato Environment for Knowledge Analysis) [21].
These algorithms have a wide range of techniques available for
classification.

I1l.  MALWARE ANALYSIS AND CLASSIFICATION SYSTEM

In this section, we present our approach to the
classification problem using machine algorithm available in
WEKA, over a data set of 1,230 executables after extracting
the static features as mentioned in following sections.
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A. The Data Set

We used a sum of 1,230 executable files including 800
malware and 430 clean files. The malware samples are
provided by University of California, Santa Barbara,
(http://seclab.cs.ucsb.edu/) on request and rest are collected
from available online data sources like
http://www.nothink.org/honeypots/malware-archives. The
clean files are collected from the System32 directories of
Windows 2000, Windows 2003, Windows XP, Windows 7 and
Windows 8.

B. Static Features Used

This section explains the features which we used for
distinguishing malwares from cleanwares. We not only used
the extracted features from the header of the malwares but also
from the payload i.e. body of the malwares. Function Call
Frequency and Opcode Frequency features are extracted from
each executable including malware and clean ware using a
python script, which are then passed to automatic
classification system for further analysis.

C. Function Call Frequency

Malware authors use obfuscation techniques to evade
detection by Antivirus vendors. Obfuscation techniques used
like dead code insertion, instruction replacement, register
substitution, code transportation, and instruction permutation.
Normally legitimate programs include a number of strings but
obfuscated programs contain very few strings. If a particular
searched file is packed or obfuscated then the number of
strings will be less, thus suggesting that it may be malicious.
Earlier, in [20], [23] authors have used function call frequency
as one of the features to distinguish malwares from clean ones,
we also in this work used the same feature but with a different
combination for distinguishing the data.

In our approach, we analyzed the number of function calls
made by malware and clean samples. We first created a global
list of all known function calls and then match all the readable
strings extracted from the analyzed files, which gives the exact
numbers of function calls made by that executable. For
instance, global list is considered to be made up of
{‘CheckRemoteDebuggerPresent’, 'IsDebuggerPresent’,
‘LoadLibrary', 'WriteFile', 'CreateProcess'} functions based on
which classification is done.

D. Opcode Frequency

Opcode basically means operational codes that are used in
the files in order to perform some operations. In order to detect
the advanced malwares like polymorphic and metamorphic,
the opcode frequency can be used in analysis for their
detection.

In our approach, we analyzed the number of opcode calls
made by malware and clean samples. We first created a global
list of all opcodes that are not common in benign files and then
match all the readable strings extracted from the analyzed
files, which gives the exact numbers of opcode calls made by
that executable. Due to uncommon opcode list it is easy to
distinguish between clean and malicious file as frequency of
these opcodes is high in malwares as compared to that in clean
files. For instance, the global list i.e. uncommon is made up of
{‘int’, ‘nop’, ‘rdtsc’, ‘sbb’, ‘shld’, ‘fdvip’, ‘imul’, ‘pushf’,

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500



(1JCSIS) International Journal of Computer Science and Information Security,

‘setb’, ‘fild’}. However, some common opcodes like {‘mov’,
‘pop’, ‘call’, ‘test’, ‘jmp’, ‘lea’} are also considered for
achieving better accuracy in the classification process.

IV. EXPERIMENTAL SETUP AND RESULT ANALYSIS

This section describes complete set-up for malware analysis
and classification. It also includes the experimental result
analysis. The experiment is performed on local system with
configuration having Ubuntu 14.04 as operating system with
16GB RAM and 1TB hard disk. After extracting the static
features from the data set, we used four classifiers: Decision
Table and J48 tree, KStar, MLP available in WEKA library for
differentiating malwares from cleanwares as mentioned in
section 2. WEKA is a set of machine learning programs
implemented in Java. It is developed at the University of
Waikato and is freely available under the GNU General Public
License. The standard input format accepted by WEKA is
ARFF (Attribute-Relation File Format). We used WEKA 3.7
for Windows OS version.
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Figure 1. Malware analysis and classification system

Figure 1 illustrates the automated detection and
classification system. We collected a large set of executable
programs from a wide range of sources and separated them
into malicious and benign executables using antivirus. For
each executable file, including both malware and cleanware,
we extracted Function call frequency and opcode Frequency as
features from the complete data set using a Python script.
These features are then used for differentiating malwares from
cleanwares using WEKA [21] interface as mentioned in
section 2. In our experiments, we used 10-fold cross validation
for estimating our results as it is best method for estimation for
likely predictions over unseen data in Data Mining. In 10-fold
cross validation, the novel sample is arbitrarily partitioned into
10 sub samples each having equal size. Out of 10 sub samples,
9 are used for training and 1 is retained as validation data for
testing purpose. The process is then repeated 10 times with
each of the 10 sub samples used precisely once as the
validation data. The average of these results is calculated in
order to achieve a good measure of how the algorithm
performs over the entire data set.

A. Experimental Results

The classification is done wusing machine learning
algorithm available in WEKA. Detection rate is measured
using three parameters: False Positive (FP), False Negative
(FN) and the Detection Rate Accuracy.

Table 1 shows the weighted average of the experimental
results for the Function Call Frequency (FunCallFreq) feature.
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Table 1. Classification results using FuncCallFreq

Classifier Classification Results
FP FN Accuracy (%)
MLP 0.294 0.025 88.14
Kstar 0.068 0.03 91.56
J48 0.021 0.031 96.77
DT 0.014 0.031 97.37

MLP classifier shows the worst accuracy whereas DT
shows the highest accuracy rate of 97.37% followed by J48
which gives 96.77% accuracy.

Table 2 shows the weighted average of the experimental
results for the Opcode Frequency (OpcodeFreq) feature.

Table 2. Classification results using OpcodeFreq

Classifier Classification Results
FP FN Accuracy (%)
MLP 0.250 0.098 84.71
Kstar 0.247 0.092 85.33
J48 0.198 0.097 86.72
DT 0.205 0.101 86.26

MLP classifier shows the worst accuracy whereas J48
shows the highest accuracy rate of 86.72% followed by DT
which gives 86.26% accuracy. To further improve our results,
we combined both the features and tested them on different
classifiers.

Table 3 shows the weighted average of the experimental
results for both the features taken together.

Table 3. Classification results using both FuncCallFreq and OpcodeFreq

Classifier Classification Results
FP FN Accuracy (%)
MLP 0.275 0.026 88.69
KStar 0.156 0.026 92.84
J48 0.033 0.027 97.07
DT 0.014 0.031 97.47

With both the features combined together, DT gives the
best accuracy i.e. 97.47 % followed by J48 which provides an
accuracy of 97.07%. After comparing table 3 with table 1 and
2, we see that on an average the number of both FP and FN are
reduced when combined features are considered.

Figure 2 shows the comparison of classifiers with respect
to the features considered in our experiment.
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Figure 2. Comparison of accuracy of different classfiers using FuncCallFreq
and OpcodeFreq

V. CONCLUSION

In this paper, the function call frequency and opcode
frequency are used as static features for distinguishing
malwares from cleanwares. The results obtained for our
experiments indicate that the function call frequency is more
robust feature than opcode frequency. Further, when we
combine both features, DT proves to be the best machine
learning technique equipped to classify our dataset. Though we
get good results with static analysis, yet we understand that our
technique may not be effective to classify zero day malwares
and furthermore disassembling for extracting opcodes is a time
consuming task. In future, we would come up with an
optimized dynamic analysis technique, which will be able to
classify advanced and stealth malwares.
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