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Editorial
Message from Managing Editor

International Journal of Computer Science and Information Security (IJCSIS — established in
2009), has been at the forefront of new knowledge dissemination in research areas of computer
science and applications, and advances in information security. The journal themes focus on
innovative developments, research challenges/solutions in computer science and related
technologies. 1IJCSIS aims to be a high quality publication platform and encourages emerging
scholars and academicians globally to share their research output and findings in the fields of
computer science.

IJCSIS archives all publications in major academic/scientific databases; abstracting/indexing,
editorial board and other important information are available online on homepage. IJCSIS
editorial board consisting of international experts solicits your contribution to the journal with your
research papers, projects, surveying works and industrial experiences. IJCSIS appreciates all the
insights and advice from authors and reviewers. Indexed by the following International agencies
and institutions: Google Scholar, Bielefeld Academic Search Engine (BASE), CiteSeerX, SCIRUS,
Cornell's University Library El, Scopus, DBLP, DOI, ProQuest, EBSCO. Google Scholar reported
a large amount of cited papers published in IJCSIS.

IJCSIS is currently accepting quality manuscripts for upcoming issues based on original
gualitative or quantitative research that explore innovative conceptual framework, or substantial
literature review opening new areas of inquiry and investigation in Computer science. Case
studies and works of literary analysis are also welcome.

We look forward to your collaboration. For further questions please do not hesitate to contact us
atijcsiseditor@gmail.com.

A complete list of journals can be found at:
http://sites.google.com/site/ijcsis/
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1. Paper 18021308: RGB Color Space Performance Limit for Skin Detection Using Neural Networks (pp. 1-
4)

Saleh Ali Alshehri
Jubail Industrial College, Jubail Industrial City, Saudi Arabia

Abstract — Although the separation in skin and non-skin pixel classes is high using RGB color space, it is limited
due to the high number of pixels that fall in both skin and non-skin classes. To improve the skin detection, some skin
texture descriptors have been introduced. The color space components and skin texture descriptors were used in this
research study as Neural Network feature vector. It has been demonstrated in this research study that when using a
general image database, the skin detection performance rate could not go much beyond 83.3%. The result of this
study is consistent with the findings of similar studies.

Keywords- skin detection, neural networks, RGB color space, LBP.

2. Paper 20021310: Location-based Solar Energy Potential Prediction Algorithm for Mountainous Rural
Landscapes (pp. 5-12)

Onabajo Olawale Olusegun & Chong Eng Tan
Faculty of Computer Science & Information Technology, Universiti Malaysia Sarawak, 94300 Kota Samarahan,
Malaysia

Abstract -- The world is facing critical energy crisis today. As a result the conventional grid energy supplies are not
enough to meet the present demand. Many advance researches are in progress to overcome this energy predicament.
Power generation and management in disconnected rural villages is challenging. The situation is even more
challenging when landscape structure in such environment are irregular. Forces of diffusion, ground reflectance and
sky view factor among others, affect the quality of final solar radiation incident on a solar panel. This paper
describes the implementation of an algorithm that can be used to predict solar energy potential of irregular
landscapes. Location-based Solar Energy Potential Prediction Algorithm (LOSEPPA) takes as input, the geographic
latitude and longitude of the location of interest to compute the Solar Irradiance Factor (SIF). Geographic latitude
plays an important role in the availability of sufficient solar radiation as well as the state of the atmosphere.
Therefore, SIF value serves as a guide to the state of the atmosphere in terms of degree of cloud cover, temperature,
humidity and landscape structure; which determines the feasibility of the solar energy implementation. The approach
described in this paper can be used for rapidly computing the amount of solar radiation generated on a mountainous
landscape surface and in the atmosphere as a function of height parameters. With SIF value known, solar panel can
be mounted along specific angle of inclination to the sun. The algorithm design covers one year period and is based
on the Digital Elevation Model (DEM) of the location under investigation. The proposed system was simulated
using MATLABL. Result show that the more irregular the landscape is, the lower the solar irradiance factor. SIF
value of 400 and above predicts well enough sunshine for solar PV implementation in mountainous landscapes.
Sample results show that solar radiation per kernel per day for a given landscape is highest between 12noon and
2.00PM local time; and the radiation per kernel per year for a given landscape have highest sunshine hours in
January and December.

Keywords- Geographic latitude, Diffusion, Solar Panel, Landscape, DEM
3. Paper 23021318: Impact of Multipath Routing Performance of Video Traffic (pp. 13-20)
Adel ECHCHAACHOUI , SIME laboratory, E.N.S.I.A.S, Rabat, Morocco

Ali CHOUKRI, SIME laboratory, E.N.S.I.A.S, Rabat, Morocco
Ahmed HABBANI, SIME laboratory, E.N.S.I.A.S, Rabat, Morocco



Mohammed ELKOUTBI, SIME laboratory, E.N.S.1.A.S, Rabat, Morocco

Abstract — Ad-hoc Network is a wireless environment of transmission which offers a very high mobility with low
establishment costs. However, in this mode of communication the throughput and delay are limited, especially if
traffic is needs high bandwidth, such as streaming video. In this paper, we study and evaluate the performance of
video traffic in Ad-hoc network based on reactive routing protocol. As a first step, we study and compare the
behaviour of AODV and AOMDV to carry streaming video traffic.

Keywords—Performance, Video, AODV and AOMDV
4. Paper 28021326: Stock Prices Forecast Using Radial Basis Function Neural Network (pp. 21-29)

Julia Fajaryanti, Faculty of Industrial Technology, Gunadarma University, Jalan Margonda Raya 100 Depok -
Indonesia

Priyo Sarjono Wibowo, Faculty of Industrial Technology, Gunadarma University, Jalan Margonda Raya 100 Depok
- Indonesia

Abstract — Neural Network has been implemented in various applications especially in pattern recognition. This
power has attracted several people to use Neural Network for various systems. One of the neural network
implementation in the field of finance or investments is forecasting stocks. Assuming that the prediction of the
output system is deterministic, than the suitable Neural Network model to predict it is Multilayer Network. To get
the solution, Multilayer Neural Network method with supervised algorithm is applied. The supervised algorithm
used for stock price prediction is Radial Basis Function. This algorithm can supervise the networks by using
previous stock price data, classifying them and putting weight on the networks. This journal illustrates how Radial
Basis Function Neural Network method can be used to predict stocks. The result showed that Radial Basis Function
Neural Network method is able to forecast and follow the movement of stock data used in the experiment.

Keywords: Stock Prices, Multilayer Neural Network, Radial Basis Function, Supervised

5. Paper 28021327: Model Based Framework for Estimating Mutation Rate of Hepatitis C Virus in Egypt
(Pp. 30-35)

Nabila Shikoun, Mohamed EINahas, Faculty of Engineering, Al Azhar University
Samar Kassim, Faculty of Medicine, Ain Shams University

Abstract - Hepatitis C virus (HCV) is a widely spread disease all over the world. HCV has very high mutation rate
that makes it resistant to antibodies. Modeling HCV to identify the virus mutation process is essential to its detection
and predicting its evolution. This paper presents a model based framework for estimating mutation rate of HCV in
two steps. Firstly profile hidden Markov model (PHMM) architecture was builder to select the sequences which
represents sequence per year. Secondly mutation rate was calculated by using pair-wise distance method between
sequences. A pilot study is conducted on NS5B zone of HCV dataset of genotype 4 subtype a (HCV4a) in Egypt.

Keywords: Hepatitis C virus (HCV), Profile Hidden Markov Model (PHMM), Non-structure 5 B(NS5B),
Phylogenetic tree, pair-wise distance.

6. Paper 28021329: Exploring Tracer Study Service in Career Center Web Site of Indonesia Higher
Education (pp. 36-39)

Renny, Department of Accounting, Gunadarma University, Depok, Indonesia

Reza Chandra, Department of Information Systems, Gunadarma University, Depok, Indonesia

Syamsi Ruhama, Department of Informatics Management, Gunadarma University, Depok, Indonesia
Mochammad Wisuda Sarjono, Department of Information Systems, Gunadarma University, Depok, Indonesia

Abstract — Quality competence of worker the present do not meet labor market criteria and the low level of labor
productivity, the lack of communication between the labor market with education, changing of socio-economic
structure and global political influence labor market, the development of science and technology very rapidly lead to



fundamental changes in terms of qualifications, competencies and requirements for entering the workforce. Tracer
Study results can be used by universities to determine the success of the educational process that has been done
towards their students. Therefore, universities need a technology services to support the optimization of the use of
tracer study. One of that is the use of a website to facilitate the conduct tracer study. Most services tracer study
provides information to college, like year graduated, got a job waiting period, the first salary to work, first job, the
relevance of the curriculum to the work, and compliance with the major areas of work taken in college. Tracer study
feature in Career Center Website affect the popularity website especially in traffic and rich file website.

Keywords — career center, tracer study, traffic, popularity.
7. Paper 28021342: Active Use of ICTs among the Elderly by Positive User Experience (pp. 40-44)

Ayako Hashizume, Faculty of System Design, Tokyo Metropolitan University, 6-6 Asahigaoka, Hino, Tokyo 191-
0065, Japan

Masaaki Kurosu, Center for ICT and Distance Education, The Open University of Japan, 2-11 Wakaba, Mihama,
Chiba-shi 261-8586, Japan

Abstract — Recent technological advances have drastically changed our daily life. Information and communication
technology (ICT) devices are being used by a wide variety of people to achieve diverse goals in different situations.
However, there is an identifiable gap between high-end users and low-end users depending on demographic traits,
particularly age. Focusing on ICT usage, we conducted a field survey by using the contextual inquiry method,
analyzed the data by applying the modified grounded theory approach, and then summarized the results in a
category relationship diagram. We found that motivation, active involvement in communication, and literacy are
three principal factors for the use of ICTs.

Keywords - user experience (UX); elderly people; Qualitative approach; information and communication
technology (ICT)

8. Paper 28021346: Feasibility Study of Millimeter Wave Transmission (pp. 45-48)

Mamta Agiwal, Associate Professor, CMRIT and Research Scholar at Jain University, Bangalore
Dr. Fathima Jabeen, Professor and P G Coordinator, K S School of Engineering and Management, Bangalore
Kashif Ahmed, Assistant Professor, Dept. of EEE, CMRIT, Bangalore

Abstract — Past few years have witnessed the stupendous growth in wireless communication networks. However
much research on wireless communication has focused on Power consumption and the frequency reuse of spectrum
in the range of 300 MHz-3 GHz, while the other direction could be in considering mm waves for transmission with
a wave band of 30 GHz-300 GHz. Integrating of new technologies of optical fibers, mesh networks, improved
CMOS platform and enhanced antenna design can open plethora of opportunities to use mm waves for transmission.
The paper discusses advantages, limitations, possibilities and hardware developments to support transmission using
mm waves.

Keywords- mm-wave; rain losses; mesh network; narrow beam and frequency reuse; CMQOS platform.
9. Paper 28021348: Evaluation of Watermarking Approaches for Arabic Text Documents (pp. 49-54)

Muhammed N. Kabir, Omar Tayan and Yasser M. Alginahi
IT Research Center for the Holy Quran (NOOR), College of Computer Science and Engineering, Taibah University
P.O Box 344, Al-Madinah Al-Munawarrah, Saudi Arabia

Abstract — The embedding of digital watermark data in a cover text media, as in digital text watermarking, is used
in numerous applications such as copyright protection, tamper detection, content-authenticity, steganography and
other applications. Such issues have been largely studied for the security and protection of digital English-texts with
relatively few citations found that address the specifics of other language characteristics. Moreover, the
predominance of the text as a communications medium over the Internet suggests that more attention is required to
protect online textual data in languages other than English. Hence, the purpose of this paper is to identify the



properties of different watermarking applications for the case of Semitic languages with particular focus on Arabic-
text documents by evaluating three invisible text-watermarking approaches; Kashida-based, spacebased and sukun-
based watermarking, the latter two of which present newly proposed watermark encoding schemes not found in the
Arabic-text literature. This paper investigates the effect of two parameters on the watermarking scheme used,
including; the word-group set-size, and, the number of bits embedded per set, before examining their consequent
impact on the capacity and imperceptibility properties of the watermarking scheme on the host cover-text for
different applications. Experimental results had illustrated the effect of the two encoding parameters on the resultant
watermarking properties. It was found that by adjusting those variable watermark parameters, any target Arabic-text
application could be optimized to achieve a desired capacity-ratio and level of imperceptibility.

Keywords-component; text watermarking, copyright protection, Kashida; diacritics, sukun.
10. Paper 28021349: Systematic Mapping Study on Security Threats in Cloud Computing (pp. 55-64)

Carlo Marcelo Revoredo da Silva, José Lutiano Costa da Silva, Ricardo Batista Rodrigues, Leandro Marques do
Nascimento, Vinicius Cardoso Garcia
Informatics Center, CIn Federal University of Pernambuco, UFPE, Recife, Brazil

Abstract — Today, Cloud Computing is rising strongly, presenting itself to the market by its main service models,
known as laaS, PaaS and SaaS, that offer advantages in operational investments by means of on-demand costs,
where consumers pay by resources used. In face of this growth, security threats also rise, compromising the
Confidentiality, Integrity and Availability of the services provided. Our work is a Systematic Mapping where we
hope to present metrics about publications available in literature that deal with some of the seven security threats in
Cloud Computing, based in the guide entitled "Top Threats to Cloud Computing" from the Cloud Security Alliance
(CSA). In our research we identified the more explored threats, distributed the results between fifteen Security
Domains and identified the types of solutions proposed for the threats. In face of those results, we highlight the
publications that are concerned to fulfill some standard of compliance.

Keywords: Security Threats, Cloud Computing, Systematic Literature Review, Security Domains, Compliance
Issues.

11. Paper 28021354: Survey of Server Virtualization (pp. 65-74)

Radhwan Y Ameen, Department of Comp. Engineering, College of Engineering, Mosul University, Mosul, Iraq
Asmaa Y. Hamo, Dept. of Software Engineering, College of Computer Sc. and Mathematics, Mosul University,
Mosul, Iraq

Abstract — Virtualization is a term that refers to the abstraction of computer resources. The purpose of virtual
computing environment is to improve resource utilization by providing a unified integrated operating platform for
users and applications based on aggregation of heterogeneous and autonomous resources. More recently,
virtualization at all levels (system, storage, and network) became important again as a way to improve system
security, reliability and availability, reduce costs, and provide greater flexibility. Virtualization has rapidly become a
go-to technology for increasing efficiency in the data center. With virtualization technologies providing tremendous
flexibility, even disparate architectures may be deployed on a single machine without interference This paper
explains the basics of server virtualization and addresses pros and cons of virtualization.

Keywords- virtualization, server, hypervisor, Virtual Machine Manager, VMM , para virtualization , full
virtualization, OS level server.

12. Paper 28021357: A Proposed DK-PC Algorithm for Code Bloat Control in a Tree-Based Genetic
Programming (pp. 75-82)

Oghorodi, Duke Urhe-otokoh, Department of Computer Science, College of Education, Warri, Delta State, Nigeria,
Asagba, Prince Oghenekaro, Department of Computer Science, University of Port Harcourt, River State, Nigeria



Abstract — This paper addresses the Genetic Programming (GP) issue of code bloat which is the uncontrolled
growth of program codes without a commensurate improvement in the program fitness to solve a given problem.
Code Bloat is a serious issue in GP as it consumes computer memory and processing time. Though, several reasons
and solutions for code bloat control have been suggested in literature, yet no final solution has been found so far.
Against this backdrop, we proposed the Delete lower and Keep higher fitness value Programs after Crossover
(DKPC) algorithm which keeps the higher fitness value program and delete the lower value fitness value programs
from memory. We tested the Boolean 6-multiplexer and Boolean 11-Multiplexer functions against the preparatory
requirements using our proposed algorithm, and we got very impressive results; we observed that the algorithm was
able to control bloat to a large degree. However, the algorithm performed better in the Boolean 11-multiplexer
function than in the Boolean 6-multiolexer function. Both functions displayed almost the same behaviour; except
that the Boolean 11-multiplexer exhibited higher performance result than the Boolean 6-multiplexer in terms of
better program size reduction. To this extent, our algorithm performed better in bloat control, based on the
benchmark problems used.

Keywords — Genetic Programming, Evolutionary algorithms, Code Bloat
13. Paper 31011325: Attack Resilient & Adaptive Medium Access Control Protocol (pp. 83-91)

Piyush Kumar Shukla, CSE, UIT, RGPV, Bhopal, India
Sarita Singh Bhadauria, ECE, MITS, Gwalior, India
Sanjay Silakari, CSE, UIT, RGPV, Bhopal, India

Abstract — In IEEE 802.11, all nodes contending for the access to a medium needs to perform activities as per the
specification of medium access control sub layer. It has been observed that when the number of node increases, it
leads to the probability of collisions, which finally causes longer back-off values of the concerned collided nodes.
The recent development within the field of computer networking enables everyone to access the Internet in the
fastest manner using the Tablet, Mobile, Laptop or traditional Desktop. One common way to achieve Internet
connectivity includes the use of Wi-Fi, which also forms the subject matter of present research. In the entire
situations' basic requirement at the user’s end- is a fair sharing of the available channel bandwidth, adequate quality
of service (QoS), for which customers are paying lots of money. Unfairness in the network performance indicates
the presence of attackers or some kind of misbehavior by existing users. It has been observed that sometimes to get
more share of available bandwidth, several legitimate users show greediness or selfishness, which results in injustice
to the other users in the same Wireless Local Area Network. However, it is too difficult to understand about the type
and behavior of misbehaving nodes in the common shared environment. Another issue that requires attention is
related to QoS that is if a user is availing better service than others within the network, then it will be appreciable.
Otherwise, this is the matter of MAC misbehavior and needs to resolve. This research is motivated by selfish node,
which manipulates their working ( differ from normal MAC protocols) in different ways to increase their share to
occupying the access to the channel. This exploitation of the MAC layer protocol may be hidden from the upper
layers and in this work a solution has been proposed to embark upon the problem at the MAC Layer itself. A faired,
Attacks Resilient and opportunistic Adaptive Medium Access Control protocol has been further modified, and its
performance has been compared with existing CSMA/CA base on the Key performance Indicators, i.e. Throughput,
Medium Access Delay, Collisions per frame and Fairness Index.

Keywords - Opportunist Mode, Attacks Resiliency, Adaptability, MAC Layer Misbehavior, Selfish Node, IEEE
802.11, DCF, back-off, Attacking Mode, Suspicious Mode.

14. Paper 18021307: A Cloud Computing Architecture for E-Learning Platform, Supporting Multimedia
Content (pp. 92-99)

Atlee Gamundani, University of Zimbabwe, Computer Science Department, P.O.Box MP 167, Zimbabwe
Taurayi Rupere, University of Zimbabwe, Computer Science Department, P.O.Box MP 167, Harare, Zimbabwe
Benny M Nyambo, University of Zimbabwe, Computer Science Department, P.O.Box MP 167, Zimbabwe

Abstract — E-learning based platforms that support multimedia content to enhance interactive learning demands
large disk space. Despite research ground covered under e-learning circles, less attention has been devoted to solicit
the best methods to address the disk space challenges at minimal cost. This research focuses on advancing a best



architecture that meet the need for storage space when developing interactive multimedia e-learning based portals.
Simulation was used using the CloudSim toolkit. Findings show that to precisely test the performance of viable
architectures, there has to be a robust platform for such experiments. The main conclusions drawn from this research
were that, there is room to improve on existing architectures to scale down on development costs so attributed to e-
learning portals that are interactive in stature. Storage can be built from exiting personal computers through
harnessing the cloud computing functionality designed as most of the personal computers are not fully being used by
their owners. This research culminate by recommending the need to explore on best simulator packages that can be
used to test the functionality of cloud computing based architecture for e-learning environments.

Keywords-E-learning, Multimedia, Architecture, Cloud Computing, Storage, CloudSim, Simulation, Interactive.
15. Paper 23021319: A Survey of Predicting Close Value in Stock Market (pp. 100-103)

Dharamveer Sisodia (1), Beerendra Kumar (2), Jitendra Kumar Gupta (2), Dr. Saurav Srivastava (3)

(1) M,Tech Scholar, Department of Computer Science & Engineering, SR Group of Institution, CSE Campus

Jhansi, India

(2) Assistant Professor, Department of Computer Science & Engineering, SR Group of Institution, CSE Campus
Jhansi, India

(3) Assistant Professor Department of MCA, Bundelkhand University Jhansi, India

College Of Science & Engineering , Jhansi (Affiliated UPTU,Lucknow)

Abstract — The goal of fundamental analysis is to decide the value of a stock based on the previously mentioned
factors and to act on the assumption that the actual stock price will eventually reflect the determined value. Stock
price forecasting is an important task for investment/financial decision making challenge. It receives considerable
attention from both researches and practitioners. Stock market is highly volatile, complex and dynamic area so
stock/price forecasting is a considerable challenging issue. Several approaches have been used for forecasting stock
price such as traditional and fundamental methods. In this paper we propose a hybrid combinatorial method of
horizontal partition based decision tree and the genetic algorithm for the prediction of close values in the stock
market.

Keywords- Stock market prediction, Genetic Algorithm, Decision Tree.
16. Paper 28021330: Lecturer’s Homepage Usage in Indonesian Private University (pp. 104-109)

Dessy Wulandari AP, Department of Informatics Management, Gunadarma University, Depok, Indonesia
Abdus Syakur, Department of Informatics Engineering, Gunadarma University, Depok, Indonesia

M. Achsan Isa Al Anshori, Department of Informatics Management, Gunadarma University, Depok, Indonesia
M. Akbar Marwan, Department of Information Systems, Gunadarma University, Depok, Indonesia

Abstract — The use of personal homepage by lecturers is getting popular in universities, especially to support
teaching and learning process in the classroom. This study observed a lecturer in Information Systems Department
in Indonesian Higher Education. Only 55.53% of the 151 lecturers who actively use the personal homepage. The
amount of content and the popularity of the personal homepage on average still lower than the number of web pages
viewed, number of documents, reffering domain, and total backlinks. Statistical test results showed that there were
differences in the number of web pages, the number of documents, and the total backlinks between male and female
lecturers. There are significant differences occur only in the total number of web pages and documents, while
reffering domain and total backlinks shows no significant difference seen from the education lecturer.

Keywords- Lecturer’s Homepage; Indonesian Private University; Differences based on gender and educational
background

17. Paper 28021335: Comparative Survey of Steganography Techniques (pp. 110-114)

Rhythm walia, Om Pal
Centre for development of advanced computing, Noida, India



Abstract — Steganography in its core is about hiding message in such a manner that it is invisible to any inter-
mediate party. Being undetected is the most important trait for any steganography technique. To be invisible a
steganography technique should produce minimum distortion in the cover image. This paper contains a through
description of the techniques and also a comparison between different steganography techniques for their security
against various attacks.

18. Paper 28021347: Single CCTA-Based Four Input Single Output VVoltage-Mode Universal Biquad Filter (pp.
115-119)

S. V. Singh, Department of Electronics and Communication Engineering, Jaypee Institute of Information
Technology, Sect-128, Noida-201304, India

R. S. Tomar, Department of Electronics Engineering, Anand Engineering College, Agra-282007, India

D. S. Chauhan, Department of Electrical Engineering, Institute of Technology, Banaras Hindu University,
Varanasi-221005 (India)

Abstract — In this paper a new single current conveyor transconductance amplifier (CCTA)-based four-input single-
output (FISO) voltage-mode universal biquad filter is proposed. The proposed filter employs only single CCTA, two
capacitors and two resistors. The proposed filter realizes all the standard filter functions i.e. low pass (LP), band pass
(BP) and high pass (HP), band reject (BR) and all-pass (AP) filters in the voltage form ,through appropriate
selection of the four input voltage signals. The circuit does not require inverting-type input voltage signal(s) and
double input voltage signal(s) to realize any response in the design. The filter enjoys attractive features, such as
orthogonal electronic tunability of quality factor and pole frequency, low sensitivity performance. The validity of
proposed filter is verified through PSPICE simulations.

Keywords-component; CCTA, Biquad, Universal, Filter

19. Paper 28021350: Reliable Multipath Routing Protocol (RMRP) For Mobile Ad Hoc Networks Using
Adaptive Video Compression (pp. 120-124)

S. P. Swornambiga, Assistant Professor, Department of Computer Applications & Software Systems, C.M.S. College
of Science and Commerce, Coimbatore, India

Antony Selvadoss Dhanamani, Associate Professor and Head, Research Department of Computer Science, NGM
College, Pollachi, India

Abstract - This paper presents a reliable multipath routing protocol for mobile ad hoc networks using adaptive video
compression. Mobile ad hoc network is the kind of wireless network which consists of mobile nodes and has the
characteristic of deploying anywhere anytime. An adaptive video compression mechanism is deployed. Multipath
routing mechanism is adapted from the Ad hoc On-demand Distance Vector (AOMDYV) routing protocol and the
received signal strength is measured for the discovered available paths. The path with the maximum received signal
strength is selected and the packets (compressed video packets) are sent through the path. The performance metrics
such as packet delivery ratio, throughput, drop, jitter are taken into account for comparison with AOMDV.
Simulation results proved that the proposed RMRP outperforms AOMDYV in all performance aspects.

20. Paper 28021360: Non-Preemptive Multi-Constrain Scheduling for Multiprocessor with Hopfield Neural
Network (pp. 125-130)

Abdellatief H. ALI, ECE Department Modern Acadamy, Cairo, Egypt

Abstract- In this paper, task scheduling for non-preemptive multi-constrained multi-processor systems presented.
The proposed model based on discrete Hopfield Neural network augmented with a methodology for weighting
constrains to form overall network energy function. The network augmented with a layer to handle network re-
initialization, based on min-max algorithm, case of local minima trapped without an acceptable solution. The
proposed neural network solution does not require a predetermined scheduling length. Constrains included in the
study are: task time, precedence, resources conflict, task dead time, and favoring tasks of the same setup to run on
the same processor to suit reconfigurable hardware.



Keywords: Preemptive, Multi-constrains, Multi-processors, Scheduling, Hopfield, Neural Network.
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Obagbuwa, I. C., Department of Computer Sciences, Lagos State University, Lagos, Nigeria. (LASU)

Ewejobi, I. T., Department of Computer and Information Sciences, Covenant University, Ota, Ogun State, Nigeria.

Abstract - We carried out comparative analysis between Split treemap algorithm and a more recently introduced
treemap algorithm called HierarchyMap. HierrachyMap and Split are Treemap Visualization methods for
representing large volume of hierarchical information on a 2-dimensional space. Split layout algorithm has been
developed much earlier as an ordered layout algorithm with capability to preserve order and reduce aspect ratio.
HierarchyMap is a newer ordered treemap algorithm developed to overcome certain deficiencies of the Split layout
algorithm. The two algorithms were analyzed to compare their rate of complexity. They were also implemented
using object-oriented programming tool and compared using a number of standard metrics for measuring treemap
algorithms. Their implementation shows that HierarchyMap and Split although maintain the same level of data
ordering and usability but HierarchyMap algorithm has better aspect ratio, better readability, low run-time, and less
number of thin rectangles compared to Split treemap algorithm. Since aspect ratio is an important metric for
determining the efficiency of treemaps on 2-D and small screens, and the result of the analysis shows that
HierarchyMap is better efficient than Split treemap alagorithm, we conlude that HierarchyMap is more efficient than
Split treemap algorithm.

Keywords: Treemap algorithm, Aspect ratio, HierarchyMap, 2-D space, Data Visualization.
22. Paper 29021255: Analysis of Network Security Policy — Based Management (pp. 143-146)

Aliyu Mohammed, Sulaiman Mohd Nor, Muhammad Nadzir Marsono
Universiti Teknologi Malaysia, Faculty of Electrical Engineering

Abstract — Network security and management policy in information communication is the desire to maintain the
integrity, validity and consistency of a system or network, its data and its immediate environmental infrastructure.
Well established and secured infrastructure would help in no means making the network safe from all kinds of
intrusion. Protecting all these resources is another very important concept that is needed of any computer system.
Harnessing, accessing and configuring relevant security policies are very important roles to be played in
safeguarding the complex network infrastructure. The paper therefore analysis some of the desired policies and
assessment guidelines that should be followed by network administrators for effective and strong network
management, security facilities and data optimization.

Key words: Network Security; Management Policy; Intrusion; Domain Infrastructure.
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RGB Color Space Performance Limit for SKin
Detection Using Neural Networks

Saleh Ali Alshehri

Jubail Industrial College
Jubail Industrial City, Saudi Arabia

Abstract—Although the separation in skin and non-skin
pixel classes is high using RGB color space, it is limited due
to the high number of pixels that fall in both skin and non-
skin classes. To improve the skin detection, some skin
texture descriptors have been introduced. The color space
components and skin texture descriptors were used in this
research study as Neural Network feature vector. It has
been demonstrated in this research study that when using
a general image database, the skin detection performance
rate could not go much beyond 83.3%. The result of this
study is consistent with the findings of similar studies.

Keywords-skin detection, neural networks, RGB color space,
LBP.

. INTRODUCTION

It has been shown that RGB color space produces the
highest skin and non-skin class separation [1,2]. However, it
was demonstrated in this study that using RGB color space
directly as feature vector for Neural Network approach to
detect skin pixels may have a very high error rate. This is
because there are many RGB pixel values which are common
between skin and non-skin groups [3]. Figure 1 shows this
relationship. It shows that the intersection between skin and
non-skin can reach 80%. This means that the error in detection
can reach 80%.Therefore, using a small image database may
give a good result, but without generalization. This is because
19.5% pixels in any given large image samples fall in both
skin and non-skin groups [3]. This is true for almost any skin
detection technique that uses RGB color space components.
NN is one example of such methods. It has been reported that
an accuracy rate of up to 99.49% can be achieved using NN
applied on RGB color components [4]. This is possible when
test samples are chosen from limited resource that does not
constitute generalization.

In this research, we contend that the maximum possible
performance rate can be achieved when RGB color space
and/or some of its transformations are used as NN feature
vector. The result is reported when a generalized image
database is used for testing.
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Figure 1. Similarity between skin and non-skin pixels [3].

The rest of the paper is organized as follows. Section 2
represents the method which was used in this study. After that,
the results of this study are discussed followed by the
conclusion.

Il. METHD

Compag image data base was selected to be used in this
research [5]. It contains about 4600 skin images and 9000 non-
skin images. This database has corresponding masks for each
skin image to differentiate between skin and non-skin pixels.
The World Wide Web was the source of images. Different
angles, brightness and background conditions were followed
when collecting the images. Various ethnicities, skin colors
and tones are included in the database. Due to the Compaq
database’s immense size, it was decided to construct a small
database by reducing the number of images used in this
research to 750 images. We tried to avoid both pornographic
images and images noted as very blurry. R, G and B
components of the skin and non-skin pixels of all the images
were gathered based on the given masks. The result was about
60 x 10° pixels. It is enough to use part of this group of pixels
to illustrate the objective of this research.

It has been shown that by simply using the RGB
component is not enough for skin detection [3]. So we decided
to add more features. Skin texture can be a promising
descriptor  (descriptor and  transformation is  used
interchangeably throughout this paper). There are many
methods which are used for computing skin texture. In
addition to the use of R-G and R-B [6], we chose to use three
methods. They are:
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e Difference with immediate neighbors (DIN).

e Difference between 8-connected neighbors (DBN).

e Local decimal pattern (LDP) based on local binary
pattern (LBP) [7].

The pixels distribution shown in Fig. 2 and Fig. 3 has been
followed to calculate DIN, DBN and LDP. The use of RG and
RB has shown good performance rate [6]. Therefore three
descriptor sets were computed from R-G matrix then from
R-B matrix separately as follows:

1. LDP:
LBP is calculated first as in Fig. 2 then decimal value
is obtained as :
LDP = Y8, LBP,X 207D (1)
2. DIN set:
DIN;= (CP-P;), where CP is the current pixel, P;is
The i" neighboring pixel to CP and
1<i<8 )

3. DBN set:
DBN1: Pg-P4’ DBN2: P7-P3’ DBN3: PG'PZ,
DBN,= P;-Ps, where P; is the i" neighboring pixel

8 7 6
Current
1 pixel S
(CP)
2 3 4

Figure 2. Pixels numbering scheme.

85 | 99 | 21 11110

Threshold Binary:11001011
54 | 54 | 86 p 1 |cp| 1 Decimal: 203
57 | 12 | 13 110710

Figure 3. LBP and LDP calculation example [7].

All possible combinations of these transformations have
been tried as NN feature vector. The neighboring pixels have
been chosen because they show some degree of discrimination
between skin and non-skin pixels and hence are good texture
descriptors. Table I, Table Il and Table Il show the mean and

. Vol. 11, No. 3, 2013 .
the standard deviation of these transformations which clarify

that they can be used as discrimination features.

TABLEIl. MEAN AND STD OF R-G AND R-B VALUES OF THE DATASET.

R-G R-B

Skin Non-skin Skin Non-skin

Mean STD | Mean | STD | Mean | STD | Mean | STD

55.068 | 25.83 | 14.02 | 53.70 | 77.68 | 35.22 | 22.61 | 60.05
TABLE II. MEAN AND STD OF THE USED TEXTURE DESCRIPTORS.
Skin (R-G only) Non-skin (R-G only)
Descriptor Mean STD Mean STD
LDP 164.164 87.231 174.992 87.991
DBN; 0.4735 10.7948 -0.1963 20.2992
DBN, 0.0674 8.4846 -0.0192 15.1944
DBN; -0.3323 10.5443 0.1586 19.6959
DBN,4 0.4405 8.0205 -0.1800 15.2205
DIN; -0.1142 5.1946 0.0825 8.7391
DIN, 0.0658 6.6116 0.0551 11.5983
DINs 0.1566 5.4139 -0.0256 8.7281
DIN,4 0.4722 6.8645 -0.1208 11.9586
DINs 0.3263 5.3168 -0.0975 8.7530
DINs 0.3981 6.6807 -0.1035 11.5921
DIN; 0.0892 5.4055 -0.0064 8.7090
DINs -0.0013 6.6843 0.0755 11.9450

The NN is designed according to parameters shown in
Table I1l. Since NN with one hidden layer can approximate
any function, the number of hidden layers was chosen to be
one [8]. Finding how many nodes in the hidden layer can be
found by expanding and shrinking technique [9].

TABLE Il NN PARAMETERS.
NN parameters used in MATLAB Value
Number of nodes in Hidden layer 10
Number of nodes in Output layer 1
Transfer function tansig
Training function trainglm
Learning rate 0.4
Momentum constant 0.6
Maximum number of Epochs 10000
Minimum performance gradient le-25

The training, validating and testing samples sizes were
500,000, 250,000 and 250,000 pixels respectively. Each set
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contains 50% skin pixels and 50% non-skin pixels. For all NN
experiments which were conducted with a different feature
vector; the training, validation and testing performance were
between 88.9% and 91.4%.

1. RESULT

To evaluate the NN performance, three performance
indicators were used in this study. They are Correct Detection
Rate (CDR), False Acceptance Rate (FAR) and False
Rejection Rate (FRR). They can be obtained as follows:

No.of pixles correctly classified

CDR = ; ®)
Total no.of pixels
No.of non-skin pixels classified as skin pixles
Total no.of pixels
No.of skin pixels classified as non—skin pixles

Total no.of pixles

Throughout this research study, we attempted many
combinations of the different features in order to find which
combination produced the best results. Table IV shows the
performance results of all possible combinations of the
descriptors. The best result was the use of R-G, R-B and LDP
combination. It was noticed that there is a very small
performance rate difference between the use of LDP and DIN
pixels together with R-G and R-B transformations. This is
because both are constructed similarly where neighboring
pixels are involved in the calculation for both methods.

It can be recognized also that most of the discrimination
information are kept in R-G and R-B transformations. One can
use only these two values when seeking to detection speed.
For the purpose of accuracy, using LDP together with R-G and
R-B will be the best choice. The test was done on 590 image
files of Compaq image database which contain around 47x10°
pixels.

TABLE IV.  PERFORMANCE RESULT OF THE NN FOR VARIOUS
COMBINATIONS OF THE DESCRIPTORS.
Feature vector CDR FAR FRR
RG &B 76.7 224 0.90
R-G & R-B 81.8 17.3 0.96
R-G,R-B& LDP 83.3 15.6 1.0
R-G,R-B & DBN 82.9 16.1 1.0
R-G,R-B & DIN 83.0 16.0 0.97
R,G,B & LDP 77.5 21.5 0.90
R,G,B & DBN 80.7 185 0.86
R,G,B & DIN 82.1 17.1 0.80
R,G,B,R-G,R-B & LDP 76.8 224 0.90
R,G,B,R-G,R-B & DBN 68.9 20.3 0.81
R,G,B,R-G,R-B & DIN 81.4 17.8 0.81

Vol. 11, No. 3, 2013
Some notes on the results presented in Table 1V:

1. R-G, R-B & LDP produced the best performance rate
which is equal to 83.3%. Figure 4 shows the ROC
curve for this trail which indicates how appropriate
the result is.

2. Using R-G, R-B alone gives better result than using
R,G,B components. This is because as it was
mentioned before that there is intersection between
skin and non-skin pixels which produces decision
confusion.

3. Even though LDP with R-G and R-B give the best
result, using DIN with any other combination always
produces result close to the best possible one. It can
be inferred that DIN represent the best texture
descriptors among other descriptor in this research.

ROC curve

S
)

e
=2

)
=
i

true positive rate

0.2

0 0.2 0.4 0.6 0.8 1
false positive rate

Figure 4. ROC curve for R-G, R-B & LDP combination.

The result reported in this research is consistent with the
findings of other similar research studies. For example, Chelsia
et al. reported a CDR of 83.98%. However, different color
space was used [8]. Hamideh et al. showed CDR result of
84.5% when merging NN and genetic algorithm [10].

IV. CONCLUSIONS

It has been shown throughout this paper that the maximum
performance detection rate of skin pixels cannot go much
beyond 83.3%. This is the case when RGB color space is used.
We proved the result by using R-G, R-B and some skin texture
measure as NN feature vector. We believe that using other
methods will not improve the result much. This is due to pixel
values distribution of skin and non-skin RGB components.
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Location-based Solar Energy Potential Prediction
Algorithm for Mountainous Rural Landscapes
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Abstract. -- The world is facing critical energy crisis today. As a result
the conventional grid energy supplies are not enough to meet the
present demand. Many advance researches are in progress to
overcome this energy predicament. Power generation and
management in disconnected rural villages is challenging. The
situation is even more challenging when landscape structure in such
environment are irregular. Forces of diffusion, ground reflectance
and sky view factor among others, affect the quality of final solar
radiation incident on a solar panel. This paper describes the
implementation of an algorithm that can be used to predict solar
energy potential of irregular landscapes. Location-based Solar
Energy Potential Prediction Algorithm (LOSEPPA) takes as input,
the geographic latitude and longitude of the location of interest to
compute the Solar Irradiance Factor (SIF). Geographic latitude plays
an important role in the availability of sufficient solar radiation as
well as the state of the atmosphere. Therefore, SIF value serves as a
guide to the state of the atmosphere in terms of degree of cloud cover,
temperature, humidity and landscape structure; which determines the
feasibility of the solar energy implementation. The approach
described in this paper can be used for rapidly computing the amount
of solar radiation generated on a mountainous landscape surface and
in the atmosphere as a function of height parameters. With SIF value
known, solar panel can be mounted along specific angle of
inclination to the sun. The algorithm design covers one year period
and is based on the Digital Elevation Model (DEM) of the location
under investigation. The proposed system was simulated using
MATLAB'.

Result show that the more irregular the landscape is, the lower the
solar irradiance factor. SIF value of 400 and above predicts well
enough sunshine for solar PV implementation in mountainous
landscapes. Sample results show that solar radiation per kernel per
day for a given landscape is highest between 12noon and 2.00PM
local time; and the radiation per kernel per year for a given
landscape have highest sunshine hours in January and December.
Keywords-Geographic latitude, Diffusion, Solar Panel, Landscape, DEM
SYMBOLS AND ABBREVIATIONS

o - Geographic Latitude

€ - Angle of rotation of the XYZ coordinates
O - Solar declination angle

3 - Angle between the earth’s axis and the XYZ coordinate Z axis
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to, t; — Time of rotation of the XYZ coordinate from t; to t;
n — Vector normal to the grid cell surface
So — Solar vector at noon local time

S, — Solar vector at time t

Sc — Solar Constant (1367 Wm)

Kernel - 3X3 Grid Window

SKV - Sky View Factor

DEM - Digital Elevation Model

SIF — Solar Irradiance Factor

FCN - Four Closest Neighbors

MAPE - Mean Absolute Percentage Error
ANN - Artificial Neural Network

MBE - Mean Bias Error

RMSE - Root Mean Square Error

l. INTRODUCTION

This paper is the first of two papers describing the
implementation of intelligent algorithms useful in solar energy
potential prediction, generation and management in topographically
challenging rural areas. In response to the growing concern over the
use of fossil fuels, renewable energy industries are becoming
significant economic drivers in different parts of the world.
Disconnected rural communities are cut off from government
economic transformation agenda as a result of not being connected
to the national grid. Many remote residences, businesses and
communities located in the sparsely populated and rugged terrains;
faces serious challenge in accessing uninterruptible wireless
broadband as a result of intermittent electricity supply. An
alternative energy supply system in the form of solar electricity,
supported by indigenous communities has been widely accepted as
a provisional escape route for the rural folks from abject poverty
caused by digital divide. The stand-alone photo-voltaic energy
system is a well tested energy alternative in an environment where
grid electricity is completely absent. However, in mountainous
areas, amount of solar radiation obtained on a landscape surface is
impacted by numerous environmental factors such as cloud cover,
humidity, zenith angle of the sun, diffusion, ground reflectance, air-
mass ratio, sky view factor (SVF) and the general albedo of the
land surface among others; that must be taken into consideration in
order to get the net solar radiation incidence on the solar panel.
Terrain parameters derived from DEMs, such as slope, aspect and
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cell surface area can be represented as vectors normal to the surface
and used in conjunction with the minimum unit area of the DEM
that is enclosed between data points to get the net solar radiation.

. BACKGROUND

The main concern in extending grid electricity to rural areas is
installation and costs. The term rural areas connote underserved
region. Underserved communities in most part of the world are
communities that live in the remote areas of countries with no
electricity, water, essential public services, or a shortage of such
services. Governments of all nations around the world endeavor to
reduce the effect of digital divide on their citizens living in rural
areas so as to bring administrative activities closer to the people.
Recent government-driven initiatives include commissioning of
stand-alone solar photovoltaic sites for use of the rural people.
Implementation of solar energy project is actually not a new idea.
But most installations do not last due to a number of issues; namely
viability and initial investment cost of such projects. Lack of
technical specialists, cost of maintenance and access to spare parts
are additional concerns that cause the system to fail in generating
power consistently. Furthermore, existing solar project during the
low peak period, part of the power produced is wasted. Effective
and intelligent management of the power generated remains a
challenge, especially in location where environmental landscape
greatly affect what is produced. Numerous past approaches used in
the estimation of solar radiation, considered horizontal surfaces
where the effects of irregular landscapes are not taken into account;
rather a general equation is set up based on relative duration of
sunshine for a number of locations. The equation obtained is then
used with some site-specific variables to estimate solar radiation
[1]. While most of these approaches produces practical results, the
objective of setting them up are specific. However, current research
initiative is moving towards general-purpose algorithms that could
find useful application in different environment.

Focus of this paper is on the development of a predictive
algorithm that could serve as a guide to the solar radiation potential
of any given mountainous landscape, taking into consideration
environmental parameters such as geographic latitude and longitude
of the location, zenith angle of the sun, diffusion, sky view factor
and the general albedo of the land surface. The motivation for this
research is to develop a functional procedure that could be used to
perform routine check on a given mountainous landscape and
estimate the viability of solar projects before investment decisions
are taken. For instance, the number of solar panels required and the
angle of placement can be obtained based on the value of SIF.
Location-based Solar Energy Potential Prediction Algorithm
(LOSEPPA) takes as input the geographic latitude and longitude of
the location, and computes the solar irradiance factor of the
landscape through gradient and aspect estimation on per kernel
basis. Several methods were used in the literature for calculating
slope and aspect from gridded Digital Elevation Models (DEMs)
[2]. One of such techniques is the Four Closest Neighbor (FCN)
which is used in the design of the proposed algorithm. The solar
irradiance factor is a reflection of the solar potential of the
landscape.

Vol. 11, No. 3, March 2013

1. RELATED WORK

Inhabitants of rural areas where public utilities for most of the
time are not available, often make use of generators as source of
electricity to power appliances. Lately, solar project
implementation is taking over the conventional diesel generators.
The solar PV systems have advantages as sources of small amounts
of electrical power in remote areas that could last longer compared
to the diesel generator. The work of [3] estimated the monthly
average daily global solar radiation, H of different empirical models
based on Angstrom-Prescott model using only the sunshine
duration hours. The hourly solar radiation data measured at Kuala
Terengganu station during the period (2004-2007) were used to
calculate the monthly mean values of H using selected models. The
selected models were compared on the basis of the statistical error
tests such as the mean bias error, the mean percentage error, the
root mean square error, Nash-Sutcliffe equation, correlation
coefficient and the t-test. From the statistical results obtained, a

new linear model H /Ho=0.2207 +0.5249(n/ N ), based

on modified Angstrom model were recommended for the estimation
of monthly average daily global solar radiation for Terengganu, a
state in Malaysia; and other places with similar climatic conditions
where radiation data is missing or unavailable. This work evaluated
various models for the estimation of monthly average daily global
radiation on a horizontal surface from bright sunshine hours and to
select the most appropriate model for Terengganu state. Statistical
error tests such as MBE, RMSE, MPE and coefficient of
correlation, r were used to test the linear relationship between
predicted and measured values. Results show that models 1 to 9 of
the 10 selected, responded well to the statistical error tests and can
be used for daily solar radiation measurements for Kuala
Terengganu.

A neural network based algorithm for estimating solar
radiation on a flat surface was presented by [4]. Least squares
support vector machines (LS-SVM) was used to develop the global
solar radiation model using the conventional meteorological data,
which is then mapped to the global solar radiation resources in
China. LS-SVM is a variant of SVM, which employs least squares
error method in the training error function [5]. Input to LS-SVM
includes latitude of the observed stations and other environmental
parameters. To provide better convergence and accuracy of the
learning process, all input and output were normalized within the
range [0, 1] according to equation (1):

V — V min
Vn =

V max— V min
where Vmin and Vmax are the minimum and maximum domain values
of the input or output value V, and Vn is the normalized equivalent.
According to the author, artificial neural networks (ANN) have
been applied in solar radiation prediction in earlier researches;
however, ANNs was found to be unstable predictors due to the
local minima errors, and overfitting problems. Because of these
shortcomings, support vector machine (SVM) have actually replace
ANN. Comparison between the two shows that SVM has more
advantages on forecast because it is based on the statistical learning
theory and structural risk minimization, which can get the best
solution of entire data set and better ability of generalization. The
current work even though is a good contribution, is limited to
location where required data for investigation is accessible. In most
rural areas, meteorological data are not readily available.
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Another solar radiation prediction algorithm was designed
by [6]. This paper presents a solar energy prediction method using
artificial neural networks (ANNs). An ANN was used to predict
clearness index which is applied in the calculation of global and
diffuse solar irradiation. The ANN model is based on the feed
forward multi-layer perception model with four inputs and one
output. The inputs are latitude, longitude, day number, and sunshine
ratio; the output is the clearness index. Data from 28 weather
stations were used in this research, and 23 stations were used to
train the network, while 5 stations were used to test the network. In
addition, the measured solar irradiations from the sites were used to
derive an equation to calculate the diffused solar irradiation, a
function of the global solar irradiation and the clearness index. The
proposed equation reduces the mean absolute percentage error
(MAPE) in estimating the diffused solar irradiation compared with
the conventional equation. Twenty eight (28) weather stations data
were used overall; 23 stations data were used to train the
network, and 5 sites were used to test it. Based on the results, the
average MAPE, mean bias error (MBE) and root mean square error
(RMSE) for the predicted global solar irradiation were discovered
to be 5.92%, 1.46%, and 7.96%. MAPE estimate of the diffused
solar irradiation was found to be 9.8%. A comparison with previous
work was done, and the proposed approach was found to be more
efficient and accurate than previous methods.

These previous work have good results. However, current
research has varied differences from all of them based on the
following contributions: (a) use of algebraic approach instead of the
usual artificial neural networks which was found to be unstable
predictors due to local minima errors and overfitting problems as
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mentioned in [4]; (b) all previous work considered flat and regular
landscapes whereas LOSEPPA is designed for irregular landscapes;
(c) Another unique difference from previous work is that DEM of
the location is part of the input parameters to the simulation; (d) In
most remote rural areas, meteorological data are not readily
available; (e) Most algorithms read in the literature were designed
for specific location; but today a general-purpose algorithm that
could take local input parameters from any mountainous landscape
to predict solar radiation behavior, is much desired.

IV.  THE PROPOSED LOSEPPA ALGORITHM

Rural landscapes with spontaneous mountains and hills require
additional input parameters such as DEM, nature of the landscape
(direct effect on radiation scattering), sky view factor and
prevailing cloud conditions when implementing solar energy
projects. Irregular landscapes have slopes and aspects that provide
additional information on the nature of the surface. There are
several methods for calculating slope and aspect from gridded
Digital Elevation Models (DEMs). Generally, their determination is
based on neighborhood estimation where calculations are made for
a cell based on the values of the cells that are spatially adjacent in
the grid [7]. One of such methods is the Four Closest Neighbor
(FCN) technique which is used in this paper. FCN uses the four
cardinal neighbors; those to the north, south, east and west, to
estimate slope and aspect for an irregular surface. The elevations at
these four closest neighbors are used to define two orthogonal
components of slope, the slope in x and y, which define the
steepness and downhill direction at the point of interest [8].

® |,

TR >
X

Figure 1: LOSEPPA Algorithm Implementation

A. Landscape Modeling

DEM is a digital representation of a portion of the earth
surface, or any planet's surface, derived from elevation
measurements at regularly spaced horizontal sampling intervals
(Figure 1(1)). For effective LOSEPPA algorithm execution, DEM
of the landscape is required in the simulation. The landscape model
was produced from a meshed three-dimensional surface using
mathematical function of the form:

f(2) = fsin((f(y? + x3)°%) + geos(y)) + htan (2x) + 2cos (htan(2x)) (2)

where f, g, and h are appropriate constants. Depending on the
pattern required for the landscape, mountains and valley
representation can be modified by appropriately changing the
constant values in the function. Landscape area of size 15.4 square

kilometers were used in the simulation by generating 200 to 500
random points that are locations representing mountains, valleys or
level ground. One cell is approximately 200 sq meters. Therefore
one kernel is 600 sq meters. A plain ground has a height value (z)
of zero.

B. Inclined Surfaces Vector Representation

Digital elevation models can be used to calculate local
environmental parameters, such as terrain gradient magnitude
(slope) and direction (aspect), which affect mainly the direct
radiation component. Gradient and aspect estimation is done based
on 3 by 3 grid kernel (Figure 1(3)). The effect of surrounding
topography on solar radiation can be modeled by calculating the
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local horizon angle for a given solar azimuth [9]. We consider the
smallest surface unit in a regularly gridded DEM (Figure 1 (4))
as the plane enclosed by four data points: zi,j, zi+l,j, zi,j+1,
zi+#l,j#1, where zi,j is the elevation of a point at row i, column j.
We may say it is unreliable interpolating values from the
interior of a cell on a mountainous surface characterized by non-
uniform change. However, as a plane is defined by three points
in space (X, Y, z), then the four points at the corners of the grid
cell may define more than one single plane. A good
approximation is to find an average between the two triangles
formed at both sides of the cell diagonal. It can be shown that
the result is the same whichever diagonal we use. A vector
normal to these surfaces is defined by half the sum of cross
products of vectors along the sides of the grid cell, defined by
equation (3).

a=(1,0,Aza),withAza = zi +1, j — zi,

b =(0,1,Az), withAzo = zi, j+1— Zi, j+1

¢ =(-1,0,Azc),withAzc = Zi, j+ 1+ Zi +1,j +1
d =(0,—1,Azd),WithAzda = Zi +1, j— Zi+1,j +1

3)

The vector normal to the grid cell surface N will therefore be:

(axb) + (cxd) 1 ik ! j )
_axp) 4 (X = + = AZ 4)
> 2 5 | 0 Aza > 10 ¢

0l Az 0 -1 Az

n

The surface area of the cell under consideration will be
In|, the length of vector n. If equation (4) is simplified further, and
expressed in terms of the natural coordinates (X, y, z) it gives the
components of the vector normal to the surface in relation to grid
elevation points and cell spacing, from which the slope and aspect
can be calculated using Four Closest Neighbor technique. FCN is a
method of slope and aspect estimation that uses the four cardinal
neighbors, those to the north, south, east and west, representing a
second order finite difference relationship [10]. The slope and
aspect are calculated from equations 5 and 6 as follows:

| 2
Slope at each grid kernel = 3 " x
\.- ox o

()
-1 /o
Aspect= tan (ﬁ

C. Sun Position Vector Representation

(6)

To understand the modeling of the position of the sun, and be
able to follow the conventions used in this paper, as obtained in
other solar radiation studies such as the work of [2, 4, 7, 9 and 11],
the coordinate axes have to be defined sufficiently in relation to the
environment under consideration. The coordinate axes are defined
as follows:

Vol. 11, No. 3, March 2013

e The X axis is tangential to the earth surface in the
direction East-West, and positive eastward.

e The Y axis is tangential in the direction of North-South
and positive southward; and

e The Z axis lies along the earth’s radius and it’s positive
upward.

Figure 2: Rotation of the topocentric coordinate system xyz at an
angle € fromtimetyto t;

By definition, the sun lies on the ZY plane (vertical plane)
at noon local time. At this time, the x—coordinate of a unit vector
pointing to the sun (solar vector) will be null. The solar declination

(5) is the angle between the solar rays and the plane of the earth’s
equator. The geographical latitude & is the angle between the
radius of the earth at the observer position (that is the z—axis) and
the equatorial plane. Thus, the solar vector, at noon local time will
be:

So = (0,sin(a — 9),cos(a — 0)) @)

At any given time t, the earth will have rotated away from noon an

hour angle € and angular speed of 2 7T radians or 360° per day. The
hour angle is the angle between the observer meridian and the solar
meridian, the convention follows that at noon it is zero and positive
before noon [11]. At this time the topocentric coordinate system
will have changed position in relationship to the sun at noon. This
movement can be decomposed in to three rotations (Figure 2): one
around the X-axis, to place the Z-axis parallel to the axis of
rotation of the earth; a second rotation around the Z-axis at an
angle € and a third rotation back around the X—axis to the observer
position. To find the coordinates of the solar vector in the new,
rotated reference system we multiply the original coordinates by 3
rotational matrices describing these movements. Therefore, at any
time, and assuming no atmospheric refraction occurs, the solar
vector Sv will be:

Sv= rx(ﬂ)rz(e)rx(—ﬂ)SO (8)
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where T is a rotation matrix around axis in subscript and angle in
brackets, [Jis the angle between earth’s axis and the
topocentric coordinate system Z-axis, and the hour angle € is

zero at noon and has the following value in radians at any time t
given in hours and decimal fraction:

t
e=n(—-1 9
(12 ) ©

D. Sky View Factor

The sky view factor (SVF) is a dimensionless parameter
denoting the quantity of visible sky at certain location. It is a
measure of the openness of a surface: SVF of 1 means an
unobstructed view of the sky and SVF of 0 means a completely
obstructed view of the sky. The sky view factor at ground level has
been shown to be related to environmental phenomena such as solar
radiation characteristics, heat dissipation effect, air pollution and
surface energy budget. [9, 10] The average sky view factor at
ground level has been computed using DEM modeling.

Figure 3: Effect of sky view factor on solar radiation

DEM data about a given landscape serves as database for
the quantification of relevant realistic climatic conditions in
mountainous and complex areas. The estimation of the sky view
factor is based on the knowledge of each of the angle elements of
the landscape environment and of the associated elevation angle o

that produces shadow (Figure 3) and azimuth anglec . I is the
length of the adjacent side of the right angle triangle formed with

angle Husing height Zi,j as angle in focus. Each cell height Zm,n;
Zi,j and Zp,q are taking into consideration in the estimation of the

sky view factor. Accordingly, the sky view factor ‘¥ can be

assumed to be the sum of all this angle information over the entire
landscape (egn 10).

y,=Ysin*6,(

0
2 360° 0
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Sample estimation for a terrain with slope up to 45° and at 15°
azimuthal intervals will require 45 x24 x N operations if N is the
number of cells in the DEM.

E. Hill Shade Effect

The sun is considered as a point light source at some infinite
distance away, and therefore, all illumination rays arriving at a grid
cell surface can be considered parallel. For estimation convenience
we consider an illumination plane perpendicular to the solar rays
(Figure 4). All solar rays pass through this plane at a right angle.
By checking the projection of a grid cell over this plane, following
the direction of the sun, we can determine whether a point is in the
sun or in the shade of another cell. In Figure 4 this is illustrated
with a two dimensional example: the projection of Py, that is, P';,
has a value higher than any previous point (since it is the first point
to be scanned), so it is in the sun. This is the same for P';and P's,
however, P', has a lower value than P'; and therefore is in its
shadow.

Therefore, the projection of a point P'; on the solar plane SP is
the dot product of the vector T) and the unit vector S,

which is a vector in the direction of the plane SP and perpendicular
to the solar vector—s—). A cell will shade itself if the angle

between the sun and the vector normal to the cell’s surface is higher

T
than— . The vector from the origin to any point Pi, j will then be:

OTi,j): (i, i, Zi,)) (11)

Z ) SP

Figure 4: Effect of Hill shade on irradiance

V. RESULTS AND DISCUSSION

In this work SIF for various landscapes were determined in
order to identify their insolation potential. Result show that the
more irregular a landscape is, the lower the SIF value. SIF value of
400 and above predicts excellent sunshine hours for solar energy
project implementation. Scattering at the surface of the landscape
are possibly responsible for this observation. SIF is defined
according to equation (12).

irradiance _value (12)

SIF =

C
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where Irradiance_value is a measure of the rate of energy received
per unit area, and has units of watts per square metre (W/m?). Sc is
the solar constant, defined by F.S Johnson [12] as the amount of
incoming solar electromagnetic radiation per unit area that would
be incident on a plane perpendicular to the rays, at a distance of one
astronomical unit (AU) . It's unit is also in watts per square metre
(W/m?). Thus SIF is a dimensionless quatity which characterizes a
given landscape. Sample landscape structures used in the
determination of SIF are shown in Figures 5 and 6. An intense hill
landscape such as Figure 5 has more height parameters which
affect the insolation capacity of the landscape due to environmental
forces of scattering, diffusion, ground reflectance, air-mass ratio,
sky view factor etc. From results obtained, Figure 6, a moderate
hill landscape is more open to the insolation from the Sun, and
therefore SIF is higher.

Figure 6: Moderate hill landscape

Simulations carried out on thirty different landscape
structures follow the graph pattern in Figure 7. Hourly solar
radiation per kernel per day (hsrpkpd) =» Total hours of daily
sunshine (hds) X Hour angle at sunrise (hs) X day length (dI) X
clear sky solar radiation (cssr) X size of kernel (ks) X hourly sun
declination angle (hsda). Estimation of hsrpkpd is given by
equation (13):

hsrpkpd = hds * hs * dl * cssr * ks * hsda (13)

Likewise, monthly solar radiation per kernel per year (msrpkpy) is
given by equation (14):
Therefore, msrpkpy: hsrpkig *365
Hourly solar radiation per kernel per day for a given landscape is
shown in Figure 8, and monthly solar radiation per kernel per year
for a given landscape is also shown in Figure 9. It is difficult
locating previous effort that this work could be compared. All
previous work consulted were either based on flat landscape or
treated only segments of the radiation parameters. While current
work engages the use of DEM in the input parameters, this
parameter was not explicitly considered by others because flat
landscapes were the basis for the implementation. In this case input
parameters to the simulation differ from that of the current work.

(14)

10
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Solar Irradiance vs Landscape Intensity
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Figure 7: Plot of Solar Irradiance Factor (SIF) against Landscape
Intensity

The algorithms described in this work are particularly
suitable for surfaces of high and variable relief such as mountainous
terrain (Figures 5 and 6). They minimize the area under evaluation
through keeping extreme values within minimum smoothing. One
of the component algorithms, the algorithm for the computation of
the solar position permits straightforward operation with the other
terrain parameters, expressed as vectors. The main advantages of
LOSEPPA is the facility to operate on vectors, the consistency of
vector representation for all the procedures involved, easier
conceptual visualization in three dimensions and optimization of
array handling capabilities in computer languages, which results in
a fast and efficient implementation.

The estimation of SIF as shown in this paper relies
principally on the digital elevation model (DEM) of the location
under investigation. A gridded representation allows for easy access
and manipulation since the elevations can be stored as a simple
matrix. While this approach has not been considered in any
previous work to the best of our knowledge, various degrees of
DEM data are available at United States Geological Survey (USGS)
website for some fees, making estimation of SIF less cumbersome.
Gridded DEMs as opposed to other terrain model types are
normally easy to obtain in digital form for a given area without the
need of further manipulation. It is a well known fact that solar
radiation/meteorological data are deficient or completely missing
for most remote rural regions, which make proper estimation of
solar radiation difficult if not impossible. This is not required in the
current work. Development of LOSEPPA which uses algebraic
approach is a major departure from the usual norm of using
artificial neural networks which was found to be an unstable
predictor due to local minima errors and overfitting problems as
mentioned in [4]. Most algorithms in the literature were designed
for flat landscape and specific location which make their
application limited. LOSEPPA is a general-purpose algorithm that
takes local input parameters from any mountainous landscape to
predict solar radiation behavior. A general purpose algorithm like
LOSEPPA have a wider application domain compared to those
designed for specific location, which means it can be applied
irrespective of the location of the mountainous landscape.
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Figure 8: Hourly solar radiation per kernel per day for a given
landscape
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Figure 9: Monthly solar radiation per kernel per year for a given
landscape

VI. CONCLUSION

This paper describes the implementation of an algorithm that is
useful in the prediction of solar energy potential of irregular
landscapes. Significant contribution of this work include: (a) use of
algebraic approach instead of the usual artificial neural networks
which was found to be unstable predictors due to local minima
errors and overfitting problems as mentioned in [4]; (b) use of
DEM (height parameters) in the estimation of solar radiation; (c) all
previous work considered flat and regular landscapes whereas
LOSEPPA is designed for irregular landscapes; (d) In most remote
rural areas, topographic/meteorological data are not readily
available, therefore use of algebraic approach can be used; (¢) Most
algorithms read in the literature were designed for specific location;
but today a general-purpose algorithm that could take local input
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parameters from any mountainous landscape to predict solar
radiation behavior, is much desired.

Result show that the more irregular the landscape is, the lower the
solar irradiance factor. SIF value of 400 and above predicts well
enough sunshine for solar PV implementation in mountainous
landscapes. Sample results show that solar radiation per kernel per
day for a given landscape is highest between 12Noon and 2.00PM
local time; and the radiation per kernel per year for a given
landscape have highest sunshine hours in January and December.
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Impact of Multipath Routing Performance of
Video Traffic
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Abstract—Ad-hoc Network is a wireless environment of
transmission which offers a very high mobility with low
establishment costs. However, in this mode of
communication the throughput and delay are limited,
especially if traffic is needs high bandwidth, such as
streaming video. In this paper, we study and evaluate
the performance of video traffic in Ad-hoc network
based on reactive routing protocol.

As a first step, we study and compare the behaviour of
AODV and AOMDV to carry streaming video traffic.

Keywords—Performance, Video, AODV and AOMDV

I. INTRODUCTION
Ad-hoc network is a wireless infrastructure which
is based on mobile nodes communicating via radio
in a dynamic and decentralized topology [1].
In Ad-hoc network, data packets are routed from
one node to another by a routing system that
changes frequently according to the mobility of
these nodes. This is ensured by protocols whose
operation depends on the way to discover the route
and build the routing table.
A proactive routing protocol builds its routing table
before demand and tries to define the topology of
the network at any time. The best known of these
protocols are OLSR and DSDV.
A reactive routing protocol waits that a request is
made to start the route discovery and update its
routing table. The best known of these protocols are
AODV and DSR [2].
The proactive protocols have the advantage of
producing less routing load while reactive protocols
are characterized by the fact that they offer more
reliability and more speed [3, 4].
Two types of reactive protocols are considered:

- A single-path protocol that uses a single
way between a source and destination for
data transmission, such as AODV.

- A multi path protocol who can use most
ways for reception and transmission of
data packets

Ahmed HABBANI
SIME laboratory
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- A multi-path protocol that can be deployed
to maintain or load balance traffic, taking
several paths between the source and the
destination, such as AOMDV.

Numerous studies have been done on the
performance comparing between AODV and
AOMDV. However, they have not addressed the
traffic that requires high throughput and delays
greatly reduced like live video. Consumption of
bandwidth by  video  services increases
exponentially, which involves the problem of
infrastructure that must support this type of
communication more greedy in terms of flows.

In this paper, we study and evaluate the impact of
multipath routing on video traffic performance. We
chose MPEG-4 which provides high-quality of
video and supports a large set of multimedia
application. As simulator, we selected the NS2 tool
that will allow us to see and compare the behavior
of AODV and AOMDV to transport an MPEG-4
video traffic.

Il. REACTIVE ROUTING PROTOCOL AND
VIDEO TRAFIC

A. Reactive routing Protocol

The reactive routing protocols can be classified into
two categories according to the number of ways
that can be deployed for routing of traffic between a
source and a destination. The first category uses a
single path while the second category can process a
multiple transmission routes. In this project, we
study and evaluate the performance of two
protocols AODV and AOMDV representing,
respectively, the first and second category.

Ad-hoc On-Demand Distance Vector (AODV) is an
algorithm that allows dynamic routing between
mobile nodes, allowing them to quickly get the
roads to new destinations without having to
maintain routes to destinations that are not in active
communication[5]. Operation of AODV is loop-
free, since it uses a destination sequence number for
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each entry in the road, thus avoiding the problem of
Bellman-Ford "infinite loop” and providing rapid
convergence when topology is mobilized.

AODV is a routing protocol designed for mobile
ad-hoc networks of small and large population of
nodes. It can support high rates of mobility, reduce
overhead and the spread of traffic control. AODV
defines and uses four messages to manage its
routing system: Route Request (RREQ), Route
Reply (RREP), Route Reply Acknowledgment
(RREP-ACK) and Route Error (RERR). In AODV
environment, when a node needs a route to a new
destination, it broadcasts a RREQ. When the
destination or a node with an active route to the
destination receives the RREQ, a RREP message is
generated and sent to the source (Fig.1, Fig.2). At
the reception, when it is requested, the node sends
the message back (RREP-ACK) in
acknowledgment the reception of the RREP. When
a link is broken making one or more destinations
inaccessible to neighboring nodes, a RERR
message is broadcast to the nodes for updating their
routing tables and repairing broken links.

Fig.1. The RREQ Spreading by AODV.

Fig.2. The RREP Spreading by AODV.

AOMDYV is an extension of the AODV protocol
which aims to discover multiple paths between the
source and the destination in each route discovery

14

[6]. AOMDYV is characterized by three innovative
features compared to other reactive protocols multi-
paths. Firstly, AOMDV generates very low
additional costs of coordination. Second, it provides
the disjunction of alternative routes. Finally, it
computes paths alternating with minimal load.
AOMDYV and AODV have several characteristics in
common:

- They are both based on the concept of distance
vector and use "hop-by-hop" routing approach.

- They find routes on demand using a route
discovery procedure.

The main difference between these two reactive
protocols is the number of lines found in each route
discovery. AOMDYV establishes multiple reverse
paths to the intermediate and source node. These
paths are traversed by several RREPs. In the
AODV environment, the reverse path is unique
(Fig.3, Fig.4).

The rationale and effectiveness of AOMDV
protocol lies in the fact to ensure that multiple paths
discovered are disjoint and without loop, and find
paths using a route discovery based on flooding.
AOMDV use the routing information already
available in the underlying protocol AODV, thus
limiting the overhead involved in the discovery of
several paths. Indeed, AOMDV does not use
special control packets. Moreover, the additional
packets (RREPs and RERRs) deployed for the
maintenance and the discovery of multiple paths as
well as some additional fields in the packet routing
control, are the only additional overhead compared
to AODV.

Fig.3. The RREQ Spreading by AOMDV.
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Fig.4. The RREPs Spreading by AOMDV.

B. MPEG-4
MPEG-4 is an ISO/IEC standard developed by
Moving Picture Experts Group (MPEG) and
standardized at the beginning of 1999 [7]. The
MPEG group has developed several standards such
as MPEG-1, MPEG-2, MPEG-7 and MPEG-21
(Fig.5).
MPEG-4 was developed to support tree principal’s
environments:

e The interactive media;

e The digital television;

e The interactive graphical applications.

© " MPEGSTANDARDS

MPEG -1 \

1
MPEG -2 MPEG -7
MPEG - 4 MPEG - 21

Fig.5. Some of MPEG standards.

MPEG-4 is designed to meet future requirements
and interactive multimedia applications such as
video on Internet where access to audio and live
video. it is based on a coding system and
compression sturdy which enables it to offer high
quality video without requiring important
throughputs. MPEG-4 encoding solution is flexible
and appropriate to provide high-quality multimedia
traffic on high speed networks. [9, 10].

These are probably the reasons for the great success
of this technology. In fact, recent statistics
published on 27 June 2012 by Palo Alto Networks,
a specialist in computer network security, showed,
according to an analysis of the environment of
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application traffic of 2036 business between
November 2011 and May 2012, as the amount of
bandwidth occupied by reading applications live
video has tripled in six months to achieve 13% of
total consumption (Fig.6).

Bandwith Consumption Summary
Paloalto Network (June 2012)
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Fig.6. The total bandwidth Consumption of Internet
traffic.

C. Related Work

A comparison of the performance of AODV and
AOMDV has already been completed and was
designed to study the behavior of these two
protocols with respect to the tolerance of the
network load. AOMDYV performs better than
AODV, viewpoint latency, packet loss rate and
average time of transmission, although it generates
more overhead routing [11, 12].

Lookout of speed and rate of times change (Gigue),
AOMDV delivers more performance than AODV,
and even another proactive protocol DSDV, when
the mobility and network size are important [13].
By cons, AODV performs better than the two other
protocols if the density of mobile environment is
low

In another work, it has been shown that AOMDV s
also better than AODV_Multipath and SMR,
especially in a denser network with low mobility of
nodes [14]. Although the overhead generated by
these multi-paths routing protocols are more
important than those of the mono-path protocols
(such as AODV), network performance does not
degrade significantly because the waiting time of
data packets are more and more reduced when the
size of network increases.

Another study comparing performance between
AODV, AOMDV and DSR was conducted to
determine the effect of multi-path routing when the
network is static. This evaluation showed that
AOMDV provides better performance in terms of
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throughput and packet loss rate. While DSR is
better in terms of the average transmission [15].

On live video traffic in Ad-hoc network, a study
showed that the proactive routing protocol OLSR
sends the MPEG-4 packets better than AODV and
DSR when the network topology is dynamic or
when the load traffic is important. AODV is more
appropriate in a highly mobile environment due to
its high ability to maintain routing packets when
links break [16].

To manage the network load in the case of heavy
traffic, such as MPEG-4, a new method has been
proposed consisting in improving the AODV
protocol to adapt to network congestion and
adopting a concept alternating paths to avoid
encumbered routs [17].

I11. CONTRIBUTION

A. Simulation Environment

In order to calculate and measure the effect of
multipath routing on video traffic performance we
deployed the network simulator NS-2 version 2.34
for achieve our simulations [18]. We installed the
AOMDYV protocol and MPEG-4 codecs since they
are not natively installed in this simulator.
Subsequently, for study and analyze the real and
major impact of multipath routing on video
streaming traffic we used "Random Waypoint"
[19] as a model of mobility simulation that will
generate a very high mobility . As well, we fixed
pause time of nodes in zero.

In our virtual model, nodes use omnidirectional
antennas and move in an area of 1000m x 1000m
with a variable density (10 to 100) and a constant
speed of 30 m/s. We use CBR to transmit packets
of 512 bytes [20].

B. Parameters of simulation
The main parameters of our simulation are shown
in the following table (Tab.1):

Simulator NS2
Routing Protocols AODV and AOMDV
Mobility Model Random Waypoint
Simulation Time (sec) 900

Pause Time (sec) 0
Simulation Area (m) 1000 x 1000
Number of Nodes 50, 60, 70, 80, 90, 100
Transmission Range 250 m

Speed (M/s) 30

Tab. 1. Parameters of simulation.
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We studied and compared the performance of
AODV and AOMDV in two modes: before and
after generating an MPEG-4 traffic. For this we
used four metrics:

- PDR (Packet Delivery Ratio),

- Delay,

- Overhead,

- Throughput.

C. Results and analysis
+ Before generating an MPEG-4 traffic:

a) First metric : DPR
To determine and compare the quality of service
provided by AODV and AOMDV, we calculated
rates of delivery of packets over the network
density. The results are displayed in Figure 7 and
indicate that the rate of AODV are almost static at
80% when the network contains less than 40 nodes
and begin, after that, to fall sharply and steadily to
reach 10% at 100 nodes. The side of AOMDV, we
see that these values are almost stationary and
identical to those of the AODV for low densities.
Thereafter they decreases from 75% to 40%, and
take the form of a half-parabola in the range 50-100
nodes. These results are consistent. Indeed, the
number of broken links and corrupted packets
increases as the network becomes denser. This loss
is more severe for AODV than AOMDV who can
deploy other paths when routing packets
transmission paths are damaged.

== AODV ===—AOMDV
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Fig.7. Calculation of PDR compared to the density of
nodes.

b) Second metric : Delay
Figure 8 represents the transmission delays of
packets by both protocols AODV and AOMDV
compared to the density of nodes. AOMDYV delays
are almost static and varying slightly between 5 and
50ms on the whole interval of the nodes. AODV
delays vary between 5ms and 2s. They are
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approximately equal to 5ms when the number of
nodes is less than 40. Then they increased to 220ms
at 50 nodes before increasing to 1s at 60 nodes,
beyond which they take the form of an exponential
until reaching 2s at 100 nodes. This is explained by
the fact that AOMDYV s able, through his multi-
path system, to maintain the same pace routing
when the network becomes denser, while AODV,
which must rediscover the network whenever a path
is lost, generates further delay in transmissions
gradually as the number of nodes increases.

=t=—=AOMDV =i=—AODV

10 20 30 40 50 60 70 80 90 100

Nodes Density

Fig.8. Calculation of delays compared to the density of
nodes.

c) Third metric : Overhead

Figure 9 illustrate the overhead generated by
AODV and AOMDV depending on the density of
nodes. We note that the values of AODV are very
negligible and static when the number of nodes is
less than 30, but they grow rapidly and almost
linearly thereafter to reach a value of 30 at 100
nodes. AOMDYV values are also close to zero at low
densities, and take the form of a half-parabola that
grows slightly beyond the 40 nodes to reach a value
of 13 at 100 nodes. The criterion of multi-path is
also very crucial for reduce overhead despite the
generation of additional packages (RREPs and
RRERS) by AOMDV. In fact, when the network
becomes denser, AODV must generate more
routing packets to restore broken links, which
results in increased the levels of overhead.
Regarding AOMDV, and even with the deployment
of multiple response messages and errors, his
system of multi-path can reduce overhead.
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Fig.9. Calculation of overhead compared to the density
of nodes.

d) Fourth metric : Throughput

Our fourth criterion of comparison is to calculate
the throughputs of AODV and AOMDYV relative to
the network density. The simulation results are
shown in Figure 10. When the number of nodes is
less than 30, the values of AODV and AOMDYV are
quasi-stationary and almost identical. From 40
nodes, the throughputs of AODV are almost linear
and vary slightly between 200 and 400 Kbps on the
entire range of number of nodes, while the
throughputs of AOMDV vary with a significant
increase between 150 and 1000 kbps. This indicates
that AOMDV transmissions require less time
compared to AODV to successfully reach the
destination. Indeed, thanks to its system of multi-
path, AOMDYV forwards packets quickly on another
link when the primary path is corrupt, while AODV
requires a lot of time to find a new routing path.
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Throughput (Kb/

Fig.10. Calculation of throughput compared to the
density of nodes.

«+ After generating an MPEG-4 traffic:

a) First metric : DPR
In Figure 11 we present the packet delivery rates of
MPEG-4 by AODV and AOMDYV compared to the
density of nodes. About AODV, rates begin to fall
from 40% at 20 nodes until achieve 5% to 50 nodes

http://sites.google.com/sitefijcsis/
ISSN 1947-5500




(IJCSIS) International Journal of Computer Science and Information Security,
Vol. 11, No. 3, March 2013

beyond which they remain almost static. For cons,
the rates of AOMDV decrease less sharply and
continually, from 45% at 20 nodes to 9% at 100
nodes. Thanks to its multi-system routing, AOMDV
is able to provide greater delivery rate of packets of
MPEG-4 relative to AODV, despite their drop
proportional to the density of the network.
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Fig.11.  Calculation of PDR of MPEG-4 packets

compared to the density of nodes.

b) Second metric : Delay

Figure 12 shows the delays of packets MPEG-4 by
AOMDV and AODV, in relation to the density of
the network. The AODV values vary between
145ms and 2.5s, while AOMDV provides values
between 88ms and 3s. The AODV delays increase
between 10 and 20 nodes and grows at 30 nodes.
Beyond this value, they wiggle between 2 and 2.5 s.
The AOMDV delays increases almost linearly
between 10 and 50 nodes up to achieve 2.5 s. Then
they decrease to 2s at 80 nodes before increasing
again to reach 3s at 100 nodes. We note that the
packets transmission delays of MPEG-4 by the two
protocols are almost identical in emphasizing that
the values of AOMDV are more regular and
provide less change of direction sense. This can be
explained by the fact that AOMDV offers more
routing choice and, therefore, more stability than
AODV (despite it is slight) .
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Fig.12. Calculation of delays of MPEG-4 packets compared
to the density of nodes.

¢) Third metric : Overhead

Figure 13 illustrates the routing overhead
generated by AODV and AOMDV when
transmitting packets MPEG-4 relative to the
network density. We note that the values of
AODV grow from 0 to 30, while those of
AOMDV increase from 1.5 to 11. We find that
in low density, the overheads generated by
AODV and AOMDYV are almost identical. But
when the number of nodes exceeds 40, AODV
generates more and more overhead than
AOMDV when the density of the network
increases. On the other hand, we note that the
results are almost identical to those calculated
before the packets generation MPEG-4. This
indicates that the overhead does not depend on
the type of traffic.
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Fig.13.  Overhead routing calculation of MPEG-4 packets

compared to the density of nodes.

d) Fourth metric : Throughput
The throughputs of AODV and AOMDV measured
after packet generation MPEG-4 are extrapolated
according to the density of nodes in Figure 14.
Between 10 and 20 nodes, the values of AODV
increases of 145 to 331 kbps before decreasing
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almost linearly and continuously until it reaches
163 kbps at 100 nodes. Regarding AOMDV, the
values increases of 127 to 470 kbps between 10 and
20 nodes and then they increases up to 635 kbps to
40 nodes. These throughputs will decrease linearly
up to 575 kbps before increasing again between 70
and 80 nodes to reach their maximum: 680kps. In
the end, the AOMDV values will decrease up to
370 kbps at 100 nodes. We note that AOMDV
provides very high throughputs compared to AODV
to transmit MPEG-4 packets. The criterion of the
multi-path AOMDV is a key factor for improving
the delivery times of packets to destination.
However, the MPEG-4 video packet is a particular
traffic that can excessively disturb the quality of
transmissions, which explains the irregular values
recorded by AOMDV.
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Fig.14. Throughput calculation of MPEG-4 packets
compared to the density of nodes.

D. Comparison Table:

In the following table (Tab.2), we present the
results of the performance of AODV and AOMDV
before and after traffic generation MPEG-4
obtained in our simulations. We use three symbols
of comparisons:

"-": lower
"o" :equal
"+ " higher

" ++" : much higher
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. AODV AOMDV
Metric . .
marking marking
Before generating MPEG-4 traffic
PDR - T
Delay = ++
Routing Overhead > +
Throughput - ++
After generating MPEG-4 traffic
PDR = i
Delay 0 0
Routing Overhead - 4
Throughput = S

Tab. 2. Results comparison Table.

IV.CONCLUSIONS AND PERSPECTIVES
The routing protocols, that use the multi-paths,
improve the quality of transmissions in Ad-hoc
network. The traffic, such as streaming video,
requires infrastructure and robust routing systems to
ensure efficient and successful exchange data. In
this paper, we studied and compared the
performance of AODV (reactive routing protocol
single-path) and AODMYV (reactive routing
protocol multi-path) to manage traffic video
MPEG-4 in a highly mobile network with variable
density. To do this, we deployed the NS-2
simulator. We found that AOMDV has greatly
increased the PDR of more than 100% and has
significantly improved throughputs of over 130%.
In a dense network (over 50nceuds) AODV
decreased largely the overheads to more than 170%.
However, we observed that delays have not been
influenced by the introduction of the criterion of
multi-path routing of video packets. By cons, we
found that the generation of traffic MPEG-4 has
greatly increased delays and disrupted transmission
of AOMDV. Indeed, the average delay increased
from 46ms before generating the video traffic to an
average of 1.8 s after generation.

The multipath routing has significantly improved
the performance of a streaming video traffic
compared to a single-path routing. However,
several changes must be made at the system in
order to achieve useful levels of quality data
exchange, particularly at control  packets
forwarding. Our main objectives are to reduce
transmission delay and increase the rate of the RDP
of AOMDV in dense and mobile Ad-hoc network.
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Abstract— Neural Network has been implemented in various
applications especially in pattern recognition. This power has
attracted several people to use Neural Network for various systems.
One of the neural network implementation in the field of finance or
investments is forecasting stocks. Assuming that the prediction of
the output system is deterministic, than the suitable Neural Network
model to predict it is Multilayer Network. To get the solution,
Multilayer Neural Network method with supervised algorithm is
applied. The supervised algorithm used for stock price prediction is
Radial Basis Function. This algorithm can supervise the networks
by using previous stock price data, classifying them and putting
weight on the networks. This journal illustrate how Radial Basis
Function Neural Network method can be used to predict stocks.
The result showed that Radial Basis Function Neural Network
method is able to forecast and follow the movement of stock data
used in the experiment.

Keywords: Stock Prices, Multilayer Neural Network, Radial
Basis Function, Supervised

L. INTRODUCTION

The role of capital markets in the Indonesian
economy began institutionalized. Currently one of the
purchase of shares legitimate capital choices, in addition to
other forms of capital such as money, land, and gold. Rational
factors and various irrational factors be the deciding factor in
purchasing shares. Rational factors commonly associated with
the analysis fundamental. Fundamental analysis does not
consider the pattern of movement of shares in the past but
trying to determine the appropriate value for a stock.

In perfect capital markets and efficient, stock prices
reflect all publicly available information on and information
exchange that can only be obtained from certain groups. High
and low stock prices influenced by many factors such as
conditions and company performance, risk, dividend, interest
rates, conditions economy, government policy, inflation,
supply and demand as well as many more. Because anticipate
possible changes in the factors above, the stock price can rise
or fall. Prediction of the stock price will very useful for
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investors to be able to see how the prospects of investing in
the stock of a company come. Stock price prediction can be
used to anticipate the rise and fall of stock prices. With the
prediction of share price, it is very helpful for investors in
decision making. There are two methods that prediction can
use in this implementation, namely: conventional methods and
Artificial Neural Network (ANN). In this journal, authors will
implement Radial Basis Function Neural Network in financial
application to forecast the stock prices.

IL

There are many factors that influence the price of a
stock. Most of these factors are included in the factors related
to the social situation, where it is very difficult to estimate.
However, there are things that can be used as a basis for
estimating the price of a stock, one by studying the previous
price of a stock, and then we can estimate the stock price in
the future. This, of course can help decision-makers to the
activities of buying and selling a stock [7]. For that we need a
method to identify and study the movement of the stock price
over time in order to estimate the price of a stock of a
particular company.

STATE OF THE ART

It also takes a special device to do it, this is due to the
limitations of human beings in the data processing activities
that are so difficult and numerous in numbers. Thus, we use
the computer to do it. To be able to work on it, the computer
requires a learning process. In this process, computers are
faced with a series of data that has been classified and will
study the patterns of the data. Lessons learned include the
adjustment to a predetermined pattern, or by studying the
similarity of the pattern. It is accompanied by the development
of computers, the better, in terms of speed, accuracy, and cost
[8].

Neural network is a system that can be relied to do a
complex quick count processing with higher speed compared
to another organs. The use of neural networks requires an
understanding of the way of thinking in the human brain. So
many elements in the human brain, where they are connected
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to each other, working together in order to process
information. An important part of this paradigm is the simple
structure of the information processing system. It consists of a
large number of processing elements (neurons) that are
interconnected and work together in order to solve a particular
problem [9]. As this idea, many researchers start to make the
neural network which is applicable to the computer machine.

According to [3] Neural Networks have shown to
better predictive performance in predicting future stock prices
movements by analyzing the past sequence of the stocks and
Neural Networks can outperform the conventional statistical
models [4,5,6]. Then raised some of artificial neural network
models which has been applied in various areas. An artificial
neural network (ANN), usually called neural network (NN), is
a mathematical model or computational model that tries to
simulate the structure and/or functional aspects of biological
neural networks. It consists of an interconnected group of
artificial neurons and processes information using a
connectionist approach to computation. In most cases an ANN
is an adaptive system that changes its structure based on
external or internal information that flows through the network
during the learning phase. Neural networks are non-linear
statistical data modeling tools. They can be used to model
complex relationships between inputs and outputs or to find
patterns in data. Artificial neural network determined by three
things. Determining the appropriate network architecture is the
first step in building a well and according to the needs of
artificial neural network. This following some of the network
architecture is often used in the artificial neural network, such
as single layer network, multi layer network, and recurrent
network.

II1.

Stock market prediction is a world of financial
forecasting area which attracted much attention from various
circles, especially the investors. Stock price prediction is very
useful for investors to be able to see how the stock of a
company’s investment in the future. By using the prediction, it
is helpful to investors in making decisions. Expected income
perpetrators in the majority of the equity investment is a
capital gain. This causes the process of forecasting the stock
value is very important in stock investing. An attempt to
determine the stock price should have been done by any
financial analysts with the aim to obtain an attractive rate of
return, although quite difficult for investors to '"beat the
market" and earn profits above normal levels.

The prediction of the stock price is the complex
interaction between unstable market and unknown random
processes factor. The data from stock price can be determined
by time series. If we have daily data from a certain period, for
example : Xt(t = 1,2,...) than the stock price for the next period
(t+1) can be predicted (the timing used can be in hourly, daily,
weekly, monthly or yearly). To get the good prediction, the
inputs from several aspects of the share prices have to be input
in Neural Network after that the weighing principal can be
adapted to minimize the wrong prediction in the first future
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Figure 1. Artificial Neural Network to Forecast Stocks [11]

By using the final weighing, an action is done to done to
minimize the total error for the next iteration. Due to that, the
risk of Investors decision to sell or buy the stock can be
minimized. The steps to be performed in a simulated stock
price forecasting using Neural Network:

* Collecting data stock prices

* Determining the structure of the ANN to be built

* Conduct training and testing of neural network which is built
using existing

Implementing Radial Basis Function to Forecast the
Stocks using MATLAB

A. Implementing Radial Basis function to Forecast the

Stocks using MATLAB

Before build a network, then we must determine the
spread is to be used. Determination of trial and error spread is
obtained. Process of trial and error will produce coating
weights and biases. Spread that will be used RBF is that
producing the greatest weight value of the bias layer.
Furthermore, the process of building the network. We form a
network that will be included in the RBF with the third layer,
where the first layer (input) consists of one neuron with
activation function based on radial radbas and the second layer
(hidden layer) consists of n neurons with activation function
purelin, and output layer consisting of one neuron and is
represented in Matlab

net = newrbe(P, T, 5);

Weights are determined by Matlab, with the calculation of
each weight has been determined through the function of
tissue formation. To see the value of these weights are used
the following command:

Bobot_Input =net.IW{1,1}
Bobot Bias Input =net.b{1,1}
Bobot Lapisan =net.LW{2,1}
Bobot_Bias Lapisan =net.b{2,1}
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At the output layer, the layer weights (W{2,1}) and the weight
refraction layer (b{2}) was obtained from the simulation
results in each hidden layer (A) which then solved using a
linear function (purelin):

[W{2,1}b{2}*A{1};0ones] =T

Input on the output layer (A1) and target (T) is linear,
so that the weight of layers and layers of refraction weights
can be calculated by

Wb = T/[P;ones(1,Q)]

Wb containing layer weight and the weight bias, with the
refraction weight lies in the last column.

B.  Simulation and output network on training data

From the results in training that can be simulated with the
same input with data input training. Output simulation results
are stored in a vector

a = sim(net,P);
H = [(1:size(P,2))’ T’ a’ (T’-a")];
sprintf(’%5d %11,2f %11,2f %11,2f\n’, H);

sprintf aims to print variable H with the format listed above.
Variable H will hold
value:

* (1: size (P, 2))’ means the loop will be performed
starting from an initial value to the size of input
training data.

T’ target of the original data.

+ a’ is the output network.

* (T’ - &%) is the error on each training data, that is the
result of a reduction in the output target value
network.

network output and the target were analyzed by linear
regression using Postreg :
[m1,cl,r1] = postreg(a,T);
its produce
line gradient reversed (m1): m1 = 0.96005
constants (cl): C1 =343.07
For the best fit line equation: m1 + ¢l = 0.96005+343.07
connection coefficients (rl): r1 = 0.97982
If coefficient value (approaching 1), it showed good
results for a match with
the target network output.

C. Simulation and output network on testing data

From the results in training that can be simulated with
the same input with data input training. Output simulation
results are stored in a vector
b = sim(net,Q);

L =[(1:size(Q2))’ TQ" b’ (TQ’ - b")];
sprintf(’%5d %11,2f %11,2f %11,2f\n’, L);
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sprintf aims to print variable L'with the format listed above.
Variable L will hold
value:

* (1: size (Q, 2))’ means the loop will be performed
starting from an initial value
to the size of input training data.
» TQ’ target of the original data.
* b’ is the output network.
* (TQ’ - b’) is the error on each training data, that is
the result of a reduction
in the output target value network.\
network output and the target were analyzed by linear
regression using
Postreg :

[m2,c2,12] = postreg(b,TQ);

its produce

line gradient reversed (m2): m2 = 0.9423

constants (c2): C2 =423.98

For the best fit line equation: m2 + c2 = 0.9423+423.98
connection coefficients (r2): r1 = 0.87207

if coefficient value (approaching 1), it showed good results for
a match with the target network output.

IV. RESULTS AND DISCUSSION

In this section, authors analyzes the results of output
program. Before analyze the result, authors test the system to
get the result of prediction data. Please note that this test takes
a sample of 247 data of stocks, as mentioned before, the data
used in this journal is Telkom share data in the period August
3, 2009 until August 26, 2010. Then authors divide the data
into two parts, the first 187 data means the data from period
August 3, 2009 until May 31, 2010 used for training the data
in system. And for the 60 data are from June 1, 2010 until
August 26, 2010. As shown in the table, for the data training
there is the biggest error that is equal to 3.92% in the data
numbers 125. And for the data testing there is the biggest error
that is equal to 7.5% in the first data. However, overall results
show the accuracy of predictive data above 90%.

A.  Result of Data Training

To train the data for the system, authors used 187
data. As shown in the table bellow, for the data training there
is the biggest error that is equal to 3.92% in the data numbers
125. However, overall results show that the accuracy of
predictive data is above 90%.
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Table 1. Table Result of Sum of Data Training Table 1 (Cont.). Table Result of Sum of Data Training
Mumber |Closing+1 |Prediction |Error Error(%) [Accuracy Mumber |Closing+1 |Prediction |Error Error(%) |Accuracy
1 8200 8812.5 -12.5 0.125 99.875 41 8600 8487.5 112.5 1.12 98.88
2 8600 8762.5 -162.5 1.625 98.375 42 8650 8611.1 38.889 0.38 99.62
3 8750 8611.1 138.89 1.388 98.612 43 8650 8590 60 0.6 99.4
4 8300 8768.8 31.25 0.31 99.69 44 8530 8590 -40 0.4 99.6
5 9000 8762.5 237.5 2.37 97.63 45 8700 8542.9 157.14 1.57 98.43
6 8900 9014.3| -114.29 1.14 98.86 46 8800 8645 155 1.55 98.45
7 8550 8812.5 -262.5 2.625 97.375 47 8700 8762.5 -62.5 0.62 99.38
8 8730 8542.9 207.14 2.071 97.929 45 8630 8645 2 0.05 99.95
9 8700 8768.8 -68.75 0.68 99.32 49 8700 8590 110 1.1 93.9
10 8500 8645 -145 1.45 98.55 50 8700 8645 55 0.55 99.45
11 8350 8487.5 -137.5 1.375 98.625 51 8700 8645 35 0.25 99.45
12 8430 8370 80 0.8 99.2 32 8650 8645 3 0.05 99.95
13 8450 8418.8 31.25 0.31 99.69 53 8600 8590 10 0.1 99.9
14 8450 8418.8 31.25 0.31 99.69 54 8650 8611.1 38.889 0.38 99.62
15 8650 8418.8 231.25 2.31 97.69 25 8500 8590 -390 0.9 99.1
16 8530 8590 -40 04 99.6 56 8450 84A87.5 -37.5 0.375 99.625
17 8600 8542.9| 57.143 0.57 99.43 57 8350 8418.8 -68.75 0.68 99.32
18 8650 8611.1 38.889 0.38 99.62 58 8250 8370 -120 1.2 98.8
19 8400 8590 -190 1.9 98.1 29 3400 8300 100 1 99
20 8330 8428.6| -78.571 0.78 99.22 60 8250 8428.6| -178.57 1.78 98.22
21 8250 8370 -120 1.2 98.8 61 8350 8300 50 0.5 99.5
22 8400 8300 100 1 99 62 8600 8370 230 2.3 97.7
23 8400 8428.6| -28.571 0.28 99.72 63 8700 8611.1 88.889 0.88 99.12
24 83350 8428.6 121.43 1.21 98.79 64 8700 8645 55 0.55 99.45
25 8450 8542.9| -92.857 0.92 99.08 65 8650 8645 5 0.05 99.95
26 8350 8418.8 -68.75 0.68 99.32 6o 8750 8590 160 1.6 98.4
27 8450 8370 80 0.8 99.2 67 8730 8768.8 -18.73 0.18 99.82
28 8450 8418.8 31.25 0.31 99.69 68 8800 8768.8 31.25 0.31 99.69
29 8300 8418.8| -118.75 1.18 98.82 69 8750 8762.5 -12.5 0.12 99.88
30 8400 8400 0 0 100 70 88350 8768.8 81.25 0.81 99.19
31 8350 8428.6| -78.571 0.78 99.22 71 2900 8900 0 0 100
32 8400 8370 30 0.3 99.7 72 8900 8812.5 87.5 0.875 99.125
33 8750 B8428.6 321.43 3.21 96.79 73 3000 8812.5 187.5 1.875 98.125
34 8650 8768.8| -118.75 1.18 98.82 74 3000 9014.3| -14.286 0.14 99.86
35 8500 8590 -90 0.9 99.1 75 8950 9014.3| -64.286 0.64 99.36
36 8550 B487.5 82.5 0.625 99.375 76 95000 8850 150 1.5 93.5
37 8650 8542.9 107.14 1.07 98.93 77 30350 9014.3 35.714 0.35 99.65
38 8700 8590 110 1.1 98.9 78 8730 8750 0 0 100
39 8330 8045 -95 0.95 99.05 79 9000 8768.8 231.25 2.31 97.69
40 8500 8542.9| -42.857 0.42 99.58 80 3000 9014.3| -14.286 0.14 99.86
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Table 1 (Cont.). Table Result of Sum of Data Training

Mumber |Closing+1 |Prediction |Error Error(%) [Accuracy Mumber |Closing+1 |Prediction |Error Error(%) |Accuracy
81 9000 9014.3| -14.286 0.14 99.86 121 9230 9375 -125 1.23 98.75
82 9200 9014.3 185.71 1.85 98.15 122 8950 9250 -300 3 97
83 9250 9350 -100 1 99 123 8700 8850 -150 1.5 98.5
84 9300 9250 20 0.5 99.5 124 8530 8645 -95 0.95 99.05
85 9300 9290 10 0.1 99.9 125 8150 8542.9] -392.86 3.92 96.08
86 9200 9333.3| -133.33 1.33 98.67 126 8450 8400 50 0.5 99.5
87 9450 9350 100 1 99 127 8350 8418.8 -68.75 0.68 99.32
88 9800 9530 270 2.7 97.3 128 8250 8370 -120 1.2 98.8
89 9500 9500 0 0 100 129 8300 8300 ] ] 100
90 9600 9464.3 135.71 1.35 98.65 130 8600 8400 200 2 98
91 98350 9612.5 237.5 2.37 97.63 131 8730 8611.1 138.89 1.38 98.62
92 10100 10100 0 0 100 132 8600 8768.8| -168.73 1.68 98.32
93 9500 9500 0 0 100 133 3600 8611.1] -11.111 0.11 99.89
94 9700 9464.3 235.71 2.35 97.65 134 8400 8611.1] -211.11 2.11 97.89
95 9600 9600 ] ] 100 135 8330 8428.6| -78.571 0.78 99.22
96 9600 9612.5 -12.5 0.12 99.88 136 2600 8370 230 2.3 97.7
97 9500 9612.5 -112.5 1.12 98.88 137 8350 8611.1] -261.11 2.61 97.39
98 9450 9464.3| -14.286 0.14 99.86 138 8250 8370 -120 1.2 98.8
99 95350 9530 20 0.2 99.8 139 80350 8300 -230 2.5 97.5
100 9600 9600 0 0 100 140 2000 8025 -25 0.23 99.75
101 9500 9612.5 -112.5 1.12 98.88 141 8200 7987.5 212.5 2.12 97.88
102 9250 9464.3| -214.29 2.14 97.86 142 8300 8150 150 1.5 98.5
103 93350 9250 100 1 99 143 8200 8400 -200 1 99
104 9450 9375 75 0.75 99.25 144 8100 8150 -50 0.5 99.5
105 9500 9530 -30 0.3 99.7 145 8100 8075 25 0.25 99.75
106 9400 9464.3| -b4.286 0.64 99.36 146 80350 8075 -25 0.25 99.75
107 9350 9333.3 16.667 0.16 99.84 147 8130 8025 123 1.23 98.75
108 9500 9375 125 1.25 98.75 148 8350 2400 -50 0.5 99.5
109 9400 9464.3| -b64.286 0.64 99.36 149 8200 8370 -170 1.7 98.3
110 9450 9333.3 116.67 1.16 95.84 150 80350 8150 -100 1 99
111 9500 9530 -30 0.3 99.7 151 8100 8025 73 0.73 99.25
112 9450 9464.3| -14.286 0.14 99.86 152 8100 8075 25 0.25 99.75
113 9300 9530 -230 2.3 97.7 153 8050 8075 -25 0.25 99.75
114 9250 9290 -40 0.4 99.6 154 80350 8025 25 0.25 99.75
115 9300 9250 50 0.5 99.5 155 7930 8025 -75 0.73 99.25
116 9250 9290 -40 0.4 99.6 156 3000 8050 -50 0.5 99.5
117 9350 9250 100 1 99 157 8000 7987.5 12.5 0.12 99.88
113 9300 9375 -75 0.75 99.25 158 7900 7987.5 -87.5 0.87 99.13
119 9300 9290 10 0.1 99.9 159 7950 7875 75 0.75 99.25
120 9350 9290 60 0.6 99.4 160 8100 8050 50 0.5 99.5
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Table 1 (Cont.). Table Result of Sum of Data Training

Mumber |Closing+1 |Prediction |Error Error(%) [Accuracy
161 8100 BO75 25 0.25 99.75
162 80350 8075 -25 0.25 99.75
163 7900 8025 -125 1.25 98.75
164 7800 7875 -75 0.75 99.25
165 7650 7650 0 0 100
166 J700 7680 20 0.2 99.8
167 7850 7700 150 1.5 98.5
168 8000 7825 175 1.75 98.25
169 7850 7987.5 -137.5 1.37 98.63
170 7830 7825 -175 1.75 98.25
171 7750 7630 70 0.7 99.3
172 7600 7525 75 0.75 99.25
173 7300 7662.5 137.5 1.37 98.63
174 7830 7630 ] ] 100
175 7600 7630 -80 0.8 99.2
176 7650 7662.5 -12.5 0.12 99.88
177 7650 7680 -30 0.3 99.7
178 J700 7680 20 0.2 99.8
179 7550 7700 -150 1.5 98.5
180 7600 7600 0 0 100
181 7450 7662.5 -212.5 2.12 97.88
182 7100 7100 ] ] 100
183 7200 7200 0 0 100
184 7300 7500 0 0 100
185 700 7600 ] ] 100
186 J750 7662.5 87.5 0.875 99.125
187 7450 7525 -75 0.75 99.25
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Figure 3. Comparison of target and output data training

B.  Result of Data Testing

To train the data for the system, authors used only 60

data. The usage of data in data testing is less than in data

training,

because for train the data system must be learned

more data to produce a more precise accuracy when testing the

data. As

shown in the table bellow, for the data testing there is

the biggest error that is equal to 7.5% in the first data.
However, overall results show the accuracy of predictive data

above 90%.
Table 2. Table Result of Sum of Data Testing
Mumber |Closing+1 |Prediction |Error Error(%) |Accuracy
1 7850 7100 750 7.5 92.5
2 3000 7825 175 1.75 98.25
3 7900 7987.5 -87.5 0.87 99.13
4 7730 7875 -125 1.25 98.75
5 7950 7525 425 4,25 95.75
i) 7850 8050 -200 2 98
7 7750 7825 -75 0.75 99.25
8 7830 7525 325 3.25 96.75
9 2000 7825 175 1.75 98.25
10 7950 7987.5 -37.5 0.375 99.625
11 7950 8050 -100 1 99
12 8000 8050 -30 0.2 99.5
13 8050 7987.5 62.5 0.625 99.375
14 7900 8025 -125 1.25 98.75
15 7900 7875 25 0.25 99.75
16 8000 7875 125 1.25 98.75
17 2000 7987.5 12,5 0.125 99.875
18 7950 7987.5 -37.5 0.375 99.625
19 7900 8050 -150 1.5 98.5
20 7700 7875 -175 1.75 98.25
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Table 2 (Cont). Table Result of Sum of Data Testing

Mumber |Closing+1 |Prediction |Error Error(%) [Accuracy
21 J700 F700 0 0 100
22 F700 7700 0 0 100
23 7650 7700 -50 0.5 99.5
24 J750 7680 70 0.7 99.3
25 73850 7525 325 3.25 96.75
26 7900 7825 75 0.75 99.25
27 7750 7875 -125 1.25 98.75
28 7800 7325 275 2.75 97.25
29 73850 7650 200 2 98
30 7800 7825 -25 0.25 99.75
31 7900 7650 250 2.5 97.5
32 8100 7987.5 112.5 1.12 98.88
33 8100 8075 25 0.25 99.75
34 8150 8075 75 0.75 99.25
35 8100 8400 -300 3 97
36 8150 8075 75 0.75 99.25
37 2050 2400 -350 3.5 96.5
38 8200 8025 175 1.75 98.25
39 8250 8150 100 1 99
40 8250 8300 -50 0.5 99.5
41 8450 8300 150 1.5 98.5
42 8400 8418.8 -18.75 0.18 99.82
43 8000 8428.6| -428.57 4.28 95.72
44 8100 7987.5 112.5 1.12 98.88
45 8200 8075 125 1.25 98.75
46 8400 8150 250 2.5 97.5
47 8500 8428.6 71.429 0.71 99.29
45 8400 8487.5 -87.5 0.87 99.13
49 8450 B8428.6 21.429 0.21 99.79
50 8400 8418.8 -18.75 0.18 99.82
51 8500 8428.6 71.429 0.71 99.29
a2 83350 8487.5 62.5 0.625 99.375
53 8600 8542.9 57.143 0.57 99.43
54 9000 8611.1 388.89 3.88 96.12
35 83800 9014.3| -214.29 2.14 97.86
56 8700 8762.5 -62.5 0.625 99.375
57 8700 8645 55 0.55 99.45
58 8900 8645 255 2.55 97.45
39 9000 8812.5 187.5 1.87 98.13
60 9000 9014.3| -14.286 0.14 99.86
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2008

-50.64%
-40.73%
-39.33%
-49.17%
-42.12%
-48.27%
-33.84%
-31.33%
-65.39%
-52.45%

2009
86.98%
49.65%
45.17%
654.49%
19.04%
52.02%
18.82%
22.07%
79.98%
81.03%

2010
46.13%
21.88%
19.34%
10.09%
-3.01%
5.32%
11.02%
9.00%
-14.31%
17.43%

2005
16.24%
53.96%
-0.76%
13.37%
40.24%

5.73%

-0.61%
16.71%
-8.33%
42.33%

2006
55.30%

3.99%
21.74%
27.47%

6.92%
32.69%
16.29%
10.71%

130.43%

46.70%

2007
52.08%
32.25%
31.82%
16.07%
-11.13%
39.31%

6.43%

3.80%
96.66%
47.15%

Indonesia

Korea
Malaysia
Singapore
Japan
Hongkong
USA
UK
China
India

Figure 6. Regional Indices year 2005 — 2010 [10]

This can also be caused by the increasing number of
companies offering shares as a way to seek fresh funds in
order to carry out the capital increase, thus increasing the
diversification and production capacity. The number of these
companies will continue to grow in line with economic growth
in Indonesia and also increasing the demand for economic
goods and services. The productivity of goods and services
will increase in line with market demands. Thus, the
competition will boost the performance of an enterprise that
will ultimately increase the value of a company in the stock
market.

3,275

TSE HKEX SSE BSE BM

Figure 7. Regional Market Capitalization [10]

However, there are several other factors that can
affect the movement of stock prices in Indonesia. The factors
mentioned above are government policy, unclear regulations
and enforcement, as well as the safety factor. These things can
also affect domestic stock prices. Therefore, we need a reliable
method to predict the stock market, which can provide
assistance in times to buy or sell stocks.

Using neural networks to forecast stock market prices
will be a continuing area of research as researchers and
investors keep striving to outperform the market, with the
ultimate goal of bettering their returns. It is unlikely that new
theoretical ideas will come out of this applied work. However,
interesting results and validation of theories will occur as
neural networks are applied to more complicated problems.
Continued work on improving neural network performance
may lead to more insights in the chaotic nature of the systems
they model. However, it is unlikely a neural network will ever
be the perfect prediction device that is desired because the
factors in a large dynamic system, like the stock market, are
too complex to be understood for a long time.
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V. CONCLUSION

There are some conclusions from the research that
have been done, such as RBF Neural Network is fully
influenced by the network architecture. To implement
RBF Neural Network in this system, authors treat the data of
stocks as time series, in which stocks data that existed at a
particular period is used to predict or forecast the stocks in
subsequent periods. And Neural Network learn the value of
the past stock as the knowledge to determine future stock
price. As shown in the result, the accuracy of predictive data
in this system is almost 100%. It means that this system has
good enough to implement Radial Basis Function Neural
Network to forecast the stocks. Although neural networks are
not perfect in their prediction, hope that one day we can more
fully understand dynamic, chaotic systems such as the stock
market.
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Abstract - Hepatitis C virus (HCV) is a widely spread disease all
over the world. HCV has very high mutation rate that makes it
resistant to antibodies. Modeling HCV to identify the virus
mutation process is essential to its detection and predicting its
evolution. This paper presents a model based framework for
estimating mutation rate of HCV in two steps. Firstly profile
hidden Markov model (PHMM) architecture was builder to
select the sequences which represents sequence per year.
Secondly mutation rate was calculated by using pair-wise
distance method between sequences. A pilot study is conducted
on NS5B zone of HCV dataset of genotype 4 subtype a (HCV4a)

in Egypt.

Keywords: Hepatitis C virus (HCV), Profile Hidden Markov
Model (PHMM), Non-structure 5 B(NS5B), Phylogenetic tree,
pair-wise distance.

I. INTRODUCTION

Once hepatitis C virus (HCV) has been discovered, it has
been an importance subject of research and clinical
investigations as its major role in human disease has emerged.
An estimated 170 million people (3% of the world’s
population) worldwide have hepatitis C virus (HCV) infection
and creates a huge disease burden from chronic, progressive
liver disease [1]. Hepatitis C is a predominant genotype found
throughout the Middle East and parts of Africa, with high
population prevalence in Egypt. Due to the world’s constant
effort to find treatment for this fatal disease; many researches
and trials have been made [2]. HCV has become a major
cause of liver cancer and one of the commonest indications
for liver transplantation. HCV infection can be treated, but
this is costly and requires long-term medical support and
follow-up; current therapies are impractical for the majority of
HCV carriers worldwide. The development of a protective
vaccine remains, a distant goal [1].

The aim of this study is to identify evolution model which
estimates the mutation rate of non-structure 5B (NS5B) which
has more variation (mutation) than other zones in Hepatitis C
Virus genotype 4 subtype a (HCV4a) in Egypt. Profile
hidden markov model (PHMM), phylogenetic tree, a
polynomial fitting and a least-square interpolation is used to
outline the progression of the viral mutations over time. This
model shall be used to predicate mutation rate of HCV in
blood samples. The mutation model presents new therapeutic
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targets as well as genomic information for designing vaccine
candidates.

In this research the profile hidden markov model (PHMM)
was identified as a technique to select sequence from many
sequences observed in one year. A relationship between
several sequences was deduced representing several years by
estimating mutation rate using pair-wise distance method. The
mutation model can predicate mutation rate for next year. Our
approach introduces NS5B zone in HCV4a genome for 5
years from 2007 to 2010.

This paper is organized as follows: In section 2, related
research for evolution of hepatitis C virus is presented.
Section 3 describes HCV virus genome and explains the
concept of the mutation rate. Section 4 presents the suggested
method for evaluation of mutation rate. Section 5 presents the
study data set and experimental results. Section 6 concludes
the paper with future research directions.

Il. RELATED RESEARCH

Several researches have been conducted to unravel
information and useful patterns in a database for evolution of
RNA and calculating mutation rate in HCV virus. Pybus et
al. [3] developed Bayesian inference framework to estimate
the transmission dynamics of HCV in Egypt from sampled
viral gene sequences, and to predict the public health impact
of the virus. Bruijne et al. [4] investigates the genetic diversity
and evolutionary origin of HCV-4 in Amsterdam, The
Netherlands used a molecular epidemiological approach.
Phylogenetic analysis of the NS5B sequences (668 bp) was
obtained from 133 patients newly diagnosed with HCV-4
infection over the period from 1999 to 2008. Xiong et al. [5]
propose a stochastic model based on the branching process for
estimation and comparison of the mutation rates in
proliferation processes of cells or microbes. Barash et al. [6]
introduce some Programs for RNA mutational analysis. These
programs can be used for suggesting point mutations,
investigating the effect of deleterious and compensatory
mutations in allosteric ribozymes and riboswitches and
analyzing regulatory RNA sequences by their mutational
profile. Ribeiro et al. [7] measured the accumulative rate of
mutations and fitted the model to the sequence data of HCV
by estimating the median in vivo viral mutation rate.
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1. HCV VIRUS GENOME

The HCV genome is an enveloped structure
approximately 50 nm in diameter. HCV is a positive single
stranded enveloped RNA virus belonging to the Flaviviridae
family with an average length of 9600 bases and carries a
single, long open reading frame (ORF) flanked by 5' and 3'
non-translated regions. The ORF encodes a polyprotein of ~
3000 amino acids that is processed into three structural
proteins (Envelopes 1 and 2 and p7) and six non-structural
proteins named NS2-NS5B [8 -9].

HCV is classified into eleven major genotypes (designated
1-11), many subtypes (designated a, b, c, etc.), and about 100
different strains (numbered 1, 2, 3, etc.) based on the genomic
sequence heterogeneity. Genotype 4 (HCV4) is principally
found in the Middle East and Africa, particularly Egypt,
which represent more than 90% of infections due to genotype
4 worldwide [9]. Ray et al. [10] characterize the genotype
distribution of HCV in Egypt. In their work, specimens were
obtained from blood donors in 15 geographically diverse
governorates throughout Egypt. The result showed that 111
(91%) were genotype 4, 1 (1%) was genotype 1a, 1 (1%) was
genotype 1b, and 9 (7%) could not be typed.

Definition of Mutation Rate

A mutation is a change of the nucleotide sequence of the
genome of an organism and virus. Mutation rate is a measure
of the rate at which various types of mutations occur during
some unit of time [11]. There are two units used in viral
mutation rate. These units are related with the nature of the
viruses replication. Viruses replication are one of two types:
binary replication and Linear replication “stamping machine”.
In case of binary replication, mutation rates are expressed as
substitutions per nucleotide per strand copying unit. For linear
replication mutation rates are expressed as substitutions per
nucleotide per cell infection unit. HCV mutation rate is
expressed with the last units [12]. In this paper mutation rate
as substitutions per nucleotide per cell infection unit time was
adopted. Reasons of mutations are from unrepaired damage to
DNA or to RNA genomes (caused by radiation or chemical
mutagens), from errors in the process of replication, or from
the insertion or deletion of segments of DNA by mobile
genetic elements. The high mutation rate in HCV is the reason
of persistence in the human host [11].

An accurate estimate of mutation rate of virus is very
important to understand the evolution of the viruses and to
combat them [12]. There are various statistical methods to
estimate mutation rates. It’s classified into three general
approaches: linear regression, maximum likelihood, and
Bayesian inference. Linear regression procedures calculate
substitution rate by comparing directly genetic distance
between two sequences with the interval separating their
isolation times. These methods are fast and useful for
visualizing new data sets. They can assist in model selection.
But they make several limiting assumptions. Maximum
likelihood (ML) approach defines methods that accommodate
the time structure of temporally spaced sequences. ML
methods are more sensitive and accurate than distance-based
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methods of linear regression. In Bayesian statistical
inference, substitution rate is obtained empirically from the
frequency distribution of the parameters values sampled by
the Markov chain Monte Carlo (MCMC) algorithm.
Maximum likelihood and Bayesian methods utilize more
information from the sequences and allow much more
complex models of molecular evolution and demography to
be investigated [13].

One of linear regression methods is based on pair-wise
distance [13]. Pair-wise distance enables to estimate distances
in terms of the number of nucleotide substitutions. In this
paper two types of distances to measure the genetic distance
between sequences are used: Jukes Cantor and Kimura.

Jukes & Cantor distance: assumes all changes between all
nucleotide are equally [14]. This is defined in equation (1)

—(3/4)log.(1 - 4/3 D) M

d,, = distance between sequence x and sequence y
expressed as the number of changes per site,

d., =

D = is the observed proportion of nucleotides which differ
between two sequences (fractional dissimilarity).

The 3/4 and 4/3 terms reflect that there are four types of
nucleotides and three ways in which a second nucleotide

Kimura method: this method distinguishes between two
types of differences when comparing a pair of nucleotide
sequences. Transition type which gets distance difference
between nucleotide both are purines or both pyrimidines
(T>C, A—G). The second type is transversion where the
difference distance between one of the two is a purine and the
other is a pyrimidine (T<>A, T<G, CoA, CoG) [15]. This
method is defined in equation (2)

——3log, {1-2P-Q)y1-2Q}

Where P and Q are the fractions of nucleotide sites of
transition and transversion types respectively between two
compared sequences.

O]

IV. EVOLUTION OF MUTATION RATE

The objective of evolution model is to estimate mutation
rate using Profile Hidden Markov Model (PHMM). Where
PHMM s a special type of left-to-right HMMs is commonly
used to model multiple alignments. The architecture of
PHMM was introduced by Krogh (1994) [16]. EI Nahas et al.
[9] define a tuple of HMM, its tasks, and the architecture of
PHMM.

The first step is to collect sequences from Egypt for
several years. The data collected from region NS5B
sequences from HCV genotype 4 subtype a (HCV4a). Choice
one sequence represent certain year from sequences collected
to this year. This is done by using PHMM. The Baum Welch
algorithm is generally accepted to estimate PHMM
parameters. However, this algorithm assumes that the model
length is known, which not the case in this work. Hence, we
have to adapt the learning procedure to search for the optimal
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model length. The second step gathering all choice sequences
and get matrix distance between each two sequences.
Drawing these genetic distances and fitting it to get
polynomial mutation rate. In this work MATLAB
bioinformatics tool box functions was uses. The procedure is
detailed in the following steps:

Procedure Evaluate Mutation Rate
Begin

1- Input all sequences of each year of NS5B region
of HCV4a.

Apply Multiple Sequence Alignment (MSA) to
these sequences of each year. MSA performs by
using a heuristic search known as progressive
technique (also known as the hierarchical or tree
method).

Preprocess data to filter unknown symbols.
Sometimes, a characters ‘r, g, w, m, n, y, k, s’ is
found in sequences which do not map to any of 4
nucleotides (A, C, G, T) so it is replaced by one
of nucleotide by using MSA.

Initialize structure for PHMM of MSA. The
initial model structure and length are defined
using information derived from the alignment
together with its prior knowledge of the general
nature of proteins.

2-

Estimate the PHMM parameters from training
sequences to each year. All the parameters in the
PHMM (i.e. the transition probabilities and the
nucleotide distributions) are estimated from a set
of aligned sequences to maximize the likelihood
of the observed sequences in the family. The
likelihood of observed sequences is defined as:

P(sequences | model) = P(sequence 1| model) * ...
* P(sequence n |model)

Score the model. Scoring is used to assign a
score with respect to the model to any query
sequence for each year, the better the score, the
higher and the chance that the query sequence is a
member (homologue) of the protein family
represented by the model. Scores are computed
using log-odd ratios for emission probabilities and
log probabilities for state transitions.

Computing the sequence Pair-Wise Distances.
That is by constructing distance matrix which
computes distances between each sequence pair.
The method to calculate pair-wise distances is
‘Jukes-Cantor’,  which  estimate = Maximum
likelihood of the number of substitutions between
two sequences. Ignore sequence sites representing
gaps. P is described with the method P-distance.
Proportion of sites at which the two sequences are
different. Note that P is close to 1 for poorly
related sequences, and P is close to 0 for similar
sequences.

Construct a phylogenetic tree. Using distance
matrix computed in step 7 to build the
phylogenetic tree.  Where Phylogenetic trees
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represent  evolutionary  relationships,  or
genealogy, among species. The neighbor-joining
method used to build the tree. Assuming equal
variance and independence of evolutionary
distance estimates.

Estimate the date of origin of the mutation.
Consider the pair-wise distances according to the
Kimura method, which distinguishes between
transitional and tranversional mutation. Then,
restrict analysis to the distance of each sequence
from the reference year consider as the starting of
the mutation. Plot the genetic distance versus the
date of collection.

Compute Progression of Viral Mutation.
Perform a polynomial fitting and a least-square
interpolation to outline the progression of the
viral mutations over time. Which finds the
coefficients of a polynomial p (x) of degree n
that fits the data, p (x (1)) to y (i), in a least
squares sense. The result p is a row vector of
length  n+1 containing the polynomial
coefficients in descending powers.

Reroute the Phylogenetic Tree. The rerouted tree
better illustrates the progression of the
NS5B(HCV4a) mutation starting with the early
infections.

10-

11-

end

V. PILOT STUDY

The main objective of this pilot study is to estimate the
mutation rate of region NS5B in HCV4a spread in Egypt.
Genotype 4 (HCV4) is particularly principally found in
Egypt, which represent more than 90% of infections
worldwide [12]. The region of NS5B in HCV4 subtype a
(HCV4a) is used for this purpose. A data set representing
NS5B is collected and used for to identify its mutation rate.
Then, the learning procedure described in preceding section is
applied on this real world data set to identify the model.

A. Data Description

The dataset contains the genomic sequences of distinct
non-structural proteins named NS5B genotype 4 subtypes 4a
from Egypt (11 sequences) in 2007 year, (35 sequences) in
2008 year, (35 sequences) in 2009 year and (17 sequences) in
2010 year. The length of the sequences varied between 286
and 339 nucleotide (nt). The data is obtained from the site
“http://www.ncbi.nIm.nih.gov/protein” and it is presented in
Table 1 which contains virus sequence Number
(Virus_seq_no) and genebank of each year.

The data set was found to contain the characters ‘r, g, w,
m,n, y, k, s” which are undefined as nucleotide, to overcome
this problem and to replace these undefined sites with suitable
nucleotide the following steps were applied

1- Determine sequence number and positions numbers

which contain these characters in original sequences.
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3- Replace these character with suitable nucleotide
found in step 2.

TABLE 1: The Data Set (http://www.nchi.nlm.nih.gov/protein)

Virus_seq_no Genbank 2007 Virus_seq_no | Genbank_2008 Virus_eq_no | Genbank 2009 Virus_seq_no | Genbank 2010
2007_1 DQ911222 2008_1 EF694448 2009 1 AB470254 2010 1 FN668600
2007_2 DQ911173 2008_2 EF694425 2009_2 AB470018 2010 _2 FN668570
2007_3 DQ911190 2008_3 EF694438 2009 _3 AB470024 2010 3 FN668577
2007_4 DQ911228 2008 _4 EF694446 2009 4 AB470055 2010 4 FN668587
2007 5 DQ911183 2008 5 EF694408 2009 5 AB470015 2010 5 FN668591
2007_6 DQ911164 2008_6 EF694420 2009 _6 AB470046 2010 6 FN668593
2007_7 DQ911172 2008 _7 EF694424 2009 _7 AB470009 2010 7 FN668574
2007_8 DQ911208 2008_8 EF694455 2009 8 AB470048 2010 8 FN668588
2007_9 DQ911205 2008 9 EF694502 2009 9 AB470030 2010 9 FN668589
2007_10 AY548725 2008_10 EF694517 2009 10 AB470036 2010 10 FN668586
2007_11 DQ911206 2008_11 EF694456 2009 11 AB470019 2010 11 FN668583
2007_12 AY548723 2008_12 EF694413 2009_12 AB470060
2007_13 DQ911231 2008_13 EF694525 2009 13 AB470057
2007_14 DQ911163 2008_14 EF694501 2009_14 AB470021
2007_15 DQ911207 2008_15 EF694513 2009 15 B470039
2007_16 AY548722 2008_16 EF694498 2009_16 AB470028
2007_17 DQ911218 2008_17 EF694396 2009_17 AB470008

2008_18 EF694486 2009 _18 AB470014
2008_19 EF694450 2009_19 AB470037
2008_20 EF694418 2009 20 AB470027
2008_21 EF694439 2009 _21 AB470052
2008_22 EF694434 2009 22 AB470043
2008_23 EF694442 2009 23 AB470049
2008_24 EF694440 2009_24 AB470026
2008_25 EF694493 2009 25 AB470006
2008_26 EF694499 2009_26 AB470053
2008_27 EF694445 2009 27 AB470013
2008_28 EF694463 2009 28 AB470023
2008_29 EF694505 2009_29 AB470005
2008_30 EF694476 2009 30 AB470007
2008_31 EF694475 2009 31 AB470056
2008_32 EF694433 2009 32 AB470017
2008_33 EF694478 2009 33 AB470059
2008_34 EF694459 2009 34 AB470252
2008_35 EF694524 2009 35 AB470033

B. Experimental Results

Table 2 shows scores of PHMM model applied to all sequences of 2007 to 2010 years on NS5B of HCv4a. Scores show that
the sequences 11, 9, 14 and 10 are more suitable candidate sequences of 2007, 2008, 2009 and 2010 years respectively.

Number of Match states (length of the
model)

TABLE 2: Scores of sequences in each year to PHMM model

2007 2008 2009 2010
Seq_11 Seq_9 Seq_14 Seq_10
200 173.2023 290.6751 305.7761 112.8878
210 189.8152 317.9683 318.7579 122.2278
220 206.9295 334.3079 328.1445 126.6255
230 223.6203 350.1565 342.7904 132.7961
240 240.3303 363.4668 356.4055 153.8358
250 254.2443 377.1032 369.6046 170.5305
260 270.6948 388.6816 385.3829 189.7923
270 288.0402 402.3539 394.7695 209.4087
280 305.6335 415.4973 405.1091 228.9011
290 321.3509 425.3251 418.0684 249.4041
300 337.0683 436.9035 269.9071
310 353.6787 446.3764 290.6723
320 365.4927 457.7152 301.4251
330 369.5766
33
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Table 3 and Figure 1 show the scores of pair-wise
distances using Juke-cantor correction expressed in a
symmetric matrix.

TABLE 3: Pair-Wise Distances using Jack-cantor
corrections

2007 2008 2009 2010
2007 0 0.1077 0.1942 0.1009
g 2008 0.1077 0 0.184 0.0579
> 2009 0.1942 0.184 0 0.1956
2010 0.1009 0.0579 0.1956 0
0.25 @ Scores
o 0.2 &
(8]
[=
S 015
2
T
£ o1 * 23
[=
&
0.05
0 & T T )
2007 2008 yagrs 2009 2010

Figure 1 Construct score of genetic distances versus years

Figure 2 shows a phylogenetic tree of Table 3. The
distance difference between 2008 and 2010 years is 0.0579
which is the least distance record in Table 3. Hence these two
years are represented as on cluster. Year 2009 records high
difference distance with respect to all years, so it is
considered as one cluster as shown in Figure 2.

Neighbor-joining tree using jukes-cantor model

[ ¢ -1 12/31/200¢

~ 4 6/15/2010

'

~ o - 3/23/2007

~ o -1 5/16/2009
: e e e

Figure 2 Neighbor-Joining Phylogenetic tree
Table 4 shows pair-wise distances using Kimura method.
Estimate the date of origin of the mutation is 3/23/ 2007.
Restrict analysis to the distance of each sequence to this year.
Figure 3 plots the genetic distance versus this year, which
shows that the minimum distance recorded is 0.0424 to 2009
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year respect to 2007 year. The maximum distance recorded is
0.0589 to 2008 year with respect to 2007 year.

TABLE 4: Pair-Wise Distances using Kimura model

2007 2008 2009 2010
2007 0 0.0589 0.0424 0.0515
% 2008 0.0589 0 0.0288 0.0584
> 2009 0.0424 0.0288 0 0.0397
2010 0.0515 0.0584 0.0397 0
0.06 —
o 005k *
= 0.04r B
g 0.03 E
% 0.02f E
8 0.01 4
s 200 200 500 800 1000 1200

Time distance from 3/23/2007 (days)

Figure 3 Genetic distances with respect to the year of 2007

Figure 4 shows a polynomial fitting of progression of viral
mutation from scores in genetic distance in Figure 3. These
scores increase approximately in a linear manner with time.
The polynomial equation is found to be:

D =0.00004493 X+0.008826 (5.1)

where  0.00004493 is the mutation rate(slope), 0.008826
is the intercept,

and D the is any genetic distance (score) referred to
year of 2007 and X is the time relative to the reference year .

Estimate of origin of NS5b-HCV4a epidemic
0.2 T T T

0.15 _— A

0.1~ bt

0.05

ok

-0.05

0.1

-0.15

Genetic distance (relative to the 2007)

estimated origin " N
e
L0.2F /,—'/ i

.0.25 r r r r r
-1500 -1000 -500 0 500 1000

Time distance from 3/23/2007 (days)

Figure 4 Progression of Viral Mutation with respect to the year of 2007
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Figure 5 shows rerouting the phylogenetic tree of
NS5B(HCV4a). This illustrates the progression of the
mutation of the virus. 95% confidence interval of the
estimated polynomial is also plotted in red color on the Figure
5.

Rerooted Neighbor-joining tree using jukes-cantor model
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- 6/15/2010

- 5/16/2009

c c c c
0.08 0.1 0.18 0.2

Figure 5 Rerouting Neighbor-Joining Phylogenetic tree

VI. CONCLUSION AND FUTURE WORK

In this paper, the model based framework for estimation of
mutation rate of NS5B region of (HCV4a) in Egypt for
several years is introduced. The framework is based on
building  phylogenetic tree from time tagged PHMM
models. A learning process of PHMM model is used to select
one sequence from all sequences collected in any year. Then
scores based on genetic distance between any two sequences
of selected sequences is calculated. Estimation of mutation
rate of selected sequences is calculated by fitting the scores
refereed to the 2007 year. The mutation rate is estimated as
0.00004493  substitutions per nucleotide per year. This
approach combines both the speed of regression methods and
the accuracy of statistical methods for evaluation of virus
mutation rate. The future work shall study the mechanism of
the virus mutation between all sequences and between the
positions.
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Abstract— Quality competence of worker the present do not
meet labor market criteria and the low level of labor
productivity, the lack of communication between the labor
market with education, changing of socio-economic structure and
global political influence labor market, the development of
science and technology very rapidly lead to fundamental changes
in terms of qualifications, competencies and requirements for
entering the workforce. Tracer Study results can be used by
universities to determine the success of the educational process
that has been done towards their students. Therefore, universities
need a technology services to support the optimization of the use
of tracer study. One of that is the use of a website to facilitate the
conduct tracer study. Most services tracer study provides
information to college, like year graduated, got a job waiting
period, the first salary to work, first job, the relevance of the
curriculum to the work, and compliance with the major areas of
work taken in college. Tracer study feature in Career Center
Website affect the popularity website especially in traffic and rich
file website.

Keywords— career center, tracer study, traffic, popularity.

1.  Introduction

The success of the rapid changes in the workplace due to
the globalization of the workforce, the revolution in
technology and a variety of other disciplines requires
anticipation and evaluation of the competencies required by
the job.

Evaluation is necessary so that there is no gap between the
world of higher education to the world of real work in the
community. Some important shifts that occurred include the
increase in unemployment of educated, both open and hidden
unemployment, as a result of higher education massification,
quality competence of workers do not meet labor market
criteria and the low level of labor productivity, the lack of
communication between the labor market with education,
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changing of socio-economic structure and global political
influence labor market, the development of science and
technology very rapidly lead to fundamental changes in terms
of qualifications, competencies and requirements for entering
the workforce.

How big college graduates are able to act in accordance
with the suitability of development education effort to do a
search on graduates (Tracer Study). Tracer Study results can
be used by universities to determine the success of the
educational process that has been done towards their students.

Tracer study is tracking studies trace graduates / alumni
conducted between 1-3 years after graduation and study aims
to determine the outcome in the form of the transition from the
world of higher education to the world of work, output of
education is self-assessment against the control and
acquisition of competencies, the educational process in the
form of an evaluation of the learning process and the
contribution of higher education to the acquisition of
competencies and educational input in the form of further
excavations to information sosiobiografis graduates.

If tracer studies conducted more than 3 years after
graduation, tracer studies have several drawbacks, such as the
period of retrospection bias due to information that was too far
and the information obtained to be less relevant. If done
immediately after graduation, the study called exit study,
where the study was not able to see the whole process of
transition optimally work for a short time after graduating
likely unstable work situation or there may even be graduates
who have not found a job.

Therefore, we need a technology services to support the
optimization of the use of tracer study. One of that is the use
of a website to facilitate the conduct tracer study.
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Based on this background, the focus of this study is to look
at optimizing the utilization of Tracer Study at universities in
Indonesia which has a service career center website.

n. Theoretical Background

Tracer Study is an approach that enables higher education
institutions to obtain information about possible deficiencies
in the educational process and the learning process and can
form the basis for planning activities for the improvement in
the future [1].

A tracer study is a graduate or alumni survey that attempts
to trace the activities of the graduates or previous students of
an educational institution [2].

Tracer study enable the contextualization of graduates of a
particular university through a system that is dynamic and
reliable in order to determine their life path or movement. It
also enables the evaluation of the results of the education and
training provided by a particular institution and examines and
evaluates the current and future career and employment
opportunities / prospects of graduates [3]. Graduates’ job
titles, years of employment, nature of employment, income
levels, and biographical data can be revealed through tracer
studies [1].

A tracer study of graduates from the Department of
Library and Information Studies at the University of Botswana
[4]. The aim of the study was to determine graduates’
characteristics, the relevance of their training to their tasks,
and their perceptions of the curriculum of the Department of
LIS at the University of Botswana. The study revealed that the
graduates were employed in traditional library settings. The
study also found that their training was relevant to the tasks
that they performed, although they advocated the
strengthening of the information technology component of the
curriculum.

The main objectives of the tracer study were to: investigate
the transition process from higher education to: shed light on
the course of employment and work over a five year period
after graduation; analyse the relationships between higher
education and work in a broad perspective which includes the
fulfilment of personal goals such as job satisfaction and
objective measurement like job position, income, job security
and the type of work; find out what factors are important for
professional success of graduates taking into account personal
factors like gender, work motivation, acquired qualifications
during course of study and labour market conditions; evaluate
on the basis of the experience and views of graduates, central
aspects of the University, including resources, facilities and
curriculum and get feedback for their improvement; and
identify key aspects of the continuing professional education
of graduates, and themes and kinds of courses, including
extent, cost, location, reasons for participation, proposals for
University courses [5].

In Nigeria a tracer study was done for the Nigerian
Teachers” Institute (NTI) which launched its Nigeria
Certificate in Education by ODL in 1990 in response to urgent
need to train more teachers. The findings of the study were
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that the performance of ODL graduates was as effective in the
classroom as that of their peers who had studied in the
traditional way. Their classroom teaching, lesson preparation,
motivation of students, record keeping and communication in
English was good. The students themselves rated the
instructional materials provided quite highly. However the
study revealed some dissatisfaction about the use of audio
visual material. It was also thought that teachers needed to be
better trained in the techniques of ODL . The Institute itself
had improved its management and monitoring systems and
efforts had been made to address these inadequacies [6].

A higher education institution (HEI) which strives to
provide quality education should strive to fully understand the
needs of its learners. One of the best ways to do so is through
direct feedback from the learners themselves, particularly
those who have successfully gone through and completed their
study programmes with the institution. Having gone through
the system and graduated from it, they are in a very good
position to appraise the quality of education that they have
received in terms of preparing them to become more holistic
individuals in the workplace [7]

m. Methodology

The sample was 264 universities in Indonesia are included
in the ranking of universities based on their activity on the
internet, the rank 4ICU and webometrics. Measurements on
the first stage is to check whether the college has its own
website for the alumni, or herein after called Career Center.
Career center is typically an administrative unit of an
organization (e.g., school, business, or agency) that employs
staff who deliver a variety of career programs and services.
Alumnae Forum
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Figure 1. Career Center Website Features

The second stage of 264 samples, which had career center
is 34 universities. From 34 universities that have tracer study
only 9 universities. The third stage is to examine the features or
services that are available in the career website, especially
questionnaires alumni.

Observation and measurements conducted research
variables in early February 2013. Description of the variables
are presented graphically to show utilization the optimization
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of Tracer Study in universities in Indonesia. With comparing
tracer study service in career center website such as curiculum
relevance with the implementation in corporate.

iv. Result and Discussion

A. Contents

Most services tracer study provides information on the
year to go to college, year graduated, got a job waiting period,
the first salary to work, first job, the relevance of the
curriculum to the work, and compliance with the major areas
of work taken in college.

Tracer study feature in Career Center Website affect the
popularity website especially in traffic and rich file website.

Figure 2. Popularity Career Center Website

Here are 2 examples of web page display face that features
a questionnaire tracer or most complete service.

Pencarian Kerja dan Transisi Ke Dunia Kerja

E1. Kapan Anda mulai mencari pekerjaan?

B2. Bagamana anda mendapatkan pekerjaan setelah lulus?

Figure 3. Questionnaires Tracer of Yogyakarta State University (UNY)
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Figure 4. Questionnaires Tracer of Bunda Mulia University (UBM)

Tracer study situation in Indonesia today can be said to still
be in the early stages. The analysis conducted by Fikawati and
Shafiq [8] indicates that to date information and publications
about the tracer study at universities in Indonesia is still very
small. The results of the analysis also found that the tracer
study in Indonesia vary greatly in terms of clarity of
objectives, design and methodology. When compared with the
development of tracer study in developed countries, the
situation in Indonesia is lagging far enough. In Europe for
example, networking tracer study has even produced a large
study covering countries in Europe.

v. Conclusion

Universities in Indonesia have not been optimally utilize
the Internet for their graduates. Some information published
on the website graduates college, or not on a special site with
its own sub domain. Most of the Tracer Study still off line.
Variety of features or types of service they provide is still not
complete. The most popular type of Tracer Study service is a
type of work, the waiting period first job, first salary,
entrepreneurship graduates and the relevance of the
curriculum.

Questionare that are rarely available is question the
number of employees in the workplace, job title, employment
status, GPA, how many there are applications for employment
sent first.

Tracer Study Service should be focused on the enrichment
of question about department needs, such as curriculum,
competency, skill (hardskill and softskill).
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Abstract— Recent technological advances have drastically
changed our daily life. Information and communication
technology (ICT) devices are being used by a wide variety of
people to achieve diverse goals in different situations. However,
there is an identifiable gap between high-end users and low-end
users depending on demographic traits, particularly age.
Focusing on ICT usage, we conducted a field survey by using the
contextual inquiry method, analyzed the data by applying the
modified grounded theory approach, and then summarized the
results in a category relationship diagram. We found that
motivation, active involvement in communication, and literacy
are three principal factors for the use of ICTs.

Keywords- wser experience (UX); elderly people; Qualitative
approach; information and communication technology (ICT)

l. INTRODUCTION

With the advancement and adoption of Information and
communication technology (ICT), many devices such as
personal computers (PCs) and cell phones have become more
convenient and are more frequently used in daily life.
Concurrent with these developments, Japan’s population is
aging rapidly; in 2005, Japan became the most aged society in
the world. The percentage of the elderly in Japan (percentage
of total population aged 65 and over) has increased from 5% in
1950, 7% in 1970, and 10% in 1985 to 23.1% in 2010. This is
expected to rise to 30.5% in 2025 and 40.5% in 2050 [1].
Consequently, Japanese electronics manufacturers have
developed cell phones and PCs specifically for elderly users [2]
[3]; however, there is still a gap between high-end users and
low-end users that can be related to demographic traits,
particularly age. While use of ICT has consistently increased
for most age groups, the elderly have resisted this trend.
Internet usage and PC ownership is relatively low among the
elderly compared with young and middle-aged people as most
of those under 50 use ICT devices and the internet, but the
number declines past the age of 60. According to the Ministry
of Internal Affairs and Communications, only about 70% of
people in their late 60s and about 40% in their 70s use ICT
devices such as PCs and cell phones. In contrast, more than
90% of people between the age of 20 and 50 use these devices

[4]
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As reported in our previous studies [5] [6], we have
conducted a quantitative survey questionnaire to assess the
overall ICT usage trends. The responses revealed a generation
gap regarding the use of ICTs. Compared with young people,
the elderly use fewer ICT device functions and cannot operate
commonly used functions effectively, particularly for ICTs.
The current study focuses on the reasons for such differences
among these age groups in relation to value criteria. In other
words, we consider how design (appearance) and usability
could affect the purchase of ICTs, particularly by the elderly. In
our previous research, we found that there are differences in the
relative importance of value criteria depending on age and
gender, and that the elderly are not simply disregarding the
design of devices (sensuousness aspect) but are placing more
emphasis on ease of use (usability aspect). Moreover, we found
that they will regard the design as important if there are no
usability problems.

On the basis of conceptual analysis, Fig. 1 illustrates how
changes in society may affect the lives of the elderly. Because a
lack of communication and information appeared to be
negative aspects of the everyday life of the elderly, we decided
to focus on how the elderly can become more adept at using
ICT-related devices and systems, especially cell phones. This is
accompanied by an expectation that effective use of such
devices and systems may decrease the negative aspects of their
lives.

We adopted a qualitative approach using the contextual
inquiry method as our research methodology [7].

1.  METHOD

A. Survey Method

The results of the questionnaire described in the previous
section showed that there is a difference in ICT device literacy
depending on age; however, it was not clear why and how there
is such a difference between two age groups, i.e., people in
their 20s (younger generation) and people in their 60—70s
(older generation). Therefore, we conducted interview-based
research to identify the reasons. We adopted the contextual
inquiry method and conducted interviews in the informants’
residential area (home or nearby locations).
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Fig. 1. Changes in society and the lives of the elderly.

We define an elderly person as someone over the age of 60,
whereas the World Health Organization defines an elderly
person as someone over the age of 65. We chose the age of 60
because this is the approximate age at which people usually
retire, and retirement often marks significant changes in
lifestyle and environment.

The interviews were conducted for 4 h with two sessions of
2 h each. There were 36 informants; 16 young people (average
age was 25.5) and 20 elderly (average age was 69.26). There
were an equal number of males and females. Half of the
informants lived in an urban area and the rest in a rural area.

B. Instructions and Questions

First, we explained the informants that the research was for
academic purposes and was not related to any sales activity.
We then explained how long the interview was expected to last,
their right to refuse to answer any question, how personal
information would be treated, and the purpose of audio
recording of the interview. We started the interview after
obtaining each person’s consent.

Because we adopted a semi-structured interview technique,
the order of topics varied from session to session, and in some
cases, questions were added as the interview process
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progressed. We asked each participant to approximate their
ICT usage and provide background information such as life
history, current life situation, social relationship status, family
membership, occupation, hobbies, value orientation, and view
on their quality of life. We asked about their ICT usage
including their usage history, current usage, functions used,
differentiation of use among various devices and functions,
contexts and situations for ICT use, and their action when they
encounter a problem while using the ICT.

C. Analysis

The interview data was transcribed and analyzed using the
modified grounded theory approach (M-GTA) and MAX-QDA
software. M-GTA is a qualitative analysis method proposed by
Kinoshita [8] [9]. It is based on the grounded theory approach
originally proposed by Glaser and Strauss [10]. To analyze the
interview data, we depicted the fragmented information
affecting the use of ICT devices. All interview transcripts were
analyzed using the processes described below, which are
illustrated in Figs. 2—4.

1) Step-1: By using specific examples, we identified
concepts from each participant’s verbatim report. Then, we
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clarified the concepts through concept correction and
integration (Fig. 2).

2) Step-2: We re-examined the concept definitions and
names. We then refined and extracted the final concepts (Fig.
3).

3) Step-3: We produced and extracted categories, grouped
the identified concepts by these categories, and showed the
relationships between them
illustrated in Fig.4.

in an association chart, as

= -»( Concept 3 )
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2
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Fig. 2. Analytical Procedure using M-GTA: Step-1
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Fig. 3. Analytical Procedure using M-GTA: Step-2
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Fig. 4. Analytical Procedure using M-GTA: Step-3

Il.  RESULT

The results showed some differences in the use of ICT
devices between the young and elderly. We produced and
extracted concepts from the results of the M-GTA analysis. We
identified 21 concepts from the data obtained through the
analysis of the interviews with the elderly, and placed these
concepts into eight categories. In the same manner, we
produced and extracted concepts for young people, and placed
17 concepts into seven categories. Thereafter, we constructed
the category relationship diagram shown in Fig. 5.

Among the different categories of relationships, “Emotional
aspects of ICT usage” was affected by “Experience using
ICT,” and it affected “Motivation for the use of ICT” and
“Active attitude to communication.” In other words, a positive
emotional experience played a key role in the active use of ICT
devices. Furthermore, the category “Emotional aspects of ICT
usage” included positive user experience concepts such as
“Happiness and security experienced through usage” and
“Realizing how convenient ICT devices are.” Other concepts
such as “Troubles during usage” are negative user experiences.

An effective strategy to increase usage among the elderly
must first increase motivation and then focus on increasing the
level of literacy. For the elderly, it is especially important that
the user experience is based on a positive user experience.
Therefore, to increase the active use of ICT devices among the
elderly, it is important to increase these positive user
experiences, leading to higher levels of ICT literacy.
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Fig. 5. Category Relationship Diagram

IV. CONCLUSION

The findings based on the data analysis are as follows: to
increase ICT literacy among the elderly, motivation and actual
usage experience are quite important. If the elderly have
adequate social support and the problems they may be facing
can be resolved, ICT literacy will be increased. The factors that
motivate the use of ICT devices include an active attitude
toward communication and positive user experiences. In
contrast, the factors that discourage the use of ICT devices
include a change of life circumstances due to retirement,
decreased need to use ICT devices, and decreased motivation
for active communication due to increased self-consciousness
related to age. However, if retirement is regarded positively as
the attainment of freedom, the elderly can be expected to
possess active motivation. In addition, as they may have more
free time than when they were working, interest in ICT devices
may increase. In general, positive changes in life situation and
self-awareness will positively influence social relationships.
This fulfillment of social relationships is related to
opportunities to receive social support and their willingness to
accept such support.
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The results of this study indicate that improving device
usability is quite important, especially for elderly users.
However, because there are different levels of ICT literacy
among the elderly, user interfaces should be optimal for all
literacy levels. In addition to deliberate considerations of
usability, sensuousness aspect should also be considered. In
Japan, many cell phones have been developed with the
intention of increasing effectiveness and efficiency of use by
the elderly. These devices were developed considering the
physical characteristics of the elderly; however, a broader level
of usability developed specifically for the elderly has not yet
been completely optimized.

It is difficult to answer “why” questions by simply applying
a quantitative method such as a questionnaire. By applying a
qualitative approach such as contextual inquiry, it is possible to
understand the user’s situational structure and context of use to
provide a better understanding of the results from a quantitative
approach. Such an overall approach will surely provide insight
into the design of high-tech devices such as cell phones.
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Abstract— Past few years have witnessed the stupendous growth
in wireless communication networks. However much research on
wireless communication has focused on Power consumption and
the frequency reuse of spectrum in the range of 300 MHz-3 GHz,
while the other direction could be in considering mm waves for
transmission with a wave band of 30 GHz-300 GHz. Integrating
of new technologies of optical fibers, mesh networks, improved
CMOS platform and enhanced antenna design can open plethora
of opportunities to use mm waves for transmission. The paper
discusses advantages, limitations, possibilities and hardware
developments to support transmission using mm waves.

Keywords-mm-wave; rain losses; mesh network; narrow beam
and frequency reuse; CMOS platform.

l. INTRODUCTION

Wireless communications has emerged as one of the largest
sectors of the telecommunications industry. Wireless data
usage has increased at a phenomenal rate and demands the
need for continued innovations in wireless data technologies to
provide more capacity and higher quality of service.

Today there are billions of cell-phone users in the world.
This enormous rise in wireless phone communication has been
possible because of an enormous cost-reduction to cell phones
despite their sophisticated hardware and software capabilities.
The mobile phones today are also already equipped with
sensing platforms, advanced digital imaging, advanced audio
quality, HD video streaming etc that can be utilized for
various applications. Faster mobile broadband connections,
more powerful smart phones, connected tablets; networked
laptops as well as new consumer and enterprise applications
are all driving the wireless industry to provide new technical
capabilities. Mobile communication has been one of the most
successful technology innovations in modern history.

In order to meet this exponential growth, improvements in
air interface capacity and allocation of new spectrum are of
paramount importance. All cellular mobile communication
requires ultra high frequency band of radio spectrum
(collection of various types of electromagnetic radiations of
different wavelengths is called as spectrum). The radio
frequency spectrum is a limited natural resource. Variety of
services like fixed communication, mobile communication,
broadcasting, radio navigation, radiolocation, fixed and mobile
satellite  service, aeronautical satellite service, radio
navigational satellite service etc work in the range of radio
frequencies below 3 GHz.
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This band of spectrum is therefore becoming crowded
because of enormous growth of mobile services. However the
millimeter wave spectrum at 30-300 GHz can be exploited for
commercial applications, in order to meet the growing demand
of data traffic at improved efficiency.

For network upgrade the operators require access to
additional spectrum, because the capacity in the network is
determined by the amount of spectrum. Spectrum is a finite,
non-exhaustible common resource which influences the
valuation, and some parts of the frequency band are more
valuable than others. Almost all mobile communication
systems today use spectrum in the range of 300 MHz-3 GHz.

A millimeter-wave mobile broadband (MMB) system has a
candidature for the next generation mobile communication
system. IT is the region in electromagnetic spectrum usually
ranging from 10 millimeter to 1 millimeter. mm waves are
longer than infrared waves, however they are shorter than
radio waves .Millimetre-wave (mm-wave) band corresponds
to 30-GHz ~300GHz, about 270-GHz bandwidth, which is ten
times the bandwidth in Centimetre-wave band (3-GHz~30-
GHz).Millimetres wave can be utilized for a variety of
applications which involve large amounts of computer data
transmission, wireless communications, and radar.

In this paper we discuss the feasibility of using radio
frequency spectrum above 3 Ghz in supporting applications
such as high speed data transmission and video distribution for
wireless applications.

Il.  HISTORY OF MM WAVES

Millimeter wave technology goes back to the 1890’s
experiment on millimeter wave signals by J.C. Bose.

The early research paved the way for applications of mm
wave technology in the field of Radio Astronomy. Satellite-
based studies of the upper atmosphere, Climate, rainfall and
vegetation patterns, and a host of other environmental
concerns.

In the late 1970s, a millimeter wave radiometer began
service aboard a NASA aircraft, where it monitored storm
activity from an altitude of 60,000 feet. Scanning about 5,000
miles of atmosphere per hour, the device recorded the emitted
and reflected energy of storms, including the almost
infinitesimal amounts of energy emitted by moisture inside a
storm.
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This was followed by applications in the military. In the
1990’s, the advent of automotive collision avoidance radar at
77 GHz marked the first consumer oriented use of millimeter
wave frequencies above 40 GHz.

Ill.  MORE FIRSTS

Georgia Tech scientists also achieved a number of firsts in
millimeter characterization of clutter and targets - essential
data for reliable millimeter radar systems. Since the 1960s,
more than a dozen projects have provided millimeter
measurements of the ocean, rain, snow-covered ground,
desert, foliage and foreign military vehicles.

In the 1980s, researchers conducted a comprehensive study
of the image-quality effects of atmospheric turbulence and
precipitation on millimeter wave propagation.

More recently developing markets include consumer
satellite communications that bring broadband Internet access
to businesses and rural consumers, wireless broadband media
transfer within the home, automotive radar for tasks such as
adaptive cruise control and collision avoidance, and
telecommunications  links that are approaching the
performance of optical fiber but at a fraction of the cost.

Millimeter wave security imaging, such as that used to
screen airline passengers and personnel at other checkpoints, is
undergoing deployment at airports and businesses, where it is
used for loss prevention and inventory control. Systems are
even commercially available for retail clothing shoppers to
conduct body measurements to determine clothing sizes and
recommend appropriate products and brands.

IV. ADVANTAGES OF MM WAVE TRANSMISSION

A. Huge Spectrum Availability

A 250 GHz bandwidth is available in the mm wave band
(30 GHz-300 GHz).This is almost 1000 times higher than the
frequency range used these days. The availability of such high
carrier frequencies facilitates more data rates by using
amplitude, phase or frequency modulations. It can also be
reliable for data transmission at GBPS rates.

B. Small Component Size

For MM waves the wavelengths are shorter and therefore
the frequencies are high. Therefore, the antenna systems
required for the transmission can be of the millimeter size.
This also enables densely packed communication link
networks integrating high efficiency radiating elements at the
millimeter scale, leading to compact, adaptive and portable
integrated systems. Even arrays of antennas may be packaged
within the area of a quarter for directionally transmitting and
receiving radio signals.

C. Improvement In The Directivity

The other advantage of smaller antenna size and reduced
packaging is the improvement in the directivity. About 25dBi
of directivity can be comfortably achieved because the nodes
have compact form factor as compared to wireless access
point (this is because of small wavelengths).
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Radar is an important use of millimeter waves, which takes
advantage of another important property of millimeter wave
propagation called beamwidth. Beamwidth is a measure of
how a transmitted beam spreads out as it gets farther from its
point of origin. In radar, it is desirable to have a beam that
stays narrow, rather than fanning out. The use of millimeter-
length has allowed engineers to overcome antenna problem.
For a given antenna size, the beamwidth can be made smaller
by increasing the frequency, and so the antenna can be made
smaller as well.

D. Narrow Beam and Frequency Reuse

Millimeter wave links cast very narrow beams, as illustrated
in Fig. 1. This allows the deployment of many independent
links in close proximal distances.

()

Millimeter Wave Beam

Fig. 1 Millimeter Wave Beam

Therefore along with the huge and unexploited bandwidth
availability, smaller range and narrow bandwidth facilitate for
a higher degree of frequency reuse. mm wave limits the
propagation to a few kilometres, thus they are useful for
densely packed communications networks Furthermore the
high oxygen absorption in mm range of frequencies gives a
large frequency reuse factor. Example: For 60 GHz, the
working range for a typical fixed service communications link
is of the order of 2 km, and therefore the other link could be
employed on the same frequency if it were separated from the
first link by about 4 km. IN contrast, at 55 GHz, the working
range for a typical fixed service link is about 5 km, but a
second link would have to be located about 18 km away to
avoid interference.

E. Technology Availability

Millimeter wave technology has a strong history and
technological evolution behind it. Properties of millimeter
wave propagation have been well researched and
documented..Millimeter wave technology has reached a level
of maturity comparable to older forms of radio technologies
Also; the carrier frequency is high, so expensive compound
semiconductor technologies such as GaAs were the only
choices earlier. But now some companies have demonstrated
that the chipsets can be manufactured with silicon-based
technologies.

V. LIMITATIONS OF MM WAVE TRANSMISSION

A. Atmospheric Gaseous Losses

When the mm waves are transmitted through the
atmosphere they are absorbed by molecules of various gasse
and water vapours. At the resonant frequencies of the gas
molecules these losses are very high and the absorption results
in high attenuation of signals. The transmission can be
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effective if spectral regions between the absorption peaks are
used for propagation.

B. Rain Losses

Rain greatly affects the mm wave propagation. The rain
drops being same in size with the radio wavelengths causes
large but slow changes in strength of radio signal. Example: A
rain rate of 2.5mm/hr yields 1 db/km attenuation while a rate
of 25mm/hr results in 10 db/km attenuation. During rainy
season where rain rate high there can be loss of
communication upto tens of dBs per km. In other words
increasing rain  factor reduces the availability of
communication signals.

C. Foliage Losses

Foliage losses can change the attenuation rate substantially.
Example: At 80GHz frequency and 10 meters foliage
penetration, the loss can be about 23.5dB which is about 15dB
higher compared to the loss at 3GHz frequency. The transition
because of heavy foliage can be abrupt and leads to beam
broadening (and depolarization) after transition has occurred.
This can limit impairment for propagation of mm wave
transmission. There can be a significant change in attenuation
over the same transmission paths, under summer and winter
conditions, i.e. with tree in leaf and without leaves.

D. Free-Space Loss and Limited Communication Range

Weakening of mm wave signal due to line of sight path
through air is termed the free space path loss. Even a shorter
distance leads to a high free space loss for mm waves. Small
change in range causes 6dB of change in the attenuation.
Obstacles like human body causes significant drop in received
power of the signal. Moreover for long distances wireless mm
wave signal nullifies gain of antennas. Also ability of signal to
bend around edges of obstacle is very weak.

VI.

A. Fiber Optics Links

Research is being done to transmit mm waves using fiber
optic links. This will exploit the advantages of both optical
fibers and mm-wave frequencies. Fig. 2 gives the architecture
of mm-wave RoF system. Central Station (CS) and distributed
Base Stations (BS) can be linked with optical fibers. BS can be
designed to communicate with Mobile Terminals (MT) by
wireless signals at mm-wave band.

POSSIBILITIES

Fig. 2 Architecture of mm-wave RoF System
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This system requires generation of low noise mm wave
signals to overcome the effects of fiber chromatic dispersion.
Base station can be made light wave to mm wave converter
and the signal processing can be handled at the central station.

B. Mesh Networks

Outdoor mesh networks with multiGigabit links at relatively
short ranges can be designed using mm wave technology.
Such mm wave mesh networks can support a high-speed
broadband connectivity .Networking can be-based on
multihops operating over lower frequency mm bands. The
directional transmission can be incorporated to improve the
connectivity of ad-hoc networks by establishing long-range
links even without using smart beam steering.

Survival rate of millimeter-wave mesh is limited due to
their severe weather conditions, like precipitation and
humidity. Spatially correlated links of a mesh network should
use routing protocols to route around the failures. This will
increase dependability when compared against existing routing
methods.

VII.

A. Multimeter Wave CMOS Platform

Since carrier frequency of mm wave is very high expensive
GaAs technology was the only option until recently. Evolution
of nm technology in CMOS has made possible the designing
of low cost 24 — 60 GHz mm wave signals using silicon.
Combining CMOS technology with FR4-based packaging
technology ensures successful deployment of ultra high-speed
and high capacity 60 GHz WPAN at minimal cost. IBM
proved that silicon based technologies could be the solution
for manufacturing chips at reduced cost, power and form
factor than GaAs technology. For efficient data transmission at
small cost and at low power consumption high speed coding
techniques and signal processing can be used. . The chip set
including antenna can become small and affordable in near
future.

HARDWARE DEVELOPMENTS

—i want to capt

e
Fig. 3 IBM’s mm-wave Transmitter and Receiver Chip

B. Antenna Technology

The major attractiveness of the millimeter-wave is the small
wavelength. This allows deployment of many radiating
elements in an array configuration which will occupy limited
space. Compact multi-sector phased-array architecture can
overcome range limitations of millimeter-wave signal
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propagation. The sectored design can either be integrated on a
one large panel or in a compact module containing an
embedded filter and antenna phased array. Liquid Crystal
Polymer has emerged as a promising low cost alternative for
millimeter-wave module implementation. High Gain Adaptive
phased array technology and multi sectored configurations can
provide extended range and better elevation coverage. These
can be exploited for commercial development of mm wave
system.

VIIl. CONCLUSION

The article discusses possibilities of using mm waves (30 GHz
to 300 GHz) for wireless communication. Though mm waves
have limitations of scattering and range their advantages
cannot be overlooked. They have an enormous potential to
used for high data and high speed wireless communication.
The developments in CMOS platforms and antenna design
along with optical fiber and mesh network technology can
make this high data transmission feasible.
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Abstract — The embedding of digital watermark data in a cover
text media, asin digital text watermarking, is used in numerous
applications such as copyright protection, tamper detection,
content-authenticity, steganography and other applications. Such
issues have been largely studied for the security and protection of
digital English-texts with relatively few citations found that
address the specifics of other language characteristics. M oreover,
the predominance of the text as a communications medium over
the Internet suggests that more attention is required to protect
online textual data in languages other than English. Hence, the
purpose of this paper is to identify the properties of different
water marking applications for the case of Semitic languages with
particular focus on Arabic-text documents by evaluating three
invisible text-watermarking approaches;, Kashida-based, space-
based and sukun-based watermarking, the latter two of which
present newly proposed watermark encoding schemes not found
in the Arabic-text literature. Thispaper investigates the effect of
two parameters on the watermarking scheme used, including;
the word-group set-size, and, the number of bits embedded per
set, before examining their consequent impact on the capacity
and imperceptibility properties of the watermarking scheme on
the host cover-text for different applications. Experimental
results had illustrated the effect of the two encoding parameters
on the resultant watermarking properties. It was found that by
adjusting those variable watermark parameters, any target
Arabic-text application could be optimized to achieve a desired
capacity-ratio and level of imperceptibility.

Keywords-component; text watermarking, copyright protection,
Kashida; diacritics, sukun.

l. INTRODUCTION

Digital watermarking of any media, such as text media, is
considered a branch of steganography and its main objectiveis
to provide copyright protection for intellectua property and
prevent illegal copying and diffusing of documents.

Digital watermarking can be used in a wide range of
applications such as, copyright protection, copy protection,
source tracking, automatic monitoring and tracking of
copyright material on the web and fingerprinting applications
[1]. Both steganography and digital watermarking employ
steganographic  techniques to embed data; hence,
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steganography aims for imperceptibility to human senses and
digital watermarking tries to control the robustness as a top
priority. In each case, datais embedded in the cover-text with
no resultant degradation or access control to the transmitted
data[2].

A watermarking system goes through three stages [3],
starting from the generation and embedding of watermarks
followed by the dissemination stage during which a document
may be exposed to modifications during transmission, and
finaly, the extraction of watermarks as a means of copyright
protection. Hence, this can be achieved by either making the
watermark visible or invisible in the host cover-text.

In this paper, the evaluation of capacity and imperceptibility
watermark properties will be investigated by adjusting the
following parameters. set size for word-grouping and number
of bits embedded per set. Watermarking capacity is the
amount of information or length of embedded message that
can be embedded in a cover media. Hence, high capacity is
commonly obtained a the expense of either robustness
strength or imperceptibility, or both.

Robustness is the ability to detect or extract a watermark
after common signa processing operations which may occur
between the time of embedding and the time of detection at
the receiver side. Therefore, a digital watermark is considered
to have a high robustness if it can be successfully extracted
following any modification, manipulation or transformation of
the encoded document. “Robust watermarks may be used in
copy protection applications to carry copy and no access
control information” [4]. Finaly, imperceptibility is when
both the original cover media and the watermarked media are
perceptualy indistinguishable and perceptible when the
appearance of the watermark is recognizable within the
encoded document.

Section 2 presents the background on related work,
followed by the methodology in section 3. The results and
discussion are presented in section 4, and finaly, concluding
remarks are given in section 5.
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Il. RELATED WORK

With the advancements in digital technology, the use of
watermarking in text documents has seen an increase in the
last two decades or so. The watermarking techniques from the
literature can be divided into four main categories; image-
based, syntactic-based, semantic-based and zero watermarking
schemes. The image based techniques concentrate on the fine-
tuning of document structures, such as line-shift encoding,
word-shift encoding or characteristics coding. In syntactic
watermarking techniques, watermarks are embedded in the
syntactic structure of the text. In semantic watermarking
techniques, the semantics and language properties are
exploited to embed watermarks, and findly, zero
watermarking techniques provide robust techniques which do
not alter the text during the process of encoding the watermark
[5]. In this paper, techniques pertaining to Arabic language
will be discussed.

In the application of Arabic text steganography, [6] uses the
possible extendable characters |ocated within the word to hide
secret data bits by inserting Kashidas (redundant Arabic
character extensions) which have no effect on the Arabic text.
This approach, [6], shows that using two Kashidas per word
provides adequate capacity ratio and more security compared
to other techniques in literature as claimed by the authorsin [7
- 8.

The method in [7] utilizes the Arabic-language notation of
dots (points) to hide the embedded bits. In the case of
Semantic languages, the Persian language has 18 pointed
characters from 32, whilst Arabic has 15 pointed characters
from 28. A hit of ‘1’ is hidden by shifting the dot above its
normal position whereas hiding a bit of ‘0’ is represented by
keeping the dot position unaltered. This method provides a
high capacity since each pointed character can hide a bit ‘0’ or
‘1. However, it is noted that retyping or applying OCR
software causes this embedding information to be lost. Since
this method is font-dependent, therefore, producing a negative
robustness effect.

The approach in [8] presents a steganography method
useful for Semantic-language scripts (languages such as
Arabic, Urdu, Persian ... etc.). Such amethod is classified as
feature-coding based, which is implemented by exploiting the
existence of the Kashida character. The proposed method uses
pointed letters with a Kashidato represent bit 1 and un-pointed
letters with Kashida to represent bit 0. This method is
implemented in two ways by adding the Kashida before letters
or after letters. The authors claim that this method offers
security, capacity and robustness which are the three essential
properties for hiding information. However, the security of
such an approach could be reduced when using words with
many possible Kashida insertion locations to represent secret
bits, since this could reflect the appearance of hidden
information in the cover text. The technique proposes
additional security to mislead any trespassers by adding
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extension characters before and after the letters within the
same document.

Other techniques based on Kashida insert the Kashida
according to specific rules such as the technique proposed by
the authors in [9] in which the watermark key is predefined.
Here, aKashidais placed for abit ‘1’ and omitted for abit ‘0.
By going through the document, Kashidas are inserted before
a specific list of characters ( ) until the
end of the key is reached. If the end of the document is not
reached then the key is re-embedded in a round robin fashion
for the remainder of the document. Re-embedding the key
circularly in a round-robin fashion (circular-embedding)
ensures that all word-groups are included in the encoding to
minimize the effect of isolated signal-processing operations or
isolated attacks, and therefore increasing the robustness and
security of the encoded document.

The use of diacritics is very important in Arabic writing in
order to differentiate between words with similar spellings,
since a single diacritic could completely change the meaning
of the word. However, the use of such diacritics in standard
written Arabic language is optional. The use of diacritics
related to Arabic text is noticed in steganographic applications
[10 - 11]. In such applications, diacritics are shown to have
high capacity for security purposes, however, are rarely used,
and are mainly found in online, formal and religious texts such
as digital Quran texts. Therefore, their use in regular digital
Arabic documents is not otherwise widely adopted, with their
use in common/other documents resulting in security
implications and vulnerability to increased attacks.

Other techniques found to be suitable for Arabic texts
include zero-watermarking techniques, whereby, the
publisher’s key is generated by extracting properties from the
text without any modifications on the cover-text; therefore, the
watermark is not physically embedded in the text, but rather,
the characteristics of the host document are used to generate
new key. Zero-watermarking techniques have not been widely
exploited and their use could definitely be applied to
formal/religious and sensitive texts where no modifications to
the text can be tolerated. Examples of zero-watermarking
techniques are found in [5] and [12].

In this paper, three different embedding approaches will be
applied on Arabic text documents in order to investigate the
effect of varying the embedding parameters (variable bits
embedded per set and set sizes) on different watermarking
requirements. The three methods are, the Kashida-based
technique proposed in [8], a simple proposed method which
inserts spaces between and /or the end of words and findly, a
new proposed diacritic-based watermarking technique which
will be explained in the next section. However, the methods
used in thiswork are based on using the Unicode standard.
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I1l.  METHODOLOGY

The main objective of this work is to investigate/evaluate
the effect of chosen parameters (number of embedded bits/set,
and set size) on the different watermarking properties that
include; capacity and imperceptibility required for various
host applications. The process of this evaluation is as follows:
- Three different watermarking methods are chosen for

embedding within the host-document.

- The size of the watermark key is chosen to be 48-bits
representing the Unicode for the sample three letter Arabic
word ().

- A large size document was used to test these requirements
so the watermark key can be inserted at least once, and
circularly embedded if required.

- Each sample of the original document is divided into sets
of words starting with 1 word/set, followed by 2 words/set
up to 9 words/set. The size of the set refers to the number
of words in the set within the cover-text.

- The number of embedded bits refers to the number of bits
(from the publisher’s key) to be inserted into each set.

- The embedding mode refers to the embedding method used
such as spatia (where the key is embedded only once in
the entire text) or circular (where the key may be re-
embedded more than once throughout the document when
the publishers key size < size of the host document). The
results for the three methods are given in section 4.

The average percentage capacity is then caculated as:

(T /T.)*100, where, T, is the total number of charactersin a
document, and, T is the number of Kashidas inserted into the
document according to the watermark key used.

The average number of Kashidas per word is related to
imperceptibility: a lower average number of Kashida’s
embedded per word results with higher imperceptibility, and
therefore, the closer the perceptual similarity of the encoded
document compared with the origina cover-text. The three
methods employed are now described as follows:

Method 1: here, the method in [8] was adopted in which a
Kashida is inserted after pointed letters to represent a ‘bit-1’
and no Kashida is inserted at the identified position when
representing a ‘bit-0°.

Method 2: is a simple method for text document
watermarking, which inserts spaces between and /or at the end
of words in a set to represent a ‘bit 1’, with no space being
inserted at the position when representing a ‘bit 0’. This is
similar to word-shifting for image based watermarking
techniques [13]; however, the technique used in this work is
based on inserting the space as a Unicode-value, and not
shifting words horizontally as is the case in image documents.

Method 3: uses the Sukun diacritic, which has the following
symbol (°); a circle-shape usually placed on top of letters. In
this technique, the Sukun is removed from the top of aletter in
the cover-text to represent a “bit 0’ and is kept unchanged to
represent a ‘bit 1’. The Sukun indicates that the consonant to
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which it is attached is not followed by a vowel. The Sukun
on any letter does not add any value to the character, since, in
standard Arabic, writing a Sukun or omitting it produces the
same pronunciation. This is the only Arabic diacritic which
does not have an added effect in pronunciation of the word.

IV. RESULTSAND DISCUSSION

The three methods explained above were applied to alarge
Arabic document. Figures 1 — 3 show the results of the
average alowable embedding capacity when applying the
three methods respectively on Arabic-text documents. In
addition, examples of output results are shown in Figures 4 — 6
respectively for the each of the three methods. The
embedding mode used in each method is circular, which
therefore occupies al usable positions in the host document to
insert the watermark-bits while keeping the message bits intact
(@l in a sequence after each other with no skipping of
identified allowable positions).

A. Results of Method 1.

From Figure 1, it is clear that as the number of words per
set increases, the average percentage capacity/words decreases
for a fixed number of embedded-bits per set. Moreover, it is
noticed that the larger the set size (number of words grouped
together per set) the higher the capacity. However, Figure 1
shows a smooth distribution of Kashidas throughout the
document which results with medium to high imperceptibility
since the Kashidas are unnoticed.  Note that in Figure 4
(corresponding to results in Figure 1), the underlined words
show the addition of Kashidas. For the sample document, it is
clear that inserting 4 — 5 (or less) bits per set (the number of
bits inserted corresponds to the number of possible Kashidas
that could be inserted) produce an acceptable level of
imperceptibility.  Therefore, this method provides high
capacity with acceptable imperceptibility, making this
watermark approach less perceptible to human vision. Finaly,
a lower number of bits/set results with lower capacity, and
higher imperceptibility levels compared to larger number of
bits embedded per set. Using the circular embedding mode,
has shown this method to be more robust and secure since the
watermark key can be extracted if the document had
experienced text-processing operations or isolated attacks.
Findly, the characteristics and robustness of this technique
had demonstrated its suitability to be used in copyright
protection applications.
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Figure 1: Capacity versus word-count per/set for different embedded
watermark bits using Method 1. (Note: bit-size refers to the no. of embedded
bits/set.

B. Resultsof Method 2

The results and sample of this approach are shown in
Figures 2 and 5 respectively for applying method 2 on Arabic-
text documents. Figure 2 shows that for higher numbers of
embedded hits, the behaviora trend follows a steady resuilt,
before gradualy deteriorating due to the constraint that a
space will aways be inserted between words since the
insertion position is adways available. A lower number of
embedding bits (< 4 per set) resulted with a lower capacity,
whilst the higher the number of bitsword (> 4) produced
higher capacity - showing a constant capacity for all set sizes
used. On the other hand, in the case of method 1, Kashidas
can only be inserted according to specific constraints/rules
which results in skipping some locations in a word. This
shows a high imperceptibility level for constant capacity
requirements.

Bit-size=1 \
Bit-size=2
Bit-size=3 |-
——o— Bit-size=4
Bit-size=5 |-
—*— Bit-size=6
—=— Bit-size=7 |
—4— Bit-size=8
—v— Bit-size=9 i i i i i i
1 2 3 4 5 6 7 8 9
Word-count per set

10

Figure 2: Capacity versus word-count per set for different bit sizes using
Method 2.
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C. Resultsof Method 3

From the results for method 3, shown in Figures 3 and 6,
the capacity-level is low due to the fact that the availability of
Sukun features in the text is very limited. Consequently, the
capacity decreases as the number of bits and number of
words/set increase. Figure 6, shows a smal portion of the
output results for the document used while testing this method.
The results show a high imperceptibility-level compared to the
other two techniques used. Therefore, the results show this
method's applicability in particular Arabic diacriticized
documents that include poetry text or classica Arabic
documents.

201 -

— Bit-size=1 |

Bit-size=2
— Bit-size=3
—o&— Bit-size=4 |

Bit-size=5
—— Bit-size=6
| —=— Bit-size=7 |-
—4— Bit-size=8
—5— Bit-size=9 |:

Capacity

Word-count per set

Figure 3: Capacity versus word-count per set for different bit sizes using
Method 3.

V. CONCLUSION

In conclusion, Steganography/watermarking applications
require high imperceptibility and capacity. However, a trade
off exists depending on the technique used; since high
imperceptibility was shown to produce low capacity as is the
case for method 1 (Kashida-based) with higher number of bits
embedded per set sizes. However, as explained in the results
section, the number of embedded bits and/or number of words
per set could simultaneously produce high imperceptibility
and high capacity, (i.e. methods 2 and 3).

Finaly, al methods investigated in this work produce high
imperceptibility and capacity up to a certan level of
embedded bits making them suitable for a wider range of
applications such as copyright, tamper detection,
steganography, ... etc.
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Abstract— Today, Cloud Computing is rising strongly, presenting
itself to the market by its main service models, known as laaS, PaaS
and SaaS, that offer advantages in operational investments by
means of on-demand costs, where consumers pay by resources
used. In face of this growth, security threats also rise,
compromising the Confidentiality, Integrity and Availability of the
services provided. Our work is a Systematic Mapping where we
hope to present metrics about publications available in literature
that deal with some of the seven security threats in Cloud
Computing, based in the guide entitled "Top Threats to Cloud
Computing™ from the Cloud Security Alliance (CSA). In our
research we identified the more explored threats, distributed the
results between fifteen Security Domains and identified the types of
solutions proposed for the threats. In face of those results, we
highlight the publications that are concerned to fulfill some
standard of compliance.

Keywords: Security Threats, Cloud Computing, Systematic
Literature Review, Security Domains, Compliance Issues.

l. INTRODUCTION

Cloud computing (CC), is a new concept that has the goal
to make computational resources available as services on
demand, in a short period of time and usage based cost. Cloud
Computing is presented in three strategic business models:
Infrastructure-as-a-Service ~ (laaS),  Platform-as-a-Service
(PaaS), and Software-as-a-Service (SaaS). The aim of cloud
computing models (CCM) is to cut operational costs and, more
important, to allow IT departments to focus on strategic
projects instead of being concerned only in keeping their
datacenters working [Velte et al, “Cloud Computing, A
Practical Approach”, McGraw-Hill Osborne Media, 1st edition,
2009]. With such benefits, CC has become a world trend and
an area of strong investments. According to Gartner [2], the
financial investment on CC in 2016 will have a Global
Compounded Annual Growth Rate (CAGR) of: laaS: 41%,
PaaS: 26.6% and SaaS: 17.4% in 2016 [2]. In this scenario,
there is growing concern in relation to the security of services
provided. In the same Gartner survey, the category
Management and Security will have a CAGR of 27.2%. The
security policies are present in the Quality of Service term
(Qo0S), specified in the Service Level Agreement (SLA).

55

In fact, many solutions are being proposed in literature.
However the resulting problems from Security Threats to
Cloud Computing Models (STCCM) are even newer. Those
threats compromise the CIA of the resources provided.
Currently we may consider seven different threats: #1 Abuse
and Nefarious Use of Cloud Computing, #2 Insecure Interfaces
and APls, #3 Malicious Insiders, #4 Shared Technology Issues,
#5 Data Loss or Leakage, #6 Account or Service Hijacking and
#7 Unknown Risk Profile [3]. One of the reasons why those
threats are so challenging is because in cloud computing the
computational resources are the result of homogeneous data
centers. This characteristic means that there is not an individual
and proper management for each data center, making harder
the adoption of an efficient security model that fulfills the
specifications of the security policies [4].

Currently there are several organizations motivated
research in order to minimize STCCM, for example, the Cloud
Security Alliance (CSA), an organization that arose in face of
those concerns. But we may also mention other organizations,
such as the National Institute of Standards and Technology
(NIST), the European Network and Information Security
Agency (ENISA), the OWASP [51] Foundation with the
project OWASP-Cloud, and the Computer Emergency
Response Team (CERT). One of CSA’s lines of research is
precisely the compilation of a guide defining STCCM.

An approach technique to detect deficiencies in a given
theme is to present a Systematic Mapping (SM) of literature. A
Systematic Mapping is a revision with a given degree of
amplitude of primary studies, with the goal to identify
evidences and lacunae that remain in the current literature,
providing a systematic focus for future revisions [5]. The result
is a general overview of the researched area, where is possible
to evidence the results acquired over time, therefore,
identifying trends [6] [7].

The aim of this study is to benefit from SM techniques and
analyze works available in literature that deal with threats and
elaborate metrics with the goal to identify which threats are
being more considered in literature and what kinds of solutions
are being proposed. In consequence, we pretend to observe
which ones of those works care to comply with some
compliance standard, that from our point of view we consider
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able to reduce the problem related to the transparency between
the security of the offered service and the client using it. Our
work is structured as follows: in section 2 we describe our
methodology and present the results in section 3. Section 4 is
destined to answer our Research Questions and we develop our
conclusions in section 5.

1. RELATED WORK

Concerns with Security Threats in Cloud Computing are
quite recent, more precisely from 2008. In the last years the
threats are receiving much attention by several researchers. In
2010, Farrell [12] alerts about problems of governance, risk
and compliance of CC. In 2011, Hori et al [13] reports about
security aspects for internal threats on CC. In the same year,
Khorshed et al [14] propose two contributions: research in
literature with focus on lacunae and challenges of threats, and
defines an approach to prevention of attacks. In 2012, Ayala et
al [15] identifies the threats and attacks and proposes solutions
based in guides from NIST [16] and CSA [17]. In the same
year, Yeluri et al [18] reports about experiences of Intel team
with threats to security and resources control in CC. Also in
2012, Agrabi et al [19] through a revision of literature and
results obtained in simulations, proposes to identify the quests
in adoption of security and compliance in CC. Nowadays, the
theme of security threats in Cloud Computing is being well
explored. We identified that 38% and 31% of the publications
that we cataloged were made in 2011 and 2012, respectively,
according to Figure 1. We were motivated to produce this work
because, among the publications related to threats in current
literature, we did not find one considering the type of solution
proposed by the authors, that could identify which compliances
were related in those publications.

38%

ga

H
F

23%

Publications

5%

03% 0.3% n.a%i.

2004 2006 2007 2008 2009 2010 2011 2012 2013

1%

Years

Figure 1. Percentage of publications spread by year.
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Il.  SYSTEMATIC MAPPING

A. Research Questions

In this work we followed the orientations of Kitchenham
[6] for elaboration of 4 Research Questions (RQ), with the
goal to determine the content and conception of the systematic
revision. Our work aims to answer the following RQ: (1)
Which Security Threats to Models of Clouding Computing are
being more addressed in literature? (2) Which Security
Domains are being more explored by the Threats? (3) Which
types of Solutions are being proposed in those approaches? (4)
Among those approaches, which Compliances are involved?

B. Definition of Research and Primary Source

We defined Elsevier Scopus as the primary source of our
work. Besides having a considerable number of publications,
we observed that in Scopus a large number of indexations of
works from other sources are available. In addition, its search
engine is able to be refined with several functionalities in its
filters. Other sources chosen were: IEEExplore, ACM Digital
Library, SpringerLink, Science Direct and Engineering Village.

As initial research, we searched in Scopus for works related
to security on CCM, using the following filter rule: {[(Non-
compliance with security) OR (key-words for security)] AND
[cloud computing solutions]} in the title or abstract or key-
words in the article. Resulting on the following Search String:
("flaw" OR "risk" OR "threat" OR "vulnerabilit*"" OR "unsafe"
OR "untrust") AND ("security" OR "safe" OR "trust") AND
("cloud" OR "multi-tenan*" OR "*aas" OR "* as a service" OR
"* as-a-service"). Adding the results of all research sources, the
total amounted to 1011 publications. Many of the occurrences
were not in the research context and a manual refining based in
the results or then triage had to be performed. We did not want
to refine too much the Search String, because there was the risk
of any relevant publication being excluded, we rather choose to
leave the Search String wide open, leaving the refining in
charge of a more detailed manual inspection.

C. Inclusion Criteria

From that, we started our triage process considering the
following inclusion criteria:

e  Security in Cloud Computing as the main theme.

e The publication should have some relationship with
one of the seven threats.

e The publication should have a proposed solution.

Exclusion Criteria
e Duplication of publication.

e Journals not accessible online.

e Publications with related threat, but not active in cloud
computing.

e Publications that only bring a revision or approach,
without a proposal of solution.
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E. Relevance Criteria
e Papers with well detailed solution proposal;

e Papers that have some kind of proposal validation,
with statistical data, experiment, etc;

e  Papers focused in fulfilling some compliance;

F. Screening of Publications

Each researcher applied the triage in a superficial way,
based on the abstract of publications. When it was detected that
at least a threat was applied, and some solution identified as a
contribution, the publication was already considered. We found
that for our research there were two cases where the superficial
process was not enough, the first case when the abstract was
too short, the other when it was not possible to extract from the
abstract the proposal solution as a contribution. Those
publications were allocated in separate for a more detailed
future evaluation where they will be analyzed in introduction or
in other chapters of the publication. This triage resulted in 661
publications according to Figure 2.
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Figure 2. Publications spread by literary sources

G. Results Classification

In this phase, we made the analysis and classification of
threats related to publications, the security domains involved,
the type of solution proposed in each publication and if there
is an approach aiming to fulfill some compliance standard.
Posteriorly, the other authors interacted and analyzed the
results related to the chosen classifications and reached the
same conclusions.

IV. ANALYSIS AND RESULTS DISCURSION

Here the questions of researches proposed in the protocol are
answered.
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A. Result Obtained From RQ1:

Despite each threat having a specific characteristic,
nothing forbids it to act simultaneously with other threats in
the same scene, resulting thus in several intersections between
publications and threats. The seven threats are distributed in
661 publications according to Figure 3:

#7

131

125

335

200 300 400

Publications

Figure 3. Distribution of publications by threats

1) Threat #1: Abuse and Nefarious Use of Cloud
Computing

With 112 publications, it is an intermediary threat
considering literary exploration. The consequence of this
threat helps the growth of plagues like botnets, from which
come problems like Distributed Denial of Service (DDoS),
solves of Completely Automated Public Turing test to tell
Computers and Humans Apart (CAPTCHA), storage of
malicious files and botnet networks [3]. This threat evidences
the fact that today it is very simple for any user to hire a cloud
computing solution, it is even possible to get a free evaluation
time, having only a valid credit card, which could come from a
robbery or fraud. This ends up encouraging the action of
malicious people to inject spam, malwares or even to practice
illicit activities on the cloud [3]. There is only one proviso:
until this moment, the version 2.0 of Top Threats Cloud
Computing of CSA was not officially released, but a Survey
was disclosed determining that instead of seven, there would
be eight fails. This is because problems related to DDos are
being so explored that it was dismembered and became a
distinct threat in order to ease the understanding of strategies
for its prevention [8].

2) Threat #2: Insecure Interfaces and APIs

A very relevant area, but so far not explored enough in
literature. We cataloged only 25 papers. There are thousands
of available APIs to be consumed, being also possible to build
combinations of other APIs, known as Mashups. Those
interfaces have serious standardization problems [4], this
makes hard to apply a consistent security policy and the
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consequence is that many times access control, authentication,
entry treatment, traffic of encrypted data, monitoring of
activities, among other security aspects are neglected, offering
a huge risk to cloud computing [3].

3) Threat #3: Malicious Insiders

This threat represents attacks of an active employee, ex-
employee or business partner from the cloud provider that
somehow has an authorized access and compromised the CIA
of information stored in the cloud [10]. We consider this the
hardest threat to be mitigated, having found only 7
publications related in literature. Despite being a very
uncommon situation, its damage could be devastating [3], and
it becomes even more critical when executed in environments
without a straight access control of employees and without a
well structured auditing that supports forensic analysis.

4) Threat #4: Shared Technology Issues

The second most explored threat in literature, with 335
publications found, focusing in laaS models. Some
components of this architecture were not projected for the
scalability demanded from the model, making necessary to
implement virtual machine monitoring to manage its resources
[3]. Many times this layer does not have an adequate defense
strategy and does not exert a good monitoring of network
security. This is the scene where this kind of threat is more
present.

5) Threat #5: Data Loss or Leakage

This threat happens when an exclusion, change or improper
appropriation of some data in the cloud is made [3]. We
considered this the most explored threat nowadays, because it
represents a large number of the most recent publications. The
cloud solutions for Storage and Bigdata are also having a
strong growth. In consequence, the worry to provide CIA to
data is also emerging; we found 125 publications in our
research.

6) Threat #6: Account or Service Hijacking

Methods of phishing, fraud and vulnerability exploration,
besides password credentials used in distributed ways, give
amplitude to this problem [3]. The worry with kidnapping of
accounts was the target of many cloud providers already
consolidated in the market, such as Amazon [9]. There were
found 131 publications in literature.

7) Threat #7: Unknow Risk Profile

It is the most explored threat in literature, with 377 selected
publications. In cloud computing the abstraction regarding
architecture  details and maintenance responsibilities
proportionate a greater security with obscurity by the cloud
providers [3]. Details such as software version, failure fixes in
order to avoid problems such as zero day, process that meet
good security practices, among other aspects that are many
times neglected by the cloud provider, falling in the large
problem of the transparency of quality of service offered to its
consumers.

Vol. 11, No. 3, March 2013
B. Result Obtained From RQ2:

In this section we identified the Security Domains involved
in each threat. We elaborated our classification based in the
one proposed by [Mather et al, “Cloud Security and Privacy:
A Enterprise Perspective on Risks and Compliance”, O'Reilly
Media; 1 edition, 2009], where eight different domains are
enumerated. We classified them in a more granular way in
order to get better visibility of results from our research,
resulting in 15 Security Domains. The prevention measures of
each threat may involve one or more domains, therefore also
subject to intersections, according to the distribution displayed
in Figure 4. Table 1 shows a brief description of each domain
and the total amount of related publications.

TABLE I. FACET 1: SECURITY DOMAINS
Domain Description Score
Access Intervene in user access, from what the user 39
Control access is granted or denied to a given datum
or resource. Covers practices as for example
Single-Sign-On (SSO) and Role-Based
Access Control (RBAC).
Accountability Ensures the quality of information with 8
regard to possible and undesired behaviours
of a system or infrastructure in the cloud.
Anonymity Refers to traffic of public data, not allowing 3
the same to be intercepted, warranting
anonimousity in public or mixed clouds.
Applied Capacity of an emissor to make its data 27
Cryptography | unreadable, with only the receptor being able
to read the content.
Authentication Verifies and validates a user identification. 16
Data or Technique for protection of informations 130
Database stored either in bigdata or storage.
Protection
Digital Technique of systematic inspections in 5
Forensic computational resources in order to collect
informations that may evidence a supposed
crime committed. Presents itself as an
excellent solution for problems related to
inside threats in the cloud.
Identify Is the management to establish and keep 20
Management identity records applied to an access policy to
each finality or service.
Integrity Is the way to warrant that an information or 21
behaviour cannot be changed by non-
authorized people.
Intrusion Is the capacity to analyze a traffic or content 22
Detection that has the intention to compromise the
integrity of a system or computational
resource.
Formal Overall, it is a scheme to specify and apply 203
Security security policies.
Model
Network Guidelines to monitoring non-authorized or 96
Security incorrect access in the network.
Privacy It is the control of availability of a given 73
information or resource in a public or shared
environment.
Risk Analysis A set of policies to warrant that security 81
and processes happen in an efficient and
Management continuous way over time.
Trust Model A set of policies that help to identify and 50
and estimate threats in a systemic way.
Management
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Figure 4. Distribution of publications by Threats and Domains

We detected the large number of combinations between
“Access Control”, “Data or Database Protection” and
“Privacy” in more recent publications, and intrinsically linked
to Threat #5. Many concerns involve techniques such as
“Granular Access Control” and “Granular Audits” in the fields
of Storage and Bigdata.

C. Result Obtained From RQ3:

In this stage we identified and classified the proposals of
each work. Unlike the previous metrics, in this one there were
no intersections. We assumed that each publication would
have a single proposal, in cases when there was more than
one, we considered the more elaborate by the authors. We
measured eight types of proposals, according to Figure 5.

300

S &
8 8

150
2

Publications

Proposals

Figure 5. Distribution of publications by Proposals
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D. Result Obtained From RQ4:

In this stage we analyzed and identified, among the
selected publications, those that were concerned with some
compliance standard. Compliance is the condition of someone
or of a group of people or processes to be according to what is
desired or previously established, the desired in question are
the specification standards. In this stage there were 9
intersections, as for example, we observed a publication that
focus in compliances from NIST and FCAPS. As the answer
for the RQ we identified a total of 18 compliances according
to Figure 6.
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Figure 6. Distribution of publications by Compliances
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1) NIST

Founded in 1901, is a non-governmental non-regulatory
agency of USA trade. It has research in several areas, among
them to promote standards to technological processes. After
15 revisions, it created the specification where it defines CC
with 5 characteristics: self-service on demand, access to
broadband network, resources pool, fast elasticity and
measurable service. This definition was the milestone of
standardization in the cloud. Other organizations such as CSA
have this specification as the base for their researches [16].

2) FCAPS

It is an ISO standard, defining itself a model for network
management composed by 5 levels: F: Fault, C: Configuration,
A: Accounting, P: Performance and S: Security.

In level F are fixed the errors identified. It is also performed
a management for prevention of future errors. In level C is
performed a monitoring both in the network as well as in
development changes. In this stage obsolete software or
resources are removed from the network ecosystem and
periodical updates of equipment and software are performed.
Level A is dedicated to allocation and distribution of resources
offered by the network, warranting that users receive resources
according to the SLA. Level P is the management of
performance where it is intended to identify problems and
improvements. Level S is to ensure CID in all network
resources [55].

3) ITAR

The International Traffic in Arms Regulation is a set of rules
that control imports and exports of objects related to guns and
ammunition [56].

4) FISMA

It is a federal law of the USA that recognizes the importance
of information security in federal agencies data, demanding
that each agency complies with security processes that control
its assets. Compliance with FISMA was formalized by NIST
in publication 800-53 [57].

5) HL7

Is a standard from the American National Standards
Institute, ANSI, used to storage and handling of medical data.
Any and all information related to patients, doctors and drugs
is constructed from technical terms; this standard has the goal
to universalize this communication [58].

6) SAML

It is a standard created by OASIS applied in the exchange of
authentication and authorization of data between distinct
security domains, based in protocols of Token exchange using
XML, giving support to Web platforms and techniques such as
SSO [59].
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7) DLP

It is a technique to avoid, in time, incidents of violation or
undue access to sensible data. The consequences may change,
from access inhibition to the file or self-destruction of it [60].

8) PCI-DSS

It is a security pattern created by the Payment Card Industry
Security Standards Council (PCI SSC), aimed to concerns
with implementations in software that will do transactions
with credit card. Its goal is to standardize the implementation
and evaluate the providers of that software [61].

9) IS0 17826

It is a security standard of information published by the
International Standards Organization (1SO) and by the
International Electrotechnical Commission (IEC). Also called
CDMI, it specifies the interface to storage and management of
data in the cloud. This documentation is focused in developers
or users of cloud storage [62].

10) 1SO 27005

It is a standard for information security published by the
ISO/IED. Its goal is to provide orientation for management of
information about security risks [64].

11) 1SO 27002

It is a standard for information security published by the
ISO/IEC. It has the goal to establish directives and general
principles to implement keep and improve the management of
information in an organization [65].

12) 1SO 27001

It is a standard for information security published by the
ISO/IEC. The rule focuses on the concerns with
implementation, monitoring, improvement and revision of a
Management System of Information Security (MSIS) [11].

13) 1SO 27000

Is a standard for information security published by ISO/IEC.
The rule is a standard about good practices in Management of
Information Security, which brings companies to the higher
international level of excellence in Information Security. [27]

14) ENISA

The European Network and Information Security Agency is
an agency from the European Union. The agency has the goal
to contribute for the development of a culture of information
and network security for the benefit of citizens, consumers,
companies and public sector organizations of the European
Union. In consequence, it will contribute for the good
functioning of the internal marked of the European Union
[20].

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500



(1JCSIS) International Journal of Computer Science and Information Security,

15) OWASP

The Open Web Application Security Project (OWASP) is an
open source project for security of applications. The OWASP
community has corporations, educational organizations and
individuals from all over the world. This community works to
create articles freely available, methodologies, documentation,
tools and technologies that promote the good practices of
security. The OWASP Foundation is a charity organization
that supports and manages OWASP projects and its infra-
structure. It is also a nonprofit registered trademark in Europe
since June 2011 [51].

16) CSA

It is a nonprofit organization with the mission to promote
the use of better practices, provide warranty of security in
Cloud Computing, and provide education about cloud
computing use to help to protect all kinds of computing. The
Cloud Security Alliance is led by a wide coalition of industry
professionals, companies, associations and other interested
parties [3].

17) RSA

RSA is an algorithm for data cryptography, which owes its
name to three teachers of the MIT (founders of the current
company RSA Data Security, Inc.), Rivest, Shamir and
Adleman. It is considered the most well succeeded
implementation of asymmetric keys algorithms, and is based
in classical theories of numbers. It was also the first algorithm
to allow cryptography and digital signature, and one of the
great inventions in public key cryptography [1].

18) HIPAA

It is the acronym for Insurance Portability and
Accountability Act. It was approved by the American
Congress in 1996, during the Bill Clinton government. It is a
standard with the goal to protect data related to health,
ensuring privacy and fraud prevention [63].

E. Relevant Works

The publications that we considered relevant are based in
the criteria of relevance defined in the protocol. We selected
three publications of threat #1, nine publications of threats #4
and #5, four publications of threat #6 and nine publications of
threat #7, totaling 34 publications considered the most relevant
in our research result. Curiously the result of our search
reveals that none of the works related to threats #2 and #3
were concerned to fulfill any compliance.

1) Threat#1

TABLE II. COMPLIANCES INTO THREATS #1
Compliance Proposal Domain Reference
1SO 27001 Standard Extension Formal Security Ristov et al
Model [38]
ITAR Framework Formal Security Wang et al
Model [53]
ITIL Framework Formal Security Kamer &
Model Vranken [25]
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2) Threat #4

TABLE III. COMPLIANCES INTO THREATS #4
Compliance Proposal Domain Reference
1SO 27000, Framework Risk Analysis and Zhao [36]
1SO 27001, Management
1SO 27002.
1SO 27001, Methodology Authentication Auty et al [39]
1SO 27002.
1SO 27001 Framework Formal Security Julich & Hall
Model [40]
1SO 27002 Framework Formal Security Rebollo et al
Model [41]
PCI-DSS Framework Trust Analysis and Hizver &
Management Chiueh [43]
PCI-DSS System Model Privacy Kounelis et al
[44]
HL7 Deployment Formal Security Mouleeswaran
Model Model et al [50]
ITAR Framework Formal Security Poolsappasit et
Model al [52]
NIST System Model Privacy Kim et al [54]
3) Threat #5
TABLE IV. COMPLIANCES INTO THREATS #5
Compliance Proposal Domain Reference
HIPAA Encryption Access Control, Li et al [28]
Scheme Integrity Privacy,
Applied
Cryptography, Data or
Database Protection
HIPAA System Model Access Control, Huemer et al
Integrity Privacy, [29]
Data or Database
Protection
RSA Encryption Formal Security Saravanan et
Scheme Model, Applied al [30]
Cryptography, Data or
Database Protection
RSA Encryption Formal Security Linetal [31]
Scheme Model, Applied
Cryptography, Data or
Database Protection
ISO 17826 Standard Formal Security Teckelmann
Extension Model et al [42]
DLP Encryption Formal Security Basak et al
Scheme Model, Applied [45]
Cryptography, Data or
Database Protection
LDAP Encryption Formal Security Zissis &
Scheme Model, Applied Lekkas [22]
Cryptography
SSL Encryption Applied Mansukhani
Scheme Cryptography, & Zia [23]
Authentication, Data
or Database
Protection
SSL Framework Formal Security Ahmed et al
Model, Data or [24]
Database Protection
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4) Threat #6

TABLE V. COMPLIANCES INTO THREATS #6
Compliance Proposal Domain Reference
SAML Framework Access Control, Lonea et al
Authentication, Identify [46]
Management
SAML Framework Identify Management, Trust | Cabarcos et
Model and Management al [47]
SAML Encryption Identify Management, Guerrero et
Scheme Applied Cryptography al [48]
HL7 Encryption Access Control, Risk Sharma et al
Scheme Analysis and Management [49]
5) Threat #7
TABLE VI. COMPLIANCES INTO THREATS #7
Compliance Proposal Domain Reference
NIST, CSA Methodology Formal Security Model Ayala et al
[15]
NIST, Framework Risk Analysis and Sitaram &
FCAPS Management Manjunath
[20]
NIST, Framework Risk Analysis and Almorsy et
FISMA Management al [21]
CSA, ENISA | Deployment Risk Analysis and Kao et al
Model Management [26]
CSA Framework Identify Management, Risk | Bhardwaj &
Analysis and Management | Kumar [32]
CSA, Framework Risk Analysis and Saripalli &
OWASP Management Walters
[33]
OWASP, Service/API Risk Analysis and Chou &
1SO 27002 Management Oetting [34]
ENISA Framework Risk Analysis and Liuetal
Management, Formal [35]
Security Model
1SO 27000, Standard Risk Analysis and Beckers et
1SO 27005 Extension Management, Formal al [37]
Security Model

V. CONCLUSION

Our work has the goal to catalog the state of the art of
publications available in literature, that report approaches
about security threats in CC. We hope to help researchers who
want to engage in the field and want to propose some solution
to those problems. With our protocol we identified 661
publications about the subject, where we can analyze the
Security Domains involved. We also presented types of
solutions proposed by the authors, and identified that some of
those publication were concerned with the compliance of some
standard. We presented those compliances and reference the
respective publications to ease the work of the researcher that
wants to explore a specific compliance. We identified that
Threat #7 is the most explored in literature and, in
consequence, the Domains of Risk Analysis and Management
and Trust Model and Management have expressive results. We
also identified many combinations of Domains related to
Access Control, Applied Cryptography, Data or Database
Protection and Privacy. This reflects in the recent growth of
publications that report experiences in solutions for Storage

Vol. 11, No. 3, March 2013
and Bigdata in the cloud. In this same scenario, we identified
that Framework and Encryption Scheme are the most used
solutions. Regarding compliances, the most present in
publications are those indicated by CSA, I1SO 27002, ISO
27001 and NIST. However we also found some works where
its authors propose the extension of an ISO standard to solve a
given problem. For future works, we are planning to
investigate in more detail the obstacles of a given compliance
to be inserted in CC scene.
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Abstract— Virtualization is a term that refers to the abstraction
of computer resources. The purpose of virtual computing
environment is to improve resource utilization by providing a
unified integrated operating platform for users and applications
based on aggregation of heterogencous and autonomous
resources. More recently, virtualization at all levels (system,
storage, and network) became important again as a way to
improve system security, reliability and availability, reduce
costs, and provide greater flexibility. Virtualization has rapidly
become a go-to technology for increasing efficiency in the
data center. With virtualization technologies providing
tremendous flexibility, even disparate architectures may be
deployed on a single machine without interference This paper
explains the basics of server virtualization and addresses pros
and cons of virtualization .
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L. INTRODUCTION

Virtualization is a technique for hiding the physical
characteristics of computing resources from the way in which
other systems, applications, or end users interact with those
resources. It introduces a software abstraction layer between
the hardware and the operating system and applications
running on top of it [9] [ 1 ].This abstraction layer is called
virtual machine monitor (VMM) or hypervisor and basically
hides the physical resources of the computing system from the
operating system (OS). Since the hardware resources are
directly controlled by the VMM and not by the OS, it is
possible to run multiple (possibly different) OSs in parallel on
the same hardware. As a result, the hardware platform is
partitioned into one or more logical units called virtual
machines (VMs). ”Virtuality” differs from “reality” only in the
formal world, while possessing a similar essence or effect. In
the computer world, a virtual environment is perceived the
same as that of a real environment by application programs and
the rest of the world, though the underlying mechanisms are
formally different.

Virtualization was first developed in 1960’s by IBM
Corporation, originally to partition large mainframe computer
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into several logical instances and to run on single physical
mainframe hardware as the host. This feature was invented
because maintaining the larger mainframe computers became
cumbersome. The scientist realized that this capability of
partitioning allows multiple processes and applications to run at
the same time, thus increasing the efficiency of the
environment and decreasing the maintenance overhead[15].

II.  VIRTUAL MACHINE

A. Virtual Machine History

Virtual machines have been in the computing community
since 1960s, systems engineers and programmers at
Massachusetts Institute of Technology (MIT ) recognized
the need for virtual machines. In her authoritative discourse
Melinda Varian [15] introduces virtual machine technology,
starting with the ccompatible Time-Sharing System (CTSS).

IBM engineers had worked with MIT programmers to
develop a time-sharing system to allow project teams to use
part of the mainframe computers. Varian goes on to describe
the creation, development, and use of virtual machines on the
IBM 0S/360 Model 67 to the VM/370 and the OS/390 [15].
Varian’s paper covers virtual machine history, emerging
virtual machine designs, important milestones and meetings,
and influential engineers in the virtual computing community.

In 1973, Srodowa and Bates [14] demonstrated how to
create virtual machines on IBM OS/360s. They describe the
use of IBM’s Virtual Machine Monitor, a hypervisor, to build
virtual machines and allocate memory, storage, and 1/O
effectively. Srodowa and Bates touch on virtual machine
topics still debated today: performance degradation, capacity,
CPU allocation, and storage security.

Goldberg concludes “the majority of today’s computer
systems do not and cannot support virtual machines. The few
virtual machine systems currently operational, e.g., CP-67,
utilize awkward and inadequate techniques because of
unsuitable architectures™ [16].

Goldberg proposes the “Hardware Virtualizer,” in which a
virtual machine would communicate directly with hardware
instead of going through the host software. Nearly 30 years
later, industry analysts are excited about the announcement of
hardware architectures capable of supporting virtual machines
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efficiently. AMD and Intel have revealed specifications for
Pacifica and Vanderpool chip technologies with special
virtualization support features.

The 1980s and early 1990s brought distributing computing

to data centers. Centralized computing and virtual machine
interest was replaced by standalone servers with dedicated
functions: email, database ,Web, applications.
After significant investments in distributed architectures,
renewed focus on virtual machines as a complimentary
solution for server consolidation projects and data center
management initiatives has resurfaced [17].

Recent developments in virtual machines on the Windows
x86 platform merit a new chapter in virtual machine history.
Virtual machine software from Virtuozzo, Microsoft, Xen, and
EMC (VMWare) has spurred creative virtual machine
solutions. Grid computing,computing on demand, and utility
computing technologies seek to maximize computing power in
an efficient, manageable way.

The virtual machine was created on the mainframe. It has
only recently been introduced on the mid-range, distributed,
x86 platform. Technological advancements in hardware and
software make virtual machines stable, affordable, and offer
tremendous value, given the right implementation.

B. Virtual Machine Concepts

Goldberg R. P defined Virtual machines as :"A
system...which...is a hardware-software duplicate of a real
existing machine, in which a non-trivial subset of the virtual
machine's instructions execute directly on the host machine..."
[22,23].While Goldberg R, June defined Virtual machines as:
"A virtual machine is taken to be an efficient, isolated
duplicate of the real machine. We explain these notions
through the idea of a virtual machine monitor” (VMM).

See Figure 1.

VMM
Hardware

v
VM

Fig. 1 The virtual machine monitor

As a piece of software a VMM has three essential
characteristics.

First, the VMM provides an environment for programs
which is essentially identical with the original machine;

second, programs run in this environment show at worst
only minor decreases in speed; and last, the VMM is in
complete control of system resources".[ 20] and Kreuter, D
defined it as:

A virtual machine (VM) is an abstraction layer or
environment between hardware components and the end- user.
Virtual machines run operating systems and are sometimes
referred to as virtual servers. A host operating system can run
many virtual machines and shares system hardware

components such as CPUs, controllers, disk, memory, and I/O
among virtual servers" [18].

C. Virtual Machine Types

Virtual machines are implemented in various forms.
Mainframe, open source, para virtualization, and custom
approaches to virtual machines have been designed over the
years. Complexity in chip technology and approaches to
solving the x86 limitations of virtualization have led to three
different variants of virtual machines:

1. software virtual machines (see Figure 2), which manage

interactions between the host operating system and guest

operating system (e.g., Microsoft Virtual Server 2005);

VW™ VM wM

l Hvpervisor

Host Operating System

1 Host Hardware

Fig. 2 Software virtual machines
2. hardware virtual machines (see Figure 3), in which
virtualization technology sits directly on host hardware (bare
metal) using hypervisors, modified code, or APIs to facilitate
faster transactions with hardware devices (e.g., VMWare
ESX);

e e | e—

VM | VM } VM

Hvpervisor

Host Hardware

Fig. 3 Hardware virtual machines.
3. virtual OS/containers (see Figure 4), in which the host

operating system is partitioned into containers or zones (e.g.,
Solaris Zones, BSD Jail).

|
] VM ] VM | VM
CHROOT, Jail, Container

| Host Operating System

Host Hardware

Figure 4: Virtual OS/containers virtual machines.
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A simple UNIX implementation called chroot allows an
alternate directory path for the root file system. This creates a
“jail,” or sandbox, for new applications or unknown
applications. Isolated processes in chroot are best suited for
testing and applications prototyping. They have direct access
to physical devices, unlike emulators. Sun Microsystems’
“Solaris Zones” technology is an implementation of chroot,
similar to the FreeBSD jail design, with additional features.
Zones allow multiple applications to run in isolated partitions
on a single operating system [19].

Each zone has its own unique process table and
management tools that allow each partition to be patched,
rebooted, upgraded, and configured separately. Distinct oot
privileges and file systems are assigned to each zone. [20].

III.  VIRTUALIZATION

A. Definitions of Virtualization

There are many definitions of term virtualization as shown
below:

Rune Johan Andresen defined it as : “Virtualization is a
framework of dividing the resources of a computer into
multiple execution environments. More specific it is a layer of
software that provides the illusion of a real machine to
multiple instances of virtual machines.” [4] [11]

While Susanta Nanda , Tzi-cker Chiueh defined it as :
”Virtualization is a technology that combines or divides
computing resources to present one or many operating
environments using methodologies like hardware and software
partitioning or aggregation, partial or complete machine
simulation, emulation, time-sharing, and many others”. . [7]

IBM defined it as: “Virtualization is the creation of
substitutes for real resources, that is substitutes that have the
same functions and external interfaces as their counterparts,
but that differ in attributes, such as size, performance, and
cost.” [29]

Andi Mann defined it as "Virtualization is, at its
foundation, a technique for hiding the physical characteristics
of computing resources from the way in which other systems,
applications, or end users interact with those resources. This
includes making a single physical resource (such as a server,
an operating system, an application, or storage device) appear
to function as multiple logical resources; or it can include
making multiple physical resources (such as storage devices or
servers) appear as a single logical resource." . [9]

G. Heiser defined it as:“virtualization allows a single
computer to host multiple virtual boards (or virtual machines),
each isolated from one another, with the possibility of running
different operating systems. The main advantage is that, if a
virtual board fails, the other ones are kept safe at a reasonable
cost “[10].

William von H defined it as : "Virtualization is simply the
logical separation of the request for some service from the
physical resources that actually provide that service". . [8]
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Chaudhary V. Minsuk Cha.,Walters J.P.,Guercio S.,Gallo
S, defined it as :"Virtualization is a common strategy for
improving the utilization of existing computing resources,
particularly within data centers."[3]

Amit Singh defined it as: "Virtualization is framework or
methodology of dividing the resources of a computer into
multiple execution environments, by applying one or more
concepts or technologies such as hardware and software
portioning, time-sharing, partial or complete machine
simulation, emulation, quality of service, and many others."[2]

Joshua S. White,Adam W. Pilbeam defined it as:
"Virtualization is a mechanism permitting a single physical
computer to run sets of code independently and in isolation
from other sets". [6]

Sahoo J., Mohapatra S., Lath R. defined it as:
"Virtualization is a technology that introduces a software
abstraction layer between the hardware and the operating
system and applications running on top of it."[1]

TBD Networks defined it as:  "Virtualization is a
technology that enables running two or more operating
systems simultaneously on a single computer."[5]’

And Lawrence C. Miller, CISSP defined it as:
“Virtualization is technology emulates real or physical
computing resources, such as desktop computers and servers,
processors and memory, storage systems, networking, and
individual applications.”[25]

We define it as: “virtualization is a technology to divided
or combined the resources of computer system between
multiple operating systems or applications, to make illusion
that each one access the real resources”.

B. Benefits of virtualization

There can be innumerous reasons how virtualization can be
useful in practical scenarios, a few of which are the following:

e Server Consolidation. [9] [23] [ 8] [25] [29] [40]
e Application consolidation. [ 8] [25] [40]

e Sandboxing] 8,].

e  Multiple execution environments[ 8] [40]

e  Virtual hardware. [ 8]

e  Multiple simultaneous OS[13]. [ 8, [40].

e Debugging. [ 8]

e Software Migration. [ 8]

e Appliances[23] [ 8].

e  Testing[23] [40].

e Better Use of Existing Hardware[ 9].

e Reduction in New Hardware Costs[9] [8][23][28] [36]
e Reduction in IT Infrastructure Costs[ 9] [23] [36]
e Reduced downtime[9] [28] [36].

e Simplified System Administration[ 9].
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e Increased Uptime and Faster Failure Recovery[ 9]

e Simplified Capacity Expansion[ 9]

e Simpler Support for Legacy Systems and applications
[12][ 9] [23] [40].

o Simplified System - Level Development| 9] [40].

e Simplified System Installation and Deployment[ 9].

e Simplified System and Application Testing Business
Continuity and Disaster Recovery[9] [ 9] [23] [25] [28]
[29].

e Business Agility[9].

e Resource sharing .

e Isolation [13]. [12].

e Increase Flexibility. [9] [13]. [40]

e Increase Availability[23] [26] [36].

e Increase Scalability[23][26] [36] .

e Increase Hardware utilization[12]. [26]
e Increase Security[12]. [26][.

o Load Balancing[36]

e  brings hardware independence[13] [26].

C. Disadvantage of virtualization
e SPOF Single Point of Failure Problem.

e Overhead causing decreased performance has been the
biggest con with virtualization.

e The management interface  This can be a problem as
it encumbers consolidation of several platforms into
the same environment.

e Increase in Networking Complexity and Debugging
Time. [1][8][9].

D. Types of virtualization

There are so many different types of virtualization, Mobile,
Data, Memory, Desktop, Storage, Server, Network,
Application, Grid, and Clustering as shown in fig 5.

1) Mobile Virtualization

VMware defined it as : Mobile Virtualization(MVP) is a
thin layer of software that is embedded on a mobile phone to
decouple the applications and data from the underlying
hardware. It is optimized to run efficiently on low power
consuming and memory constrained mobile phones. The MVP
currently supports a wide range of real-time and rich operating
systems including Windows CE 5.0 and 6.0, Linux 2.6.x,
Symbian 9.x, eCos, pLITRON NORT:i and pC/OS-II.
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Fig. 5 Types of virtualization

2) Data Virtualization

Data virtualization from Andi Mann: "Data virtualization
abstracts the source of individual data items including entire
files, database contents, document metadata, messaging
information, and more and provides a common data access
layer for different data access methods such as SQL, XML,
JDBC, File access, MQ, JMS, etc. This common data access
layer interprets calls from any application using a single
protocol, and translates the application request to the specific
protocols required to store and retrieve data from any
supported data storage method. This allows applications to
access data with a single methodology, regardless of how or
where the data is actually stored." [9]

3) Memory Virtualization

Carl A. Waldspurger ,Palo Alto define it as:

A guest operating system that executes within a virtual
machine expects a zero-based physical address space, as
provided by real hardware. ESX Server gives each VM this
illusion, virtualizing physical memory by adding an extra level
of address translation. Borrowing terminology from Disco
[34], a machine address refers to actual hardware memory,
while a physical address is a software abstraction used to
provide the illusion of hard-ware memory to a virtual machine.
We will often use “physical” in quotes to highlight this
deviation from its usual meaning.[33]

4) Desktop Virtualization

William von H defined it as: The term “desktop
virtualization” describes the ability to display a graphical desktop
from one computer system on another computer system or smart
display device.

Many window managers, particularly those based on the X
Window System, also provide internal support for multiple, virtual
desktops that the user can switch between and use to display the
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output of specific applications. The X Window System also supports
desktop virtualization at the screen or display level, enabling window
managers to use a display region that is larger than the physical size
of your monitor.[8]

5) Storage Virtualization

Li Bignag, Shu Jiwu, Zheng Weimin defined it as :
"Storage Virtualization is the emerging technology that creates
logical abstractions of physical storage systems. Storage
Virtualization has tremendous potential for simplifying storage
administration and reducing costs for managing diverse
storage assets."[21]

6) Network Virtualization
Naga Dinesh define it as: “Network Virtualization :would
provide abstraction layer that can decouple the physical
network equipment from the delivered business services over
the network to produce a more responsive and well-organized
communications"[22]

7) Application Virtualization

Naga Dinesh Defined it as: "This type of virtualization
allows the user to run the application using local resources
without installing the application in his system
completely".[22]

While Joshua S. White, Adam W. Pilbeam define it as :
"provides smaller single application virtual machines that
allow for emulation of a specific environment on a client
system. For example a Java Virtual Machine allows disparate
operating systems such as Windows and Linux to run the same
Java program as long as they have the Java VM installed. This
form of virtualization is limited in that it only provides single
program isolation from the host, but is useful when testing
programs out without installing them". [6]

8) Grid Computing

Andi Mann defined it as: "Like a cluster, a grid provides a
way to abstract multiple physical servers from the application
they are running. The major difference is that the computing
resources are normally spread out over a wide network,
potentially across the Internet, and the physical servers that
comprise a grid do not have to be identical. Unlike a cluster,
where each server is locally connected, is likely to be
identical, and can handle the same processing requirements, a
grid is made up of heterogeneous systems, in diverse
locations, each of which may specialize in a particular
processing capability. Much greater coordination is needed to
allocate the resources to appropriate workloads." [9]

9) Clustering

Andi Mann define it as: "A cluster is a form of
virtualization that makes several locally-attached physical
systems appear to the application and end users as a single
processing resource. This differs significantly from other
virtualization technologies, which normally do the opposite,
i.e. making a single physical system appear as multiple
independent operating environments. A typical use case for
clustering is to group a number of identical physical servers to

69

provide distributed processing power for high-volume
applications, or as a “Web farm”, which is a collection of Web
servers that can all handle load for a Web-based application.”

(9]

10) Server Virtualization( machine , cpu )

The terms “ server virtualization ” , “ machine virtualization
”and “cpu virtualization” describe the ability to run an entire
virtual machine, including its own operating system, on another
operating system. The most common virtualization known in
general is Server Virtualization.

a) Server Virtualization definitions:

Lawrence C. Miller defined it as: “Server virtualization
creates “virtual environments” that allow multiple applications
or server workloads to run on one computer, as if each has its
own private computer”.[25]

While Naga Dinesh define it as: "The technique of
masking of server resources, which includes the identity and
number of every existing servers, processors, and OS users is
termed as server virtualization".[22]

HP define it as: “server virtualization refers to abstracting,
or masking, a physical server resource to make it appear
different logically to what it is physically. In addition, server
virtualization includes the ability for an administrator to
relocate and adjust the machine workload.”[26]

VMware define it as: “virtualization enables one computer
to perform the job of multiple computers, by sharing the
resources of a single computer across multiple
environments”.[30]

Citrix system define it as: “the ability to decouple software
from the hardware layer, allowing server workloads to be
streamed onto any platform in any direction.” [32]

And Darla Sligh define it as: “Server virtualization is a
software-based tool enabling the division of computer
resources and the sharing of multiple environments
simultaneously.” [31]

We define it as: “server virtualization is the ability to run
many operating systems with isolation and independences on
other operating system”

b) Server Virtualization types

Figure 6 show the traditional computer system without
virtualization.

In x86 environments, there are several variations within
software-layer abstraction of the server hardware, including
these general categories:

Ring 3
Ring 2 Direct
. Execution
Ring 1 of User
and OS

Host Computer
System Hardware

Fig. 6 x86 privileged level architecture without virtualization.
i.  Emulation
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Emulation is a virtualization method in which a complete
hardware architecture may be created in software. This
software is able to replicate the functionality of a designated
hardware processor and associated hardware systems. This
method provides tremendous flexibility in that the guest OS
may not have to be modified to run on what would otherwise
be an incompatible architecture. Emulation features
tremendous drawbacks in performance penalties as each
instruction on the guest system must be translated to be
understood by the host system. This translation process is
extremely slow compared to the native speed of the host, and
therefore emulation is really only suitable in cases where
speed is not critical, or when no other virtualization technique
will serve the purpose. Examples of this approach are QEUM,
Bochs , crusoe , and BIRD. [6] [7][8]

Advantages:
e tremendous flexibility in that the guest OS may not
have to be modified.

Disadvantages:

e performance penalties as each instruction on the guest
system must be translated to be understood by the host
system.

ii.  Binary translation

With binary translation technology as shown in figure 7,
the guest OS is not aware it is operating on virtualized
hardware. The hypervisor manages the access of each guest
OS to the physical hardware resources by masking the
hardware from the guest OS. It emulates portions of the
system hardware and provides the guest OS with the illusion
of a standard physical server with well-defined hardware
devices. The hypervisor ensures that any instructions from the
guest OS that affect system parameters—such as privileged
instructions to the CPU—are handled in a way that does not
affect the operation of other guest operating systems or cause
OS kernel faults. The hypervisor traps the instruction and
performs necessary translations that make the guest OS think
it has complete control over the server hardware. The critical
issue of dynamical binary translation is its low performance
efficiency and design complexity due to the incapability of
classical trap-and-emulate virtualization with previous
generation of x86 architecture. Examples of this approach is
VMWare ESX [26][31][8][39] [38]

Advantages:
e provides the guest OS with the illusion of a standard
physical server with well-defined hardware devices.

e Noneed to modified guest OS.

Disadvantages:
e low performance efficiency

e  design complexity due to the incapability of classical
trap-and-emulate virtualization
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Ring 3 Direct

Execution
; of User

Ring 2 Requests

Ring 1 (KRN | inary
Translation

Ring 0 VMM of 0OS
Requests

Host Computer
System Hardware

Fig. 7 The binary translation approach

iii.  Hosted 0s, application-layer abstraction
virtualization
With  Hosted OS, application-layer  abstraction

virtualization as shown in figure 8,another software-only
approach uses a hypervisor layer that is hosted by an
underlying OS. Because it resides as an application on top of
the host OS, this type of abstraction inherits its hardware
support and device compatibility from the host OS. This
provides an advantage for customers who want to run an older,
legacy OS on newer server hardware. However, the tradeoff
for this hardware compatibility is the performance overhead
required by the hypervisor layer. Typically, such hosted
solutions are used in smaller, departmental environments
rather than in large data center deployments because the
hosted solutions often lack capabilities such as dynamic load
balancing or clustering. Examples of this approach are
Microsoft Virtual Server 2005 R2and VMware Server
(formerly VMware GSX)[26][31] [35][8] [ 37] [38].

Advantages:
e  Virtualization product is installed onto the host desktop
just as any other application

e  The host desktop OS can continue to be used

e Uses the host OS’s device drivers - the virtualization
product supports whatever hardware the host does

Disadvantages:
e  Slow performance. [36]

Virtual Virtual Virtual
Machine Machine Machine
: Hypervisor
Host Operating System
[ Host Hardware

Fig 8 Hosted OS, application-layer abstraction virtualization
iv.  Hardware- assisted virtualization (full virtualization,
bare-metal virtualization)
With hardware-assisted virtualization (sometimes referred
to as full virtualization) as shown in figure 9, the hypervisor is
assisted by the processor hardware such as AMD-V or Intel
VT-x processor virtualization technologies. In this scenario,
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when the guest OS makes a privileged instruction call, the
processor (CPU) traps the instruction and returns it to the
hypervisor to be emulated. Once the operation is serviced by
means of the hypervisor, the modified instruction is returned
back to the CPU for continued execution. Hardware assistance
reduces the software overhead required by the hypervisor.
Hardware assistance from AMD-V and Intel VT-x
technologies extends the x86 instruction set with new
instructions that affect the processor, memory, and local I/O
address translations. The new instructions enable guest
operating systems to run in the standard Ring-0 architectural
layer, as they were designed to do, removing the need for ring
compression. Examples of this approach are Microsoft Hyper-
v, Citrix Xen , Parallels Workstation, Virtual Iron and
VMWare ESX Server [26][31][1][7][8][35] [ 37] [38]

Advantages:
e  Performance .

e Products are distributed as appliances or server OSes.

Disadvantages
e Vendor publishes a hardware compatibility list (HCL)
that dictates what hardware can be used with their
virtualization product. [36]

Ring 3 iﬁ Direct
e Execution
f User
Non-root Ring 2 .
Mode Requests
Privilege Ring 1
Levels
Ring 0 @ OS Requests
Trap to VMM
Root Mode without Binary
Privilege VMM Translation or

Levels Paravirtualization

Host Computer
System Hardware

Fig. 9 The hardware assist approach

V. Paravirtualization

Paravirtualization as shown in figure 10, refers to a
technique in which the guest OS includes modified
(paravirtualized) I/O drivers for the hardware. Unlike a binary
translation approach, the hypervisor does not need to trap and
translate all privileged layer instructions between the guest OS
and the actual server hardware. Instead, the modified guest OS
makes calls directly to the virtualized 1/0O services and other
privileged operations. Therefore, paravirtualization techniques
have the potential to exhibit faster raw I/O performance than
binary translation techniques. Some of the hypervisor
implementations that use this method (Citrix XenServer, Red
Hat Enterprise Linux 5, and SUSE Linux Enterprise) are
unique in that they support paravirtualization when using a
modified guest OS and hardware-assisted virtualization when
the guest OS is not virtualization-aware. Device interaction in
paravirtualized environment is very similar to the device
interaction in full virtualized environment; the virtual devices
in paravirtualized environment also rely on physical device
drivers of the underlying host. Where paravirtualization differs
is that it does not simulate hardware resources but instead
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offers a special Application Programming Interface (API) to
hosted virtual machines. Examples of this approach are Xen,
Denali and User-Mode Linux (UML) [36] [26][31][1][6]
(3171351371 [38].

Advantages:
e significant performance improvements over other
virtualization solutions

Disadvantages:
e The VM OS must be modified.

)

Ring 3
Direct
Ring 2 Execution
of User
Ring 1 Requests

‘Hypercalls’ to the
Virtualization
Layer replace
Non-virtualizable
0S Instructions

. Paravirtualized
AU Guest OS
Virtualization Layer

Host Computer
System Hardware

Fig. 10 The Paravirtualization approach

vi.  Hosted OS, kernel-layer abstraction (OS Containers
virtualization, Single Kernel Image (SKI))

Kernel-layer abstraction as shown in figure 11, refers to a
technique in which the abstraction technology is built directly
into the OS kernel rather than having a separate hypervisor
layer. System - level virtualization is based on the change root
(CHROOT) concept that is available on all modern UNIX -
like systems.. The direct access to hardware could potentially
provide greater performance than using a binary translation
technology; however, because there is no separation between
the hypervisor and the operating system, there is the
possibility that resource conflicts may occur between multiple
virtual machines. Virtual OS containers do not use hypervisors
(or VMM), which is a software application that works to
manage the logical separate of physical resource [40]. They
use containers, or sandboxes, called chroot, to partition the
host operating system into containers or zones (e.g., Solaris
Zones, BSD Jail), so multiple applications can run in isolated
partitions on a single operating system. [26][31] [35] [ 37]
this concept implements virtualization by running more
instances of the same OS in parallel. This means that not the
hardware but the host OS is the one being virtualized[1] OS-
layer virtualization tends to be more efficient and fails only by
little to provide the same isolation [41]. Examples of this
approach are FreeBSD ’ s chroot jails, FreeVPS, Linux
VServer, OpenVZ, Solaris Zones and Containers, and
Virtuozzo. [8] [38].
Advantages:

e Performance

e Reduced disk space requirements, containers can use
the same files

Disadvantages:
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e The VM OS must be the same OS as the host OS. [36]

Virtual Virtual Virtual
Machine Maching Machine
T
Host Operating System
Host Hardware

Fig.11 Containers virtualization

Native virtualization,
virtualization, a hybrid

virtualization as shown in figure 12, is the newest form. It
is a combination of full virtualization and paravirtualization
and uses input/output (I/0) acceleration techniques. This
compromise allows for an increase in speed (and indeed with
hardware acceleration it can be very fast), but potential
performance degradation can exist in an environment where
the instructions are relying more heavily on the emulated
actions rather than the direct hardware access portions of the
hypervisor It adds overhead and complexity. Examples of this
approach are VMware and Microsoft Virtual PC [31] [6][35]
[38]
Advantages:

e  Performance

Hybrid

Vii.

Disadvantages:
e Requires the underlying processor have virtualization
extensions (examples: Intel-VT, AMD-V) to function.

e Older hardware that could otherwise be utilized by
other virtualization architectures cannot be used. . [36]

Hardware

03 Drivers

Hardware

Fig. 12 The Hybrid Virtualization

IV. TYPES OF HARDWARE VIRTUALIZATION

1) Type 1(native or bare metal ).
2) Type2(hosted ).

The kernel was known as the supervisor in mainframes;
hence the term hypervisor was coined for the software
operating above the supervisor.

Two types of hypervisors
virtualization:

Type 1 and Type 2 (see Figure 13,14). A Type 1
hypervisor, also known as a native or bare metal hypervisor,

are defined for server

72

type 1 hypervisors run directly on the system hardware. The
following figure shows one physical system with a type 1
hypervisor running directly on the system hardware, and three
virtual systems using virtual resources provided by the
hypervisor.

A Type 2 hypervisor, also known as a hosted hypervisor, it
run on a host operating system that provides virtualization
services, such as I/0 device support and memory management.
The following figure shows one physical system with a type 2
hypervisor running on a host operating system and three
virtual systems using the virtual resources provided by the
hypervisor.[25][29]

Operating Operating Operating
system system system
Application Application Appﬂ%ﬂon
Hypervisor
SMP server

Fig. 13 Type 1 hypervisors.

Operating Operating Operating
system system system
Application Application Application
Hypervisor

Operating system

SMP server

Fig.14 Type 2 hypervisors
c) Advantages of server virtualization
many researchers note the following
virtualizing servers within data centers
e cnabling automated data center operations[24]

benefits for

e improving the speed of service delivery[24]

e supporting application configuration and availability.

[29]
e Consolidation to reduce hardware cost
e reducing the need for physical servers[24].
e reducing server operational maintenance[28].
e reducing the operating expense][26].

e reducing provisioning and the deploying of new
services[28]

e reducing disaster recovery times[24] ][26]

e improving network and application security[27]
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e reducing costs associated with the test and
development of in-house applications[27] [29]

e cenabling simple, responsive, utility-style ,.cloud
computing™ infrastructure[27]

e reducing various testing and migration issues][26].

e Reducing (TCO) Total Cost of Ownership[27] [29]

e Improving Flexibility, High Availability and

Performance[27] [29]

d) Pitfalls of server virtualization
Researchers indicate that improper employment of server

virtualization can result in the following pitfalls

e overloading the server utilization infrastructure, which
can introduce application latency; [31]

e increasing IT operational costs because of additional
time and resources required for extensive research
efforts; [31]

e magnifying failures because a hardware failure could
impact multiple virtual servers and the applications
they host;[31]

e introducing virtual machine sprawl, which may
substantially increase the overall number of server
operating images that need to managed by system
administrators; [31]

e cnabling improper security processes because within
the virtual server, the server administrator with access
to the root ID can alter or disable security settings;

thereby ,  exposing  servers to  security
vulnerabilities;[31]

e cexposing IT operations to network (traffic)
uncertainties][31]

e requiring enhanced IT skill sets to manage more
environments at once.[31]
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Abstract — This paper addresses the Genetic Programming Hence, preventing premature termination or premature

(GP) issue of code bloat which is the uncontrolled growth of convergence of the Genetic Programming run due to the issue
program codes without a commensurate improvement in theof bloat is of a primary concern to GP researchers [13].
program fitness to solve a given problem. Code Bloat is a seriousGenetic Programming therefore is a probabilistic, non-
issue in GP as it consumes computer memory and processing timedeterministic, optimization and a heuristic search technique
Though, several reasons and solutiqns for che bloat control have [27], [30], [20]. It is a probabilistic and non-deterministic
been su_ggeste_d in literature, yet no final solutibas been found so because it rarely gets a solution in precisely the form you
far. Against this backdrop, we proposed the Delete lower and Keelcontemplated and exactly the same result is obtained twice as

higher fithess value Programs after Crossover (DKPC) algorithm . P
which keeps the higher fitness value program and delete the |0we‘anyth|ng can happen and nothing is guaranteed [15]. Hence,

value fitness value programs from memory. We tested the Booleaith€ technique is heuristic as it uses huncfthe rule of the
6-multiplexer and Boolean 11-Multiplexer functions against the thumb since there are obvious, straightforward and easy path
preparatory requirements using our proposed algorithm, and we at arriving at a solution, it is an optimization technique
got very impressive results; we observed that the algorithm was ablbecause it involves successive improvement of an initial
to control bloat to a large degree. However, the algorithm solution until a best-so-far solution is obtained [4].

performed better in the Boolean 11-multiplexer function than in Genetic Programming researches have been so

the Boolean 6-multiolexer function. Both functions displayed ¢qncentrated on the application of the algorithm to solving
almost the same behaviour; except that the Boolean 11-mu|t|plexerplethora real life problems that are usually with no well

exhibited higher performance result than the Boolean 6- . . .
multiplexer in terms of better program size reduction. To this defined efficient solutions [9] but could be adequately

extent, our algorithm performed better in bloat control, based on Measured and compared [34]. Such applications of the

the benchmark problems used. algorithm have generated impressive results that are humanly
Keywords — Genetic Programming, Evolutionary algorithms, competitive. . .
Code Bloat In all of the researches in GP, application of GP to
problem solving has received a lion share. Research efforts
|, INTRODUCTION have also been on improving the understanding of

ffundamental aspects of the GP algorithm; and increasing the
power and performance of Genetic Programming approach
[13]. As at the moment, there are significant advances in the
theory of Genetic Programming [28], but improving the power
and performance of GP is less in the GP community
[13]. Thus, research on bloat and bloat control therefore is an
attempt on improving the performance of the GP algorithms.

In GP Literature, several Genetic Programming variants
exist. These include: Linear Genetic Programming, Parallel
Genetic Programming, Cartesian Genetic Programming,
Traceless Genetic Programming, and Tree-based Genetic
Programming. Tree-based Genetic Programming is the
standard Genetic Programming technique introduced by John
R. Koza and which is commonly used in the GP literature
[15]. In Tree-based GP, the nodes of the tree are composed of
functions and terminals that were identified from the problem
to be solved. Thus, this paper addresses the issue of Code
bloat in a tree-based Genetic Programming by specifically
proposing a new method of bloat control.

Genetic Programming, the most recently introduced o
group of four algorithms collectively known as the
Evolutionary Algorithms is an offshoot of the Holland's
Genetic Algorithm; developed by John Koza in 1990. Just liki
other Evolutionary Algorithms, it is an attempt to answer the
central question in Artificial Intelligence of how do we solve
problems using computers without explicitly instructing or
telling the computer how to do it? Genetic Programming use
the principle of evolution such that optimal solution to
problem is obtained from a gradual and a successi
improvement to an initial guess at a possible solution over
period of time until a termination criterion is attained [8].
Therefore, setting a good initial solution based or
requirements of the problem is very critical to obtaining ar
optimal solution to the problem otherwise the Genetic
Programming algorithm will be abruptly terminated and sc
trapped in a local optimal [10] due to excessive growth o
program codes otherwise referred to as code bloat.
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Il.  BACKGROUND ON GENETIC PROGRAMMING .
ALGORITHM

The Genetic Programming algorithm is a class of th
Evolutionary algorithms which includes the Evolutionary
Strategies (ES), Evolutionary Programming (EP), Geneti
Algorithm (GA) and lastly Genetic Programming (GP). These
algorithms use the fundamentals principles of evolution, bt
however differ in their problem representation, anc
evolutionary operations. Basically, GP represents problems
variable length programs in any functional programming
language and uses crossover and mutation operations.
solve a problem, the following Genetic algorithm must

execute the following three steps [15]: given problem [36]. It could be in terms of error [11], [3], time
(1) Generate an initial population of randomto balance or time to failure [14]. Fourthly is the determination
compositions of functions and terminals of the problemof the control parameters. Two major parameters to be
(computer programs). determined are population size and the number of Generations
(2.) lteratively perform the following sub-steps until,to be run. Other minor parameters are crossover rate, fitness
the termination criteria has been satisfied. reproduction rate, probability distribution over the potential

the method for designating a result and criteria for
termination the run.

The first and the second steps is the determination of the
terminal and function set of the problem. The terminal set is a
collection of constants while the function set are operations to
be performed on the constants. They form the external and
internal nodes of a tree in a tree-based GP respectively. The
terminal and function set define the search space in a GP
problem [8] and so they must be properly defined to satisfy
the properties of closure and sufficiency [14], [36]. The third
step is the determination of the fitness measure. Fitness
measure is the numerical value assigned to each program [8].
It is the measure of how good a program is able to solve a

(a) Execute each Program in the population and assign ifcross over points, maximum tree size and maximum tree depth
fitness value according to how well it solves the program. [14]. The last preparatory step is to determine at whiatt po
(b) Create a new population of computer programs bterminate the process of evolution. It could be by maximum

applying the following two primary operators. The operationsnumber of generation [11], loss of diversity [10], maximum
are applied to the computer program in the population chostallowable CPU time or total number of fithess evaluations
with probability based on fitness. reaching certain predefined limit [13]. The values obtained

(i) Copy existing computer programs into the new populationfrom the preparatory stage form the input into execution stage

(i) Create new computer programs by genetically
recombining randomly chosen parts of two existing programs

(3.) The best computer program that appeared in a.
generation (that is, the best-so-far) is designated as the res,
of genetic programming. This result may be a solution (or a,
approximation) to the problem.

The application of the Genetic Programming algorithm t
problem solving involves: .
. Problem identification and definition
. Determination of high-level requirements of the problen

. Execute the GP algorithm on a standard benchma
problem
. Interpretation of results

Each of these stages is tasking and a time consumi
process. A clear identification and definition of the problem tc
be solved constitutes the first and criticahsideration in the

execution stages.
components of the Genetic Programming algorithm.

of the genetic programming procedg?2], identified five
major operations in the Genetic Programming execution stage.
These are:

Creation of initial population,
fithess function evaluation,
selection,

genetic operations (reproduction,
operations), and

termination criteria and solution designation.

crossover mutation

Figure 1 shows a pseudocode of the genetic programming
These operations form the essential

START
Create Gen: =0
Create Initial Random Population
10 IF (Solution generated equal or approximate equal to

application of GP algorithm to problem solving. A well Termination Criteria)

identified and defined problem helps to further determines

suitable programming language to be used, followed by

second step of high-level requirement definition of the
problem which is further subdivided into five steps criteria.
[11], [17], [16] identify five steps criteria setting and regardec
them as preparatory steps for running the geneti
programming algorithm. These five criteria settings are:

. identification of the set of terminals,

. identification of the set of primitive functions,

. the fitness measure,

. the setting of parameters for controlling the run, and

76

Print solution obtained as result
STOP
ELSE
Evaluate Fitness of each individual in population
i=0
i=M?THEN
Gen:=Gen+1
Repeat Step label 10
ENDIF
ENDIF
CASE Sdection based on fitness =1
Perform reproduction operation or
Perform mutation operation
Copy into the new population

20 IF
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ENDCASE convergence, more and more large-size programs are produce,
CASE Selection based on fithess =2 thereby creating a situation for code bloat. [35], investigated
Perform Crossover , the effect of fitness on bloat in Fitnesauses bloat theary
ENIE])SCTSUENO offspring into new population They observed that there is a greater probability to find a
=141 bigger program with the same behaviour (that is, semantically

Repeat step label 20 equivalent) than to find shorter ones since the bigger programs

Fig.1: A pseudocode of the genetic programming execution stages evolve out smaller ones progressively. Earlier [19] concluded

Source: Modified from Koza’s original GP algorithm [14]. that in an attempt to improve program fitness, programs
naturally tends to grow due to fitness pressure. [25] used the

Pseudo-Hillcimbing theory, where children are rejected from

. RELATED LITERATURE ON CODE BLOAT joining the next generation if the fithess are not superior to

A. Theories of Code Growth. that of their parents, and then a copy of its parent joins the
Several reasons have been advanced for code growth next generation instead; this replicate large number of parents

bloat. [3], classified the reasons for code bloat into tweinto the next generati_on thereby causing bloat as larger and

categories: Those that modify the program structure or geneilarger parents are replicated.

operator; and those that incorporate program size in fitne:

computation. [21], opined that code bloat is basically causeB- Code Bloat Control methods

by introns (which are codes that does not contribute to fitness In Genetic Programming (GP), programs tend to bloat

of programs but yet consume computational resources) arglgnificantly in size when no control measure is applied [24];

non-introns. In this paper, we did not precisely follow the code:onsequently, a GP run is trapped in a local optiftad

bloat classification (or taxonomy) as earlier stated above, ol of code growth is important for reasons of breeding

rather we presented a mixture of code bloat controls of these . . .
; smaller solution that is easy to understand and which
two taxonomies.

efficiently use memory resource [32]. Generally, code could

The earliest theory of code bloat is the Hitchhikingslow the evolutionary process, that is, the rate at which new
theory. [21], opined that introns is also known as thendividuals (programs) can be evaluated [7], consumes
hitchhickers could attached to viable COdes; and during ﬁ]emory and can hamper effective breeding [23]’ [25], and

crossover operation that preserves viable codes, some of t@?cessively use CPU time [3]. Bloating is currently a hotly
introns are taken along with it and in so doing, introns are cbated tobic in the Genetic Proaramming:  however
propagated throughout the population. Defense agains P 9 9 '

crossoveris the second theory in intron based code bloaPresently, there is no silver bullet (or final) solution to deal
theory. This theory sees code bloat as defense againith the problem of bloat in GP [20]. In the absence of a
crossover which has destructive effects on program fitnessidely-accepted generalized theory of bloat therefore, most
[33]. [21], observed that large amount of introns also knowreffective methods for dealing with the problem of bloat can
as inviable codes increases the number of crossover pointsnly pe justified empirically [29]. Bloat is a common
(Streeter, 2003) further observed that such increases kﬁhenomenon in the evolutionary computation landscape, but

number of crossover points is more likely to result in a neutral t o ttention i i . th is still
crossover which has no destructive effect on program fitnes§10St given attention in genetic programming as there Is st

[34], [33] concluded that accumulation of more and more ofiosence of a widely-accepted theory of bloat in GP [29].
these inviable codes are a possible cause of code growth. Theveral bloat control measures in GP literature attest to this.
third theory is thdRemoval Bias Theoryn order to guarantee Some of the methods for controlling code growth include the
the preservation of the individuals, the removal bias theoryise of Maximum tree depth restriction [3], dynamic maximum

suggest that the sub-tree removed during crossover must npbe gepth [31] parsimony pressure, [39] Pareto-based Multi-
be larger than the inviable sub-tree area thereby placing c%jective parsimony pressure, size fair crossover and
constraint or penalty for removing sub-tree that is larger than 37] Tarpéian method [38], Minimum

necessary; but there is no such constraint or penalty fdputations operators [

inserting a large sub-tree [21], [34]. In this regard, the largePescription Length method [40]. Double and Proportional

sub-tree that is inserted without constraint may lead to codéournament, Baised-Multi-objective  parsimony  pressure

bloat as more and more are inserted. (BMOPP), Waiting room, and death by size. Each of these is
described as thus:

theofiegu'lmi?:rD(i)ff‘uz(i::r?l'ﬂzo?;\;o\g(;)srgzdbﬂ1g]or;érs]turfnne:?g 1) Maxim.um tree depth restriction (that is, hard limit on
d : th is direct result of evolution of proaram size anlprogram size) is the most common approach to bloat control in

CE engw ding to this th h .tp 9 ll-size fit the literature [15]. It restricts breeding to only produce

shape. According to this theoty, there exists small-size€ e .40 ess than some maximal tree depth [23]. Several

programs initially in the_ solution space, and as eVOIUtIOIapproaches are used to restrict tree depth or program size.
progresses, more large-size programs will naturally evolve. A

the Genetic Programming system progresses toward
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e One approach is to check if the size of the resultar secondary objective function in a lexicographic ordering
program is beyond the already set program size limit ¢ [24].
17. If the offspring depth size exceeds 17, it is rejecte (5) Another method is the Tarpeian method which acts
while the parents are returned back into their original stalon the selection probabilities of chosen programs that are
[15]. longer-than-average by setting their fitness to zero. In other
« Another approach is to try crossover operation sever;words, individuals with above-average-size are assigned very
times until a valid-depth size is obtained [26]. bad fitness with probability of W. This prevents such parent

. Lastly, yet another approach expand the tree deplprogr_ams from b(_elng parents and SO cannot cause bIo_a}t. The
. S L . tarpeian method is overtly aggressive and usually sensitive to
dynamically until fittedndividuals are discovered [41]. L LT : L
i T " parameters; it rejects individuals by size before considering
Setting a reasonable tree depth or limit is a difficul their fitness [25].
exercise. If the limit is too low, GP might not be able to find ¢ (6) The non-parametric methods of using two variations
solution and if is too high, evolution may slow down becaus of tgyrnament selection: double tournament and proportional
of the immense resource usage and chances of finding SMy,rament selection was also proposed by [25]. The double

solutions will be very low [3]. However, the weakness of thisyqrmament uses two layers of tournaments in series on fitness
method is that parents are returned back to pool if they viola gng then size; while the proportional tournament determine
the size limit constraints; otherwise it has proven to be a Velrandomly which out of fitness and size to use for the
successful method of code bloat control [25]. tournament.

(2) [31], introduced the Dynamic Maximufitee Size (7) The Biased Multi-objective Parsimony Pressure
Depth as the modification of the [22] traditional setting of(BMOPP) as a variation of the Pareto-optimization that
program hard limit. In the dynamic maximum tree size deptr combines lexicographic ordering, Pareto’s dominance, and a
a dynamic limit is set to at least, as high as to maximum dep proportional tournament features. This method is quite
of the initial random tree. Any new individual obtained from effective, easy to implement and combined with common
a crossover operation that breaks this limit is rejected arevolutionary computation algorithms [29].
replaced by one of the parents instead, unless it is the b

individual so far; the dynamic limit is increased to match the (8) The Waltlng Room and Death by 5'1‘5“3“1.0.0'
new best. In this case, the dynamic limit is never decreas:creates a pre-birth phase to all newly created individuals

and never surpasses the static limit. during the (_av_olution. I_n_ this way, Oﬁsp”ﬂg programs ar(.e
made to wait in the waiting room for certain period of time;
(3) [37], introduced the size fair crossover as a means 'and the larger offsprings are made to wait longer before they
size control in GP. In this method, the crossover point in thgre permitted to enter the population to compete. Each
first parent program is selected randomly, and then thingjvidual program in the waiting room is assigned a value
program size to be removed is calculated. The calculatéequal to the individual size. Next, the N children with the
program size is therefore used to determine the crossovsmallest queue value are removed from the waiting room and
point in the second parent so that the program size is Nform the next generation. The Waiting Room concept came
unnecessarily bigThis is because keeping the size of tre€qriginally from the notion that larger children might take
small is generally an implicit objective in Genetic |onger to be evaluated, and thus keeping them in the waiting
Programming [7]. room will let the fast, small children breed more rapidly

(4) The Parsimony Pressamethod which changes the through the population. The problem with the Waiting Room
selection probability by subtracting a value based on the si;method is that it imposes significant computational
of each program from its fitness such that bigger prograr complexity. The Death by Sizmethod, fitness is used as
have bigger subtractend. The bigger subtractend on |argObjeCtiVG such that some individuals with hlgh fitness are
programs lower their fitness and tend to have fewer childreiselected to breed children while others with low fitness are
That is, the parsimony pressure method uses the minimizatiiselected to die and be replaced by the new children. Even
of program size as a penalty by decreasing the fitness though those low fitness program are disallowed to compete
programs by amount proportionate to their size. ParsimorWith other more fit programs, they are not actually deleted
pressure takes two forms: Parametric parsimony pressure sffom memory and still lay claim to memory space as there are
lexicographic parsimony pressure: indication in Death by size algorithm that programs with low
. The parametric parsimony pressure uses size metric g fitness are truly deleted. The death by size method is similar to

raw fitness to compute its final fitness of an individual. Other methods proposed in the past. [2], used the ‘shrink’
In this regard, it treats the individual’s size as a linea ©Perator which removes a branch of a tree and replaces it with

factor in fithess. The problem with parametric parsimon)its terminal. [5] used ‘trun(;’ (truncate) to shrinlk the,size of the
pressure is that it is parametriather than being rank tree. [_121, used the mutation operator calledl hoist’ to select a
based: and it gives size an unwanted advantage OV_rIO(_je_ inside the tree and_ returns a copy c_)f th|s_subtree as a new
fitness; and individual. Recently, [1] introduced ‘cut’ in their new method

of bloat control known as prune and plant method. In this

. The lexicographic parsimony pressure which optimize: A . -
fitness as g p?imarg)/ objecti\)//epfunction and treepsize amethod, a selected individual will have its branches ‘pruned’
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and substituted by terminal; and the pruned branch is ‘plante V. EXPERIMENTAL DESIGN

in the population as a new tree. ] .
To test this DKPC algorithm, we used the Boolean 6-

However, in all of these techniques for bloat control, thyyitiplexer and Boolean 11-Multiplexer functions as
causes of the bloat are not completely eliminated. The onpenchmark problems. Generally, the Boolean N-multiplexer
thing they succeed in doing is that they only delayed thfynction consist of K address bitsaad 2 data bits ¢ where
occurrence of bloat as size of the trees will also increase a = Kk + 2 In other words. the input to the Boolean
so make bloat inevitable_,-. In t_his regard, we proposed tkmultiplexer functions consists of the K+2k bits.{a..,a,a,
Delete lower andKeep h|'gher Fltnes_s valuerograms after Ooicss..,0i,0b). This means that, a Boolean 11-multiplexer is
Crossover PKPC) algorithm as this code bloat control made of 3 address lines antl(8) data lines giving a total of
measure uses element of hill climbing. It is therefore a greecq jines of the multiplexer; a Boolean 6-multiplexer is made
algorithm that works by deleting the parent’s programs lowe o 2 address lines and(®) data lines giving a total of 6 lines
fitness and retains the offspring program with higher fitness i 5f the muiltiplexer while a Boolean 3-multiplexer is made of a
the generation after crossover operation; otherwise deletes 11 5qdress line and'®) data lines giving a total of 3 lines of
offspring program and retain the parents program with high¢ihe multiplexer. For these two benchmark problems, the same
fitness in the next generation. However, where both paren,reparatory parameters were used in other to form the bases
and offspring are equal in fitness, Keep the parent and delég,, comparison. We used best program fitness, size, and CPU
the offspring. In this regard, the DKPC algorithm exhibits [6](ime to compare the performances of the benchmark problems.

natural selection by life and death in which any individua t5pje 1 showsreparatory requirements for the benchmarks.
with favourable variation is preserved, and those with an

unfavourable deviation of structure are destroyed. It i Tapje 1: Preparatory requirements for the benchmarks

expected that in this DKPC-algorithm, every parent or .
offspring programs that do not contribute to fitness will not Population size 4000
have the chance of unnecessarily bloating the overall program .
L . Generations 200
code as they are deleted from the very beginning. In this case,
the computational resources are effectively used. Figure 2 | \iovimum depth Doy = 17
shows the DKPC Algorithm.
1. Create initial population of trees Maximum Initial depth Rita = 5
2. Set termination criteria
3. Start Probability of crossover P=09
3.1 Select crossover points on the trees
3.2 Perform crossover OR mutation. Probability of mutation R=0.1
3.3 Compare parent fitness with offspring fitness.
3.4 IF Parent fitness value is equal to OR greater then offspring | Selection method Tournament
fitness value,
Keep the parent program Tournament size T=7
Deleteoffspring program
ELSE Function set {AND, OR, IF. NOT}
Keepthe offspring program
Deleteparent program Terminal set do, 0y, ... Gy
ENDIF
3.5 LOORP until termination criteria is met .
4. Stop A.  The Boolean Function Tree Structure
Fig. 2: The DKPC Algorithm We have asserted earlier that in a Tree-based GP, the
nodes of the tree are composed of functions and terminals.
The functions (OR, AND, NOT, IF) are used to form the
internal nodes while the terminals (dO, d1, d2, ... d11) are
V. METHODOLOGY used to form the external nodes or terminal nodes. Having

identified these functions and terminals as shown in Table 1, a

_In carrying out this research, we used softwari,ica| Boolean multiplexer function tree is shown in Figure
engineering and tree methodologies. For software producg

0]
that have their feature sets redefined during development, t / \
N

evolutionary methodology is most appropriate. Evolutionan AND AND

methodology is iterative and is such that it evolves a fine / j \

solution from an initial specification with well-defined and NOT NOT

well-understood requirements by adding new features as tl J o d d
evolution progresses until a termination condition is met. £ l

tree methodology composed of nodes. In this paper, we us d d

the concept of tree where functions and terminals so identifie Fig 3: A typical Boolean Multiplexer function Tree

were used as nodes to solve a given problem.
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200

180 A
Table 3 and Table 4 are results of Boolean €| 160 _
multiplexer and Boolean  1l-multiplexer functions | 140 /F/
respectively. Figure 2 shows the line graphs interpretation (| 120 '
Boolean 6-multiplexer; while Figure 3 shows the line graph:| 100 // \ﬁ —e—CPUTime [5)
interpretation of Boolean 11-multiplexer. ig ] ) V.4 —8Best program size
B’ ¥
i . 40 A Best Program fitness
Table 3: Boolean 6-multiplexer function 20 7
Milestones CPU Time | Best program | Best Program
during run (s) size fitness ¢ o o '
1. 18 52 45 & o
23 36 45 48 \){\@o L T O T R T T
3. 54 60 28 °
4. 74 90 49 . . . . .
3 90 130 50 Fig. 3: line graphs interpretation of Boolean 11-multiplexer
6. 10¢ 11% 52
. 126 95 61 VI. DISCUSSION AND FINDINGS
8. 144 93 75
9. 162 93 76 When the Boolean 6-multiplexer function and Boolean
10. 180 75 80 11-Multiplexer function were executed against the preparatory
requirements using our proposed algorithm, very impressive
results were obtained. In the Boolean 6-multipler function, at
200 various interval of run, the program size increased steadily as
180 / evolution progresses indicating a sign of code bloat, but after
160 certain level of run, the program size dropped considerably as
140 program fitness increases. The Boolean 11-multiplexer
xg ]( function also displayed almost the same behaviour; except that
%0 ﬂ/ —+—=CFU lime (s) it exhibited better performance than the Boolean 6-multiplexer
60 / ~8Best progran size result in terms of better program size reduction. To this extent,
ol B Best Program fitness it performed better in bloat control. This is in line with the
20 ,7 ‘No-free lunch’ theorem that states that there is no single
0 — algorithm that provides omnibus solution to all problems.
(\
\(90 N W o e A e g Y
¥ VIl. CONCLUSIONS

Fig. 2: Line graphs interpretation of Boolean 6-multiplexer

Table 3: Boolean 1inultiplexer

Milestones CPU Time | Best program | Best Program
during run (s) size fithess

1. 18 54 45

2. 36 47 48

3. 54 72 28

4. 74 10C 49

5. 9C 15C 76

6. 108 165 82

7. 126 175 81

8. 144 150 85

9. 162 93 86

10. 180 65 92

80

This paper Proposed a new method of code bloat control
algorithm known as the DK-PC algorithm that Delete lower
and Keep higher Fitness value Programs after Crossover. This
algorithm was tested against the Boolean 6-multiplexer and
Boolean 11-mutiplexer functions, and we observed that the
algorithm was able to control bloat to a large degree.
However, the algorithm performed better in the Boolean 11-
multiplexer function than in the Boolean 6-multiolexer
function. It is therefore clear to us that bloat is inevitable, but
what extent can it be control? Our algorithm has considerably
reduced code bloat to the barest minimum. Our advice for
further research is that, other benchmark problems like
artificial ant problem, symbolic regression problems and so on
can be used to further test the efficacy of this algorithm.
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Attack Resilient & Adaptive Medium Access Control
Protocol
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Abstract— In IEEE 802.11, all nodes contending for the
access to a medium needs to perform activities as per the
specification of medium access control sub layer. It has been
observed that when the number of node increases, it leads to the
probability of collisions, which finally causes longer back-off
values of the concerned collided nodes. The recent development
within the field of computer networking enables everyone to
access the Internet in the fastest manner using the Tablet,
Mobile, Laptop or traditional Desktop. One common way to
achieve Internet connectivity includes the use of Wi-Fi, which
also forms the subject matter of present research. In the entire
situations' basic requirement at the user’s end- is a fair sharing
of the available channel bandwidth, adequate quality of service
(QoS), for which customers are paying lots of money.

Unfairness in the network performance indicates the presence
of attackers or some kind of misbehavior by existing users. It has
been observed that sometimes to get more share of available
bandwidth, several legitimate users show greediness or
selfishness, which results in injustice to the other users in the
same Wireless Local Area Network. However, it is too difficult to
understand about the type and behavior of misbehaving nodes in
the common shared environment.

Another issue that requires attention is related to QoS that is
if a user is availing better service than others within the network,
then it will be appreciable. Otherwise, this is the matter of MAC
misbehavior and needs to resolve.

This research is motivated by selfish node, which manipulates
their working ( differ from normal MAC protocols) in different
ways to increase their share to occupying the access to the
channel. This exploitation of the MAC layer protocol may be
hidden from the upper layers and in this work a solution has
been proposed to embark upon the problem at the MAC Layer
itself.

A faired, Attacks Resilient and opportunistic Adaptive
Medium Access Control protocol has been further modified, and
its performance has been compared with existing CSMA/CA base
on the Key performance Indicators, i.e. Throughput, Medium
Access Delay, Collisions per frame and Fairness Index.

Keywords-  Opportunist  Mode, Attacks Resiliency,
Adaptability, MAC Layer Misbehavior, Selfish Node, IEEE 802.11,
DCF, back-off, Attacking Mode, Suspicious Mode.

Sarita Singh Bhadauria
ECE, MITS,
Gwalior, India
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l. INTRODUCTION

The IEEE 802.11 access scheme incorporates two access
methods one is PCF to support real-time services by using the
Point Coordination Function (PCF); the method operates
primarily based on centralized control/scheduling and polling
techniques. A more reasonable model of operation is known to
be that of random access, Distributed Coordination Function
(DCF) [6] for asynchronous, contention-based, distributed
access to the channel. This research work is focused on DCF.

In IEEE 802.11 networks, it is extensively accepted that
the back-off algorithm plays a crucial role in achieving a high
aggregated throughput and a fair allocation of the channel to
the stations. Thus, the back-off value should reflect the actual
depth/level of contention for the channel.

MAC misbehavior is the crucial problem in the WLAN
because it affects the normal working of the fair MAC protocol
[7], which is not easy to detect. A novel approach has been
described throughout this work to improve performance of
MAC protocols by offering opportunist mode and also
detecting the nodes those are misusing it.

The remaining paper is organized as follows: Section Il
introduces the System Model; Section 111 discusses regarding
the MAC layer attack survey, Section IV presents a
classification of nodes and Section V presents the different type
of MAC layer misbehavior. Section VI presents operations of
ARA-MAC. Section VII presents the Results based on N.S-2
.34 and also compares the performance of ARA-MAC with
CSMAJCA base on Key Performance Indicator. Concluding
remarks are given in Section VIII.

Il.  SYSTEM MODEL

In the next sections, we used the following system model and
assumptions for ARA-MAC.

The IEEE 802.11 WLAN (AP and stations) works in the
infrastructure mode using DCF (Distributed Coordination
Function), which is the essential operation mode usually
deployed.

The channel is sensed idle for DIFS (DCF Inter Frame
Spacing) time when DCF delays frame transmissions right. It
waits for an additional random time, back-off time, after which
the frame is transmitted. The back-off time [9] is bounded by
the contention window size C W. This applies to data frames
in the basic scheme, and RTS frames in the RTS/CTS scheme.
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The back-off time at each station is decreased as long as the
channel is found unoccupied.

When the channel is busy, the back-off time is frozen.
When the back-off time reaches zero, the station transmits its
frame. If the frame collides with another frame (or RTS),
the sender’s time out which are waiting for the ACK (or
the CTS) and computes a new random back-off time with a
larger CW to retransmit the frame with lower collision
probability. When a frame is successfully transmitted, the CW
is reset to CWmin. The Network Allocation Vector (NAV) [8]
of all other stations is set at the frame-duration field value in
RTS/CTS and DATA headers. If Channel utilization is
observed poor, then access point observed opportunist mode to
every single station based on RTS counts.

« In all the simulations and calculations we have considered
a single trusted Access Point.

* It is our basic assumption that if only user stations
misbehave; then they dosoin a rational way, meaning that
misbehavior is motivated by a beneficial outcome in terms
of obtaining a larger throughput, lower medium access delay.
We also considered malicious misbehavior that aims at
disrupting the functionality of the CSMA/CA and network.

e The detection system is implemented only at the AP.
Thus, neither modification nor reconfigurations of wireless
adapters have to be made in the user side. In addition, the
solution is under the full control of the AP. All the users must
have understanding to decode the information in beacon frames
to enjoying the Opportunist mode, else they can still survive
within the system.

1. LITERATURE
ATTACKS AT MAC LAYER

REVIEW OF

Vojislav B. Misic et al. [48] discusses security issues of
networks. They have been compliant with the recent IEEE
802.15.4 standard for low rate WPANSs and also a number of
vulnerabilities at the MAC and PHY layer have beenidentified.
Svetlana Radosavac et al. [42] considers node misbehavior in
the MAC sub layer and its effects on the performance of the
network layer.

Alvaro A. Carden-as et al. [19] revisits the problem of
detecting greedy behavior in the IEEE 802.11 MAC protocol
by evaluating the performance of two previously proposed
schemes: DOMINO and sequential probability ratio test
(SPRT). A survey on different attacks and their
countermeasure in MANET has been provided by Bing Wu et
al. [14]. S.Rado-savac et al. [41] have considered the problem
of detection and prevention of node misbehavior at the MAC
layer, focusing on the back-off manipulation by selfish nodes.
Jiahai Yang et al.[26] propose the architecture of a
Coordinated Attack [26] Response & Detection System
(CARDS).

Shafiull-ah Khan et al. [40] discusses various security risks,
out of which denial of service (DoS) attack is the most severe
security threat, as it can compromise the availability and
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integrity of broadband wireless network. Lei Guan-G et al. [29]
discussed the research area related to MAC layer misbehavior,
which is based on the operating principles and the objective of
misbehaving nodes. Pradeep Kyasan-ur et al. [34] presented
modifications to the IEEE 802.11 Protocol to simplify the
detection of such a selfish hosts. Svetlana- Rado-savac et al.
[43] presented a framework of study for the problem of MAC
misbehavior detection. Their approach encompasses of an
intelligent attacker who adapts its misbehavior strategy with
the objective to remain undetected.

SzymonSzott et al. [46] deals with the problem of node
misbehavior in ad-hoc networks in which a realistic approach is
used to determine the impact of contention window
manipulation and RTS/CTS cheating. Raja Gunasekaran et al.
[37] discusses about selfish misbhehavior due to waiting for
smaller back-off intervals when compared to the other nodes in
the same subnet. Rickshaw et al., S.A.A runmozhi et al. [36,
38] in their work, the DDoS attacks are introduced to the
tactical mobile ad-hoc networks in both standby and moving
cases.

Jahangir H. Sarker et al. [28] proposed utilization of the
multiple power level system used for transmission t mitigate
the attacking signals. Taimur Farooq et al. [47] discussed DoS
attacks, which exploit the MAC layer vulnerabilities of IEEE
802.11 networks. Jaehyukchoi et al. [27] proposed a practical
way to point out the mishehaving nodes without requiring
access of hardware-level information in 802.11 WANS.

Vamshikrishna Reddy Giri et al. [50] investigates various
types of MAC layer misbehaviors, and calculates their
effectiveness in the form of their impact on important
performance aspects, including throughput and fairness to other
users. S. Szott et al. [39] suggests the use of the chi-square test
approach for detecting back-off-related misbehavior in IEEE
802.11 based EDCA networks. Fei Shi et al. [21] proposes a
method to avoid the occurrence of misbehavior. In their
scheme, Local Most Trustworthy nodes (LMT node) are
allowed to allocate the back-off value to the originator, rather
than permitting the originator to choose himself the back-off
values by itself.

Sangwo-n Hyun et al. [44] present a design of channel
migration scheme to tone down wireless jamming attacks. By
exploiting the multiple channels typically available on most of
the wireless platforms, their scheme used a flexible and
resilient approach to switch communication channels, which
enables nodes to continue packet transmissions with their
neighbors in the presence of jamming attacks. lordanis
Koutsopoulos [22] studied the competition and possible
cooperation between two misbehaving adversaries who
naturally hinder each other in wireless access. They considered
two simple types of cooperation that require minimal
coordination.

loannis Broustis et al. [23] identify an intellectual, low-
power jamming attack that can take benefit of this behavioral
trait, the placement of a low-power jammer in a way that it
affects a single legitimate client which can cause a situation of
starvation among all other clients. Jin Tang et al. [24] have
developed a shuffle scheme to mitigate the short-period
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fairness impact on the sample series, and investigate the proper
shuffle period that can maintain the randomness in each node’s
back-off behavior while resolving the short-period fairness
[31] issues. Matthias Wilhelm et al. [30] take the role of a
wireless adversary and investigate one of its most powerful
tools—radio frequency jamming. Mihui- Kim et al. [31]
focuses the threats to fair scheduling [32] in WMNSs resulting
from node misbehavior and provide a generic verification
framework to identify such a mishehavior.

S. Chen et al. [45] proposes a modest, unusual and
proficient verifying scheme to deal with untruthful
recommendation. They model the false recommendation
problem as trials in reputation management court and present a
simple, novel and effective scheme. E.G V. et al. [20] proposed
the implementation of a technique based load balancing on cell
breathing for mitigating the harmful effects of the jammer.

IV. NODE CLASSIFICATION

Nowadays, a lot of Internet applications are available, and
we have improved our working by utilizing the Internet
resources using enhanced and adaptive [2] the Internet
protocols. Sometimes we have achieved high speed with less
Security and vice-versa, but this is the time when we can
emphasize  designing a protocol which must have the
capability of simultaneously resisting the effects of malicious
nodes on performance of channel, as well as enhancing the
dynamic behavior of MAC protocol to improve channel
utilization [3] in different load scenario. It is very important to
recognize and discard that attacking node after identification.

We have also provided the smaller contention window size of
active nodes during under-load situation to improve channel
utilization.

A. Normal Mode

To access a channel a node randomly selects a value
between [0, CW] (Initially CW=CWmin) under normal
conditions, every node within the network operates according
to basic working of a Binary Exponential Back-off Algorithm
for CSMA/CA IEEE 802.11 WLAN, which doubles its
contention window value up to a CWmax after each collision
or unsuccessful transmission.

B. Opportunistic Mode

Access Point observes the common shared channel and will
broadcast a message to all the nodes based on largest RTS
counts to adapt the opportunist mode if the channel utilization
[10] is found poor. AP senses the channel using the Fibonacci
series to save the resources. This mode transforms nodes to a
lower density zone; the consequences of those are fewer
collisions and improved throughput on the network.

C.  Suspicious Mode

A node found to be a cheater in terms of any MAC
misbehavior and violating the rules of CSMA/CA categorized
as suspicious node and puts into a suspicious mode. The
Access point kept under the observation on these nodes by
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running ARA-MAC attack detection technique. Nodes under
suspicious modes follow basic BEB rules or opportunist mode
rules depending upon its channel situation and its history table.

D. Attacking Mode

Access point declared a node as an attacker, after finding a
node shifting from suspicious mode to attacking mode, after
crossing the maximum allowable threshold. Activity of an
attacker as a self-centre node is the basic motivating factor of
this research. An attacker, in an attacking mode made collisions
as well as it utilized unused slots when it works in egocentric
or greedy mode.

This work initiates an in line research for Attack Resilience,
Adaptive Medium Access Control Protocol [25] for WLAN
802.11.

V. TYPE OF MAC MISBEHAVIOR [1, 4]

e A node can adjust its back-off time to CWmin or less
at all times.

e A node may scramble frames sent by other nodes in
order to increase their CW [3].

e A node may delay CTS and ACK, or rejects RTS and
DATA, so the sender doubles its CW and
consequently, the malicious node [16] gets more
chances to occupy the channel.

e A node may increase its data transmission time by
enhancing the Network Allocation Vector (NAV)
value to prevent [12] other nodes from contending
during this period.

e A node may also transmit when it senses the channel
idle before waiting DIFS time.

e A node only transmits RTS and never transmits data
after getting CTS.

e A node pair consistently transmits RTS and CTS to
each other because they are forever free to send, this
behavior degrades fairness [44].

e  Back-off manipulation (cheating with fixed Contention
value) [5]

e CTS Scrambling

e DIFS value Reduction.

o Single Attacker and colluding attackers
e Adaptive Cheating

e Inter Layer attacks

e Choice of a short fixed value of a back-off counter.
Here the node always waits or varies a short amount of
time before accessing the idle wireless channel.
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e The Attacker chooses a contention window, always
resulting in a smaller back-off value.

e Choice of small DIFS, SIFS, etc.

VI.  ARA-MAC UTILITY

Two new algorithms have been developed to enhance the
performance of 802.11, which are basically suggesting some
remarkable improvement in working of IEEE 802.11 WLAN
based CSMAJ/CA, Medium Access Control Protocol. These
algorithms  are  called AO-MAC  (Adaptive &
Opportunistic=Medium Access Control Protocol) and AR-
MAC (Attack Resilient- Medium Access Control Protocol),
which jointly called as ARA-MAC (Attack Resilient &:
Adaptive MAC Protocol) which improves the performance of
network in two ways.

A. Scenario 1: Network under poor utilization
1)
Scenario 2: Network Under poor Utilization

Current scenario represents a network in which attacker
nodes misbehave and degrade the performance of the channel.
In such a situation, developed ARA-MAC protocol is useful
and suggests a mechanism through which the attacker node can
be identified and removed from the network.

B. Description of the ARA-MAC

DCF Based CSMA/CA work in a good manner, when the
channel is properly loaded, but when the channel is under-
loaded, it has disadvantages that the nodes having a packet for
transmission, but they have to wait even when the channel is
idle. To remove this drawback, we have proposed adaptive
behavior of the protocol as AO-MAC in 4.3 (a). In this, Access
Point [16] periodically calculates the channel traffic, and if it
finds that channel is under loaded then only it selects a node to
go into an opportunist mode for a fixed duration of time.
During the opportunist mode of operation, the node reduces its
window size by a predefined value and starts its transmission.
By doing so it reduces the waiting time given by BEB. In this
manner, packets would be transmitted frequently, and hence
channel utilization improves.

The selection of a node for opportunist mode is done based
on largest RTS counts. At the end of the time period, the node
comes back to normal mode of operation by resetting its
window size as per the specification of 802.11 [14]

The Attack Identification algorithm shown in 4.3 (b)
describes the attacker identification process. Access Point has
monitored the transmission rate of every node in the network.
For every received packet, it maintains a packet counter for
every node. After every time period T, it calculates the
transmission rate of the nodes using the value of respective
packet counters. If the transmission rate for some node is found
to be more than others, a counter named “Suspicious Counter
(SC)” [25] is increased by 1 (it is initialized with 0). A non-
zero value of SC signifies that the node is in Suspicious Mode.
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After every interval T, the transmission rate is calculated and
compared to the others, if the same happens to be case again
the SC value is incremented. Otherwise, for every normal
transmission over a period T value is decremented by 1. If the
SC value reaches to the value of 3, the node is declared as an
attacker and Access Point remove it from the list. As the
working of 802.11 is followed, a node has to wait for a random
period of time before getting the channel access for
transmission.

Any node can be declared as a suspicious node if it receives
an unfair number of packets within an observation period as
compared to other nodes. Average Throughput [11] of all the
nodes should be almost equal in all the nodes declared as an
attacker node based on observations made by the Access Point.

1) AO-MAC: Algorithm Mode of
Operation in WLAN 802.11

Input: Channel load

for Opportunist

Output: Opportunist node list
Perform in every t second by the access point
1. Set Node=1
2. Calculate CHANNEL_LOAD
3. if CHANNEL_ LOAD<CAPACITY, then
a. Set NODE_MODE =
OPPORTUNIST for duration t
Set CW = CWmin
b. NODE = NODE +1
4. EXIT
a. EXIT
2) AR-MAC: Attack Identification Algorithm
Input: Average number of packets transmitted.
Output: Attacker Identification and Penalty
1. Calculate Ave_P during OP
2. Seti=1
3. if (Ave_P + 10%) <= P; then
a. Seti=i+1

b. f1<=N, then goto step 3.

4, Else
a. If (i is in suspicious List), then.
b. Set Sci = Sci +1
c. Else add node, i in suspicious List.

d. Set Sci = Sci +1
3) Attacker Disassociation Algorithm

Input: Suspicious Counter Value
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Output: Attacker Dissociation
Calculate Throughput

If (T<=(T_p-T_p*0.4),then
Seti=1

if (i in suspicious List) then
if (SC >=3) then

Remove i from suspicious List
Add i in bannedNodeL.ist
Seti=i+1

if (i<=N) then

go to step 4

Exit

© ®©® N o g~ w DN E
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VII. RESULT & PERFORMANCE ANALYSIS

The performance of the novel protocol ARA-MAC has been
analyzed using standard key performance Indicators
Throughput, m access Delay, collisions, Fairness index.

A. SIMULATION PARAMETERS

Simulation has been performed: after simulating the
scenario on the bed of Network Simulator- 2.34 using Linux
Red Hat version -5 are already shown and publish in [25].

B. PERFORMANCE ANALYSIS

1) Average Throuhput

It is the measurement of the network performance [18];
throughput is total data packets/frames received per unit of
time [25], which can be expressed through the ratio of the data
frames successfully delivered at the destination for each flow to
those generated by the source. It is generally represented in
kbps.

The Tablel and Fig.1 show the throughput performance of
the newly developed ARA-MAC compared with CSMA/CA in
a WLAN (Wireless Local Area Network) 802.11 based
network.

The figure shows that, the throughput of ARA-MAC is better
than that of CSMA/CA in the absence of the attacker. This
improvement is due to the opportunist mode offered by ARA-
MAC to nodes, which reduces their waiting period, and hence
they are ready to attempt sooner as compared to CSMA/CA.
Table 1 and Fig.1 clearly this.

Furthermore, when the attacker [12] is introduced again
ARA-MAC outperforms CSMA/CA. This is due to the attacker
identification mechanism of ARA-MAC. The original
CSMAJ/CA is unable to handle an attacker as a result of which
channel utilization degrades. However, quick identification of
the attacker and its removal from the network by Access Point
gives an advantage in case of ARA-MAC.

Vol. 11, No.3, March 2013

In all these scenarios, it is observed that for a particular
contention window size as the number of station increases, the
throughput starts decreasing because more stations will go into
waiting state and as a result of that total frame transmitted goes
down, which impacts the throughput.

The next observation is based on contention window size
[15]. The simulation runs for different window sizes, and
throughput improves as window size increases. Because of
finer window size, the selection of random waiting period
spans across a finer range and hence the probability of getting
same random number by more than one station gets reduced.
This results in more successful transmissions, which contribute
to this increase in throughput.

Even so, still ARA-MAC outperforms CSMA/CA in both
scenarios. Fig.land Tablel compares the simulated average
throughput with the two schemes.

It shows that the novel ARA-MAC [25] scheme improves
network throughput. Moreover, the discussed scheme increases
collisions; its network throughput has significant improvement
when the network load is low as well as heavy in both the cases
(without and with Attacks), and the improvement becomes
evident also with the original scheme, and proposed scheme
has the Average Network Throughput of 0.873M mbps and
0.469 mbps (With Attacker) and 0.847 mbps and 0.823 mbps
(without Attacker) respectively, However, when no. of nodes in
the networks are 10. The improvement is 80.597% = [(847-
469) /469*100] and 6.073% = [(873-823) /823*100]
respectively when CWmin=128 and CWmax=1024.

- xgraph (]

Throughput (KB/s) Vs No of Node

CoMA_CA
1.00 Ra_MAC
CEMA_CA_With_Aftacker
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Throughput = 103
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Figl: Throughput vs. Number of nodes at CWmin=128,
CWmax=1024
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THROUGHPUT CONTENTION WINDOW
CWwuin =128, CWuax =1024
N WITHOUT AN WITH THE ATTACKER,
8 ATTACKER
E ARA -MAC CSMA /CA ARA -MAC CSMA /CA
10 873 823 847 469
20 854 803 820 441
30 824 779 803 408
40 795 759 777 371
50 767 735 746 340
Table 1: Throughput vs. Number of nodes at CWmin=128, CWmax=1024
2) Medium Access Delay

It is the mean delay of all successfully delivered frames. It
includes average queuing delay and contention delay [17]. It
has been observed that the frame delay increases dramatically
when active stations increases. Frames may be dropped either
due to the buffer overflow or because of serious MAC layer
contentions. Such frame losses may affect high layer
networking schemes such as the TCP congestion control and
network routing maintenance.

The major component of the medium access delay is
contributed by back-off period. So to reduce the back-off
waiting period; there should be some provisions in the protocol
that takes care of it. Both ARA-MAC and CSMAJ/CA are using
the concept of the binary exponential back-off (BEB)
algorithm.

By looking at the figure and tables showing simulation
results, it is concluded that ARA-MAC produces less delay as
compared to CSMAJ/CA. The reason is the opportunist mode of
ARA-MAC. Due to opportunist mode, a station comes out of
waiting early and becomes ready for transmission. This reduces
the back-off delay which means a reduction in the medium
access delay. Consequently, As a result of this, queuing delay
is automatically decreased. as a result, more frames will get
the opportunity for transmission. In the absence of the attacker,
ARA-MAC outperforms CSMA/CA due to this mechanism
whereas in the presence of the attacker, the delay factor of
CSMAJ/CA is severely affected, as can be seen. When
contention window size increases the delay as well increases.
The reason behind this is the larger span that is available for
back-off.

Fig.2 and Table 2 compares the simulated average Medium
Access Delay of the two schemes. It shows that the novel
ARA-MAC [25] decreases the mean delay, in both cases
(without and with Attacks), and the improvement becomes
evident with an increased number of nodes. When the channel
bit rate is 2mbps and load is 50%, which is 1mbps, the original
scheme and proposed scheme have the average end-to-end of
11.53ms and 16.67ms, correspondingly when CWmin = 128
CWmax= 1024, without attacks. The improvement is 11.53%
[=(26-23)/26*100] when numbers of nodes are 10. Similarly,
with attackers, it can be calculated and found to be 16.67 % [=
(30-25) /30*100] whereas the value of delay in CSMA/CA
with attackers and ARA-MAC with Attackers is 11.53% and
16.67% correspondingly.
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Values may be distinctive at different no. of nodes,
obviously delay increases if nodes are more on the networks
but the difference between performance with attackers, and
without attackers can be only found at low loads and at nodes
4.53% [= (61-58)/61*100] when no. Of Similarly, with
attackers, it can be calculated and found to be 11.49% [= (71-
60) /71*100]

The reason is that when the Network load is less, the
proposed scheme has a minor value of CWmin offered by
Opportunist Mode, which leads to lesser contention and
queuing delay: when the network load is heavy, although
ARA-MAC has at its original larger minimal contention
window size, but the collision is decreased, so that the average
Medium Access Delay is decreased.

MEDIUM ACCESS DELAY AT CONTENTION WINDOW CWyy
=128, CWwuax =1024

N WITHOUT AN ATTACKER WITH THE ATTACKER,
8 ARA -MAC CSMA /CA ARA -MAC CSMA /CA
E

10 23 26 25 30

20 30 32 32 38

30 38 41 40 48

40 47 50 49 59

50 58 61 60 71

Table2: Medium Access Delay vs. Number of nodes at CWmin=128, CWmax=1024 CWmax=1024

=] xgraph ClEIEd
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Fig2: Medium Access Delay vs. Number of nodes at CWmin=128,
CWmax=1024

3) Collision Data Frames Vs Number of nodes

The collision ratio of both the protocols is almost same in
the absence of the attacker as it’s the attack resiliency feature
of ARA-MAC that gives it the upper edge which is of no use in
this scenario. Increasing window sizes are having a positive
impact on the collision ratio as reflected from the figures. This
is due to the large span of the back-off window that disperses
the stations from being had identical timing.
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Fig.3 (a) and Table 3(x) compares the simulated scenario
for Collision per data frame with increasing number of nodes
with the two schemes.

The original scheme and proposed scheme have the average
collision per frame 55% and 75%, respectively, when CWmin
= 128, CWmax= 1024, without attacks. The improvement is
55% [= (0.2-0.09) /0.09*100]. Similarly with attackers it can be
calculated and found to be 75 % [= (0.42-0.24) /0.24*100].

Collision Data Frame Ratio Vs No of Nede
CoMa_CA
F.00 Fids_hdac
TEMA_CA_With_Aitacker
2
2
180 "
160
1.40- //
120 "
1.00- /
. //
o ! :
0.00 I
10 Z:EI 30 40 50 Mo ef Hade
Fig.3 Collision Per Data Frame vs Number of nodes CWmin=128,
CWmax=1024
COLLISION PER DATA FRAME AT CONTENTION WINDOW
CWmin =128, CWmax =1024
N WITHOUT THE WITH THE ATTACKER,
o ATTACKER
E ARA -MAC CSMA /CA ARA -MAC CSMA /CA
10 0.2 0.09 0.24 0.42
20 0.24 0.18 0.44 0.91
30 0.40 0.40 0.69 1.22
40 0.62 0.63 1.18 1.52
50 0.8 0.76 1.26 142

Table3: Collision Per Data Frame vs Number of nodes CWmin=128, CWmax=1024

4) Fairness Index

Ideally, throughput of each link within the network should
not be deviated among all other links to maintain the Fairness
of Medium Access Control Protocol. The standard BEB
(Binary Exponential Back-off algorithm) [4] is sometimes
unable to provide an adequate level of fairness, i.e. The Table 4
Fairness Index vs. Number of nodes at CWmin=128,
CWmax=1024 back-off window size doubled after every
collision and reduces to the minimum contention window after
every successful transmission. Also, fairness drastically
changes in presence of attackers. The well-known Jain’s
fairness index [5] is used to calculate fairness of throughput of
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a different adaptive contention window algorithm based MAC
protocols.

The fairness index (FI) is calculated at the end of every
Observation Period (OP).

Flreg . oval =

x1= xi=The throughput of contending flows (station)
n= The number of contending flows (stations)

If it is high (0.9< FI<1), it means all nodes are getting an
almost proper share of the channel, and it implies that attackers
are not present in the network and minor degradation in
throughput is due to obvious collisions. There is no need to run
the attacker identification algorithm in such a condition. The
low value of FI (i.e. 0< FI< 0.9) nodes are getting an improper
share of channel bandwidth and is a clear indication about the
presence of the attacker or attackers in the network. And in this
case, running attacker identification algorithm is a necessity.
By using the concept of fairness index the load on the access
point is reduced, and occasionally it has to run the algorithm.

In Figure 4 and Table 4 compares the simulated Fairness
Index of the two schemes. It shows that the novel ARA-MAC
[25] improves the Fairness Index, in both the cases (without
and with Attacks), and the improvement becomes evident with
an increased of nodes. When the channel bit rate is 2 mbps and
load is 50%, which is 1 mbps, the original CSMA/CA and
ARA-MAChave the average Fairness Index of .0.923 and
.0.98, respectively when CWmin = 128 CWmax= 1024, with
attacks. The improvement is 6.69% [= (0.98-0.923)
/0.923*100=0.0669]. Similarly without attackers it can be seen
by figure that it is almost same in both the schemes.

Fairmess Index Vs No of Mode

Fairness

CHMA_CA
Ris_MAC

CEMA_CA_ Wil _Attasker
R MAC_With_attacker

150

Mo of Node
10 20 30 40 S0

Fig. 4 Fairness Index vs. Number of nodes at CWmin=128,
CWmax=1024
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FAIRNESS INDEX AT CONTENTION WINDOW CWyy =128,
CWuax =1024
N WITHOUT THE WITH THE ATTACKER,
8 ATTACKER
E ARA-MAC | CSMA/CA | ARA-MAC CSMA/CA
10 1.0 1 0.96 0.97
20 0.992 0.99 0.92 091
30 0.991 0.99 0.90 0.87
40 0.98 0.99 0.88 0.87
50 0.98 0.99 0.85 0.83

Table4: Fairness Index vs. Number of nodes at CWmin=128,
CWmax=1024

VIIl. CONCLUSIONS & FUTURE WORK

In IEEE 802.11 WLANS, MAC layer misbehavior can lead
to severe unfairness in channel utilization/bandwidth
distribution. This can become a serious problem in a shared
channel where individual users have to pay for network
usage and hence may be motivated to cheat in order to
increase their share of the medium.

In spite of its relevance, this topic is still relatively less
explored in the research community, especially adaptability
and attack resiliency to gather. In this paper, we have discussed
MAC layer misbehaviors, classified the nodes in the channel,
presented a method to utilize channel efficiently by adopting an
opportunist mode, and if any node misused the opportunity or
misbehave then provided the corresponding detection
mechanisms.

In contrast with previous papers that have proposed
modifications to the MAC protocol, thus requiring a
modification of existing wireless cards, we have developed a
solution that can be completely incorporated in the AP and
uses at most transmitted/communicated data purely to analyze
node behavior. An important feature is that a cheater has no
way of knowing whether an AP is ARA-MAC enabled.

Using simulations, we have shown that ARA-MAC
achieves high accuracy of detection in a variety of scenarios.
The Ensemble system is resilient to several MAC layer
misbehavior. The main feature of the proposed solution is its
effectiveness and applicability to be static as well as real
networks.

We believe that the scope of this paper goes beyond IEEE
802.11 networks; indeed, we provide a framework that can be
adapted from the study of deceitful and detection techniques in
any WLAN (Infrastructure less network) based on the shared
spectrum.

As explained earlier the proposed work is comprised of two
major stages, i.e. Adaptability and Attack Resiliency and
thoroughly to view the predicament decision in entirety.

ARA-MAC has been designed to improve performance of
CSMAJ/CA in terms of basic key performance Indicators, i.e.
Throughput, Medium Access Delay, Collisions and Fairness
Index, improve results shows the importance of the Novel
designed algorithms.
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For future work, we consider infrastructure less WLAN or
Ad-hoc Network and also provide some solutions for the
different types of MAC layer misbehaviors individually. We
will try to incorporate some more intelligence in our approach
for smart attackers.

We will also explore the effect of mobility in the proposed
system. In regard to implementation, we will introduce these
and other enhanced features to develop an intelligent driver for
newly developed WI-Fi or Wimax, WSN wireless networks.
Furthermore, the above proposed model can be converted into
a single hardware chip.

It should also be noted that in this paper we have focused on
attacks/mishehaves aimed at the traffic incoming/outgoing
from the stations. In our future efforts, we will expand the set
of attacks to new techniques that decrease the traffic arriving to
the stations from the AP or vice-versa.
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Abstract— E-learning based platforms that support multimedia
content to enhance interactive learning demands large disk space.
Despite research ground covered under e-learning circles, less
attention has been devoted to solicit the best methods to address
the disk space challenges at minimal cost. This research focuses
on advancing a best architecture that meet the need for storage
space when developing interactive multimedia e-learning based
portals. Simulation was used using the CloudSim toolkit.
Findings show that to precisely test the performance of viable
architectures, there has to be a robust platform for such
experiments. The main conclusions drawn from this research
were that, there is room to improve on existing architectures to
scale down on development costs so attributed to e-learning
portals that are interactive in stature. Storage can be built from
exiting personal computers through harnessing the cloud
computing functionality designed as most of the personal
computers are not fully being used by their owners. This research
culminate by recommending the need to explore on best
simulator packages that can be used to test the functionality of
cloud computing based architecture for e-learning environments.

Keywords-E-learning,  Multimedia,  Architecture,  Cloud

Computing, Storage, CloudSim, Simulation, Interactive.

l. INTRODUCTION AND BACKGROUND

E-learning based platforms that support multimedia
content to enhance interactive learning demands large disk
space [1] . To curb the challenge of disk space and decongest
the server(s) what should be done? In setups where there is a
pool of networked computers or computers that can join a
network for a dedicated period, what is happening to all the
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idle space and processing power? What solution is there to the
storage space challenge for e-learning platforms that supports
multimedia content? A close glance at a simple e-learning
structure as presented in Fig 1. below depicts the three main
players in the e-learning ecosystem as the e-learning server,
the network and the e-learning client.

E-learning Server
E-learning E-learning
Client Network ’ Client

E-dearning
Client

Figure 1: E-learning System [1]

Paradoxical to this illustration, many depicts the existence
of e-learning clients as the dorminant player, there is in that
light a single network and a single e-learning server, though
scientifically it can mean two different words in different
formats. There is little attention being paid in most researches
on e-learning based systems on how best the e-learning clients
can also contribute to the server space and thereby increase
thoroughput to e-learning based systems.
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As reference [2] posits that “Learning management
systems (LMS’s) are already made available in SaaS model,
but for most LMS providers, cost structure for providing LMS
in SaaS model is currently governed by ‘old” way of server
infrastructure management (in-house or rented), which is then
as-is passed on to the customer”.

It is on this background highlighted above, that part of this
research work is built upon. There is cost involved in hosting
e-learning systems, the stages at which such costs weather in
monetary terms or otherwise needs to be traced and
constituted individually to specific development stages of the
e-learning life cycle. There is greater opportunity to explore
the best ways in which certain costs could be minimized or
avoided if proper attention is given across the spectrum. The
rest of the paper is organized as follows: section 2 gives the
problem definition and research questions; section 4 gives a
brief literature about cloud computing architecture in e-
learning environment followed by the methodology and
research design. The results and analysis follows proceeded by
the discussions, conclusions and recommendations.

Il. PROBLEM STATEMENT

The main focus of this research following the background
information outlined above, therefore was to explore the best
resources available that can alleviate the challenges many e-
learning system developers face especially for platforms that
carry a substantial volume of multimedia content. The
problems experienced in e-learning systems as a medium used
to enhance learning and dissemination of information has
particularly contributed to the formulated pilgrimage towards
a solution that can best be implemented in e-learning systems.
The search for such a solution was in light of addressing the
challenges at the grass root level that is at the development
stage of e-learning systems. Having observed that many
institutions are able to launch and host e-learning based
systems to enhance their learning criteria, there is a limitation
of storage space.

In trying to address a challenge herewith presented
reference [3], posits that “The process of E-learning is not a
perfect one....... Course material used in e-learning sometimes
is unattractive and non-compelling.” Also [4] highlighted that
“Business divisions who have special and particular needs and
mid-size and small companies continue to face stiff challenges
and financial crunch to implement e-learning programs and
solutions to fit their scale.”

To address this challenge, there was a motivation to look at
the best cost cutting and resource efficient way in which e-
learning systems can be developed and deployed at scales that
best suits the business or institutions’ requirements. In
particular, attention was given to storage capacity as one of the
variables that demands some huge financial investments as
sometimes a substantial volume of space is required, which in
turn triggers sourcing of more servers to meet the ever
increasing demand for space.

One of the features that strongly are a check list when
testing the quality of e-learning systems as highlighted by[5]
that “........... as the subject of the course is state of art and
thus should be updated regularly. There should be high level
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of interaction as well...,”. This indicates multimedia content
based e-learning systems are the solutions called for, however
to host such e-learning platforms in a cost effective routine,
what avenue can be followed?

1.  RESEARCH QUESTIONS

The paper seeks to answer the following main research
question: Is there an appropriate architecture that meets the
needs of storage space and be used to host e-learning systems
built with multimedia content to enhance interactivity in
learning circles?” Sub questions emanating from the main
research questions are:

e What are the other e-learning architectures that
support multimedia content?

e How are the current e-learning architectures
effective and assessed?

e Can we come up with a suitable architecture for
multimedia e-learning systems with solve the
need for storage space compared to existing one?

IV. LITERATURE REVIEW

A. E-learning architectures supporting multimedia content

E-learning involves a broad combination of processes, content
and infrastructure that uses computers and networks to scale or
improve learning parts including the management and delivery
[6], [3], [7]- While architecture integrates various components,
that consists the public side of interface[8], broken down into
parts [9] that involves functionality, usability, performance,
resuse, economic and technology [10].

The IMS LIP final specification by [11] does provide the
following structures to support the implementation of "any
suitable architecture™ for learner privacy protection. However
focus was more centred on addressing privacy principles as
depicted in fig 2 below.

//Leamer N\
Multimedia W\ E"Em/ ’
A

" Interaction Context

Behavior

Evaluation

Delivery

Locator Leaming|
Learning S
Conter

Learner Info)
. (current

Learner

Learning
Records

Resources

(new)

Figure 2: LSTA system components [11]

A close look at this architecture clearly show the display
of learning resources and multimedia components for this
setup is not being housed under a single shell. There is a
possible danger in slowing delivery of the e-learning resources
to end-users in such an architectural setup. It is much
convenient to compute delivery latency at a go than at
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different delivery levels. This is pointed out by reference [1]
that “As with rapid growth of the cloud computing
architecture usage, more and more industries move their focus
from investing into processing power to renting processing
power from a specialized vendor.”

From this nugget, the cloud computing architecture presented
here is availed on rental from a specialised vendor. This pause
an opportunity to look on how best users or organisations can
be specialised vendors in own capacity to effectively make use
of the available resources. Also [3] and [4] pointed out that
“The technical standards for connecting the various computer
systems and pieces of software needed to make cloud
computing work still aren't completely defined”.

Well, cloud computing maybe presented as a viable
architecture as indicated here, there is still a loophole that
needs research attention in light of being able to define
computer systems and pieces of software that will enable the
cloud computing architecture a worth tool for use. Reference
[4] posits that “Every decade or so, the computer industry's
pendulum swings between a preference for software that's
centrally located and programs that instead reside on a user's
personal machine. It's always a balancing act, but today's
combination of high-speed networks, sophisticated PC
graphics processors, and fast, inexpensive servers and disk
storage has tilted engineers toward housing more computing in
data centers. In the earlier part of this decade, researchers
espoused a similar, centralized approach called "grid
computing.” But cloud computing projects are more powerful
and crash-proof than grid systems developed even in recent
years.”

B. The effectiveness of E-learning architectures

A close glance at the following case study unveils some of
the focus that the implemented e-learning systems
architectures were inclined towards: Researcher [11] pointed
out that “However, most of them are focusing on content
management, meta-data specification, or other areas with
little reference to security and privacy. For example: - The
AICC focuses on practicality and provides recommendations
on e-learning platforms, peripherals, digital audio and other
implementation aspects. - The ARIADNE focuses mainly on
meta-data specification of electronic learning materials with
the goal of sharing and reusing these materials.”

It is easier to advance a solution that addresses how to host
content alone based systems than multimedia content based
systems. This present a great challenge to the e-learning
design and implementation chores as a result, there is great
need to explore this avenue in a holistic approach.

ADL-SCORM is mainly concerned with specifying how
instructional content should be treated [11], [12]. Instructional
content is mainly descriptive in nature, well if it embeds
multimedia in it, the focus inclined by ADL-SCORM review
are towards handling not hosting of such instructional content.
As an additional requirement to produce a complete piece of
work, the need to complement efforts made by advancing a
possible hosting architectural setup that can both house the
instructional content and provide elastic space for future
storage needs, cannot be overemphasised.

94

Vol. 11, No.3, March 2013
Cloud computing delivers infrastructure, platform, and
software that are made available as subscription-based
services in a pay-as-you-go model to consumers. These
services are referred to as Infrastructure as a Service (laaS),
Platform as a Service (PaaS), and Software as a Service (SaaS)
in industries [1]. Being an emerging discipline, the cloud
computing setup still passes to be high cost option and
deterring to some users. It is noble to explore better ways in
which this model can be used hence implemented on a low to
no cost range [13], [14].

The current cloud computing architecture involves the
existence of data centers that are able to provide services to
the clients located all over the world. In this context, the cloud
can be seen as a unique access point for all the requests
coming from the customers/clients. It is from this setup that a
motivation to conduct this research so as to identify the best
ways in which the datacenter components of the architecture
can be localized and make use of available resources to the
maximum potential is obtained. Even if it seems not very
reasonable, the cloud computing provides some major security
benefits for individuals and companies that are
using/developing e-learning solutions, like the improved
improbability. It is almost impossible for any interested person
(thief) to determine where is located the machine that stores
some wanted data (tests, exam questions, results) or to find out
which is the physical component he needs to steal in order to
get a digital asset. As such, benefits presented by the e-
learning architecture are recipe enough to aid exploration of
best options to advance solutions hosted in the same fashion

[1].

The fact that cloud computing has the most unique
characteristic of virtualization makes possible the rapid
replacement of a compromised cloud located server without
major costs or damages. It is very easy to create a clone of a
virtual machine so the cloud downtime is expected to be
reduced substantially;

The other security benefits that accrue to cloud computing
presented here are:

* centralized data storage — losing a cloud client is no
longer a major incident while the main part of the applications
and data is stored into the cloud so a new client can be
connected easily and fast. Imagine what is happening today if
a laptop that stores the examination questions is stolen [1].

» monitoring of data access becomes easier in view of the
fact that only one place should be supervised, not thousands of
computers belonging to a university, for example. Also, the
security changes can be easily tested and implemented since
the cloud represents a unique entry point for all the clients [1].
Hence it exposes one feature worthy pursuing- the data center
for centralised control and management of resources [4], [12].

Upon analyzing these, it is expensive to secure servers, but
why not use idle space in most of personal computers around
say in an institution setup where there is potential to have a
pool of computers that can join a network setup. How much
cost can be reduced by exploiting such an avenue?
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The following subsections will look into the tools that shall
act as a basis for testing the proposed architecture for
validation of this research.

C. The Resource Allocation algorithm

Following functionality of architectures reviewed, it is
ideal to look at literature that explain the sole functionality of
the resource allocation algorithm to ensure that there is sanity
at the datacenter, by efficiently monitoring tasks in their
various states of execution; the datacenter is in a position to
precisely monitor its pool of resources. Resource allocation
here is in a dynamic fashion, in that user requests are
unpredictable and disk space requested varies with an
application being developed.

We advanced a resource allocation algorithm that was
tested and proven for its efficient management and monitoring
of resources at the datacenter by [15], in their research on
Dynamic Resource allocation in computing clouds through
Distributed Multiple Criteria Decision Analysis.

ResourceAllocation =

Choose t in taskpool(self) with taskStatus(t) = unassigned
do

Let n = placementNode(t) in
If n # undef then
RequestResourcelLock (n, t)
potentialNode(t):=n
taskStatus(t) := allocated
setTimer(self , t)
else
Warning (“Cannot find suitable node™)

The execution being done by the algorithm above is
straightforward in nature in that, a task is checked for its status
from the task pool or table, a task that has an “unassigned”
state, is picked and a Node is identified from the pool of
nodes. Once a Node is allocated to a task and its confirmed it
can execute the task requests with resources available (a
functionality of the agent assigned at the node that constantly
communicate with the datacenter agent of that node), the node
to engage itself in a “Lock” state so that when the next round
robin check of available nodes is done, the node is skipped. It
is the node agent that has the functionality of creating
virtualized processors for a dedicated period of the task’s
execution processing cycles.

A task will only be considered executed if a commit
confirmation status is reported back to the datacenter agent by
the assigned node agent. Otherwise the datacenter agent
reports a reschedule of the task to a node that can execute the
task completely.
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D. The Cloud sim simulator

What formulates the CloudSim architecture as a simulation
tool, as illustrated by Fig 3 below, which displays the various
layers of the simulator, suffice to select it as the right tool for
this research task. It is from this dimension that one can safely
indicate that the CloudSim tool is fully packed with structures,
modules and the test environment that enable modeling of
cloud computing architectures before their execution into real
clouds. It is a tool that minimizes the risk of unqualified
results or decision points. Simulation for this research using
the CloudSim tool, will be done at the CloudSim simulation
layer which provide support for modeling and simulation of
virtualized setups, data center setups as well as dedicated
management interfaces for virtualization variables such as
memory, storage and bandwidth. The fundamental issues such
as provisioning of hosts to VMs, managing application
execution, and monitoring dynamic system state are handled
by this layer. It is therefore at this layer that the efficiency of
resource allocation criteria chosen is tested. Such
implementation can be done by programmatically extending
the core VM provisioning functionality [16], [17], [18].

User code
Simulation Cloud ‘ User ‘ Application
Specification Scenario Configuration
Smeg;‘::';g ’ l Useror Data Center Broker ‘ ‘
CloudSim
User
Interface Cloudlet aa ‘
Structures
W Cloudiet ™
Services Execution Management
Cloud VM CPU Memory Storage Bandwidth
Services Aliocation Allocation Allocation Allocation
Cloud Events Cloud
Resources ‘ Handiing Sensor Coordinator Data Center
Network Message delay
Network e |

| CloudSim core simulation engine |

Layered CloudSim architecture by [16],[17],[18]

Figure 3:

The top-most layer in the CloudSim stack is the User Code
that exposes basic entities for hosts (hnumber of machines, their
specification and so on), applications (number of tasks and
their requirements), VMs, number of users and their
application types, and broker scheduling policies.

Host is a CloudSim component that represents a physical
computing server in a Cloud: it is assigned a pre-configured
processing capability (expressed in millions of instructions per
second — MIPS), memory, storage, and a provisioning policy
for allocating processing cores to virtual machines [16]. The
existence of this feature in the CloudSim simulator makes it an
ideal simulator for use in this research, where the Host will
represent personal computers that have the capacity to lease
space to datacenter building.
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V.

The researchers proposed and came up with architecture for
building a cloud computing IAAS architecture making use of
the pool of available high computing power say in an
institution setup where one can have the privilege of say more
than hundred (100) computers in operation at any given
instance. An algorithm for resource allocation is implemented
that allocates resources in a cloud computing architecture
setup at the datacenter. Performance of the resource allocator
algorithm will give a fair analysis of the viability of the
proposed architecture. There are variables that were held
constant such as the network bandwidth, machine processing
power and uptime and downtime of machines is presumed and
set at predictable intervals.

The Cloudsim Simulator was used as the main tool for the
simulation of the algorithm for resource allocation, which
dynamically allocate resource, why dynamic? The selection of
a dynamic approach to resource allocation is in light of the
fact that, user demands and intervals for resource request and
apportionment is not uniform; it varies from time to time.

A resource allocation algorithm that dynamically allocates
resources is going to be advanced to the CloudSim tool; its
performance shall form the basis for data collection in the form
of graphical representation of variables being tested per given
test case. It is an analysis of the graphical performance of each
test case against defined variables that this research will be able
to pass conclusions thereof.

METHODOLOGY

A. The Proposed Architecture

The architecture being proposed by this research is in light
of building a cloud computing 1AAS, architecture. After such
an initial design, what needs to be explored further is how the
storage space is going to be managed? Where will it be
managed from? Who will be managing storage? Why does one
need the space?

Proposed Architecture
B R
PC/H R
6 v
h y. 3OOGB S
% N
OE=Y25GB ) 1] - mer/Desig
DataCent, 125GB .
25G6B 2B Se5
@ v 300GB
v, v,
Figure 4:  Proposed architecture diagram

As depicted in the diagram above, resources (i.e. disk
space) is being forwarded to a central computer labeled “data
center”, which implies, this is the hub of this setup. Given
such a scenario, one now need to strategize on how best to
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manage this pool of storage space and subsequently be in a
position to allocate it to requesting applications in this
instance, users are specifically concerned about creating a pool
of storage capacity and processing power to be in a position to
host an e-learning portal that can incorporate multimedia
content to enhance interactivity in the learning environment.

B. The Functionality of the Proposed Architecture

The functionality of this proposed architecture mainly
revolves around the datacenter activities in acquiring,
managing and allocating disk space to application requests in
the operability of the e-learning system. It will be noble to
have an algorithm that efficiently manages the pool of
resources at the datacenter. Since the datacenter will be the
main control board, the Nodes/personal Computers will
communicate through the datacenter. It is the datacenter’s
responsibility to have an update status of each and every node
so that at every request for resource allocation it can route the
request to a node that has the necessary resources to host that
request. Basically there are a set of activities that transpires at
the node and the rest of core activities are centrally executed at
the datacenter, all the same the monitoring and management of
those activities is centrally done at the datacenter.

The Node activities that the datacenter monitors can be
summarized as in Fig 5.

New | Placement [l:gomton
Task >
A
A
Migrati Tuning
Task on
Selection needed <]
Figure 5:  Node Activities

These activities will be monitored at the datacenter; it is
not the node’s responsibility to execute these processes. As a
consequence of this setup, there is a possibility of a pool of
resources at the datacenter that need to be monitored in terms
of their state at any given instance. It is also the responsibility
of the datacenter to populate its task bank with statuses of each
task. Ideally the tasks can either be in a state of “unassigned”
implying it will be waiting in the queue for execution. In
another state, a task can either be “allocated,” which implies it
would have been allocated to a specific node, in the allocated

http://sites.google.com/sitef/ijcsis/
ISSN 1947-5500



(1JCSIS) International Journal of Computer Science and Information Security,
Vol. 11, No.3, March 2013

state, the node may be busy or taking forever to finish Average machine usage per hour (%)
execution of its tasks, there may have to be “migration” 100
decisions to reassign it to another node, if it is successfully 90
find a processing slot, it will be in the “running” state. A 80 -
successful processed task should a have “commit” state. .
0 Job count
Hosts
VI.  RESULTS AND ANALYSIS 50
In this section we report on the findings from the 40
simulation of the proposed architecture’s functionality. In the 0 4 (
first instance, the results of the simulation are discussed. 20
Findings are compared to the findings in the literature review.
The graphical displays presented in the following review are 10 m
the main output from the simulation done using the CloudSim 0 P e g
simulator. 0 10 0 ] 0 80 B0
i Nurnberofequested and used CPUS tequested CPUs Minutes
1424 aalable CPUs Figure 7:  Graph of Average Machine Usage per hour
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As represented in the Figure 6, the nature of distribution \ | f‘\\ I
patterns for requested CPUs, used CPUs and available CPUs AN R B L e —
projected over a period of an hour, is such that there may be a 0 % 5 %
high demand for CPUs during the initial 10-20 minutes once
the CPUs to the requested number are gathered, one will have Figure 8: Graph of Number of Waiting /Running Jobs
a normal performance in resource scheduling at the datacenter
for any demand for CPUs in this instance, the main agenda is
to build up as much storage and processing power as possible.
Figure 7 shows the average machine usage per hour. It is Host _2
clear that during the 10-20 minute peak period the average Vil Machines Crealt. 06 4
machine usage is up because of the high concentration of jobs -
at the datacenter. 0
i ] Host _7
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Figure 9:  Graph of Virtual Machine Creation (%)
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As in the previous graphs, the graph in Figure 8 depicts the
same nature of functionality at the datacenter revealing almost
the same trend. There is generally a sizeable number of
waiting jobs during the same 10 -20minute peak range spelling
a deficiency is availability of resources.

This display is somehow devoid of other previous
representations, for the fact that, it now displays the
concentration of creation of virtual machines, at Host
machines, to meet the resource processing requests at the
datacenter. It is not easy to follow the pattern formulated here
as it is highly clustered in nature. Basically, Virtual machines
are created as and when needed, at the same time, they are
destroyed as and when they have finished processing jobs
assigned to them. As virtual machines are highly depended on
host machines, there is a general trend that such virtual
machines’ viability highly depends on the availability of a
host, thus why it is important to observe the functionality of
this variable, how it operates within the vicinity of the hosting
machine.

Figure 10: Graph of Percentage of failed CPUs per hour (%)

The representation is closely linked to the previous graph
on virtual machine creation. The test for failed CPUs/Hosts is
necessary to statically populate the datacenter control table so
that hosts that are no longer functional are removed from
potential pool of resources. It is one of the functionalities of
the datacenter to continuously update its storage capacity,
processing power and the need for further resources, so that
queues are minimized. This improves the functionality of the
resource allocator algorithm at the datacenter.

A. Analysis and Synthesis of Results

The simulation results from the expected functionality of a
normal cloud computing architecture based on results of
typical simulations using the CloudSim simulator are normal.
The big challenge however, is the existence of testing metrics
to quantify the results to reach a precise conclusion. From a
qualitative analysis, the results are averagely in a functional
order for the set of variables that were advanced for this
typical simulation where concentration was mainly channeled
towards the allocation, execution, virtualization and host

Vol. 11, No.3, March 2013
usage. If one produce an output for use to the e-learning
community, one would strongly recommend further tests using
any viable tools of the same architectural functionality
advancing a variation of variables not only limited to what this
research might have sampled in reaching its conclusion. The
architecture may perform differently under different network
setups, especially considering the fact that network bandwidth
as one of the determinant factors of functionality that can have
enormous contributions either negatively or to a certain
screwed direction was not tested for lack of proper technology
for a testing environment, the existing simulators for cloud
computing that supports both a test for virtualization and
network topology are expensive to implement and in most
cases not easily accessible to the learning community.

If one were to pass a rating of the results of this simulation
based on the qualitative analysis, one will graduate our
confidence rate at 60%, implying the results reliability is set at
the same rate, for a number of solid reasons, some already
highlighted above. A simulation and a real world setup are two
unique environments, simulations are easy to manipulate and
results so produced will have a partiality towards the test
variable being tested, this is a different scenario with real
operational environments were all the environmental variables
imposes their existence at untimed intervals.

Another factor which also worries could be the shift of
trend of results is the latency rate, for the purposes of this
research such a variable was not tested, however its
contribution to the overall performance of the proposed
architecture is one that cannot completely be ignored.
Therefore, there is still room to improve the decision points
reached by this research if better metrics are advanced and
better tools for simulation are also used.

VIl. CONCLUSIONS
After this research we made the following conclusions:

There are deterrence’s to hosting of scalable e-learning
platforms that need to be addressed fully and logically, that
will see a better equipped e-learning environment. The e-
learning community and a pool of researchers still have a long
way to go in soliciting detailed information on cost effective
ways e-learning platforms can be build, hosted, run and
maintained.

There is still room to scale down on available options to
cater for the low to no cost applications for the architectures
available for hosting e-learning platforms. Research in the
cloud computing architecture simulators is still very tentative
and lacking on precision.
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Abstract— The goal of fundamental analysis is to decide the value The difficulty with technical analysis is that a

of a stock based on the previously mentioned factors and to act  complete pattern is required to make an accurate prediction on
on the assumption that the actual stock price will eventually  the stock movement. Ideally, such a prediction should be made
reflect the determined value. Stock price forecasting is an  pegore the pattern was completed to enable prediction. For this
important task for investment/financial decision making task implement a Time-Delay Artificial Neural Network

challenge. It receives considerable attention from both researches . . . . . . .
and practitioners. Stock market is highly volatile, complex and called Midas. Like Metis, Midas takes input data including

dynamic area so stock/price forecasting is a considerable  OPen, close, high and low prices per day for a particular stock
challenging issue. Several approaches have been used for ticker over a period of time, along with the corresponding
forecasting stock price such as traditional and fundamental trading volume for each day. This data is sufficient for
methods. In this paper we propose a hybrid combinatorial implementing technical analysis through Metis and is

method of horizontal partition based decision tree and the genetic therefore used as the input data for Midas as well [2].
algorithm for the prediction of close values in the stock market. ) ] ]
Once data is pre-processed by Metis, locating all

Keywords- Sstock market prediction, Genetic Algorithm, relevant technical indicators, it is passed to Midas as training

Decision Tree. data. This data is useful for training because we use the

technical indicators to highlight areas in the data where Midas

l. INTRODUCTION should be able to make a prediction. The goal of this process is

to train Midas such that it can make these predictions before

the technical indicator patterns are completed. The predictions

made by Midas represent a predicted direction of movement at

a given time interval. As such, it is very easy to check Midas'

accuracy by simply running it on older data so we can see
whether its predictions were correct.

The prediction of stock market movement has been an issue of
interest for centuries. Despite years of study and the latest
technology, it seems that no method has been discovered that
consistently works. Fundamental analysis usually works best
over longer periods of time, whereas technical analysis is more
suitable for short term trading. Neural networks offer the
ability to process large amounts of data quickly and retain .
information learned from that data to be used again in the A. Stock Market Prediction

future. Technical analysis provides a slightly more concrete It is the act of trying to determine the future value of a
method of evaluation at the cost of locating and implementing company stock or  other financial  instrument traded  on
the algorithms yourself. a financial exchange. The successful prediction of a stock's
future price could yield significant profit. Some believe that
stock price movements are governed by the random walk
hypothesis and thus are unpredictable. Others disagree and
those with this viewpoint possess a myriad of methods and
technologies which purportedly allow them to gain future
price information [3].

Forecasting stock price or financial markets has been
one of the biggest challenges to the Al community. Various
technical, fundamental, and statistical indicators have been
proposed and used with varying results. However, none of
these techniques or combination of techniques has been
successful enough. The objective of forecasting research has
been largely beyond the capability of traditional Al research . .
which has mainly focused on developing intelligent systems B. Genetic Algorithm
that are supposed to emulate human intelligence [1]. GAs is commonly used as optimizers that adjust parameters to

minimize or maximize some feedback measure, which can
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then be used independently or in the construction of an ANN.
In the financial markets, genetic algorithms are most
commonly used to find the best combination values of
parameters in a trading rule, and they can be built into ANN
models designed to pick stocks and identify trades.

C. Decision Tree

A decision treeis a decision support tool that uses a tree-
like graph or model of  decisions and  their  possible
consequences, including chance event outcomes, resource
costs, and utility. It is one way to display an algorithm.
Decision trees are commonly used in operations research,
specifically in decision analysis, to help identify a strategy
most likely to reach a goal. If in practice decisions have to be
taken online with no recall under incomplete knowledge, a
decision tree should be paralleled by a probability model as a
best choice model or online selection model algorithm.
Another use of decision trees is as a descriptive means for
calculating conditional probabilities [4].

1. BACKGROUND

From the beginning of time it has been man’s common goal to
make his life easier. The prevailing notion in society is that
wealth brings comfort and luxury, so it is not surprising that
there has been so much work done on ways to predict the
markets [1]. In the recent decade so many researchers have
been done on neural networks to predict the stock market
changes. One of the first efforts was by Kimmoto and his
colleagues in which they used neural networks to predict the
index of Tokyo stock market [5]. Mizuno and his colleagues
also used neural networks to predict the trade of stocks in
Tokyo stock market.

Past approaches to this problem first applied an artificial
neural network directly to historical stock data using linear
time series modeling [6]. This produced results which over
fitted the training data and therefore rendered them unusable
in real trading. In addition to omitting any preprocessing, the
neural networks used only contained two layers, an input and
an output layer. These linear techniques are now known to be
provably insufficient for any nonlinear phenomenon including
stock price movement.

RELATED WORK

One such attempt is by Chenowith [7] they relied on
a single technical indicator called the average direction index
(ADX), which identifies and quantifies trends by averaging
the fraction of today’s range above or below the previous
day’s range. The ADX is obtained through a feature selection
component and used as input into two separate neural
networks (Up and Down) whose results were then polled and
applied to a rule base to predict the final market movement.
Without knowing the exact predictive accuracy, it is difficult
to quantitatively compare the system, which inevitably
includes rules for trading which may be the actual cause of the

101

monetary gain achieved by the system rather than predictive
accuracy.

Variants on the MLP theme are common, such as
using a variety of different markets for training data [8] and
using statistical analysis to assist in training [9].

Other approaches include using fuzzy neural
networks, which is based on fuzzification, a technique that
allows members of a set to have degrees of membership
instead of binary membership as in classical set theory. The
introduction of ambiguity allows data to be divided into
several different technical indicators if necessary, hopefully
producing more lenient and more accurate neural networks.
However, results indicate that fuzzy neural networks have
prediction accuracy virtually equivalent to classical neural
networks [10].

Mahfoud and Mani [11] chose to use genetic
algorithms to predict stock prices. Genetic algorithms are
inspired by evolutionary biology and the concept of survival
of the fittest. A large population of possible algorithmic
representations for stock prediction is first created. Then, each
member is executed and evaluated, keeping the algorithms
which generate the best results and mixing their properties
amongst other high scoring algorithms to obtain a new
generation of algorithms in a Darwinian fashion. The process
is repeated until the error has been reduced to an acceptable
level.

In [12], review of data mining applications in stock
markets was presented. [13], used a two-layer bias decision
tree with technical indicators feature to create a decision rule
that can make recommendations when to buy a stock and
when not to buy it. [14] Combined the filter rule and the
decision tree technique for stock trading. [15] Presented a
hybrid model for stock market forecasting and portfolio
selection.

IV. PROPOSED SCHEME

The proposed Efficient Prediction of Close Value using
Genetic algorithm based horizontal partition decision tree The
proposed methods is implemented using genetic Algorithm
which includes the concept of decision tree. The scheme
provides Stock market price index prediction is regarded as a
challenging task of the finance. Genetic algorithms (GAs) are
problem solving methods (or heuristics) that mimic the
process of natural evolution. Unlike artificial neural
networks (ANNS), designed to function like neurons in the
brain, these algorithms utilize the concepts of natural selection
to determine the best solution for problem.

Algorithm 1 : Genetic Algorithm

for all members of population

sum += fitness of this individual
end for
for all members of population
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probability = sum of probabilities + (fitness / sum)
sum of probabilities += probability
end for
loop until new population is full
do this twice
number = Random between 0 and 1
for all members of population
if number > probability but less than next

probability then

you have been selected
end for
end

create offspring

end loop

Algorithm 2: Horizontal Partitioned Based Decision Tree

Define Py, Py ..., P,
partitioned).
Each Party contains R set of attributes A;, A,, ...., Ar.
C the class attributes contains ¢ class values C;, Cy,
..., Ce.
For party P; wherei=1tondo
If Ris Empty Then
Return a leaf node with class value
Else If all transaction in T(P;) have the same class Then
Return a leaf node with the class value
Else
Calculate Expected Information classify the given
sample for each party P; individually.
Calculate Entropy for each attribute (A1, A, ...
of each party P;.
Calculate Information Gain for each attribute (A,
A,,...., Ar) of each party P;
End If.
End For

Parties.(Horizontally

» Ar)

Calculate Total Information Gain for each attribute of
all parties (TotallnformationGain()).
Agestatribute € MaxInformationGain()

Let Vi, Vi ...., V,, be the value of attributes.
Agestatribute  artitioned Py, Py,...., P, parties into m
parties

P1(V1), P1(V2), ...., Pi(Vim)
P2(V1), P2(V2), ..., Po(Vin)

Pa(V1), Pa(V2), ...., Po(Vm)

Return the Tree whose Root is labelled Agestagtribute and
has m edges labelled V,, V,, ...., Vi, Such that for
every i the edge Vi goes to the Tree
NPPID3(R - ABestAttribute, C, (Pl(Vi): PZ(Vi)! [EEEY
Pn(Vi))

End.

Algorithm 3: TotallnformationGain( ) - To compute the
Total Information Gain for every attribute.

e Forj=1to R do {Attribute A, A,,...., A }

e Total_Info_Gain(A;)) =0

e Fori=1tondo {Parties Py, Py,...., P, }

e Total_Info_Gain(A;)) = Total_Info_Gain(A;) +

Info_Gain(A;)
e End For
e End For
e End.

Algorithm 4: MaxInformationGain( ) — To compute the
highest Information Gain for horizontally partitioned data
e MaxInfoGain =-1
e Forj=1toR do {Attribute A, A,,...., A }
e Gain = TotalInformationGain(A;)
e If MaxInfoGain < Gain then

e  MaxInfoGain = Gain

o Agesiattiibue = A

e EndlIf

d Return (ABestAttribute )

e EndFor

e End.
V. PERFORMANCE MEASURES

a _ 2
Mg = ZialAL— FO
mag - Bl ldt= FY
14 — "
MAPE = 2"1"4"’“ Fil/at, 100

Where,

Ai is the actual value of sample i
Fi is a predicted value of sample i
n is the number of samples

VI. CONCLUSION

The genetic algorithm can be used as an application to predict
the close values in the stock market data and the performance
factor of this algorithm is much better than ANN. Here
proposed algorithm is based on the integration of genetic
algorithm and the horizontal partition based decision tree and
compare the performance factor of the proposed algorithm as
compared to the existing decision tree and the proposed
algorithm performs better for the stock market close value.
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Abstract— The use of personal homepage by
lecturers is getting popular in universities, especially to
support teaching and learning process in the classroom.
This study observed a lecturer in Information Systems
Department in Indonesian Higher Education. Only
55.53% of the 151 lecturers who actively use the
personal homepage. The amount of content and the
popularity of the personal homepage on average still
lower than the number of web pages viewed, number of
documents, reffering domain, and total backlinks.
Statistical test results showed that there were
differences in the number of web pages, the number of
documents, and the total backlinks between male and
female lecturers. There are significant differences occur
only in the total number of web pages and documents,
while reffering domain and total backlinks shows no
significant difference seen from the education lecturer.

Keywords- Lecturer’s Homepage; Indonesian Private
University; Differences based on gender and educational
background

.  Introduction

The rapid development of the internet has
prompted changes in various sectors of life, including
higher education. According to [1] the use of the
internet for online education in the university consists
of three phases, that are the experimental stage in the
period from 1970 to the mid-1990s; stages of
innovation until the turn of the 20th century, as well
as stage of systematization and increasing scale until
today. However, these steps may be different views
of the respective universities, which depend on the
ability or willingness of the university, including the
various of learning technology facility in their
respective colleges.
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The convergence of the internet technologies and
education to encourage the emergence of new
concepts or terms such as e-learning, virtual class, or
a variety of other learning technologies. One of the
tools that can be utilized by lecturer is a personal
website that can be used by lecturer for media
information, including uploading learning materials
or tasks for students. According [2] the use of web-
based for learning management system as a support
tool in higher education has become so popular with
the rapid development of information technology. Is
the use of web-based learning system has been
implemented uniformly by lecturers in college? The
research questions are at the core of this research is
more focused on the use of a personal website.

Internet technology become enabled that allows
teaching-learning process is not limited to space and
time. The Internet has transformed higher education
as raised by [3] that Information technology can be
used to transform education. However, higher
education transformation need to be initiatives
supported by lecturer in using learning of technology
facility that are already provided by the university.
Lecturer as a key player in the learning process is not
necessarily optimally utilize learning of technology.

This study aims to look at the utilization rate of
personal website by lecturers in Department of
Information Systems at one of the universities in
Indonesia. Performance utilization of the website is
viewed from several parameters: the number of web
pages and the number of documents on the website of
lecturers, and the popularity of a website is measured
by the number of reffering domains and the total
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backlink Statistical test was also used to see the
difference parameters of personal homepage viewed
from gender and level of education.

. State of The Art

[4] Stated that higher education has been a
rollercoaster ride over the past few decades with the
advent of the first personal computers in the 1980s
and the Internet in the 1990s. According to [1] the
new directions are needed which will allow us to
make the selection of technology and pedagogy for
future education which is more suitable for the
public. The use of information technology to support
teaching and learning become ubiquitous in higher
education [5].

Pedagogical implications of open sharing that are
embedded in almost every aspect of the conversion
process of teaching materials [6]. Stated that previous
researchers have reported that this new web-based
training technology (which has its basis in computer-
based training) have not been integrated the sound
pedagogical practices into the authoring process
when developing new tutorials [7].

[8] Stated that although IT has played an increasingly
important role in contemporary education, IT remains
significant resistance to the education field. An
online instructor faces the challenge of handling a
variety of intelligence to provide a quality learning
experience for all types of learners [9]. Stated that
learning facilitated and supported through ICT is not
possible to make sense in the context of developing
country [10].

According to [11] the difference in students'
perceptions of e-learning tool among students who
chose to take online courses and students who
preferred to take part based campus. [12] stated that
WBLT alone without other strategies, is not
guaranteed to have a positive effect on student result.
Many teachers were initially a bit skeptical about the
web resources to be convinced of their potential in
the taching and learning process [13].

According to [13] initial attempts have been made to
use the framework for training academics in public
and private Malaysian universities in the use of web
resources for teaching and learning.

[14] Stated that perceived usefulness is a significant
influence on attitudes toward the use of computers
and behavioral intentions. Computer self-efficacy has
a very positive effect on perceived ease of use and
intention to use the teachers' acceptance of the
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technology teacher [15]. According to [16], Overall,
the majority of teachers rated Web Based Learning
Tools (WBLT) as an easy to use and attractive to
students studying success and promoted. [17] Stated
that performance expectations, attitudes toward using
technology, facilitating conditions, self-efficacy, and
social influence have significant influence on
behavioral intention in the use of web-based learning.

[18] Stated that it is the responsibility of the teacher
to design properly for that the required learning result
can be met. According to [2] most of the instructors
techniques have a high awareness of the importance
of web-based learning management system. The main
interest in the correlated decision to adopt e-learning
is the faculty confidence in using technology [9].

m. Methodology

The number of lecturers were observed in this
study as many 151 lecturers enrolled in Information
Systems Department. Observations on the first stage
is to gather lecturer who has been using a personal
website provided by Gunadarma University. Then,
measured the amount of content and the popularity of
any website. Total content consists of two indicators:
the number of web pages, and number of documents
indexed by Google. The format of the document
consists of pdf, doc/docx and ppt/pptx. Popularity is
measured by the number of reffering domains and
the total backlinks using majesticseo.com. To reduce
fluctuations in results, the observations were made in
the same week is the last week of January 2013. This
study also presents the popularity of a website based
on traffic monitoring system administered by the
university.

Analysis of the data are more descriptive to see
the patterns of using website seen from several
aspects, such as gender, level of education, ladder, or
other characteristics of the individual lecturers. The
difference between male and female lecturer in the
amount of content and the popularity of websites
tested using independent sample t test, while
differences in educational level or ladder tested using
Analysis of Variance (ANOVA).

iv. Result and Discussion

A. Lecturer’s Homepage Overview

Homepage of lecturer is used to display the
profile lecturers lecturers such as level of education,
teaching experience, research interests, work unit, or
other personal information relating to the duties and
role of the lecturer. The main menu consists of menu
"Download" for the lecture material; "News & Links"
for news or information from lecturer, especially for
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students, including links to learning resources;
"Publication" for a list of research and publications of
teacher, as well as "Blog" is link to a blog address
that is owned by the lecturer. Example of homepage
of lecturer can be seen in the figure below.

Homepage of lecturer including teaching facilities
are popular with students at Gunadarma University, a
private university in Indonesia. Popularity can be
seen from the usage per day that is seen from the
traffic monitoring system, as shown in the figure

be

low for daily usage and hourly usage.

Daily usage for January 2813

FAOZ5

Pages / Files / Hits

18017

24350769

123456 7 8 9101112134415164748182021222324 2526272682030 31 I

Figure 1. Daily usage for Januari 2013

Total Hits 1648771
Total Files 1459467
Total Pages 198174
Total Visits 73636
Total Kbytes 575028162
Total Unique Sites 214393
Total Unique URLs 50468
Total Unique Referrers 14147
Total Unique Usernames 11
Total Unique User Agents 23355
Avg Max
Hits per Hour 2216 10129
Hits per Day 53186 79025
Files per Day 47079 72066
Pages per Day 6392 16286
Sites per Day 6915 19017
Visits per Day 2375 3221
KBytes per Day 18549296 24359769

102102

Hourly usage for January 2813

0 1 2 3 4 5 6 7 6 910 11 17 15 14 15 16 17 15 19 20 21 22 23
e —

Figure 2. Hourly usage for January 2013

Homesite of lecturers including web-based

teaching facility of the most visited websites other
than subdomain of Gunadarma University, for
example, department or library website. The number
of visits or traffic to the homesite of lecturer is high,

as

shown in the table below.

TABLE 1. Monthly Statistics for January 2013

<es f Files /Hits
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Popularity of homesite from the perspective of
students because of material lecture can be
downloaded from the website. Lecturer rarely deliver
course material in the form of paper or hardcopy.
Moreover, students are relatively literate internet and
prefer to take the course material is not restricted
space and time in the classroom. The condition is in
accordance with the statement of [17] which states
that “The attitude of students have a positive impact
on both behavioral intention and actual use of web-
based learning system” However, popularity or
student activity in visiting lecturers website does not
guarantee academic success of teachers, as raised by
[12] that our results show that whenever WBLT
provided no positive effect on the overall exam
performance. This research has not proven that
statement, but more focused on the activities of
homesite of lecturer, including comparison between
male and female lecturer and education levels or
other lecturer profile.

B. Lecturer’s Homepage
Productivity and Popularity

The number of lecturers who already take
advantage of personal website as many as 84 people
or 55.63%. The amount is relatively low when
considering the program from lecturer of information
systems. Lecturers have a background and expertise
in the field of computer, so it can be a motivating
factor in the use of technology by lecturer, as said by
[8] that This study suggests that computer self-
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efficacy has a great influence on the acceptance of
technology to the teachers. Educational background
was not a factor in the utilization of information
technology in teaching and learning process, as raised
by [9] that the academic background variables did not
produce significant correlations with perception, and
the decision to adopt e-learning.

The utilization level of homesite of lecturer is low
depends socialization and institutional support in the
use of the website to support the teaching and
learning process provided by the lecturer. Until now,
the use of the personal website is voluntary or private
institutions do not require lecturer to use. This factor
may be one low cause of personal website of
utilization level by the lecturer. Another factor is the
availability of the time and effort to complete and
update the website. According to [16], a number of
teachers noted that significant time was spent looking
for the right WBLTSs and preparing lessons.

Contribution number of web pages as 1927 with
1228 of documents number with details; 701 of the
pdf document, 257 doc/docx, and 270 ppt/pptx.
When compared with the number of lecturers as 151
people, content of personal website is very low with
an average per person was 13 webpage and 5
documents per person. Distribution of web pages and
documents were uneven, as shown in the following
graph density.

Popularity of lecturer's website is generally less
popular lecturer when seen from the number of
reffering domains and the total backlinks to the total
as many as 4445 for referring domain and 5469 for
total backlink or an average per person 29 and 36.
Male lecturer is superior than female in the four
parameters as shown in the figure below.

807
B Number of webpage
[Total document
P2Referring domains
N Total backlink

50

20

Male

Female

Gender

Figure 3. Gender differences in website use

Results of independent samples t test showed
significant difference between male and female
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lecturer for the number of webpages, total documents
and total backlinks. [19] Stated that male Turkish
prospective teachers were found to have more
problematic use of the Internet than their female
counterparts on the other hand no differences were
found among South Korean teacher through sex.

Lecturers with doctoral education indicates the
number of web pages, total documents, and total
backlinks higher than lecturers with a Master degree
reffering just superior to the parameters of referring
domain. Differences of website parameter by level of
education can be seen in the figure below.

1007 o number of

webpage
[JTotal document
Referring domains
NTotal backiink

®
g

Mean

Master

Doctor
Education level

Figure 4. Websote Performance based on educational level

Lecturer Doctoral more productive in providing
content, either a web page or document format doc,
ppt, or pdf. Observations based on the popularity of
the website showed that doctoral lecturer better on
the number of links, but referring domain lower than
master lecturer. Difference performance of personal
website based on the level of education can be seen
from the ANOVA test results in the table below. The
test results show that there are differences number of
web pages and document number that significant
seen from education level of lecturer, while reffering
domain and total backlinks do not show significant
differences.

Tabel I.  Anova
Sum of
Squares df Mean Square F Sig.
Size Between 14559.780 3 4853.260| 10.700 .000
Groups
Within Groups 66675.638 147 453.576
Total 81235.417 150
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Totaldoc Between 7860.563 3 2620.188| 11.095 .000
Groups
Within Groups 34714.788 147 236.155
Total 42575.351 150
Referring Between 117000.389 3 39000.130| 1.555 .203
Domains Groups
Within Groups | 3687300.764 147 25083.679
Total 3804301.152 150
Backlinks Between 150383.647 3 50127.882| 2.097 103
Groups
Within Groups §3513670.141 147 23902.518
Total 3664053.788 150
.
v. Conclusion
The wuse of personal homepage in private

universities is the object of this study is still
voluntary. Lecturer in Information Systems
Department are not required to use the personal
homepage as a one of media information and
individual publications to support the teaching-
learning process in the conventional classroom. The
voluntary alleged causes of the low level of
utilization of personal homepages by lecturers.
Nevertheless, personal homepages are not very useful
from the perspective of the interests of students that
can download course material, look for information
or announcements from lecturer.

The amount of content and the popularity of
personal homepage on average still low and showed a
high diversity of the number of web pages viewed,
total documents, reffering domain, and total
backlinks. Only few personal homepage that shows
productivity and popularity, or uneven from
population of lecturer that observed. These conditions
indicate that the lecturer has not fully utilized the
personal homepage as a personal branding for the
benefit of its duties and functions as a lecturer in the
university.

Utilization of personal homepage still shows a
significant difference in views of gender and level of
education. Female lecturer performing utilization of
personal homepage higher for all parameters than
male lecturer. The doctoral lecturer indicates the
number of pages, total documents, and total backlinks
higher than the master lecturer. Significant
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differences in educational level only in the number of
web pages, and number of documents.
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Abstract— Steganography in its core is about hiding message in
such a manner that it is invisible to any inter-mediate party.
Being undetected is the most important trait for any
steganography technique. To be invisible a steganography

technique should produce minimum distortion in the cover image.

This paper contains a through description of the techniques and
also a comparison between different steganography techniques
for their security against various attacks.

I. INTRODUCTION

Steganography represents the art of covert communication. It
embeds a confidential message into media called as a cover
image. The goal is to embed in such a way that it reveals
nothing neither the embedding nor the embedded message.
While developing steganography systems it is very important
to consider what the most appropriate cover work will be and
how the stegogramme will reach its intended recipient. In
modern life steganography has wide range of applications
ranging from modern colour printers to digital watermarking
and many other activities. The entire process of steganography
is shown in fig (1). The process consists of two algorithms one
for embedding and other for extracting
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Figure 1.

Two inputs are required for embedding process:

e Secret message: usually a text file containing the
message to be transferred, it can also be an image or
an audio video clip.

e Cover work: usually an image used to construct
stegogramme that contains secret message.

Now in the next step the secret message will be embedded in
the cover work with as little distortion as possible using the
stegosystem encoder. We can also use a key with stegosystem
encoder to enhance security. The output of stegosystem
encoder called stegogramme and the key are given to the
stegosystem decoder where an estimate of the secret message
is extracted. Steganalysis is the art of identifying
stegogrammes that contain a secret message. It begins by
identifying distortions that exist in the suspect file as a result
of embedding message.

I1. Basic steganography techniques
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In order to understand how steganography works and to know
about the magnitude of known embedding techniques we will
discuss some steganography techniques and compare them on
various parameters. We will learn that a simple algorithm is
very easy to break while a cleverer algorithm is difficult to
break.

A. LSB Substitution

Here the message data is inserted in the least significant bit
(Isb) of the image [1]. Least significant bit represents the
smallest bit in the binary sequence. Binary numbers can have
only two values zero or one. If the message bitis 1 and Isb is 1
there is no change but if the message bit is 1 and Isb is 0, Isb is
changed from 0 tol. Changing the Isb does not have a huge
impact on the final number as it is changed only by 1. If we
consider 8 bit binary sequences and use them to represent the
colour of the pixel of the image than it is clear that the colour
will be change by +1 only which is very difficult to be noticed
by naked eye. In fact the Isbs of each pixel value could be
modified and the change will be still not be visible. So there is
a huge amount of redundancy in the image data and each Isb
pixel of image data can be changed to message data until the
message is complete.

B. LSB matching

It is an improvement over LSB substitution technique [1]. It
works by lowering the detection rate for some steganalysis.
Even means 0-bit, odd means 1-bit. So, we simply add or
subtract ‘1" from colour value to make it odd or even,
depending on message bit. Here is a random distribution of
value means a bit can take a value preceding it or following it
by adding or subtracting a 1 respectively. If the value of
message bit is 1 and the Isb bit is 0 we add a 1 to the Isb bit to
make it 1 and we see that that the overall number gets
increased by 1 otherwise we subtract a 1 from the Isb and the
overall number gets decreased by 1. So we see that there is a
50% probability of change. We see that there is more
randomisation in Isb matching (Isbm) as compared to Isb
substitution.

C. EzStego

This technique [2] operates only on indexed image format like
gif and png. For these image formats, each pixel value acts as
an index to one of several colours in a pre-determined palette.
For GIF images, each pixel is a single byte of information
meaning that there are 256 possible colours for the image. We
can calculate the number of colours available by saying that i-
bit image gives 2i colours in the palette. The plan for
steganography was to perform an LSB style embedding
approach in a similar fashion to the Hide & Seek method.
However, as we have seen, this strategy either increments the
entire pixel value by 1 or keeps it the same, which produces a
problem for palette-based images. This is because the palette
is not ordered in any particular manner, so indexing value 114
might produce a sky blue colour, where as the value 115
might produce a deep red colour. EzStego reordered the
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original palette such that similar colours are placed next to
each other before embedding. The embedding process works
line-by-line on the image, and embeds the LSB of the sorted
index within the pixel values according to the message bit
stream.

D. Edge Based Steganography

This technique [3] is Edge adaptive based on Isb matching
revisited embedding (EALMR). Lsb matching revisited
(LSBMR) is an improvement over LSBM as it lowers the
modification rate by embedding data as correlation between
two pixels, two bits per pixels. In EALMR data embedding is
done at the edges of an image. Edges are the locations in the
image, where there is sharp change in visual property of the
image. The technique take difference between two adjacent
pixels as the parameter to define edge. If the difference is
greater than a threshold, then both the pixels are taken as edge
pixels. The technique is edge adaptive, as it chooses strong or
smooth edges depending on the length of secret message.

I11. Introduction to various comparison parameters

In this paper, various steganography techniques are compared
on various parameters. These parameters measure capacity,
image quality and their robustness against various attacks. A
good technique is one who gives performs overall better.
Following are the all comparison parameters.

e Modification per pixel: It is the Measure of how
much data is hidden on an average per pixel. We
want less modification to happen to embed a
given data, so lesser is better. Unit is bits per

pixel (bpp).

Formula: (No. of pixel modified x bits modified
per pixel) + total no. of stego pixel

e Embedding Capacity: It means how much data can
be hidden inside an image. Its value should be high
as we want more data to sent with a single image

e PSNR Value: It is the peak signal to noise ratio
relative to cover and stego image. It is the most
widely used parameter to check the image quality.
High PSNR value is preferred. A value above 50 is
considered good. If the two images are same, then
PSNR value is infinite.

E. Steganalysis Attacks

Robustness against various steganalysis techniques is also a
scale to rate steganography techniques. This is most important
property a stegnography technique should hold. In this
sections, we will briefly explain steganalysis attacks used in
this paper to test stegnography techniques discussed above.

e Visual attacks: Hiding data produces many
distortions in the image. Visual attacks check for the
distortions visible to human eye. This distortion may
be visible in raw stego image or in some other
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processed form. One of the processing is to extract
LSB plane from the stego image [2]. As most of the
embedding takes place in LSB, there will be some
distortions in LSB plane. However this approach
works only when, there is some texture in the plane
and not complete randomness. We will see later how
LSB plane can be employed to detect steganography.

e Structural attacks: Data embedding changes
structural statistics of the image, sometimes causing
some patterns in the structural properties. Chi-square
[2], Weighted Stego (WS) [4] and Sample pair
analysis (SP) [5] are some popular structural
steganalysis techniques.|

V. Experimental Design

All the tests in the paper were carried on BOWS2 database
consisting over 10000 images. All the images were grey scale
spatial domain saved in pgm format. The resolution of all the
images is 512X512. LSB Substitution, LSB Matching, PSNR
and other helper functions were coded in Matlab. Whereas the
code for Ezstego, EALMR, WS and SP was obtained from [6],
[7], [8] and [8] respectively. The embedded message was
randomly generated by a Pseudo random number generator.

V. Experimental Results

Tests were ran over 10000 stego images to compare various
steganography techniques discussed above. Following are the
results obtained both experimentally and theoretically.

E. Embedding capacity

For an image of resolution mxn maximum embedding
capacity for LSBM, EzStego, LSB Substitution is mxn bits,
since they all embed 1 bit in each pixel. How EALMR embed
two bits in each pixels, so its embedding capacity is double
than others.

F. Modification rate

Again for LSB substitution, LSBM and Ezstego is 0.5 bpp.
This can be proved as follows:-

Let total no. of stego pixels: S

Probability that the LSB of current pixel is different than
message bit: 0.5

Expected no. of modified pixels: 0.5S
modification per bit (bpp): (0.5xSx1)+S=0.5

However since EALMR used LSBMR for embedding, its
modification rate is 0.375 bpp. LSBMR makes pair of pixels
to hide data. First pixel carries message bit and the odd-even
relationship between pixels is chosen such that there is no
need for modification in second pixel. In our experiments
track of modified pixels were kept to get experimental results.
From table (1) we can see that the theoretical values are well
supported by experimental results. Note that the above value
theoretical guessed is for maximum, i.e. 100% embedding.
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G. PSNR Value

To be undetectable, a stego image should be similar to
original cover image as much possible. PSNR value is the
degree of similarity between two images. Its value is infinite
for two exactly similar value. 10000 stego images, each with
10% embedding were compared with their respective cover
images and then average PSNR value for each technique was
calculated. From table (1) we can see that EzStego performs
poor in terms of PSNR, results of LSB substitution is better
but LSBM performs excellent. EALMR even being LSBMR
based gives lower result than LSBM because of embedding
two bits per pixel.

H. Visual Attacks

None of the steganography techniques listed above cause any
visual distortion in the stego image which could be notable to
human vision system. However since the embedding in done
LSB, changes will be more visible in LSB plane. Look at fig
(2)(b). This is the plane extracted from cover image. We can
clearly see some smooth white and black areas. This belongs
to pixels having same LSB. But embedding 1/0 bits in this
region will cause inconsistency.

(a) Cover image (b) Isb plane

(c) Isbm (d) Isb substitution

(e) ezstego

Figure 2. Comparing LSB planes of stego images obtained
from various techniques with 10% embedding.

(HEALMR
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When we look at image (d) we can see a vertical patch across
white area in the LSB plane. This is because LSB substitution
hides sequentially causing this vertical patch. This clearly
gives away the embedding. In case of both LSBM and
Ezstego, this embedding is random. Thus these black pixels
are spread out over smooth area. However these pixels may
raise suspicions. However EALMR being edge adaptive does
not hide anything in the smoother regions. Making original
and stego LSB plane quite similar.

I. Structural Attack

This section covers structural attacks on the stego images. In
this paper three structural steganalysis attacks have been
covered.

e Chi-square Attack: When we overwrite the least
significant bits of an image with data from a message
bit stream, we transform the values into each other.
Let us consider an image where the first pixel value =
166. If we embed a 0, the value will remain the same,
where as if we embed a 1, the pixel value will change
to 167. Now let us assume that a pixel value of 167
exists somewhere else within the image. If we embed
a 0 now, the value will be decreased to 166, whereas
embedding a 1 will leave the pixel value unchanged.
This leads to the observation that all adjacent odd
and even values can be changed into each other for
all the pixels in the image. We get pair of values with
fixed frequencies that Chi square can detect and
break the stenography technique. See image (3). LSB
Substitution and Ezstego with their similar
embedding algorithm causes this effect and are
detected with high probability by chi-square. LSBM
and EALMR prevent this even distribution of
adjacent odd-even numbers. Thus makes it
impossible for chi-square to detect steganography.

e Sample pair analysis: Sample pair analysis make
pairs of adjacent pixels and divide them into two
classes, one with even value greater and the other
with odd value. Now cardinality of both the sets
should be same for an ordinary image. But data
embedding changes this property in case of LSB
Substitution. As we can see in table (1), Sample pair
prediction is very close to 10% in case of LSB
substitution and Ezstego. However preserve this
property, thus SP gives very low results for them
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(d) EALMR
Figure 3. Probability of embedding predicting by chi-square for various
techniques

Weighted Stego: Weighted stego try to guess the value of a
pixel by using its neighboring pixel values. Difference
between both expected and actual value is taken as
steganography amount. Table (1) shows that both LSBM and
EALMR are robust to WS then LSB Substitution, Ezstego, for
which the value however wrong is big enough to raise
suspicion. Table 1. Results obtained by running tests of stego
images with 100% embedding for modification per pixel

calculations and 10% embedding for rest of the parameter.

Comparison Lsb LSBM | EzStego | EALMR
Parameters Substitution
Modification 0.55 0.48 0.51 0.38
per pixel
(bits per pixel)
100%
PSNR Value 51.3 79.6 34.4 64.2
Sample Pair 9.1 1.2 8.6 131
(% of stegoed
pixels) 10%
Weighted 7.2 0.6 7.3 0.3
Stego
(% of stegoed
pixels) 10%

VI. Conclusion

LSB Stubstitution, although most simple technique is by far
most insecure steganography technique. It creates distinct
distortion in LSB plane. Distortion produced by Ezstego and
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LSBM is more spread out, but still noticeable. If one wishes to
use LSBM, one should pick cover image with total random
LSB Plane. In terms of image quality LSBM produce best
quality stego image, where Ezstego gives poor image. But it is
still most popular tool for index based steganography.
EALMR gives best overall results. It along with LSBM is
resilient to structural attacks and produces no distortion in
LSB plane. Moreover embedding capacity is double than any
of the techniques discussed in this paper and has least
modification rate.
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Abstract—In this paper a new single current conveyor trans-
conductance amplifier (CCTA)-based four-input single-output
(FISO) voltage-mode universal biquad filter is proposed. The
proposed filter employs only single CCTA, two capacitors and two
resistors. The proposed filter realizes all the standard filter
functions i.e. low pass (LP), band pass (BP) and high pass (HP),
band reject (BR) and all-pass (AP) filters in the voltage form
,through appropriate selection of the four input voltage signals. The
circuit does not require inverting-type input voltage signal(s) and
double input voltage signal(s) to realize any response in the
design. The filter enjoys attractive features, such as orthogonal
electronic tunability of quality factor and pole frequency, low
sensitivity performance. The validity of proposed filter is verified
through PSPICE simulations.

Keywords-component; CCTA, Biquad, Universal, Filter

L

In analog signal processing applications high performance
continuous time (CT) voltage-mode filters have received a lot of
attentions in the recent past because they are widely used in
many applications such as video signal enhancement, graphic
equalizer in hi-fi systems, dual tone multi-frequency (DTMF)
for use in touch-tone dialing in the telephone market, phase
locked loop and cross over network used in three way high
fidelity loud speaker [1]. Depending on number of input and
output signals, CT voltage-mode filters [2-15] can be categorized
as single-input single-output (SISO), single-input multiple-output
(SIMO), multiple-input multiple-output (MIMO) and multiple-
input multiple output (MISO). The SISO filter can realize multi-
function filter outputs by altering the connection way of the
circuits, but altering the connection way can only realize single
filtering output at a time. SIMO filters [2-5] simultaneously
realize different filter functions (in general three or more) at
different outputs, without changing the connection of the input
signal and without imposing any restrictive conditions on the
input signal. On the other hand MISO [6-9, 12-14] and MIMO
filters [10,11,15 ] can realize multifunction outputs by altering
the way in which input signals are connected. However, such
filters can realize multifunction filter outputs when the input
signals meet some restrictive conditions. MISO filter has single
output and realize only one filter function at a time whereas
MIMO filter has at least two outputs and may realize more than
one filter functions at a time. In addition, the MISO and MIMO
filters in comparison with SIMO filter may lead to a reduction in
number of active elements used. In the literature, several voltage-
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mode multifunction filters using different current-mode active
elements have been proposed. However, most of the proposed
circuits have two or more than two active elements [2-10]. Only
very few circuits based on single active element are proposed in
the literature [11-15]. The single active element based voltage-
mode filter circuits [11-12] can realizes all the standard filtering
functions. The structure [11] realizes three input two output
voltage-mode biquad by the use of single CCII, three resistors
and two capacitors whereas the structure [12] realizes three input
single output biquad filter by the use of single CDBA, four
resistors and three capacitors. However, both the circuits require
component matching conditions to realize at least two filtering
functions. Another valuable single DVCCII based three input
single output voltage-mode multifunction filter circuit [13]
consists of only two resistors and two capacitors but it realize
only three filtering functions (LP, BP and HP). In addition, all
these three filters [11-13] also suffer from lack of electronic
tunability. On the other hand voltage-mode circuits [14-15]
provide the feature of electronic tunability. The CCTA-based
four input single output voltage-mode filter[14] realizes all
standard filtering functions and consists of two capacitors, two
resistors as passive elements but no input is applied to high input
impedance terminal in this circuit. Recently reported voltage-
mode filter circuit [15] based on new active element as
DVCCTA, consists of two capacitors and only one grounded
resistors. However, it realizes only three filtering function (HP,
LP, BP) by the use of two inputs and three outputs voltage input
signals.

In this paper, new FISO voltage-mode biquad filter using
single CCTA is proposed. The proposed voltage-mode filter
employs two resistors and two capacitors as passive elements
and can realize LP, BP, HP, BR and AP filtering functions. The
filter enjoys attractive features, such as low sensitivity
performance, orthogonal current control of pole frequency and
quality factor. Moreover, one of the inputs in this circuit is
applied at high input impedance terminal. The validity of
proposed filter is verified through PSPICE, the industry
standard tool.

II.  CCTA AND PROPOSED VOLTAGE MODE FILTER

The CCTA [14,16] is a combination of second
generation current conveyor (CCII) and operation
transconductance amplifier (OTA). The block diagram of
the CCTA is shown in Fig. 1. It consists of two input
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terminals (X, Y) and two output terminals (-Z, -O). Port X
is low input impedance terminal while port Y is the high
input impedance terminal. Port -Z and port -O are two type
of high output impedance terminals. The input-output
current-voltage relationship between different terminals of
the CCTA can be described by the following equations.

IYZO’VX :VY» I—z:_lxsl—o:_gm\/—z (1

where g, is the trans-conductance of CCTA and g,
depends upon the biasing current Is of the CCTA. The
Schematic symbol of CCTA is shown in Fig. 1. MOS
implementation of CCTA is proposed in Fig. 2. For a MOS
CCTA, the g, can be expressed as

Un =Bl @)

where [, is given by

W
B, = 1,Cox — 3)
L
Is
Iv i Io .
Vi—Y ccra
I}[ gl'l'l I.;
Vv— X -Z |e———
V.

Figure 1. CCTA Symbol

where p,, Cox and W/L are the electron mobility, gate
oxide capacitance per unit area and transistor aspect ratio of
NMOS, respectively.

“dd

TSy

114

vy [ 1 Mz

'__.

P17

r14 | MLS

it gl

: Wes

“bhb

Figure 2. MOS implementation of CCTA

The proposed voltage-mode biquadratic filter is shown in
Fig. 3. It uses only single CCTA, two capacitors and two

resistors. By routine analysis of the circuit in Fig. 3, the output
voltage Vo can be obtained as

V152R1 R2C1C2 _V4ngR| R2C2 _Vzngl
v +V;[sR,C, +9, (R +R,)]

5 . 4)
s’RR,CC,+sC,R, +9,R,

Cy
Vy ~—| I—d X -0 Vaur
R CCTA
Vs Em

Vie ¥ Z |
T
\'A

Figure 3. Proposed voltage-mode biquad filter

From (4) various filter responses in voltage form can be
obtained through appropriate selection of input voltages.

(i). HP response with V= V;,, V,=V3;=V,=0

(ii). Inverted LP response with V,=Vy,, V,=V3=V,=0
(iii). Inverted BP response with V,=V,, V|=V,=V;=0
(iv). BR with V= V,=V;=V,=V;,, and R,g,=1

(v). AP responses with V,=V,=V;=V,=V,,, and R,g,,=2

It may be noted that realization of all the responses do not
require any inverting-type input voltage signal(s) and double
input voltage signal(s) to realize all the filtering responses in
the design. The BR and AP realization require matching
conditions and that are simple to satisfy through design,
particularly in monolithic technologies, where inherently
matched devices are realized. The filter parameters pole
frequency (®,), the quality factor (Q) and bandwidth (BW) for
the proposed circuit as shown in Fig. 3, can be expressed as

o] Z[@T .

o

RICICZ RICICZ
1 1
Clg Rl : CIRI g
= m = I 6
WEENNC WS '
BW = (7
CIRI )

From (5) and (6), it can be remarked that Q and w, are
orthogonally adjustable with simultaneous adjustment of g,
and R; such that product g,/R; remain constant and g,R;
varies and vice versa. From (5) and (7), it can also be noted
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that @, can also be electronically controlled without affecting
BW. To see the effects of non idealities, the defining equations
of the CCTA can be rewritten as the following

Vi =BVy, I, =-aly, 1,=-vg,V, (8)
where a, B and vy is transferred error values deviated from
one. In the case of non-ideal and re-analyzing the proposed

voltage-mode filter in Fig. 3, it yields voltage outputs as

V,s’aRR,C,C, -V,sayg, RR,C, —
v V,7G,R +V; [ saBR,C, +9,78(R +R,) |

©)
© s’aRR,CC, +saC,R, +79,R,
In this case, the ®, and Q are changed to
1 1
2 C R 2
o= L-8n | =L 18t (10)
a R,CC, o C,
The active and passive sensitivities can be found as
1 1
(29 —_ @y I [
C.Co.R.a ) > S}/,gm - ) ’ Sﬂ =0 (11)
se -1 g0 _Llso_g (12)
Cra = 2 > NCLOm Ry T 2 BT

From the above results, it can be observed that all the active
and passive are within ‘half’ in magnitude, ensuring good
sensitivity performance. It can be also noted from (10) that
BW=w/Q is not effected by non ideal errors.

III. SIMULATION RESULTS
The PSPICE simulations are carried out to demonstrate the
feasibility of the proposed circuit using CMOS

implementation of CCTA as shown in Fig. 2.
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Figure 4. Simulated gain and phase response of (a) BP (b) HP (c¢) LP (d) BR
(e) AP voltage-mode filter of Fig. 3

The simulations use a 0.35 um MOSFETs from TSMC
whose model parameters are given in Table 1. The aspect
ratio, for MOS transistors are specified in Table 2. The
simulated gain and phase responses of the voltage mode BP,
LP, HP, RN and AP for the proposed circuit of Fig. 3,
designed with R|=R,=2.86K, Is= 80uA, C,= C,= 40pF, Vpp
= -Vgs = 1.5 V and V,=0.96V are shown in Fig. 4. The
simulated pole frequency is obtained as 1.42 MHz which is
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very closed to designed value as 1.4MHz. The power
dissipation of the proposed circuit for the design values is
found as 1.22 mW that is a low value. Fig. 5 shows the
variations in pole frequency with respect to Is, without
affecting the bandwidth of the filter. The bias current Ig is
varied as 20 pA, 60 pA and 180 pA and the pole frequency for
a constant bandwidth at 1.39 MHz is found to be 1.08 MHz,
1.3 MHz and 1.67 MHz, respectively. Fig. 6 shows the gain
responses of BP function, with different values of R; and I.
From Fig. 6, it can be seen that quality factor can be
electronically tuned by the bias current (Is) without affecting
pole frequency. Further simulations are carried out to verify
the total harmonic distortion (THD). The circuit is verified by
applying a sinusoidal voltage (Vi,) of varying frequency and
amplitude of 150mV. The THD measured at the HP output are
found to be less than 3% while frequency is varied from 5
MHz to 80 MHz. The time domain behavior of the proposed
current-mode filter is also investigated by applying a 60MHz
sinusoidal input voltage signal with peak to peak amplitude of
300mV. Fig. 7 shows the time domain sinusoidal voltage input
and corresponding HP output waveform for the proposed
filter. Thus, both THD analysis and time domain response of
HP output confirm the practical utility of the proposed circuit.

e s f=1.08 MHz
+ f=13 MHz
+ f.=L67MHz
m-10-
=
3 I.=20pa
—2a4 4 lg=alps
©-20 o Ts=60pd
+ I5=130p4
-30 .
186KHz 1._8HHz 18HHz 188HHz

Frequency

Figure 5. BP pole-frequency tuning
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Figure 6: BP quality factor tuning of the circuit of Fig. 3

~ 200mU

Amplitude (mV)
=
<

-288my
o Output
~ 288nY
&
g
&
El TR
5
5‘ -288ny T
s Sons 1868ns
v Input Time
Figure 7. The time domain input waveform and corresponding response at HP
output
Table 1. The SPICE model parameters of MOSFET for
level 3, 0.35 pm CMOS process from TSMC
NMOS LEVEL=3 TOX=79E-9 NSUB=1E17
GAMMA=0.5827871 PHI=0.7 VT0=0.5445549
DELTA=0 U0=436.256147 ETA=0
THETA=0.1749684 KP=2.055786E-4
VMAX=8.309444E4 KAPPA=0.2574081
RSH=0.0559398 NFS=1E12 TPG=1 XJ=3E-7
LD=3.162278E-11 WD=7.046724E-8
CGDO=2.82E-10 CGSO=2.82E-10 CGBO=I1E-
10 CJ=1E-3 PB=0.9758533 MJ=0.3448504
CJSW=3.777852E-10 MJSW=0.3508721
PMOS LEVEL=3 TOX=7.9E-9 NSUB=IE17
GAMMA=0.4083894 PHI=0.7 VTO=-
0.7140674 DELTA=0 U0=212.2319801
ETA=9.999762E-4 THETA=0.2020774
KP=6.733755E-5 VMAX=1.181551E5
KAPPA=1.5 RSH=30.0712458 NFS=1E12
TPG=-1 XJ=2E-7 LD=5.000001E-13
WD=1.249872E-7 CGDO=3.09E-10
CGSO=3.09E-10 CGBO=1E-10 CJ=1.419508E-
3 PB=0.8152753 MJ=0.5 CJSW=4.813504E-10
MIJSW=0.5
Table 2. Aspect ratio of MOS
MOS -Transistors Aspect Ratio
[W (pm )/L(pm)]
MI,M2 10/0.5
M3 27.25/0.5
M4,M5 5/0.5
M6-M10 8.5/0.5
M14-M18 44/0.5
MI11-M13 and M19-M23 5/0.5

IV. CONCLUSION

A new voltage-mode FISO biquad filter using single CCTA
has been proposed. The proposed filter offers the following
advantages:

I. Realizing of all standard filtering responses such as LP,
HP, BP, BR, and AP in voltage form.

II. Low sensitivity figures.
III. The Q and m are electronically orthogonal tunable.

IV. Both @y and BW are orthogonally electronically
tunable.
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Single active element.

VI. No requirement of inverting-type input voltage

signal(s) and double input voltage signal(s) to realize
any response in the design.

VIL
VIIIL.

Suitable for high frequency applications.

BW=wm/Q of the proposed filter is not effected by
non ideal errors.

IX. Low power consumption.
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Abstract - This paper presents a reliable multipath
routing protocol for mobile ad hoc networks using
adaptive video compression. Mobile ad hoc network is
the kind of wireless network which consists of mobile
nodes and has the characteristic of deploying anywhere
anytime. An adaptive video compression mechanism is
deployed. Multipath routing mechanism is adapted from
the Ad hoc On-demand Distance Vector (AOMDV)
routing protocol and the received signal strength is
measured for the discovered available paths. The path
with the maximum received signal strength is selected
and the packets (compressed video packets) are sent
through the path. The performance metrics such as
packet delivery ratio, throughput, drop, jitter are taken
into account for comparison with AOMDYV. Simulation
results proved that the proposed RMRP outperforms
AOMDYV in all performance aspects.

1. Introduction

The technological and theoretical advances in the study of
wireless communications lead to a rapid introduction of
wireless ad hoc networks to a wide spectrum of applications,
from scientific monitoring to military and rescue operations.
A mobile ad hoc network (MANET) is a communication
group which is formed by wireless mobile hosts without an
established infrastructure or centralized control [1]. Due to
its fast and easy deployment and self-organizing
capabilities, it has been shown to have great potential in
many fields, such as rescue missions and military
applications. there has been an increasing demand for
multicast applications in MANETS, such as interactive video
conferences. Such real-time multicast applications require a
QoS guarantee in terms of bandwidth, delay, delay jitter
and/or packet loss probability.

Quality of service (QoS) for multimedia has become a
critical issue which is closely related to resource. Many
routing protocols have been developed for ad hoc networks
[2]. They can be classified according to different criteria.
The most important is by the type of route discovery. It
enables to separate the routing protocols into two categories:
proactive and reactive. In reactive protocols, e.g. Dynamic
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Source Routing (DSR [24]) and Ad hoc On demand
Distance Vector routing (AODV [25]), the routing request is
sent on-demand: if a node wants to communicate with
another, then it broadcasts a route request and expects a
response from the destination. Conversely, proactive
protocols update their routing information continuously in
order to have a permanent overview of the network topology
(e.g. OLSR [23)).

Another criterion for ad hoc routing protocol classification
is the number of routes computed between source and
destination: multipath and single path routing protocols.
Unlike its wired counterpart, the ad hoc network is more
prone to both link and node failures due to expired node
power or node mobility. As a result, the route used for
routing might break down for different reasons. To increase
the routing resilience against link or/and node failures, one
solution is to route a message via multiple disjoint paths
simultaneously. Thus, the destination node is still able to
receive the message even if there is only one surviving
routing path. This approach attempts to mainly address the
problems of the scalability, mobility and link instability of
the network. The multipath approach takes advantage from
the large and dense networks.

2. Literature Review

The notion of QoS is tied back to the well-developed theory
of effective bandwidth [3], [4], [5] and its dual concept of
effective capacity [6], [7], [8]. For scalable video
transmission, a set of QoS exponents for each video layer
are obtained by applying the effective bandwidth/capacity
analyses on the incoming video stream to characterize the
delay requirement [9], [10]. The problem of providing
statistical delay bounds for layered video transmission over
single hop unicast and multicast links was considered in [9].
Cooperation among mobile devices in wireless networks has
the potential to provide notable performance gains in terms
of increasing the network throughput [11], [12], [13], [14],
[15], extending the network coverage [16], [17], [18],
decreasing the end-user communication cost [19], and
decreasing the energy consumption [20], [21], [22].
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3. Proposed Work
3.1. Adaptive Video Compression

It is possible to achieve the advantages of both wavelets
based and motion based compression, using a combined
framework. The proposed methodology of video
compression which is presented in this paper consists of
three steps as following:

Model creation,
Wavelet based frame creation, and

e Combination of the model frame and the wavelet
frame.

Model Creation

In the first step, the image is divided into (8 X 8 pixels were
selected practically) blocks (gridding) and the motion vector
is extracted for each block. Optical flow as an efficient
video motion extraction is utilized to extract the motion
vector of each frame. Optical flow presumes gray level
(intensity) constancy between two consecutive frames is
given below.

> WHX)[Eu+EV+E]

Where E is pixel intensity with gradients toward spatial (EX,
Ey) and temporal (Et) dimension, u is the velocity toward
the x-axis, v is the velocity toward the y-axis and finally w
is a weighted window. Subsequently, the next frame is
predicted according to the estimated motion vector of each
block which is named predicted model frame. By warping
each block in accordance with its motion vectors of it, the
predicted model frame is constructed.

Wavelet Based Frame Creation

In the second step, the wavelet decomposition is applied to
each block of the main frame (which should be predicted)
and is used as error compensator of the predicted model
frame. The level of wavelet coefficient quantization is
computed according to the complexity of the motion vectors
of each block achieved by computing of entropy. The
entropy of motion of each block is defined as follows:

En=-> pinp

Where p contains the histogram counts of each block motion
amplitude. Fuzzy C-means (FCM) is utilized to classify
four levels of quantization (2, 4, 6 or 8) of wavelet
coefficients based on the complexity of each block motion,
while lower level of quantization means less motion
complexity. As mentioned before, according to the motion
complexity of each block the numbers of clusters are
assigned to be 2, 4, 6 or 8. In the non-uniform quantization,
sampling rate is increased in regions with greater data
density and vice versa.
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Combination

Two dimension correlations between each block of the
predicted model frame (based on the motion) and
corresponding block of the main frame (which should be
predicted) is calculated using the following formula

3 ZL:(M(k,I)—M)(I(k,I)—i
J[ii(M(k,l)—M)Z[(M(kJ)—l‘)Zﬂ

Where M and | are the predicted model frame and main
frame respectively. K and L denote to the size of each block
which are considered to be 8. If the 2D calculated
correlation is more than 0.5, an optimized combination
between the block of the predicted model frame and
corresponding block of wavelet frames is performed.
Otherwise, it means the block of predicted model frame is
not a good representation of the corresponding block in the
main image. Finally, ROI mask is applied on the wavelet
frame or optimized combination of wavelet frame and
predicted model frame to select the appropriate data which
is necessary to be saved. If there is an overlap between
white region and the computed blocks of wavelet frame or
model frame, these blocks will be saved.

If the calculated correlation between the block of model
frame and the block of the main frame is more than 0.5,
optimized combination is performed. In the optimization
framework, the difference between the reconstructed block
and main corresponding block is minimized.

3.2. Multipath Routing

RMRP is an extension to the AOMDV [1] protocol for
computing multiple loop-free and link disjoint paths. The
routing entries for each destination contain a list of the next-
hops along with the corresponding hop counts. All the next
hops have the same sequence number. This helps in keeping
track of a route. For each destination, a node maintains the
advertised hop count, which is defined as the maximum hop
count for all the paths, which is used for sending route
advertisements of the destination. Each duplicate route
advertisement received by a node defines an alternate path
to the destination. Loop freedom is assured for a node by
accepting alternate paths to destination if it has a less hop
count than the advertised hop count for that destination.
Because the maximum hop count is used, the advertised hop
count therefore does not change for the same sequence
number. When a route advertisement is received for a
destination with a greater sequence number, the next-hop
list and the advertised hop count are reinitialized. To find
node-disjoint routes, each node does not immediately reject
duplicate RREQs.
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Each RREQs arriving via a different neighbor of the source
defines a node-disjoint path. This is because nodes cannot
be broadcast duplicate RREQs, so any two RREQs arriving
at an intermediate node via a different neighbor of the
source could not have traversed the same node. In an
attempt to get multiple link-disjoint routes, the destination
replies to duplicate RREQs, the destination only replies to
RREQs arriving via unique neighbors. After the first hop,
the RREPs follow the reverse paths, which are node disjoint
and thus link-disjoint. The trajectories of each RREP may
intersect at an intermediate node, but each takes a different
reverse path to the source to ensure link disjointness.

It is possible to forecast the link quality and discard the links
with the lower signal strengths from the route selection
using the received signal strength from the physical layer.
When a sending node broadcasting RTS packet, it

piggybacks its transmissions power, F; . On receiving the

RTS packet, the intended node measures the signal strength
received which holds the following relationship for free-
space propagation model.

P = P.(A/47d)? G, .G,
Where A is the wavelength carrier, d is distance between
sender and receiver, Gy and G, are unity gain of

transmitting and receiving omni-directional antennas,
respectively.

By the above said method, the received signal strength is
measured for the discovered available paths. The path with
the maximum received signal strength is selected and the
packets (compressed video packets) are sent through the
path.

4. Simulation Settings and Performance Metrics

The simulation is done using NS2. Network Simulator 2
(NS2) is used to simulate RODRP and AOMDV routing
protocol; 50 mobile nodes starting from IP address
192.168.1.1 to 192.168.1.50 move in a 1000 x 700 meter
rectangular region for 200 seconds simulation time. The
channel capacity of mobile nodes is set to the value is .5
mps. We use the distributed coordination function (DCF) of
IEEE 802.11 for wireless LANS. It has the functionality to
notify the network layer about link breakage.

We assume each node moves independently with the
mobility speed 0.5 m/s. All nodes have the transmission
range of 250 meters. The simulated traffic is Constant Bit
Rate (CBR) with initial energy between 1.5 joules. The
simulation settings are also represented in tabular format as
shown in Table 1.

Throughput, Delivery ratio, packet drop, overhead and jitter
delay are the performance metrics.
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Table 1. NS2 Simulation Settings

No. of Nodes 50
Terrain Size 1000 X 700 m
MAC 802.11b

Radio Transmission

250 meters
Range

Simulation Time 100 seconds

Traffic Source CBR (Variable Bit

Rate)
Packet Size 512 KB
3 Random Waypoint
Mobility Model Model
Speed 0.5 m/s

5. Results and Discussion

From the Fig.1 it can be clearly observed that the proposed
RMRP achieves better throughput than that of AOMDV.
Also the packet delivery ratio got better which is shown in
Fig.2. From the Fig.3 and Fig.4 it can be seen that the
packets drop and jitter delay got reduced reasonably in
RMRP than the conventional routing protocol AOMDV.

Table.1 Simulation Results
Throughput (No. of

Packet Delivery Ratio

Packets)
AOMDV RMRP AOMDV RMRP
20 52478 62345 20 | 0.628903 | 0.933902
40 53743 72345 40 | 0.570892 | 0.956077
60 54861 82345 60 | 0.845248 1
80 55357 92086 80 | 0.340727 | 0.856716
100 46924 91766 100 | 0.435932 | 0.607249

Packets Drop (No. of Jitter Delay (Seconds)

Packets)
AOMDV RMRP AOMDV RMRP
20 5478 2245 20 8.493277 | 0.653378
40 5743 2145 40 8.185072 0.80231
60 5868 2445 60 | 3.756587 | 0.014944
80 5356 2686 80 19.07075 | 5.689394
100 4923 1866 100 | 17.18173 | 10.50514
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6. Conclusion

This research article presented a reliable multipath routing
protocol for mobile ad hoc networks using adaptive video
compression. An adaptive video compression mechanism is
used for better transmission of video data. Multipath routing
mechanism is taken from the Ad hoc On-demand Distance
Vector (AOMDV) routing protocol and the received signal
strength is measured for the discovered available paths. The
path with the maximum received signal strength is selected
and the packets (compressed video packets) are sent through
the path. The performance metrics such as packet delivery
ratio, throughput, drop, jitter are taken into account for
comparison with AOMDV. From the simulation results it is
proved that the proposed RMRP outperforms AOMDV in
all performance aspects.
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ABSTRACT: In this paper, task scheduling for non-
preemptive multi-constrained multi-processor systems presented.
The proposed model based on discrete Hopfield Neural network
augmented with a methodology for weighting constrains to form
overall network energy function. The network augmented with a
layer to handle network re-initialization, based on min-max
algorithm, case of local minima trapped without an acceptable
solution. The proposed neural network solution does not require a
predetermined scheduling length. Constrains included in the study
are: task time, precedence, resources conflict, task dead time, and
favoring tasks of the same setup to run on the same processor to
suit reconfigurable hardware.

KEYWORDS: Preemptive, Multi-constrains, Multi-processors,
Scheduling, Hopfield, Neural Network.

I INTRODUCTION

Multiprocessor have become powerful computing mean
for many applications such as information processing,
database systems, weapon systems, weather forecasting, image
processing, and real-time high speed simulators [17]. The
multiprocessor hardware both fixed configuration and
reconfigurable is the trend of the new developed hardware to
cope with the high demands to processing power. The
utilization of this powerful hardware highly dependent on
proper scheduling of the problem tasks over the processing
resources available. It is well known that scheduling is the
most challenging problem of parallel computing [16].

Scheduling a problem tasks over multiprocessors,
normally, is subject to constrain(s). Scheduling tasks of a
multi-constrain problem has wide range of applications such
as computer operating systems, digital communications,
industrial control, weapons to targets assignment, Unmanned
Aerial Vehicles, fighter aircrafts, and operation research. Such
a problem is well known to be NP hard type. A tremendous
effort required to find out an acceptable solution due to the
growth of the problem complexity exponentially with problem
size. Many approaches explored by researchers in fields such
as Al, operation research, and neural networks to solve such
problems. The aim was to find out a pseudo optimal solution
in an efficient manner. The use of genetic algorithms recently
have taken a great attentions of researchers [17][18][19].

The neural network approach is considered superior
giving the potential of hardware realization, owing to their
parallel architecture. Moreover, the mapping of algorithms
based on neural network to run on parallel platforms is more
straightforward than others.

125

One of the neural network architectures utilized in solving
scheduling problem is Hopfield. The Hopfield network is a
recurrent neural network. The recurrent neural networks can
capture more dynamic characteristics from a problem than the
feedforward networks [20]. The Hopfield architecture
introduced in [1],[2] by Hopfield and Tank. In those papers,
they presented solution to the traveling salesman problem with
large number of cities. In [3] Gene and others demonstrated
the use of the K-out-of-N rule [4] to solve complex, nonlinear
resource allocation problem to control weapons allocation to
counter offensive threats. In [5-6] Carlos and Zoubir presented
handling of the precedence constrains in real time
multiprocessor scheduling. In [7] Ruey-Maw and Yueh-Min
combined the characteristics of the Hopfield neural
network structure and  stochastic  simulated annealing
algorithm in so called mean field annealing technique to solve
job scheduling problem of a multiprocessor with multiprocess.
Same concept on the same problem under multi-constrain
presented in [8]. In [9], Hopfield Neural network augmented
by an additional layer of neurons to solve Internet network
routing problem. In [10] the Hopfield architecture augmented
with a layer to solve the economic dispatch and unit
commitment for electric power industry.

The Hopfield neural network is well known to have
the potential of being trapped in local mina’s [5]. Such a
problem is well known to exist in search schemes for NP
complete type of problems [11]. To solve an optimization
problem by Hopfield network one has to follow the following
steps:-

. Finding a network topology that represents
the problem. That is, the final state of the network
neurons could be interpreted easily as a solution to the
problem.

Finding energy function that if optimized,
minimized, it will correspond to the best solution to the
problem. The targeted function, combines both
constrains and cost functions. In multi-constrain type
of a problem arises the problem of finding out the
proper weight for each constrain to combine in a single
energy function.

Computation of network synaptic neurons
weights and neurons thresholds based on the energy
function.

In this study, a methodology for task scheduling over
multiprocessor to non-preemptive multi-constrained problem
is proposed. The proposed methodology includes a simple
analysis step to compute constrains weights, re-initialization
algorithm based on Min_Max algorithm [15] case of local
minima trap or looking for better solution, and a neuron firing
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sequence biased towards neurons with higher momentum to
change. The constrains used in the study are task time,
precedence, resources conflict, task dead time, and favoring
tasks of the same setup to run on the same processor, beside
the cost function of the schedule length.

This paper is organized as following: Section 2
introduces the Hopfield network. Section 3 contains the
problem description and associated energy function. Section 4
presents the network synaptic weights and neurons threshold.
Section 5 explains neurons firing sequence. Section 6 presents
the network re-initialization. Section 7 includes tests and
results followed by the conclusion.

Il.  HOPFIELD NEURAL NETWORK

The Hopfield network is a fully connected single
layered feedback type neural network. The Laipunov function,
or the energy function, Eq. (1), which is subject to
optimization by the network was introduced in [12].

E :_%Z D VWV +> 0V,
T j

1)

Where: V, is neuron state and Wij is the synaptic weights

connecting neuron V;to V;and &, is the threshold of

neurons j. The neuron states, in discrete Hopfield, are binary
values 0, or 1, which complies with problem requirement. The
network, normally, starts with neuron states distributed
uniformly random between 0, and 1. The update rule of the

neurons in iteration N+ 1is as follows:-

1 if net; >0
vt =4dv," if net; =0

(@) if net; <O
where

net; = E wWuV," —@;

The network found to evolve to a stable state giving the

following conditions [13]:-

There is no self-feedback, in other words,
the diagonal elements of the weight matrix are all
equal zero.

The synaptic weight connecting neuron i to
neuron | is the same as the one connecting

neuron j to neuron i, in other words, the

connection matrix is symmetric. Welbing and
Y1 Xlong in [14] eased the later condition.

I1l.  PROBLEM DESCRIPTION AND ENERGY

FUNCTION

We consider the problem of N tasks to be scheduled
over M processing units with some known upper limit of the
scheduling time T. The scheduling time could fit, or over fit
the case. Each task time is known a priori as well as the set of
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applied constrains. The Hopfield topology that well suits such
a problem is a three dimensional architecture [7]. Each
dimension represents a major factor in the problem: task,
process, and time consequently. A neuron in such topology
v, represents the state of assignment of a task i to a

processor | in time slot K . The synaptic weight matrix is 6-

dimentional W,

iikyz 15 the weight connecting neuron V;, to

neuronV, , .

The energy function includes beside the problem given
constrains and cost function: preventing a task from executing
simultaneously on different processors, preventing a
processing unit from running multiple tasks at the same time,
and migration of a task over different processing units.

The following is the proposed energy function: -

E :%iiiivwvxy + C_zi%i%i Vijkviyz +
i=1 j=lk=1 ij i=l j=lk=1 Jy:lyz:l

LN MT C,NMT

_SZ(Z 2 Vi 5)*+ izzzvijkeiiH(Gik) +

2 i9 jolk=1 2 i=1j=lk=1
C5 M T N ) 06 NMTNMT
DALV 22D )Y D RwkD Ve Ve +
2 Akl i 2 i<l j=l k=l x=1 y=1 221
, G

%%i%%i%(x,l, jvy)vxyz Vijk+

NMT M T .
+ —ZZZVijkP4(k) + —ZZZZ Y R.(i1,x) VijkVka
2 idjaka 2 i1 jakxdy=
X#I]¢y
Where: -
S, Is the time required for taski ,
C,. C,, Are the we(@hting factors for
constrains/cost function.
G, = K_d, d, Is the dead time for task i,
1 if x>0
H(X):{o if x<0°
Rlixk2) = Lif (i precedes x and k>z)or (x precedes i and z>K)
TR 0 otherwise
Paixy) = 1 if type(i)=type(x) and j=y
b X 1Y) = 0 otherwise
P k2 = 1 if ((k+S,)<z) or ((z+S;)<k)
s\ 0 otherwise
k-1
P, (k) ==
. 1 if 3 resourceConflect between i,x
Ps (l’ X) = .
0 otherwise

The terms of the equation above can be explained as following
consequently: -
1. Processor unit I cannot execute more than
one job
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2. If job started on a processor unit it should
continue, and complete on the same
processor, prohibit task migration.

3. Tasks must have execution time equal to the
required time S.

4. No assignments for a task after its dead time.

5. No more than one task shall be allowed to
execute at some specific time on same
processor unit.

6. Enforce the precedence constrains required.

7. Favor tasks of the same type to run on the
same processor core.

8. Enforce non-preemptive task assignment.

9. Favor early schedule

10. Resolve use of exclusive resources between

tasks.

IV. NETWORK SYNAPTIC WEIGHTS AND NEURONS
THRESHOULD

The above mentioned energy function could be
mapped to setting synaptic weights W and neurons threshold
0 as following: -

Wijiyz = —C1A=8(X,1))8(y, 1)6(z,k) —c,6(x, )A-5(Y, )
—C30(x, 1) —cy A-5(x, ))A-5(y, 1Nk, )P (i, X) -
csS(y, ))o(k, z2)—ce -G, x))(P. (i, X, k, 2)

—C; (1=5@, )P (X1, j, ¥) -

cgd(1, X)(A-S(K, 2)) P, (i, k, 2) + ¢, (K, Z) P (i, X)

Oy =—C3(25, =) —c + c,GiH(Gy) +¢,P, (k)
where,

1 x=y
5(x,y)={0 X%y

In [7], [10] the same problem studied for preemptive
tasks under constrains number: 1,2,3,4,5,10 and no bases

explicitly mentioned for computing C; values. In this study,

we propose methodology for calculation based on equal share
of the initial total synaptic energy assuming uniform random
distribution initialization.

The above mentioned energy elements could be seen
as hard elements that if violated the solution provided will be
of no value, and optimization/cost function. The same set
could be classified based on their effect on network weights
to: synaptic, threshold, and both. So, let us denote the
following sets: -

Ny = {1,2,3,5,6,8,10} The set of hard
elements that affects the synaptic weights.
No= {7} The set of optimization
elements that affects the synaptic weights.
& {3,4} The set of hard constrains
that affects neurons threshold weights.
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$o {9} The set of optimization

constrains that affects neurons threshold
weights.
Our primary focus is to find weights for constrains in

1y such that their shares in the initial synaptic energy are

likely equal. So, let us assume C; is the count of links set by

constrain i, ienH A constrain share in energy is
proportional to the number of weights set by that constrain.

Therefore, the weight factor will be ~ _ 1 where
[

CC
i

a >0, for valid contribution to the energy, andC; > 0.

The probability of a set link to contribute to the initial energy

is the equal to 0.25 which is the probability of its two terminal

neurons being ON. Then, the mean over large number of trails
t

tis %Zyi =~ 0.25¢ . Consequently, the total initial synaptic

i=1

energy for hard constrains will be
~0.250 n where n =|77H|. The rest of weighting
factors are set as following:-
no:C, Not to exceed the hard
constrains: C, = min{C,}v ien,;
Eyic, To resist firing after deadline, then:
N (4)

Cc, =1 Zci where | :zsi .

Viz4 i=1

{5:Cy Not to exceed the least 5hard constrain,
then:Cy =min{C,}V ien,.

V. NETWORK NEURONS FIRING SEQUENCE

After initialization, the network runs according to eq.
2. At any typical state, the network neurons could be divided
into three sets: neurons have the tendency to change state from
zero to one, we call them the hot set H, neurons have the
tendency to change from one to zero, we call them the cold set
C and others keep their state.

The most widely used network firing sequence [1-2]
is uniform random choices to prevent network from looping in
a sequence of states. In this study, we adopt a biased random
firing methodology. The choice is random biased towards the
neurons of the highest momentum to the change both in hot
and cold sets.

The choice of the next neuron to change is as

following: let us assume H % is the set of hot neurons sorted
descending on the value of netj and C°%is the set of cold

neurons sorted ascending on the values net; then, firing of

neurons alternated between the cold and hot with firing index
as:-
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For hot: by, = min(L(L+r?|[H®|),[H®)).

For cold: b, = min(L(L+ rz‘CS‘),‘CSD :

Where: -
r Random variable uniformly
distributed between 0, and 1.
L Floor integer function.

|| setcardinality.

The network comes to a stable state when both sets
are null. The stable state of the network provides a solution
which is a local minima in the energy surface. Looking for
more solutions to choose from a network re-initialization
required.

VI. NETWORK RE-INITIALIZATION.

Network re-initialization required to look more
satisfactory solutions. The most popular re-initialization is
another random draw. The random re-initialization may
produce a state close to a former initialization which
maximizes the probability to end in same local minima. The
initialization adopted in this study based on min-max [15] to
assure start in farthest point in the hyperspace from all
previous initializations, to maximize the probability of ending
up with different solution. The procedure gives an indicative
measure to the coverage of the space by the least distance
between initializations. To summarize the re-initialization
procedure let us assume we had n number of trials with
unsatisfactory solutions and a set of historical neurons

initialization vectors set: H ={h;, h,,...,h.} then we follow
the following steps:-

h,.. (@ =h, (@), (complement of)
vV k=2-—>NMT Find the
minimal distance set as following:-

D:{di i‘h(])_hml(J)‘ Vizlﬁn}’

H,=1h:d, <d,vd, eD
according to the following rule:-

distance set ,and the

}, then set current bit

0 S>0
h,,(k)=4h (k) S=0 where
1 S<0

S= ¥h()- T |hk)-1
VieH, VieH,

Figure 1 shows the overall process of the proposed network
working in a multi- constrains scheduling problem.
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Fig. 1. Hopfield Neural Network Scheduler

VII. TESTS AND RESULTS

In this section, the network model tests on variety of
task scheduling problems. One of these problems presented
next followed by summary over others.

Figure 2 shows a precedence diagram for sixteen-task
problem taken from [11]. The tasks are marked with “task
number/ required time units/task type group”. The tasks are to
be scheduled on two processing elements. The network
formed and set to initial state according to the former model.
The result of network run is presented in fig. 3. Fig. 4 shows
the number of violations, for hard constrains, per network
iteration. From the figure we can see that the network came to
a valid solution, after 24 iterations.

Fig. 2. The precedence diagramTor the 16 task problem
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Fig. 3 Solution provided for the 16 tasks problem
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g 1
g |
6 |
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g B
T |
% 5 10 15 20 25
Iteration

Fig.4. Network iterations in finding the solution

In the following table we summarize the results of
running the network on 10 problems. The problems
parameters (the number of tasks, number of processing
elements, and the task processing time) taken from random
normal distribution draws with mean and standard deviation
as follow: (10, 2), (4, 1), and (5, 2.5). The precedence
constrains generated using random generator as sequence of
pairs (taskl proceeds task2) with rejection to invalid choices.
The given scheduling time span computed by distributing the
tasks equally on the processors and assuming that the
lengthiest jobs will run on the same processing element then
adding more 25%. Table 1 presents the results with only
precedence constrains compared to the heavy brute search.

Table 1 Results of ten problems with only precedence

constrains
Trials
Given Schdling Iteratio_ns count tOMinimum
Index No. ofiNO. SchdlngIength pfto ) flrstgl(_)b_al schedule
Taks |processors Time frst valid| alld_ minima |,
Slutn Solution  [proposed: 9
random
1 9 4 24 14 1 -
2 6 4 15 13 1 - -
3 10 4 30 20 1 1:3 18
4 9 4 17 10 1 - -
5 8 3 22 15 2 2:2 11
6 9 4 26 16 2 - -
7 10 5 25 18 3 3:5 14
8 12 3 31 22 1 2:5 19
9 8 4 24 14 1 - -
10 11 5 23 17 1 1 14

From the table we easily infer that the networks
converged to a solution within few numbers of iterations. In
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50 percent of the time the network came to a deep local
minimum. In 50 percent of the time the network came to the
global minima. The cases in which the network did not
converge to the global minima or deep local minima the
solution is found to be within few re-initialization trials of the
network.

Table 2 shows the results of running another 10
problems with constrains. Constrains generated, also, based on
random uniform distribution, rejecting invalid values. The
number of constrains is a random number drawn from normal
distribution of mean equal to 1.5 times the number of tasks
and standard deviation of 50% of that mean. The proposed
firing sequence is faster overall 25 percent compared to
random firing.

The network took more iteration to reach the first
valid solution compared to precedence only cases. The
probability of reaching global minima in the constrained
problems appears to be higher than the unconstrained
problems which points to the fact that constrains eliminate
many of the valid unconstrained solutions.

Table 2. Results of constrained Problems

Index No. of No. of | No of | Given Schdl Iterat Trials Mini
Tasks proce const Sched Ingth ions to mum
ssors rains uling of Oof glbl sched
Time first first mna ule
valid valid Prpsd lengt
Slutn Slutn : h
Rnnd
1 12 3 13 27 23 16 -
2 13 4 15 25 19 32
3 9 4 3 23 15 3
4 12 2 8 36 26 70
5 12 2 8 30 18 7 - -
6 9 2 10 23 15 3 1:3 14
7 12 3 8 27 22 18
8 18 3 14 26 21 91
9 12 4 10 14 9 2
10 20 2 23 31 22 21
VIIl. CONCLUSION
In This paper a task scheduling model for non-

preemptive multi-constrained multi-processor problems based
on Hopfield Architecture presented. Methodologies for
computing constrains weighting factor, and network re_
initialization proposed. The proposed neural network solution
dose not requires a predetermined scheduling length. The
constrains used in the study are task time, precedence,
resources conflict, task dead time, and favoring tasks of the
same setup to run on the same processor beside the cost of
schedule length.

The results of running the network on different
problems show convergence to a valid solution within a fewer
number of iterations. A selection of the shortest scheduling
length from the first few solutions will be very close to the
global minima or the global minima itself.

The major problem of this approach is network size
and the simulation computations time. The hardware
realization with simple and dense processing elements
resolves this problem.
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Abstract

We carried out
between Split treemap algorithm and a more
recently introduced treemap algorithm called
HierarchyMap. HierrachyMap and Split are
Treemap  Visualization  methods  for

representing large volume of hierarchical

comparative analysis

information on a 2-dimensional space. Split
layout algorithm has been developed much
earlier as an ordered layout algorithm with
capability to preserve order and reduce
aspect ratio. HierarchyMap is a newer
ordered treemap algorithm developed to
overcome certain deficiencies of the Split
layout algorithm. The two algorithms were
analyzed to their
complexity. They were also implemented

compare rate  of
using object-oriented programming tool and
compared using a number of standard
metrics for measuring treemap algorithms.

Their  implementation shows that
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HierarchyMap and Split although maintain
the same level of data ordering and usability
but HierarchyMap algorithm has better
aspect ratio, better readability, low run-time,
and less number of thin rectangles compared
to Split treemap algorithm. Since aspect
ratio is an important metric for determining
the efficiency of treemaps on 2-D and small
screens, and the result of the analysis shows
that HierarchyMap is better efficient than
Split treemap alagorithm, we conlude that
HierarchyMap is more efficient than Split
treemap algorithm.

Keywords: Treemap algorithm, Aspect
ratio, HierarchyMap, 2-D space, Data
Visualization.
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. Introduction

Hierarchical structure is a structure
comprising a series of ordered class of
elements or entities within a particular
system. Hierarchical structures such as
Family structure, a University Structure and
Manual Directory have been found to be
very useful in representing information in
almost all systems of life. Arranging
information in hierarchical structures has
also been observed to be more useful in
bringing out meaning in the system being
represented to the observer more than other
known  ways of  representing it.
Representations in hierarchical structures
also help to clearly reveal the relationship
between the components in the system. Data
that are modeled into such structures are
referred to as Hierarchical data. It was later
observed that Hierarchical structure is only
efficient for representing small and
manageable data items. Efforts geared
towards improving the Visualization of
hierarchical data especially when
voluminous data items are involved brought
to mind the concept of Treemaps in early
part of the Nineties by [2]. Treemap
involves turning a tree into a planar space-
filling map. Treemap visualization method
maps hierarchical information into a
rectangular 2-dimensional display in a
space-filling manner such that 100% of the
designated display space is utilized. [3]. It is
described as space-filling visualization
method capable of representing large
hierarchical collections of quantitative data
[5]. It works by dividing the display area
into a nested sequence of rectangles whose
areas correspond to an attribute of the
dataset, effectively combining aspects of a
Venn diagram and a pie chart. With the
development of algorithm for early treemaps
like Slice and dice, and Cluster and ordered
treemap algorithms like Strip, Split and
HierarchyMap, very large volume of data
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sets can be visualized on a 2D space like a
computer screen with little or no difficulty.
In this paper, a comparative analysis is made
between a recently developed ordered
algorithm called HierarchyMap and using
metrics such as readability, aspect ratio, run
time, and number of thin rectangles. The
remaining sections are organized as follows;
Section two reported the review of related
literature, section 3 analyses the complexity
of the algorithms and compares the two
treemap algorithms (Split and
HierarchyMap) wusing standard treemaps
metrics, while section 4 discusses the
implementation and results based on
standard treemap metrics.

Il. Related Works

From the time the idea of Treemaps was first
conceived and original treemap developed to
solve the problem of space usage by using
the full display space to visualize the
contents of the tree, many algorithms have
been introduced to display hierarchical
information structures [2]. These treemap
algorithms in the order of their introduction
and successive improvement include Slice
and Dice, Cluster, Squarified, Pivot by Split
Size, Pivot by Middle, Split Strip, and
HierarchyMap treemap algorithm [8]. Of
great importance to this paper are the
ordered treemap algorithms like Pivot by
middle, Pivot by Split Size, Strip, Split and
HierarchyMap treemaps algorithms. The
idea that lead to algorithms for ordered
treemaps is that it is possible to create a
layout in which items that are next to each
other in the given order are adjacent in the
treemap [6] . Treemap algorithm where the
first step is to choose a special item, the
pivot, which is placed at the side of
rectangle R. In the second step, the
remaining items in the list are assigned to
three large rectangles that make up the rest
of the display area. Finally, the algorithm is
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then applied recursively to each of these
rectangles [5]. This algorithm has some
minor variations, depending on how the
pivot is chosen. There are three pivot-
selection strategies; the first is the algorithm
where the pivot with the largest area is
chosen. The motivation for this choice is
that the largest item will be the most
difficult to place, so it should be done first
[5]. The alternate approaches to pivot
selection are pivot-by-middle and pivot-by-
split-size. Pivot-by-middle selects the pivot
to be the middle item of the list i.e. if the list
has n items, the pivot is item number n/2,
rounded down. The motivation behind this
choice is that it is likely to create a balanced
layout. In addition, because the choice of
pivot does not depend on the size of the
items, the layouts created by this algorithm
may not be as sensitive to changes in the
data as pivot by size. Pivot-by-split-size
selects the pivot that will split the list into
approximately equal total areas. With the
sub-lists containing a similar area, they
expected to get a balanced layout, even
when the items in one part of the list are a
substantially different size than items in the
other part of the list. The Strip treemap
algorithm is a modification of the existing
Squarified Treemap algorithm [4]. It works
by processing input rectangles in order, and
laying them out in horizontal (or vertical)
strips of varying thicknesses. It is efficient
in that it produces a layout with better
readability than the basic ordered treemap
algorithm, and comparable aspect ratios and
stability [5]. The inputs in a Strip treemap
are the subdivision of rectangle R and a list
of items that are ordered by an index and
have given areas. As with all treemap
algorithms, the inputs are a rectangle R to be
subdivided and a list of items that are
ordered by an index and have given areas. A
current strip is maintained, and then for each
rectangle, a check is done to know if adding
the rectangle to the current strip will
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increase or decrease the average aspect ratio
of all the rectangles in the strip. If the
average aspect ratio decreases (or stays the
same), the new rectangle is added. If it
increases, a new strip is started with the
rectangle [5]. The result is the Split treemap
which, like the Pivot, is a partially ordered
algorithm. It produces a layout where the
natural ordering of the data set is roughly
preserved, while in most cases producing
better aspect ratios than the Pivot and the
Strip treemaps [6].

I11. Method

Algorithms Complexity Analysis

This section describes the two treemap
algorithms (Split and HierarchyMap) and
their complexity analysis, as its helps to
compare algorithms to see which one is
better.

Split Algorithm:

Inputs to the algorithm are an ordered list, L

={l;, 1. l,} of items to layout and a
rectangle, R, in which the items are
distributed. Weight w(L) is defined to be the
sum of the sizes of all the elements in the
list. The algorithm follows a recursive
process, where L is split into two halves, L1
and L2, such that w(L1) is as close as
possible to w(L2). Noting that the ordering
of the elements must not be changed. L1 and
L2 are both ordered, and all the elements of
L1 have an index less than those of L2 to
give. w(L;) #w(Ly) =~ w(L)/2 and Ve L;,
Vlj el,: l; <l+1 Slj < lj‘f‘]

o(R) is then defined to be the area of a
rectangle R. The rectangle R is split, either
horizontally or vertically depending on
whether the width is bigger than the height,
into two sub rectangles, R1 and R2 such that
their areas corresponds to the size of the
elements of L1 and L2, that is ;
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o (R1)

w(L1)

w(L) ,

o (R2) w(L2)

o(R) a(R)  wl)
Hence, recursively layout the contents of L1
and L2 in Rl and R2 according to the

algorithm [6].

/\

joN I
éé@@é@@

Figure 1: Split treemap recursion model

Here the Split treemap algorithm is modeled
by a recursive tree where each circle
represents a node (or rectangle R in which
the items are distributed.) and the number
written in the circle indicates the items (1,
,,,,,,, l, ) to layout. The first node stands for
the original rectangle R to be sub-divided in
layouts. The arrows indicate recursive calls
made between nodes. Since the algorithm
follows a recursive process, where L is split
into two halves, L1 and L2, such that w(L1)
is as close as possible to w(L2). The call to
the next row shows the division of the first
set of into 2 halves ( i.e. n / 2). This is
indicated by the two arrows at the top. In
turn, each of these also makes calls to the
next .row for further sub-division of n / 4
each, and so forth until all the items are
displayed. If the total the total number of
items to be displayed in figurel is taken to
be n, and the total number of items in each
level of the tree is n. The first row contains
only one call the next row with an array of
size n, so the total number of elements is 7.
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The second row has two calls to the next
level (row) each of sizen/2. Butn/2 +n/
2 = n and so again in this row the total
number of elements is #. In the third row, we
have 4 calls each of which is applied on an n
/ 4-sized rectangle, giving a total number of
elements equalton/4+n/4+n/4+n/4
=4n / 4 = n. So again we get n elements.
Since at each level of the tree rectangle
displays the items from the input values. For
example, the left node in level 1 has to
display n / 2 elements. It splits the n / 2-
sized rectangle into two n / 4-sized
rectangle, calls recursively to display those
ﬁrst two nodes from the left in level 3), then
displays all. This argument shows that the
complexity for each row is ®( n ). And since
that the number of levels in the is log( n ).

-

We have log( n ) rows and each of them is
O( n ), therefore the complexity of Split
treemap algorithm is ®( n * log(n ) ).

HierarchyMap treemap Algorithm

Inputs to the algorithm as ordered data in
tree-like form. infotree(treedata
nodes)=T={ti,tr,t3, ........... ,ta} and a2-D
space divided into four equal rectangles.
Step 1: If the number of hierarchical items
to be displayed is zero (i.e. T=0), then no
display.
Step 2: If the number of hierarchical items
to be displayed is 1 (i.e T=1), then
Set 2-D space to the item Step 3: If the
number of items is greater than 1, divide the
rectangular 2-D space into four equal sizes
and recursively divided each of the resultant
item into fours until all items in the list are
exhausted. Such that Vt; e T| Vtj e Ty V
................................ v t, € Tn : tiS
tir< < S St
S, th < thtr,
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Step 4: an attribute of the each hierarchical
item corresponds to an area of each of the
nested rectangles defined as area( R) in
such a manner that their areas correspond to
the size of the elements of T, T, Tz, and T4
where area (R;) ~ area (R;) =~ area (R3)
R i area (Rp) [8].

SN
:e/

e*

¢

Figure 2: HierarchyMap treemap
recursion model
In a similar manner, HierarchyMap

algorithm is represented by a recursive tree
in figure 2 where each circle represents a
node (or rectangle R in which the items are
distributed.) and the number written in the
circle indicates the items (I;, .. 1, ) to
layout. The root node stands for the original
rectangle R to be sub-divided in layouts. The
arrows indicate recursive calls made
between nodes. HierarchyMap recursively
processes the display of the items on
rectangular space by sub-dividing the first
rectangle R into four parts. T1, T2, T3, and
T4 where area (R;) = area (R;) =~ area (R3)
R oiiiiiianns area (R,). The call to the next
row shows the division of the first set of into
4 parts ( i.e. n /4). This is indicated by the
two arrows at the top. In turn, each of these
also makes calls to the next .row for further
sub-division of n/ 8 each, and so forth until
all the items are displayed. If the total the

b

total number of items to be displayed is n,
and the total number of items in each level
of the tree is 0.5n. For example, the first row
contains only one call. The second level
with items of size n and hence has total
number of elements is 0.5x7. The third level
has two calls to the next level (row) each of
size n/ 4. Since n/4 +n/4=0.5n and so
again in this row the total number of

JON

'
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elements is #. In the fourth level, we have 4
calls each of which is applied on an n / 16-
sized rectangle, giving a total number of
elements equalton/16+n/16+n/16 +n
/16 + n/16+n/16+n/16+n/16= 0.5n, giving us
0.5n again. Since at each level of the tree,
rectangle displays the items from the input
values. For example, the left node in level 2
has to display n /4 elements. It splits the n /
4-sized rectangle into two n / 8-sized
rectangle, calls recursively to display those
first two nodes from the left in level 3), then
displays all. This argument shows that the
complexity for each row is ®(0.5 n ). And
since that the number of levels in the is log(
n). We have log( n ) rows and each of them
is ®( 0.5n ), therefore the complexity of
Split treemap algorithm is ®( n * log(0.5 n )
) which is approximately equal to the
complexity of the split treemap derived
earlier as @( n * log( n ) ). But the constant
multiplier in the HierarchyMap makes the
difference. Since the constant multiplier is
0.5, it means that it grows more slowly than

e
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that of Split treemap and it is better and
capable of quickly displaying items on
rectangular space. This shows that the
derived algorithm for Split is worse than that
of HierarchyMap.

Implementation and Other Analysis
Metrics

This section shows the implementation of
the two algorithms (Split and
HierarchyMap) and compares them on the
basis of the standard treemap algorihm
metrics like Aspect Ratio, Ordering,
Readability, number of thin rectangles, Run
time, and Usability. The behavior of each of
the algorithm is observed with respect to the
standard metrics when the treemap displays
no (zero) item (Fig. 3a and Fig. 3b), displays
between 10-15 items (Fig 4a and Fig 4b),
displays between 20-25 items (Fig 5a and
Fig 5b), displays between 30-60 items (Fig
6a and Fig 6b). Further discussion of these
results is found in the remaining part of this
Section.

Timeids Do TiseView Moes At sl Tosis bels

Figure 3a: Split treemap implementation
with no item displayed (Aspect ratio is
2.92)

_— |
e —

Figure 3b: HierarchyMap showing nested
rectangles with no item displayed and
Aspect Ratio of 1.72)

Figure 4a: Split Treemap with an average

of 10 and 15 items giving Aspect Ratio

1.72

e S
e axnm
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Figure 4b: HierarchyMap with an
average of 10 and 15 items and Aspect
Ratio of 1.72
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Figure 6a: Split treemap with an average
of 30-60 items displayed (Aspect Ratio

1.72)

Figl]re 5a; Split with an average of 20 to
25 items displayed maintains Aspect
Ratio of 1.72
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Figure 5b: HierarchyMap with average
of 20-25 items displayed (Aspect Ratio
1.72)

———saverage of 30-60 items displayed (Aspect

6b: HierarchyMap with an
Ratio 1.72)

IV. DISCUSSION OF RESULTS

This section discusses the results of
implementing the two algorithms
(HierarchyMap and Strip algorithm) with
respect to the standard treemap metrics such
as Aspect ratio, Ordering, Readability, Run
time, Number of thin rectangles and
Usability.

4.0.1 Aspect ratio

Aspect ratio is the defined as the longest
side of a rectangle divided by it shortest
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side. It is also defined as Max(Width/Height,
Height/Width) of a rectangle. The lower the
aspect ratio of a rectangle, the more nearly
square it is. The aspect ratio for the two
algorithms were determined using the same
set of data. The Height/Width of each of the
rectangles generated by each of the Treemap
algorithm program are calculated (in cm).
The result of the calculated values are added
together and divided by four to get the
average height and average width. The
results of the calculated aspect ratios are
represented in Figure 7 below.

Average Aspect Ratlo Chart

N\

i
!‘l — o 3 a
i

a 1 o 15 Wil Win& & and Aoea
e off Ramns Disployad

Figure 7: The graph plotted Average
Aspect Ratio against Number of Items
represents the relationship between
Aspect ratio and the Number of
rectangles generated in HierarchyMap
and Split Treemap Algorithm.

The graph shows that HierarchyMap
Treemap Algorithm has an Aspect ratio of
1.73 while Split Treemap Algorithm has
Aspect ratio of about 2.92 when no rectangle
is displayed. Both treemap algorithms
maintain Aspect ratio of 1.73 when number
of rectangles displayed are between 10, 60
and above in their treemaps. Hence,
HierarchyMap is observed to have better
aspect ratio than Split treemap.

4.0.2 Ordering

Ordering is a metric that determines
the ability of the algorithm to create a layout

138

in which items that are next to each other in
a given order are placed adjacent to each
other ~ (Berderson et al.,  2002).
Implementation of HierarchyMap and Split
treemap algorithms as indicated above in the
treemaps diagrams show that the two
algorithms maintain items in the ordered
manner.

4.0.2 Readability

Readability describes the measure of the
number of times a user eye will have to
change direction when scanning the treemap
in order (Berderson et al., 2002). This test is
used to measure how easy it is to locate a
particular information between the layouts
generated by the Split and HierarchyMap
algorithms. In this experiment, twenty (20)
persons (users) were carefully selected to
scan through the treemap generated from the
implementation of the two algorithms to
locate a particular information. The time

taken each of them was presented in Figure
8.

ANALYSIS FOR READABILITY
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Average Time-Taken (In Sec)

No. of User

Figure 8: Analysis for Readability:
Average time is plotted against the number
of users for both Split and HierarchyMap

The graph shows that in HierarchyMap,
readers use less time in most cases to locate
information compared to Split treemap
where more time is used in most cases by
users to locate information of their choice on
the treemap. This shows that HierarchyMap
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has better readability than Split. This reflects
the property of the Split layout, which
changes direction more often than the
HierarchyMap layouts that use several sub-
lists instead of two. The results from the test
indicate a slightly worse readability for the
Split layout. HierarchyMap gives better
readability because of the pivot. Assigning a
pivot and then splitting the list in two, four,
and then several parts generates a more
consistent layout than the Split layout,
which splits the list into two parts. Since the
layout direction can alter between horizontal
and vertical every time the list is split, the
HierarchyMap algorithm is more
predictable, since all the four sub lists will
be laid out in the same directions, whereas
the Split layout, with only two sub lists, will
change direction more frequently.

4.0.3 Run Time

Run time is another important metric for
evaluating treemap algorithm usability. In
this case, run time for the implementation of
the two algorithms is compared. This is done
ten (10) different times for each algorithm
on a Laptop Computer with the specification
such as: Intel® Core ™ 2 CPU T5200, 1.60
GHz, RAM 1015MB, 32-bit Operating
System. The readings obtained are presented
in Figure 9.

RUN-TIME ANALYSIS

W HierarchyMap
B 5plit

Time-taken [In Secs)

12 3 4 5 6 7 8

9 10 1

Noof Events
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Figure 9: Column graph showing the
Run-time Analysis for the two Algorithms

It is observed in Figure 9 above that
HierarchyMap has a lower run time in all the
events compared with Split treemap
algorithm.

4.0.4 Number of thin rectangles

Another treemap efficiency metric very
close to that of aspect ratio is the number of
thin rectangles. The number of thin
rectangles in a treemap determines the
aspect ratio in the treemap. A treemap with a
high number of thin rectangles has a high
aspect ratio while a low number of thin
rectangles has low aspect ratio. Figure 10
shows the number of thin rectangles
generated by Split and HierarchyMap
algorithms for different number of items
displayed.

Thin Rectangles Analysis

45
40 / 0—
33
%" 30 //
E 25
£ }—/
5 18 / - Split
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2 10
2 ; /
N =

0 10to15 20to 25 30to60 60 and Above

No of items

== HierarchyMap

Fig. 10 Thin rectangle analysis

The thin rectangle analysis in Figure 10
shows that the number of thin rectangles
generated by Split is more than the number
of  thin rectangles  generated by
HierarchyMap Treemap. Hence, Split has
high aspect ratio than HierarchyMap
treemap

4.0.5 Usability: HierarchyMap treemap
algorithm by its implementation has been
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observed to be capable of generating high
volumes of hierarchical information on a 2-
D space than Split treemap algorithm. It was
interesting to  observe that when the
number of items to be displayed was more
than 60, HierarchyMap treemap became
more stable and did not flicker.Hence,
HierarchyMap treemap algorithm is more
efficient than Split algorithm in laying out
hierarchical data in a 2-D space like a
Computer screen.

V. Conclusion and Future Work

In this work, we compared the efficiency of
two Ordered treemap algorithms called
HierarchyMap and  Split  algorithms
developed to represent hierarchical data on
2-D  space. In comparing the two
algorithms, the two algorithms were first
analyzed measure their complexity. Then
standard treemap algorithm metrics like
aspect ratio, readability, ordering, usability,
number of thin rectangles, and run time were
also used as the basis of comparing them.
The measure of complexity of the two
algorithms shows that HierarchyMap is
more efficient in laying out items on

rectangular  space  and  results  of
implementation using standard treemap
algorithms metrics showed that
HierarchyMap and Split  although

maintained the same level of data ordering
and usability but HierarchyMap algorithm
was observed to have better aspect ratio,
readability, low Run-time, and less number
of thin rectangles compared to Split treemap
algorithm. Since aspect ratio is one of the
most important properties when using
treemaps on 2-D and small screens,
HierarchyMap can therefore be said to be
more efficient than the Split treemap
algorithm. The future effort on this work is
intended to improve on HierarchyMap
algorithm to have better ordering and
usability.
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Analysis of Network Security Policy — Based Management

Aliyu Mohammed
Universiti Teknologi Malaysia
Faculty of Electrical Engineering

Abstract— Network security and management policy in
information communication is the desire to maintain the
integrity, validity and consistency of a system or network, its
data and its immediate environmental infrastructure .Well
established and secured infrastructure would help in no means
making the network safe from all kinds of intrusion .Protecting
all these resources is another very important concept that is
needed of any computer system. Harnessing, accessing and
configuring relevant security policies are very important roles
to be played in safeguarding the complex network
infrastructure. The paper therefore analysis some of the
desired policies and assessment guidelines that should be
followed by network administrators for effective and strong
network management, security facilities and data optimization
Key words: Network Security; Management Policy; Intrusion;
Domain Infrastructure .

1. INTRODUCTION

The research focus nowadays is on network security policy —
based management as against the previous undertakings that
are more on the equipments. The focus also tries to look at the
new trend of malware detection, control and containment
through network access control, and effective policy
enforcement. The aim is to bring about policy improvement
that will help refine the network requirement for proper
control and so as to appropriately provide protection for the
information security and its application targets.

The desire for security policy and enforcement is to
maintain integrity, validity and consistency [1]. At present
most of the studies in the field tend to focus towards the
realization of effective business information system which
emphasizes the integrity description of the users, process and
its implementation [ 2 ].It has been put forward by a number
of security and
integrity principles such as good factor transformation,
authorized implementation as being the right basis for the
establishment of security policy [3]. The validity conception
of security policy and enforcement is to meet the needs of
system security as presented by [4, 5],
this is an information security assessment process which
generally comes through the abstraction model of information
security. It identifies the impact of the assets of the user, and
analyses their vulnerability, threat and risk factor. The given
consistency of security policy requirements in the policy rules
definition and implementation is to try and avoid possible
areas of conflict, as they reflect the executable and compatible
features.
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This paper proposes an infrastructural enterprise for
information security policy enforcement assessment model.
The security domain partition and security domain policy
establishment tries to analyze the characteristics of the
network attributes and consider the network security policy
enforcement capability to enable for effective handling of the
growing number of threats and exploits.

The remainder of the paper is organized as follows. Section
2 introduces basic security model design pattern and security
policy control management. Section 3 considers security
policy implementation, enforcement and assessment. Section 4
concludes the paper.

11. NETWORK SECURITY PoLICY MANAGEMENT

The concept of technicality and managerial approach in any
system design are complementary measures that are quite
necessary in considering any form of security management.
The factor of insecurity is a necessary reflect on the
organizational management and staffing. This becomes a
serious question that needs to be handled in computer network
security characteristics. Thus managers require paying special
attention to all kinds of security issues. It is a novel idea for an
organization to have a well planned and cohesive policy
framework to enable a constructive structural enterprise based
on a hierarchical security structure [8].

With a well placed security structure, the effective running
and operation of the agency could be achieved. The
responsibilities of the entire structure is to be able to articulate
the following activities ; monitor the entire network operation
and safety information; auditing at all levels of the network
and conventional analysis of performance information;
maintenance of safety equipment; security strategy planning,
formulation and implementation; handling network security
incidents and so on. Although, the security regulation of an
enterprise information system is in two categories:

(i) The information security management in the Laws,
regulation, enforcement view point, the rules is normally
worked out by the secrecy Bureau and the Ministry of Public
security. (ii) The enterprise’s own system and computer
network system; all tends to complement each other with the
network security mechanisms.

A. Enterprise Security Mechanisms

The enterprise security mechanism is strongly based on the
concept of (P2DR) Policy, Protection, Detection, and
Response which is widely recognized by professionals and
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entrepreneur [17]. In the overall context the model is aimed at
controlling the system infrastructure under the guidance of the
comprehensive use of protective equipment. Using detection
and access control tools enables for understanding and
accessing the state of the security system. This includes state
of condition at the end- point. There is a correlation from the
management point of view to understand the health condition
of the end-point when they are connected to the enterprise. In
this regards their access and the possible threat that they could
exhibit is being looked into by the management [17, 19] as
indicated on the Table 1 below.

Table 1. Access control at End- point.

Access Management Threat Management
Authentication Access Rights End point Behavior Monitoring
Integrity
Certificate / Virtual LAN Health Checks Flow Analysis
tokens
|IEEE 802..1 x Access  control | Antivirus Status NBAD(Network-
list Based Anomaly
Detection
MAC — based Firewall Policy Anti spyware IPS/ IDS
Web- Auth. Application No Trojans Log management /
Software SEM(Security
Enforcement
Management)
Policy  Checks
Allowed
software
Required
applications

The more unique functions of P2DR are adding the time factor
such as the time of Intrusion, response time to include
prevention and enforcement, so that it becomes an ideal
security framework [10].

B. Network Security Policy Information

Network security policy information is a model with a set of
commands and rules that are used for control mechanisms
relevant to the network security management policy
implementation. The model has five (5) detailed policy rules
which are explicit and effective. This is indicated in the Table
2 shown below.

Table 2. Classification of Policies

Condition Action

Policy Name

Attack signature policy Snort signature or other

monitors

Alert packet, drop

Source IP, Destination
IPSource port,
Destination portProtocol,
TCP, flags, ICMP type,
CMP code

Packet filtering policy Permit, Deny

Rate Limit Policy Source IP, Destination
IPSource port,

Destination port,Protocol

Transmit, Drop

Routing Control Policy Destination IP Drop

Source IP, Destination
IP,Source port,
Destination portProtocol,
attack ID, Time Interval

Alert Control Policy Filtering, Sampling
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The detection of known attacks such as the signature policy is
referred to from given Snort or any other monitor rules of any
current version in use. The detection policy is such that it
drops packets and / or sends an alert to the server after which
the attack signature policy is compared to a pattern of packets
with policy rules [9], the packets filtering policy which
decides to either permit or deny packets that are incoming
from a firewall or router in accordance with the value of the
packets header fields. Thus the rate limit policy prescribes
control against excessive traffic in a router or a traffic control
device; this is held as to increase the network performance.

The characteristic of routing control policy is such that it
forwards a packet to a router’s bit bucket for manipulating bad
traffic. In other words, the routing control policy routes
unwanted packets to null. The routing control policy works
only on destination addresses, since it is really part of the
forwarding logic. Lastly, the alert control policy controls
transmission of alerts from security devices. This policy
allows a policy enhancement point (PEP) to send the sample
of alerts to the filter alerts. Thus, this indicates the brief
rundown of the network security policy classification of the
model.

Network Security Policy Model Analysis and
Implementation [12, 13] includes:-
Analysis: (i) Management requirements business
model, Organization structure,
IT management
(ii) Technical requirements-
existing/planned environment, Security issues.
2. Implementation procedures-
(i) Castle defense system- critical
information, physical protection,
operational system hardening, information
access, external access
(ii) Defense planning- threat
Assessment, risk assessment, user

1.
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awareness, monitoring procedure,
attack reaction, plans recovery
programs, organization system watch.

In the context of information security, the domain will help
the research and application of system security. Simply
speaking, security domain is a collection of entities and
resources as a subset of the environment. They share a security
policy set .Therefore the security domain is a cross-system and
cross-platform collection which is based on the object oriented
information security, information sharing and security
demand, and the security policy can be for many safety-related
needs and norms. [6]

C. Domain System Analysis

The standard architecture based on policy management has
been put forward by the IETF, it is to be use to control the
access policy. The core aspect of the structure is the policy
enforcement point (PEP) and policy decision point (PDP)
which mainly take account of the circumstances operating the
network management to the router on the basis of RSVP
protocol. The situation is such that it does not involve the
adjustment function of the quality of service technology within
the system. It also does not necessarily reflect the problem of
detecting and solving conflict involving the policy.
Meanwhile, most of the network management functions are
tailored towards avoiding issues that tends to contribute to a
waste of time and network resource when policies are
frequently accessed [14,6]. A model which addresses the
traditional security systems that include access control and
framework is conceived in fig.1. It is designed to achieve the
defining factor of management policy, transmission, sharing
capability and optimized implementation procedure, with the
Policy Repository (PR) and management tool (PMT) in place.

The use of GUI (graphical user interface) by administration
helps to define clearly the policy rules and the handling of the
role — function domain issues. The role function domain
manages the roles of the human and other resources. The
advantage is that it makes clear role expression position in the
domain structure. These brings about an improved
expansibility in the system through the well spread sub-
domains. When objects transfer from one domain to another,
its policies will be replaced automatically by the policies of
the new domain environment. Thus, there is the no need for
modification of the policies and managing the relationship
between the policies and object manually.

Generally, the function of the policy repository accessing
control differs from that of the policy control system. This is
as a result of the fact that the later belongs to the operational
characteristics of COPS, SNMP and others, while the former
is a LDAP format based. The abstraction layer provides the
required interface between policy and the domain service
application, thus any request made in the policy handling point
will be channeled to the corresponding policy according to the
state of each of the preceding elements in the domain. The
whole process is summarized as the embodiment of applying
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the policy on idiographic equipment, and transferring it into
SNMP message, COPS message or CLI command and sending
it to the object in the corresponding domains such as router,
firewall, scanner etc.

Policy Manager

4
Policy Management
Tool

\ 4

Policy Repository

Policy Decision Point “

\ 4 A
Policy Enhancement
Point

Fig. 1. Policy — Based Network Model

A

Policy Proxy

111. RESOURCES MANAGEMENT

In classification according to the domain, the target of the
security policy is the role. The role is the property that
distributes to the target resources, and has the abilities of
abstract function expression. This means that the resources
must support the function of role from semantic aspect. After
the startup of the policy service, it can choose the role for the
service, that is, choose the resources from the security
equipment to provide service based on the matching of
domain, role and function.
A. Risk Assessment
The critical component of the implementation of any
information security framework is the performance of an
appropriately-scoped risk assessment. Ideally this should be an
iterative process involving input from several functions within
the organization; often such a risk assessment, if performed at
all, falls into the responsibility of the IT function, but in order
to address all issues surrounding the organization the working
group should include representatives of several functions.
These include: IT, who know what information is stored and
in what format; business lines, as the data owners, who can
define which data is required for daily transactions and can
define the sensitivity and confidentiality of each dataset and
application; and legal and compliance, which can provide
technical input into the regulatory and compliance frameworks
within which the organization operates and explain external
requirements over restricting access to systems and data [15].

The risk assessment should be regularly updated in order to
address changes in the technical, regulatory and operating
environments of the organization. A frequent failing in the
compliance process is that reasonable conclusions have been
drawn at a particular moment in time but that the area has not
subsequently been readdressed and changes in the internal
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environment, such as the implementation of new systems as a
result of changing business

requirements, or in the external environment, such as a
modification in the data protection legislation in the territory,
have not been taken into account

B. Management Constraints.

Traditional network management approaches lack the
flexibility to configure/reconfigure the network elements
according to network requirements unless it is accomplished
manually. PBNM is promising network management paradigm
to make administrative tasks easy and less complex. However
there are certain constraints implied by the home network
requirements, i.e lack of Standards- there is no standardized
approach  for management of heterogeneous home
networks[16]: lack of Simplified Techniques-techniques and
tools play a great role in network management but
unfortunately there are not many simple techniques and tools
available for managing home networks: lack of expertise-
usually lack of technical skills and the level of expertise of
typical Home area Networks (HAN) where users in the
domain of network management makes it more complex
because traditional approaches require high level skills and
domain  knowledge.  Static = Configurations-  static
configurations of network resources make network
management static as well, which presents lack of adaptability
in the network with the change in network requirements.

IV. CONCLUSION.

The implementation and optimization of reliable
information security measures is a subject that can require a
great deal of expertise, energy and resources to perform
properly. No one-size-fits-all framework will be appropriate
for all organizations, but by following a set of reasonable
standard principles in a structured way, many organizations
are able to define and meet their basic requirements in this
respect.
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