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Abstract—Integration of Supervisory Control and Data 
Acquisition (SCADA) systems with internet and recent high-
profile attacks has exposed critical vulnerabilities and led to 
significant increase for research on the security of such 
systems. In this paper, we employed machine learning 
algorithms using WEKA to develop a misuse intrusion 
detection system which is designed to identify attacks on the 
SCADA system network of a gas pipeline infrastructure. We 
used naïve Bayes, rule-based and tree-based classifiers in 
supervised learning mode for classifying the attacks. A set of 
new features were formulated using the original features from 
the dataset to help in the classification task. This feature 
extraction technique resulted in improvements for a number 
of performance metric values when compared to using 
original features in the dataset. Simulation results indicated 
that random forest classifier performance is superior in 
general. 

I. INTRODUCTION 

Supervisory Control and Data Acquisition (SCADA) is 
used to monitor and manage industrial control systems 
(ICS) with the help of computers, programmable logic 
controllers, networks, data communication and peripheral 
devices such as PID controllers in many industrial sectors 
such as power plants, water plants, gas pipelines etc. 
SCADA systems have been prone to cyber-attacks
following their integration with Internet and enterprise 
networks. This opened up for the hackers to remotely access 
the system without authorization. SCADA networks 
typically communicate using command response protocols.  
Analysis of network communication packets and data 
provides a direct method to access attack signatures to be 
able to detect and identify intrusions. As SCADA systems 
are privately owned access to actual systems for 
experimentation is highly constrained if at all possible for 
third party researchers or developers.  Additionally, private 
owners of SCADA systems which experienced cyber-
attacks refrain from sharing any data or information about 
those scenarios to avoid further exposing vulnerabilities of 
their systems to a larger audience some of whom might be 
interested in further exploitation of the same.

Given the limited availability of industrial SCADA 
network intrusion data, researchers resorted to creating 
small-scale prototypes of industrial system equivalents in 
laboratory environments to study and develop protection
mechanisms against cyber-attacks through simulated 
means. One such SCADA dataset which is publicly 

available was generated at the Mississippi State University 
for a laboratory prototype of a typical gas pipeline SCADA 
system [4].  Various attack scenarios were simulated and 
data was captured for normal and under-attack operation of 
the SCADA system for the prototype gas pipeline.  The data 
captured was in the form of command and response network 
protocol packets. 

This paper presents a study that employs machine 
learning classifiers that are trained on the network dataset in 
supervised mode to learn the signature of past attacks and 
to use that to detect and identify future similar attacks.  The
paper is organized as follows. Next section describes the 
background on SCADA attacks and the related work. 
Section 3 describes the dataset. Section 4 is about the 
preprocessing and feature extraction. Machine learning 
algorithms and performance metrics for classification are 
discussed in Section 5. Section 6 presents and discusses the 
simulation results. The final section delivers the 
conclusions of this study.

II. BACKGROUND & RELATED WORKS

In recent years, there have been numerous cyber-attacks 
affecting SCADA networks. These attacks have resulted in 
significant financial, human and environmental damages. 
Attacks on industrial networks can be classified into many 
types, where the most prominent ones include market 
manipulation, insider attacks, common ransomwares, and 
the last but not the least, remote or vendor site compromised 
attacks [11]. 

Stuxnet [1] is one of the most well-known attacks in 
recent history. It was a worm targeted at the industrial 
control systems which changed the system behavior at both 
the client and the server side. It targeted machines with 
Windows™ operating system exploiting zero day flaws
[10]. Stuxnet worm infected over 200,000 computers and 
caused 1,000 machines to physically degrade. In 2001, an 
unhappy engineer breached a sewage control system in 
Maroochi Australia [2]. It caused approximately 264,000 
gallons of raw sewage to leak into local parks and rivers and 
many marine life forms were jeopardized. The Davis-Besse 
nuclear plant in Oak Harbor Ohio was attacked in 2003 by 
the Slammer worm [3]. The attack caused the plant to go 
offline for five hours as the safety monitoring system was 
shut down by the worm. In fact, a recent report in 2016 
suggests that SCADA attacks has increased in recent years 
[12]. In December 2015, a power company located in 
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Ukraine suffered power outage that impacted a large 
geographic area [12]. A follow-up investigation showed 
that cybercriminals had created the power outage by using 
the Black Energy malware. This malware exploited the 
macros in Microsoft Excel documents. A spear phishing 
email was used to plant the malware using the company’s 
network. The attack caused around 230,000 people in the 
west of the country to lose power for hours. Another recent 
attack was on the SWIFT global banking system during the 
2015-16 period. SWIFT global messaging system is used 
by banks to move money around the world [13]. Hackers 
infiltrated the SWIFT global messaging system to steal 
millions of dollars on multiple occasions. For instance, a 
$101 million theft from the Bangladesh Central Bank was 
traced to hackers [14]. The same attack happened soon after 
the attack in Bangladesh but this time in Vietnam [14]. Both 
attacks involved malware designed to issue unauthorized 
SWIFT messages facilitating the payments to hacker-
controlled entities.

In light of these damaging cyber-attacks, there is 
increased recent interest and activity for researching and 
developing high-performance intrusion detection systems
for SCADA networks.  In traditional cyber security 
networks [17] [18], machine learning has been used for 
detecting normal and malicious packets with notable 
success.  Given this track record, machine learning is also 
being used for intrusion detection in SCADA systems as 
illustrated by the following studies. Konstantinos et al. [9] 
used an advanced Spiking One-Class Anomaly Detection 
Framework based on the evolving Spiking Neural Network 
algorithm. The framework was tested on two datasets. One 
was electric dataset and another one was a gas pipeline 
dataset. The eSNN algorithm performed better than SVM 
and CD/CPE on their findings. Cheng et al. [29]
demonstrated a deep learning-based framework for 
detecting real word stealthy attacks. The framework was 
tested using two case studies including gas pipeline based 
and another was water treatment based. The deep learning 
framework was then compared with anomaly detectors for 
evaluation. Cheng et al. [30] previously developed a multi-
level anomaly detection using signature packages and 
LSTM methods which was tested on the same gas pipeline 
dataset. The framework was found to be better performing
than Bayesian network, Isolation forest and Support Vector 
Data Description model. Another machine learning 
application for SCADA attack detection where Maglaras et 
al. [19] proposed an intrusion detection system using 
OCSVM and K-means recursive clustering, namely K-
OCSVM, algorithms. The proposed classifier was tested on 
the HTB SCADA testbed. The intrusion detection system 
was used to compare the accuracy, false alarm rate and 
execution time against the baseline OCSVM method. 
Maglaras et al. also proposed an ensemble method based on 
OCSVM [20]. They performed extensive simulations based 
on real cyber-attacks on a small SCADA testbed to evaluate 
their model. Paramkusem et al. [8] suggested that the 
content of the packets are more significant than the number 
of packets to a destination to determine whether they are 
malicious or not. For a water treatment plant, Fahad et al. 
[21] proposed a privacy preserving framework for SCADA 
by evaluating several machine learning classifiers. Their 
intrusion detection technique is based on a permutation 

technique called PPFSCADA framework. Cheung et al. 
[22] proposed one of the earliest IDS for SCADA systems. 
It was built to capture normal IDS behaviors. Three model 
based techniques were implemented for characterizing 
behaviors of Modbus TCP. The detection module used 
heuristic techniques to learn the models. The authors claim 
that such a model-based approach is feasible for control 
networks and has the potential to detect unknown attacks.

III. DATASET DESCRIPTION

Recently there have been renewed interest and activity 
in generating publicly-accessible SCADA datasets for 
research and development purposes. Gao et al. [5] made 
available datasets for industrial control systems in the gas 
pipeline and water storage tank domains. Attacks modeled 
in the datasets included DoS, Response injection, 
Command injection and Reconnaissance. Valdes et al. 
created a Distributed Control System testbed environment 
to generate a dataset to detect anomalous traffic patterns in 
a process control system [15]. Pan et al. [23] and Goh et al. 
[25] generated SCADA datasets for intrusion detection 
research for Power System and Secure Water Treatment,
respectively. A testbed of Secure Water Treatment (SWaT)
was used to collect the later dataset. Single Stage Single 
Point (SSSP), Multi Stage Single Point (MSSP), Singel 
Stage Multi Point (SSMP) and Multi Stage Multi Point 
(MSMP) were the attack types for the testbed. Research is 
also being conducted on real world datasets. Linda et al. 
[24] generated the dataset on a PLC network using a control 
PC connected through Ethernet. The intrusion attempts on 
the dataset were generated using software tools Nmap,
Nessus, and MetaSploit. Raciti et al. [26] worked on a water 
management system for anomaly detection. They used 
network traffic data as their datasets to work with and used 
ADWISE [31] anomaly detector.

Although more datasets are becoming available, given
the multitude and variety of industrial domains and the 
custom nature of SCADA systems make it harder to 
increase the dataset offerings.  This coupled with the fact 
that there are many diverse types of attacks to be modeled 
limits the options for research and development work. The 
gas pipeline dataset developed at the Mississippi State 
University SCADA Laboratory however offers models or 
instances of a large number of attack types for a gas pipeline 
infrastructure: specifically, this dataset includes 7 types and 
35 subtypes of attacks. The study reported in this paper used 
the version of this dataset modified by Gao et al. [7]. 

A. Attack Types 
The gas pipeline dataset which we used in this study has 

7 types of attacks as presented in Table I. The description
for all attack types are given in Gao et al [7]. NMRI and 
CMRI are the response injection attacks. These attacks can 
hide by mimicking certain behaviors which occur within 
normal operating bounds. This makes them very difficult to 
detect, and hence giving the appearance of the system 
operating normally. Response injection attacks cause loss 
of productivity. MSCI, MPCI, and MFCI are called 
command injection attacks. These attacks inject control 
configuration commands to modify the system state and 
behavior. The Denial of Service (DoS) is a common attack 
that can affect every SCADA system: it disrupts 
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communication between the control and the process. 
Reconnaissance is an interception type attack which gathers 
system information. 

TABLE I. ATTACK CLASSES IN GAS PIPELINE DATASET [6] 

Attack Class Name Acronym Threat Type
Normal n/a
Naïve Malicious Response 
Injection NMRI Modification/Fabrication

Complex Malicious 
Response Injection CMRI Modification/Fabrication

Malicious State Command 
Injection MSCI Modification/Fabrication

Malicious Parameter 
Command Injection MPCI Modification/Fabrication

Malicious Function Code 
Injection MFCI Modification/Fabrication

Denial of Service DoS Interruption
Reconnaissance Rec Interception

B. Features   
The original gas pipeline dataset has 20 features which 

are presented in the Table A-I in the Appendix. The detailed 
description for all features is given in [6].  There are total 
11 Command Payload features which are related to the 
Command Injection attacks and 1 Response Payload feature 
related to the response injection attacks. There are also 5 
network features which help in the preprocessing steps to 
build the IDS.  

IV. FEATURE EXTRACTION AND DATA PREPROCESSING

To prepare the dataset for the simulation study we have 
preprocessed the dataset using feature extraction 
techniques.  

A. Data Preprocessing 
The original dataset has 274,628 instances. We sorted 

the dataset using the timestamp feature and then 
implemented the same steps described in [8] for data 
cleaning and splitting. The original dataset was split into 
three subsets, which we named as Response, Command and 
Function subsets.  68,848 instances associated with attack
classes 1 and 2 which are response injection attacks were in 
the Response data subset; 64,100 instances associated with 
the attack classes 3, 4 and 6 related to command injection 
attacks were in the Command data subset; and the rest of 
the 274,628 instances which are associated with the attack 
classes 5 and 7 were in the Function data subset. We cleaned 
the function data subset by removing the instances with 
missing values which resulted in 126,436 instances in the 
Function data subset.

B. New Features 
We extracted additional features in the split data subsets 

inspired by the approach described in [8] with further 
modification.  The feature extraction procedures and 
associated new features are defined next.

1) We compared the feature value in the current 
packet with its value in the previous packet (in the time-
ordered data) to generate a new feature. This was done for 
all original features:

where is the new feature based on the original feature i
at time stamp value of k; is the original feature i value at 
time stamp value of k; k is the time stamp value; and i is the 
feature index. For the Response data subset we generated
one new feature which was for the Pressure Measurement
feature. Similarly, for the Command data subset we 
generated 11 new features based on the following 11
original features, namely Setpoint, Deadband, Reset Rate, 
Gain, Cycle Time, Rate, System Mode, Control Scheme, 
Pump Mode, Solenoid and CRC Rate.

2) Another new feature was defined as follows: all the 
features except class labels from a current packet (instance) 
were included to calculate a vector sum as a new feature:  

where is the newly derived feature; is the original 
feature i value squared; and N is the total number of features 
in each instance. This new feature was added to both 
Response and Command data subsets.

3) Additional new features were derived using the K-
means clustering algorithm with K=2 as we basically have 
two classes (normal and attack).  For a current instance of 
packet, the 2-means algorithm was applied to previous 25 
instances of packets, which generated 2 centroids. Two 
values, namely Euclidean distances between the current 
pattern representing the packet instance and the furthest 
centroid, and between two centroids, were calculated as 
two new feature values. The furthest centroid is taken 
because it shows the maximum distance or separation 
between the current packet and two cluster centers of 25
previous packets. Whenever the two centroids are far from 
each other, one likely to be the attack centroid and the other 
would be for normal. Furthest centroid distinguishes 
between them. We applied this feature extraction technique 
to the Pressure Measurement feature in the Response data 
subset and all 11 features in the Command data subset. 

V. SIMULATION STUDY

This section will present the performance metrics
employed to profile the performance of machine learning 
classifiers as misuse intrusion detectors as well as WEKA’s 
simulation environment for the study. This will be followed 
by presentation of and discussion on the simulation results.

A. Perfomance Metrics 
Classification performance was evaluated using several 

standard metrics [28] including true positive rate (TP), true 
negative rate (TN), false positive rate (FPR), false negative 
rate (FNR), sensitivity, and accuracy, all of which can be 
computed using the confusion matrix entries including 
counts for True Positives (TP), True Negatives (TN), False 
Positives (FP), and False Negatives (FN).  Definitions of 
these performance metrics are presented in Table II.
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TABLE II. DEFINITIONS OF PERFORMANCE METRICS

Performance Metric Definition

False Negative Rate (Miss Rate)

False Positive Rate (Fall-out)

Precision (Positive Predictive Value)

True Positive Rate (Recall, Sensitivity or 
Hit Rate)

True Negative Rate (Specificity or 
Selectivity)

Accuracy =

B. Simulation Setup 
Performance evaluation was based on splitting each data 

subset into training-testing parts at a ratio of 67% to 33%,
respectively. We used WEKA’s naïve Bayes, PART and 
Random Forest machine learners as classifiers with the 
parameter settings and values as shown in Table III. Naïve 
Bayes is a widely used simple probabilistic classifier which 
relies on the Bayes theory and employed here to establish 
the baseline performance for comparison against. PART is 
a rule-based algorithm which is suitable for a fixed-network 
topology implementing standard communication protocols 
such as the gas pipeline system [6]. Random forest is a 
decision tree-based ensemble classifier [16]. It combines 
the predictions made by multiple decision trees, where each 
tree is based on randomly selected samples. We have used 
the default values in the system except turning ddebugging
mode on. Additionally, “Do-not-check-capabilities”
parameter value is set to true to reduce run time.

TABLE III. PARAMETER SETTINGS AND VALUES 

Parameter naïve 
Bayes PART Random 

Forest
Batch Size 100 100 100/1000
Debug True True True
Reduced Error Pruning N/A False False
Num-decimal-places 3 3 3
Do-not-check-capabilities True True True

C. Simulation Results 
This section provides the results of the simulation study 

for all three data subsets using two different scenarios. One 
scenario employed only two classes as normal versus attack
for each of the three data subsets. A second scenario
employed 3 classes for response injection attacks, 4 classes 
for command injection attacks, and 3 classes for function
code attacks.

a) Response data subset: Confusion matrix 
associated with binary classification on the response test 
data is presented in the Fig 1. Results for binary 
classification indicate that except naïve Bayes, PART and 
Random Forest performed equally well and at a high level. 
The high-cost of misclassification is for the case when an 
attack is classified as normal. Reducing the number of 

missed alarms is therefore of primary concern when 
evaluating the performance of an algorithm. There were 
386, 408 and 5973 missed alarms, which resulted in 
attacks being classified as normal for Random Forest,
PART and naïve Bayes, respectively.  Reviewing all 
performance metric values in Table IV indicates that both 
Random Forest and PART classifiers demonstrate high 
level of performance for binary classification. For the case 
of multi-class, naïve Bayes performance degrades 
significantly.  PART classifies a combination of 444 attack 
data points as normal.  It confuses 716 records between 
attack classes 1 and 2.  False alarm count is 212.  Random 
Forest misclassifies 415 attack data points as normal while 
confusing 443 class 2 records as class 1 records while 175 
class 1 records are classified as class 2. False alarm count 
is 180.  Accordingly, accuracy, precision and recall values 
for both algorithms center around 94%, which does not 
compare favorably for approximately 97% for the same 
three performance metrics for binary classification. 

Fig. 1. Confusion chart for binary classification for Response data 

b) Command data subset: Simulation results for 
binary classification in Figure 2 show that PART and 
Random Forest have missed alarm counts of 325 and 350, 
respectively, compared to 2423 for the naïve Bayes.  False 
alarm count for Random Forest is the lowest as 129. As 
Table IV shows both PART and Random Forest also 
achieve high performance profiles with respect to other 
metrics for binary classification. For the multi-class case, 
PART misclassified 335 combined attack records as normal 
while this number was 351 for the Random Forest.  This 
indicates the missed alarm detection performance degrades 
for the multi-class case.  On the other hand, both algorithms 
demonstrate good performance for minimizing confusion 
among attack classes.  Rnadom Forest has the better of two 
for the false alarm count of 122 compared to 228 for the 
PART.

c) Function data subset: PART and Random Forest 
both achieve a missed alarm count of 14 out of more than 
38K data samples for binary classification, which results in 
nearly 100% accuracy as presented in Table IV.  
Remarkably, all three classifiers have false alarm counts of 
zero suggesting that learning this data subset is relatively 
easy compared to other two.  Results are equally good for 
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the multi-class case as again only 14 attack data points are 
misclassified as normal while the inter-class confusion is 
low with a record count of 28 for both classifiers. 

Fig. 2. Confusion chart for binary classification for Command data 

Fig. 3. Confusion chart for binary classification for  Function data  

VI. CONCLUSION

This paper presented a study on the performance of 
machine learning classifiers for misuse intrusion detection 
on a gas pipeline SCADA dataset.  PART and Random 
Forest machine learners were trained as classifiers in 
addition to naïve Bayes. Simulation study entailed both 
binary classification for attack versus normal and multi-
class cases.  Results indicated reasonably good performance 
for both binary and multi-class cases for both PART and 
Random Forest classifiers.  

TABLE IV. PERFORMANCE FOR BINARY CLASSIFICATION 

Dataset Algorithms Accuracy FNR (miss rate) FPR (fall-out) TNR (Specificity) Precision Recall

Re
sp

on
se

Naïve Bayes 71.94% .281 .625 .375 .706 .719
PART 97.49% .025 .052 .948 .975 .975
Random Forest 97.73% .023 .055 .949 .977 .977

Co
m

m
a

nd

Naïve Bayes 86.20% .138 .372 .628 .860 .862
PART 97.49% .025 .052 .948 .975 .975
Random Forest 97.73% .023 .055 .949 .977 .977

Fu
nc

tio
n

Naïve Bayes 94.32% .007 .091 .909 .993 .993
PART 99.97% .000 .005 .995 1.00 1.00
Random Forest 99.97% .000 .005 .995 1.00 1.00

TABLE V. PERFORMANCE FOR MULTI-CLASS CLASSIFICATION 

Dataset Algorithms Accuracy FNR (miss rate) FPR (fall-out) TNR (Specificity) Precision Recall

Re
sp

on
se

Naïve Bayes 71.77% .282 .619 .381 .735 .718
PART 93.96% .060 .052 .948 .941 .940
Random Forest 94.66% .053 .048 .952 .947 .947

Co
m

m
a

nd

Naïve Bayes 85.59% .144 .335 .665 .847 .856
PART 97.28% .027 .051 .949 .972 .973
Random Forest 97.89% .021 .050 .950 .979 .979

Fu
nc

tio
n

Naïve Bayes 97.90% .021 .088 .912 .983 .979
PART 99.89% .001 .005 .995 .999 .999
Random Forest 99.91% .001 .005 .995 .999 .999
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APPENDIX 

TABLE A-1: ORIGINAL FEATURES IN GAS PIPELINE DATASET [6]

Features Type Values
Address Network Numeric
Length Network Numeric
Gain Command Payload Numeric
Deadband Command Payload Numeric
Rate Command Payload Numeric
Control Scheme Command Payload 0 or 1
Solenoid Command Payload 0 or 1
CRC Rate Network Numeric
Timestamp Network Numeric/Integer/UNIX Format [27]
Function Command Payload Numeric
Set Point Command Payload Numeric
Reset Rate Command Payload Numeric
Cycle Time Command Payload Numeric
System Mode Command Payload 0 or 1 or 2
Pump Mode Command Payload 0 or 1
Pressure Measurement Response Payload Numeric
Command Response Network 0 or 1
Binary Attacks Label 0 or1
Categorized Attacks Label 0,1, 2…,7

 

TABLE A-2: CONFUSION MATRIX OF MULTI CLASS CLASSIFICATION FOR RESPONSE DATA SUBSET

Classifiers Naïve Bayes PART Random Forest

Actual/Predicted Normal Class 1 
Attack

Class 2 
Attack Normal Class 1 

Attack
Class 2 
Attack Normal Class 1 

Attack
Class 2 
Attack

Normal 15531 0 402 15721 99 113 15753 96 84

Class 1 Attack 2478 12 67 317 2107 133 296 2086 175

Class 2 Attack 3467 0 763 127 583 3520 119 443 3668

TABLE A-3: CONFUSION MATRIX OF MULTI CLASS CLASSIFICATION FOR COMMAND DATA SUBSET

Classifiers Naïve Bayes PART Random Forest
Actual/Predicted Normal Class 3 

Attack
Class 4 
Attack

Class 6 
Attack Normal Class 3 

Attack
Class 4 
Attack

Class 6 
Attack Normal Class 3 

Attack
Class 4 
Attack

Class 6 
Attack

Normal 15362 120 433 179 15866 103 117 8 15972 55 56 11
Class 3 Attack 1036 227 33 13 209 1090 9 1 203 1105 0 1
Class 4 Attack 1154 14 2205 56 117 8 3303 1 143 1 3284 1
Class 6 Attack 7 0 2 312 9 0 1 311 5 0 0 316

TABLE A-4: CONFUSION MATRIX OF MULTI CLASS CLASSIFICATION FOR FUNCTION DATA SUBSET

Classifiers Naïve Bayes PART Random Forest

Actual/Predicted Normal Class 5 
Attack

Class 7 
Attack Normal Class 5 

Attack
Class 7 
Attack Normal Class 5 

Attack
Class 7 
Attack

Normal 38842 0 0 38842 0 0 38842 0 0

Class 5 Attack 0 1607 0 0 1607 0 0 1607 0

Class 7 Attack 270 607 398 14 28 1233 14 28 1233
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