
 

 

The Age of Big Data Analytics: A cross-national comparison of the 

implementation of Article 23 of the GDPR in the United Kingdom, 

France, Germany and Italy 

 

 

A denunciation of the 2018 UK Data Protection Act’s immigration exemption 

 

 

International Relations & Modern History BA 

Research Project for Open Rights Group 

Candidate n. 100138848 

May 24, 2019 

Word Count: 9,790  

 

 

Academic Advisor 

Dr. Lee Jarvis 

 

 

 

 

 

 

 

 

 

 

  



Candidate Number: 100138848 

 

 2 

Abstract 

 

In the Digital Age, the use of Big Data analytics has increasingly become a central topic of 

debate for policy-makers, legislators and international institutions. The GDPR –– with its rights-based 

approach –– aims to provide individuals with adequate protection against the threats associated to big 

data. However, under Article 23 of the Regulation, Member States are allowed to derogate and restrict 

fundamental rights as long as they represent proportional and necessary measures. In light of the 

current campaign led by Open Rights Group and the3million, this report argues that the UK 

government, through the use of data analytics, and considering a history of xenophobic 

implementations of immigration and criminal law, has unrightfully applied an immigration 

exemption in the current 2018 DPA. In order to validate this claim, this report considers how three 

other EU Member States –– Italy, France and Germany –– have handled derogations under Article 

23, but to very different ends. 

 

Keywords: Big data analytics, GDPR, Article 23, Restrictions, Fundamental Rights 
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Introduction 

 

In the Digital Age, the internet has transformed the means by which businesses, governments 

and societies operate. Most significantly, the development of a less visible technological trend has 

been equally, if not more, transformative: big data analytics.1 Processing of personal data has become 

an indispensable practice for economically and socially useful purposes, namely health care, 

education and counter-terrorism. On the other hand, government agencies and businesses may employ 

data analytics for private advantages, boosting performance and enhancing their control over the 

individuals, ultimately, at the cost of fundamental rights and freedoms.2 Finally, Snowden’s 2013 

global surveillance revelations exposed the magnitude of unwarranted governmental data collection, 

storage and processing. Five years following the incident, the Facebook-Cambridge Analytica 

scandal highlighted data analytics exploitation for political purposes.3 These events confirmed the 

threats associated to big data, sparking an enduring debate on its ethical use, and the necessity to 

reform and strengthen existing regulations and laws. 

 

With its implementation on May 25, 2018, the General Data Protection Regulation (GDPR or 

Regulation) represents a new ‘gold standard’ for data protection legislation across Europe, as it 

attempts to meet the contemporary privacy challenges produced by the development of big data 

analytics.4 The rights-based approach adopted by the GDPR stresses the centrality of fundamental 

rights and freedoms, considering that personal data is within the scope of big data. As highlighted by 

                                                      
1 Kenneth Cukier and Viktor Mayer-Schonenberger, ‘The Rise of Big Data: How It’s Changing the Way We Think 

about the World’, Foreign Affairs 92, no. 3 (June 2013): 28-[ii]. 
2 Alessandro Mantelero and Giuseppe Vaciago, ‘The “Dark Side” of Big Data: Private and Public Interaction in Social 

Surveillance’, Computer Law Review International 14, no. 6 (20 January 2013), https://doi.org/10.9785/ovs-cri-2013-

161. 
3 Carole Cadwalladr and Emma Graham-Harrison, ‘Revealed: 50 Million Facebook Profiles Harvested for Cambridge 

Analytica in Major Data Breach’, The Guardian, 17 March 2018, sec. News, 

https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-facebook-influence-us-election. 
4 He Li, Lu Yu, and Wu He, ‘The Impact of GDPR on Global Technology Development’, Journal of Global 

Information Technology Management 22, no. 1 (2 January 2019): 1–6, 

https://doi.org/10.1080/1097198X.2019.1569186. 
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the European Data Protection Supervisor, the intent is to “harness the power of data”, however, in a 

‘sustainable way’.5 Therefore, the EU’s goal is to facilitate the free flow of data across Europe while 

simultaneously upholding the principles enshrined in the EU Charter of Fundamental Rights 

(hereinafter the Charter).6 

 

One of the GDPR’s main purposes is the harmonisation of data protection legislation across 

the EU, and considering its ‘extra-territorial scope’, the Regulation extends its principles to all third-

party countries it does business with.7 This process is largely dictated by an extensive framework, 

structured by 99 articles and 173 recitals. However, while harmonisation is paramount, the Regulation 

does allow Member States to derogate through over 50 provisions inasmuch as they are strictly 

defined, proportionate measures and judged compatible with the Charter of Fundamental Rights.8  

 

Historically, governments have long relied on international treaty derogations as a mean to 

‘temporarily escape’ from selected contract obligations during times of crises, nonetheless 

“subjecting the suspension of rights to a carefully calibrated system of limitations, safeguards, 

notifications and review procedures”.9 While significant interest has been expressed as to what extent 

the GDPR and its provisions will impact business practices, recently, I argue that accounts have 

undervalued compliance failures on behalf of governmental agencies –– particularly, legislative 

                                                      
5 Giovanni Buttarelli, ‘Living in a Future Big Data World: Can Prosperity, Freedom and Fundamental Rights Be 

Reconciled?’ (27 February 2016): 2, https://edps.europa.eu/data-protection/our-work/publications/speeches/living-

future-big-data-world-can-prosperity-freedom_de. 
6 Tuomas Ojanen, ‘Making the Essence of Fundamental Rights Real: The Court of Justice of the European Union 

Clarifies the Structure of Fundamental Rights under the Charter: ECJ 6 October 2015, Case C-362/14, Maximillian 

Schrems v Data Protection Commissioner’, European Constitutional Law Review 12, no. 2 (September 2016): 318–29, 

https://doi.org/10.1017/S1574019616000225. 
7 Regulation (EU) 2016/679 by European Parliament and Council, ‘EU General Data Protection Regulation’, 2016/679 

§: Article 3 (2016). 
8 Regulation (EU) 2016/679 by European Parliament and Council: Article 23, 85-91; Andrew Clearwater and Brian 

Philbrook, ‘GDPR Derogations and How to Prepare for Member State Variation’, CPO Magazine (blog), 29 September 

2017, https://www.cpomagazine.com/data-protection/gdpr-derogations-prepare-member-state-variation/. 
9 Laurence Helfer, Emilie Hafner-Burton, and Christopher Fariss, ‘Emergency and Escape:  Explaining Derogations 

From Human Rights Treaties’, International Organization, 1 January 2011, 673–707. 

 



Candidate Number: 100138848 

 

 7 

nonconformity to Article 23 of the Regulation. Largely, legal scholarship has always acknowledged 

the relevance of derogations within the human rights regimes. However, as Helfer et al. suggest, there 

is almost ‘inexistent attention’ towards derogations from international relations (IR) scholars.10 This 

may be surprising, inasmuch as derogations hold direct implications for two major areas of IR 

scholarship, i.e. the “design of international agreements and compliance with human rights treaties”.11 

 

This report focuses on four EU Member States –– United Kingdom, Germany, France and 

Italy –– who have introduced derogations under Article 23 of the Regulation. The United Kingdom 

represents the primary focus of the thesis considering the vast criticism of the introduction of the 

immigration exemption under schedule 2, part 1, paragraph 4 of their Data Protection Act (DPA). In 

the past two years, accounts have argued that the exemption represents yet another measure 

reinforcing the development of the controversial ‘hostile environment’ policy.12 Through this lens, 

the research finds that within the other three countries –– equally present in the debates relating to 

irregular immigration –– no similar derogation had been applied within their respective DPAs. 

Furthermore, this report will argue and demonstrate that the immigration exemption is primarily a 

choice, rather than an inevitable measure. To that end, I argue that the lack of immigration-related 

derogations within the other DPA should be considered further grounds in the current campaign 

calling for the removal of the immigration exemption in the 2018 UK DPA. 

 

However, my analysis yields similar instances where derogations in the other Member States 

serve as tools to conduct other forms of debateable policies. For example, in the past decade the 

Italian Revenue Agency (‘Agenzia Delle Entrate’) has been frequently questioned over its increased 

                                                      
10 Helfer, Hafner-Burton, and Fariss. 
11 Helfer, Hafner-Burton, and Fariss, 674. 
12 Open Rights Group, ‘Open Rights Group - Open Rights Group and The3million Launch Judicial Review Challenging 

the Data Protection Act’s Immigration Exemption’, Open Rights Group, 30 August 2018, 

https://www.openrightsgroup.org/press/releases/2018/open-rights-group-and-the3million-launch-judicial-review-

challenging-the-data-protection-acts-immigration-exemption. 
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use of personal data to counter tax evasion.13 In this regard, the Italian Data Protection Authority had 

argued that processing of such data might violate the data subjects’ fundamental rights and freedoms 

unjustifiably.14 Within the ‘Decreto Legislativo, 10 agosto 2018, n.101’, hereinafter 2018 Italian Data 

Protection Act, Italy has introduced various derogations under Article 23. Particularly, I will focus 

on Section 3, Article 2-undecies letter D. In short, this allows for the restriction of data subject’s 

rights –– provided in Article 15-22 of the Regulation –– ‘for the activities undertaken by public 

entities and intermediary institutions controlling the system of payments, credit and finances, as to 

protect their stability’. Alternatively, the French Data Protection Act has applied ‘moderate’ data 

subjects’ right restriction allowed by Article 23.15 For example, the inclusion of a derogation for the 

‘communication of personal data breach’ which is supported by specific justifications as to when this 

derogation is applicable, i.e. risk for national security, national defence or public security. Germany 

has often been appraised as the pioneer of data protection regimes and “the most serious privacy 

jurisdiction in the EU”.16 However, criticism has been expressed in regard to the 2017 Federal Data 

Protection Act (‘Bundesdatenschutzgesetz’), hereinafter BDSG-New.17 In relation to the restrictions 

pursuant to Article 23, accounts have argued that such derogations disproportionately favour IT-

vendors and other companies at the cost of the data subjects’ rights. 

 

In synthesis, this dissertation concedes that a majority of the implemented derogations 

represent ‘fair’ measures, such as in the case of ‘national security’ –– an activity that falls outside the 

                                                      
13 Privacy Guarantor, ‘Provvedimento nei confronti dell’Agenzia delle entrate sull’obbligo di... - Garante Privacy’, Data 

Protection Authority, Garante per la Protezione dei Dati Personali, 15 November 2018, 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9059949. 
14 Privacy Guarantor. 
15 Olivia Tambou, ‘E-Confèrence, National Adaptations of the GDPR: The French Adaptation of the GDPR’ (E-

Confèrence, blogdroiteuropeen.com, 2018), 1–9, https://blogdroiteuropeen.files.wordpress.com/2018/06/olivia. 
16 Daniel Felz, ‘An English-Language Primer on Germany’s GDPR Implementation Statute: Part 5 of 5’, Alston & Bird 

Privacy Blog, 27 November 2017, https://www.alstonprivacy.com/english-language-primer-germanys-gdpr-

implementation-statute-part-5-5/. 
17 Tim Wybitul, ‘Interview with Jan Albrecht, Dr. Stefan Brink and Tim Wybitul on the New German Data Protection 

Bill’, HL Chronicle of Data Protection, 6 February 2017, 

https://www.hldataprotection.com/2017/02/articles/international-eu-privacy/interview-with-jan-albrecht-dr-stefan-

brink-and-tim-wybitul-on-the-new-german-data-protection-bill/. 
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scope of ‘Union Law’.18 However, I argue that certain exemptions, in light of the Regulation’s 

guidelines, do not attain an adequate balance (between rights and state interests) and reach two 

fundamental failures. Firstly, they represent disproportionate measures in a democratic society to 

conduct ambiguous policies, and secondly, they risk undermining Charter rights unjustifiably. 

Furthermore, this research finds that such exemptions make data subjects susceptible to the threats of 

big data analytics, paradoxically countering the progress achieved by the Regulation. To reiterate, I 

argue that the exemptions in question are choices and that the development of the current rights 

infringements should be considered valid grounds for their reversal. As a result, I advocate that the 

derogations of interest need further specifications for transparency purposes, a narrower scope of 

applicability, and in the most central case of the UK immigration exemption, its total removal. Only 

then will the rights of individuals be adequately safeguarded, and the harmonisation of data protection 

legislation be met –– both fundamental EU imperatives. 

  

                                                      
18 Irion Kristina, ‘Public Security Exception in the Area of Non-Personal Data in the European Union’, in Briefing 

Requested by the IMCO Committee (Institute for Information Law, University of Amsterdam: European Commission, 

2018), 1–10, https://doi.org/10.2861/44889. 
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Literature Review 

 

This chapter is divided into three subsections. Firstly, I consider both the historical and 

contemporary legal and policy debate regarding the development of the UK ‘hostile environment’ 

and its impact on immigration –– both rightful and illegal.19 The UK is given a majority of the 

attention within my analysis, in light of the current campaign led by “Open Rights Group” and 

“the3milion”.20 The following subsection will explore the adverse human rights implications 

associated to the rise of big data analytics.21 Through the concepts of ‘information asymmetry’, the 

‘power paradox’ and ‘privacy paradox’, an explanation is offered of how big data analytics may be 

employed as a dangerous instrument to conduct public policy –– reinforcing the so-called hostile 

environment.22 Finally, I introduce the principle of proportionality and briefly identify the ‘essence 

of fundamental rights’ –– both legally instilled concepts in Article 23 of the Regulation, and more 

broadly relevant for human rights derogations.23  

 

The Development of the Hostile Environment 

 

 The development of the so-called ‘hostile environment’ in the UK is underpinned by various 

dynamics. For example, historiographical accounts within legal scholarship suggest that immigration 

                                                      
19 Diane Taylor, ‘Rights Groups Decry Theresa May’s “hostile Environment” Immigration Policy’, The Guardian, 8 

April 2018, sec. UK news. 
20 Open Rights Group, ‘Open Rights Group - Open Rights Group and The3million Launch Judicial Review Challenging 

the Data Protection Act’s Immigration Exemption’. 
21 David Erdos, ‘Intermediary Publishers and European Data Protection: Delimiting the Ambit of Responsibility for 

Third-Party Rights through a Synthetic Interpretation of the EU Acquis’, International Journal of Law and Information 

Technology 3, no. 26 (2018): 189–225; Sandra Wachter, ‘Normative Challenges of Identification in the Internet of 

Things: Privacy, Profiling, Discrimination, and the GDPR’, SSRN Scholarly Paper (Rochester, NY: Social Science 

Research Network, 6 December 2017). 
22 Neil M Richards and Jonathan H King, ‘THREE PARADOXES OF BIG DATA’, Stanford Law Review 66 (n.d.): 6; 

Monika Taddicken, ‘The “Privacy Paradox” in the Social Web: The Impact of Privacy Concerns, Individual 

Characteristics, and the Perceived Social Relevance on Different Forms of Self-Disclosure’, Journal of Computer-

Mediated Communication 19, no. 2 (2014): 248–73, https://doi.org/10.1111/jcc4.12052. 
23 Wolf Sauter, ‘Proportionality in EU Law: A Balancing Act?’, Cambridge Yearbook of European Legal Studies 15 

(2013): 439–66, https://doi.org/10.5235/152888713809813611; Regulation (EU) 2016/679 by European Parliament and 

Council, EU General Data Protection Regulation: Article 23(1). 
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policy and legislation has long characterised 20th century Britain.24 Particularly, Girvan notes that 

‘panic legislation’ symbolised immigration policy within the context of the First World War, 

historically recognised as ‘Germanophobia’, and at the time widely accepted throughout British 

society.25 Couper and Santamaria’s review of the 1914 legislative act ‘Aliens Restriction Order’ 

suggests that the Home Secretary “was granted exceptional powers”, considering that immigrants, or 

‘aliens’, could not appeal against deportation decisions, even if courts deemed them disproportionate 

measures.26 Noteworthy accounts pay attention to Parliament recognising the Home Secretary’s 

arguably unnecessary power, however following World War I, the Act had not been repealed, yet 

surprisingly renewed annually.27 Furthermore, in the UK certain legal scholarship proposes a pattern 

where in moments of crises, for example the Second World War, British legislation employed various 

rights restriction, such as the “right to work”, as a mean to restrict inflows of migrants.28  

 

The more critical literature interprets war-period legislation for immigration control as 

inherently xenophobic. Such accounts condemn 1933-1941 immigration policy and characterises 

immigration control methods as “internment camps for aliens”, and more specifically “Jewish refugee 

camps”.29 Ultimately, the consensus was that ‘immigrant’ as a term increasingly became an elusive 

                                                      
24 Kristin Couper and Ulysses Santamaria, ‘An Elusive Concept: The Changing Definition of Illegal Immigrant in the 

Practice of Immigration Control in the United Kingdom’, The International Migration Review 18, no. 3 (1984): 437–52, 
https://doi.org/10.2307/2545879; Geoffrey Drage, ‘Alien Immigration’, Journal of the Royal Statistical Society 58, no. 

1 (1895): 1–35, https://doi.org/10.2307/2979555; Thornberry. 
25 Alyssa Girvan, ‘The History of British Immigration Policy (1905-2016)’, Refugee History: Evidence, Expertise, 

Expertience (Norwich: University of East Anglia, June 2018). 
26 Couper and Santamaria, ‘An Elusive Concept’, 437. 
27 Patricia Hynes, The Dispersal and Social Exclusion of Asylum Seekers: Between Liminality and Belonging (Policy 

Press, 2011). 
28 Anne Karpf, ‘We’ve Been Here Before’, The Guardian, 8 June 2002, sec. UK news, 

https://www.theguardian.com/uk/2002/jun/08/immigration.immigrationandpublicservices. 
29 Donald Coney, ‘Reviewed Work: The Evaluation of Higher Institutions. A Series of Monographs Based on the 

Investigation Conducted for the Committee on Revision of Standards, Commission on Higher Institutions of the North 

Central Association of Colleges and Secondary Schools.’, The Library Quarterly: Information, Community, Policy 6, 

no. 4 (1936): 428–31; A. A. Mocatta, ‘The Refugees From Germany: April 1933 to December 1935 and What Will 

Happen To The Jews?’, International Affairs 15, no. 6 (1 November 1936): 918–19, https://doi.org/10.2307/2602346. 
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concept, as ‘immigration practice for immigration control’ at the port of entry, had extended to 

‘internal control within the UK’.30 

 

  The previous historically critical rhetoric has proven consistent within debates concerned with 

contemporary immigration policies in the UK. In regard to the ‘hostile environment’, criminology 

scholars have noticed an increasingly blurred line between criminal law and immigration law, which 

traditionally have been treated as two distinct areas of legal scholarship.31 Professor of Advocacy and 

Ethics, Stumpf, suggests that the merging of these two separate dimensions mutually serve each other, 

since “at the core, they [criminal and immigration law] are systems of inclusion and exclusion”–– 

creating a structure of ‘admitted versus excluded’ or ‘legal versus illegal’.32 Furthermore, the blend 

of criminal and immigration law has prompted a novel area of legal scholarship, now referred to as 

‘Crimmigration’.33 

 

 Crimmigration within the context of the UK hostile environment has been debated in the form 

of critical rhetoric of immigration practices most prominent in the UK, but not limited to it. Recent 

Crimmigration considerations have been particularly vocal in regard to a reinforced “intersection 

between border policing and gender and race discrimination”.34 In relation to the scope of this 

dissertation, Weber’s and Bowling’s argument acknowledges that immigration control practices are 

most visible at the physical border, however, mostly employed through ‘sites of enforcement’.35  

                                                      
30 Thornberry, ‘The Soblen Case’; Girvan, ‘The History of British Immigration Policy (1905-2016)’; Couper and 

Santamaria, ‘An Elusive Concept’. 
31 César Cuauhtémoc García Hernández, ‘What Is Crimmigration Law?’, ed. American Bar Association, Crimmigration 

Law 17, no. 3 (2017); Taylor, ‘Rights Groups Decry Theresa May’s “hostile Environment” Immigration Policy’.  
32 Juliet Stumpf, ‘The Crimmigration Crisis: Immigrants, Crime, and Sovereign Power’, American University Law 

Review 56, no. 2 (2006): 367–419. 
33 Stumpf. 
34 Ben Bowling and Isabella Reynoso, ‘Crimmigration Law Enforcement: The Intersection of Race and Gender in 

Border Policing’, Oxford Law Faculty, 1 November 2016, https://www.law.ox.ac.uk/research-subject-groups/centre-

criminology/centreborder-criminologies/blog/2016/11/crimmigration-law. 
35 Leanne Weber and Benjamin Bowling, ‘Policing Migration: A Framework for Investigating the Regulation of Global 

Mobility’, Policing and Society 14, no. 3 (1 September 2004): 195–212, 

https://doi.org/10.1080/1043946042000241802. 
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These sites consist of “pre-entry controls, pre-boarding checks at overseas airports, and visa regimes 

operated from overseas diplomatic missions, and have pervaded domestic policing”.36 Critical 

accounts have long characterised Crimmigration within immigration control practices as forms of 

‘normalising’ xenophobic legislation in the past two decades.37  This narrative suggests that the 

‘dominant rhetorical device’ –– through which legislators and policy-makers “can claim to be using 

their sharpest coercive tools to protect national resources from threats that do not belong to the 

imagined British community” –– has for two decades been the UK hostile environment.38 

 

The vivid accounts of Crimmigration within legal scholarship has prompted public policy 

scholars and advocacy groups to contest the design and purpose of the UK hostile environment.  

Attempting to define this policy, Taylor states that “the hostile environment is the wording often used 

to refer to a range of government measures aimed at identifying and reducing the number of 

immigrants in the UK”.39 Furthermore, proponents of the hostile environment have renamed it to 

‘compliance environment’, however, advocacy groups such as ‘the3million’, ‘Open Rights Group’ 

and ‘Global Justice Now’ remain critical of the policy measures. For instance, Global Justice Now in 

a briefing paper refers to these measures as means to destabilise ordinary life for individuals in the 

UK.40 They argue that such is firstly achieved by the prevention of access to employment, healthcare, 

housing, education, banking and other civil rights. Furthermore, in a co-authored report by Liberty 

Human Rights, National Union of Students and the Migrants Rights Network, the consensus is that 

                                                      
36 Weber and Bowling. 
37 Niamh Quille, ‘The Windrush Generation in Britain’s “Hostile Environment”: Racializing the Crimmigration 

Narrative’, SSRN Electronic Journal, 2018, https://doi.org/10.2139/ssrn.3274533. 
38 Ana Aliverti, ‘Making People Criminal: The Role of the Criminal Law in Immigration Enforcement’, SSRN 

Scholarly Paper (Rochester, NY: Social Science Research Network, 2012), https://papers.ssrn.com/abstract=2531049; 

Quille, ‘The Windrush Generation in Britain’s “Hostile Environment”’. 
39 Russell Taylor, ‘Impact of “Hostile Environment” Policy’, Policy Briefing (London, UK.: House of Lords Library, 11 

June 2018), https://researchbriefings.parliament.uk/ResearchBriefing/Summary/LLN-2018-0064. 
40 Global Justice Now, ‘The Hostile Environment for Immigrants’, Global Justice Now, 1 February 2018, 

https://www.globaljustice.org.uk/resources/hostile-environment-immigrants. 
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“immigration controls are embedded at the heart of the UK’s public services”.41 The shared rhetoric 

also advocates that the hostile environment does not singularly discriminate towards illegal 

immigrants, but also EEA citizens and others.42 Ultimately, these institutions contend that such 

measures encourage discrimination towards ethnic minorities, negatively affects lower income 

households and destabilises the relationship between public services and citizens.43  

 

The Debate on Big Data Analytics 

 

Beyond the hype of big data, the question arises of how this ‘socio-technical phenomenon’ 

manifests itself.44  Socially, dystopian accounts suggest that big data is a ‘surveillance tool’ which 

increases an organisation’s capacity to “monitor individuals lives, erode anonymity, and discriminate 

on the basis of age, race, gender and other factors”.45 Technically, big data can be considered the 

storage, analysis, linkage and comparison of ‘large data sets’, achieved by both technology and 

natural persons.46 This process seeks to ‘identify patterns’ and ‘create informational identities’, in 

order to reach economic, social, or other forms of inferences.47 

 

Since its approval in 2016 by the European Parliament, the Regulation has profoundly 

reshaped academic discussions and debates surrounding matters relating to data protection, privacy 

                                                      
41 Liberty et al., ‘A Guide to the Hostile Environment: The Border Controls Dividing Our Communities and How We 

Can Bring Them Down’ (London: Liberty, April 2018), 

https://www.libertyhumanrights.org.uk/sites/default/files/HE%20web.pdf. 
42 ‘The3million | Protecting Our Equal Access to Justice’, EU Citizens’ Rights | Settled Status | United Kingdom | 

the3million, accessed 12 February 2019, https://www.the3million.org.uk/gdpr. 
43 Taylor, ‘Rights Groups Decry Theresa May’s “hostile Environment” Immigration Policy’. 
44 Danah Boyd and Kate Crawford, ‘CRITICAL QUESTIONS FOR BIG DATA: Provocations for a Cultural, 

Technological, and Scholarly Phenomenon’, Information, Communication & Society 15, no. 5 (June 2012): 662–79, 

https://doi.org/10.1080/1369118X.2012.678878. 
45 Frank A. Pasquale, ‘Privacy, Autonomy, and Internet Platforms’, SSRN Scholarly Paper (Rochester, NY: Social 

Science Research Network, 2015), https://papers.ssrn.com/abstract=2737413. 
46 Boyd and Crawford, ‘CRITICAL QUESTIONS FOR BIG DATA’. 
47 Wachter, ‘Normative Challenges of Identification in the Internet of Things’; Luciano Floridi, ‘The Ontological 

Interpretation of Informational Privacy’, Ethics and Information Technology 7, no. 4 (December 2005): 185–200, 

https://doi.org/10.1007/s10676-006-0001-7. 
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and more generally civil and human rights. As Kulhari states, “given that the GDPR is a response to 

technological externalities that threaten data protection and privacy”, attention should be addressed 

towards these technological externalities, hereinafter ‘Information and Communication Technologies 

(ICTs)’.48  

 

Accordingly, scholars have begun investigating the dynamic relationship between ICTs and 

the contemporary normative challenges in the ‘Internet of Things’ (IOT) –– namely privacy, profiling 

and ultimately discrimination.49 They find that ICTs have the ability to influence fundamental aspects 

of public policy –– such as health care, corporate law, immigration law, and national security.50 

Moreover, as Erdos suggests, the implications of data analytics for human rights have been 

ambiguous, seeing that while freedom of expression and freedom to conduct a business have been 

enhanced, ‘individual protective rights over personal data –– including the right to respect for private 

life and reputation –– have significantly suffered’.51 Consequentially, Global Partners Digital 

proposes two arguments for ineffective data protection and privacy in the IoT. Firstly, that the 

‘growing complexity of data transfers’ has undermined the data controllers’ ability of ensuring 

protection.52 In today’s globalised digital world, data flows continuously through different 

jurisdictions –– implying an indefinite data security structure as a result of inconsistent legislative 

and regulatory measures. Secondly, there is an increasing difficulty of obtaining meaningful and 

                                                      
48 Shraddha Kulhari, ‘The Uneasy Case for Blockchain Technology to Secure Privacy and Identity’, in Building-Blocks 

of a Data Protection Revolution (Nomos Verlagsgesellschaft mbH, 2018), 38, 

https://www.jstor.org/stable/j.ctv941qz6.8. 
49 David Erdos, ‘The Emergence of Personal Data Protection as a Fundamental Right of the EU. By Gloria González 

Fuster [Cham: Springer, 2014. Xvi, 274 Pp. Hardback £90. ISBN 3319050222.]’, The Cambridge Law Journal 74, no. 

2 (July 2015): 374–75, https://doi.org/10.1017/S0008197315000276; Wachter, ‘Normative Challenges of Identification 

in the Internet of Things’. 
50 Erdos, ‘The Emergence of Personal Data Protection as a Fundamental Right of the EU. By Gloria González Fuster 

[Cham’. 
51 Erdos. 
52 Global Partners Digital, Travel Guide to the Digital World: Data Protection for Human Rights Defenders (London: 

GPDigital, 2018), https://www.gp-digital.org/wp-content/uploads/2018/07/travelguidetodataprotection.pdf. 
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informed consent.53 Academic literature has often attributed these inconsistencies to the ‘power 

paradox’ and ‘information asymmetry’, which will be further elaborated in the following paragraph.54 

 

 In the ‘digital era’, data has undeniably become one of the most valuable and powerful 

resources in both the public and private sphere.55 Proponents of the ‘data economy’ consistently argue 

that in order to boost prosperity individuals must ‘provide, share, and access’ greater amounts of data 

as it will lead to ‘greater competition and consumer empowerment’.56 However, as Richards and King 

remark, “most of the rhetoric of big data contains no meaningful analysis of its potential perils, only 

the promise”.57 Relevant harmful aspects of big data relating to privacy and data protection –– 

thoroughly investigated in both European and North American academic literature –– are 

demonstrated through the concepts of information asymmetry, privacy and power paradoxes. As 

Villasenor affirms, data storage, reproduction and processing can now occur at very minimal costs 

and virtually instantaneously.58 Therefore, IoT technologies allow governmental agencies, banks and 

organisations to process and store an unprecedented amount of data. Such data is often “shared 

between the power-players but rarely divulged to the public, empowering the former at the expense 

of the latter”.59 This dynamic is regarded as information asymmetry, denoting that data subjects are 

often uninformed of their data, its processing, storage and transfers.60 Furthermore, this concept 

                                                      
53 [CSL STYLE ERROR: reference with no printed form.]; Masooda Bashir et al., ‘Online Privacy and Informed 

Consent: The Dilemma of Information Asymmetry’, Proceedings of the Association for Information Science and 

Technology 52, no. 1 (2015): 1–10, https://doi.org/10.1002/pra2.2015.145052010043. 
54 Susanne Barth et al., ‘Putting the Privacy Paradox to the Test: Online Privacy and Security Behaviors among Users 

with Technical Knowledge, Privacy Awareness, and Financial Resources’, Telematics and Informatics, 18 March 2019, 

https://doi.org/10.1016/j.tele.2019.03.003; Taddicken, ‘The “Privacy Paradox” in the Social Web’. 
55 Albert Opher, Alex Chou, and Andrew Onda, ‘The Rise of the Data Economy: Driving Value through Internet of 

Things Data Monetization’ (New York: IBM Corporation, 2016). 
56 Izabella Kaminska, ‘Imperfect Information Dims the Vision of a Digital Utopia’, Financial Times, 26 September 

2017, https://www.ft.com/content/2b8bb73e-a1fa-11e7-b797-b61809486fe2. 
57 Richards and King, ‘THREE PARADOXES OF BIG DATA’, 42. 
58 John Villasenor, ‘Why the Government Can’t Remain the Cybersecurity Czar’, Brookings (blog), 2012. 
59 Geoffrey Lightfoot and Tomasz Piotr Wisniewski, ‘Information Asymmetry and Power in a Surveillance Society’, 

University of Leicester, 22 August 2014, 50. 
60 Gorski, ‘The Winners and Losers of GDPR’, VETRI (blog), 29 November 2017, https://medium.com/vetri/the-

winners-and-losers-of-gdpr-be86f2179cac. 
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implies that data controllers often fail to effectively communicate how people’s data is treated,  

opacifying data processing and raising transparency issues.61 This disparity has led to the power 

paradox, as data processing tends to “benefit the institutions who wield its tools over the individuals 

being mined, analysed and sorted”.62 In short, authors such as Sandra Wachter, Neil Richards and 

Jonathan King maintain that big data –– if inadequately regulated –– is likely to weaken democracy 

and undermine individual rights and freedoms.63 

 

Data-driven technology has created new tensions and challenges within debates of profiling 

and discrimination. ICT developments have created uncertainty for privacy, as these technologies 

expose data subjects’ identity –– conflicting with privacy rights and leading to economic, social and 

more forms of discriminatory treatment.64 Moreover, discrimination may also develop through 

inferential analytics, user profiling, the impossibility of anonymizing data and weak cybersecurity 

standards.65 As Floridi suggests, the literature in regard to privacy violation and discrimination by 

ICTs further belong to groups as opposed to individuals –– as these groups are the ‘carrier of rights, 

values, interests and potential risks”.66 Floridi’s argument criticizes the current ethical approach to 

data protection and refers to it as overly ‘anthropocentric and atomistic’.67 The explanation Floridi 

provides for such a focus shift is that government agencies, corporations and social media platforms 

                                                      
61 Bashir et al., ‘Online Privacy and Informed Consent’. 
62 Richards and King, ‘THREE PARADOXES OF BIG DATA’, 45. 
63 Sandra Wachter, ‘The GDPR and the Internet of Things: A Three-Step Transparency Model’, Article (Oxford: 

Ofxford Internet Institute, University of Oxford; The Alan Turing Institute, British Library, 2018); Richards and King, 

‘THREE PARADOXES OF BIG DATA’. 
64 Wachter, ‘Normative Challenges of Identification in the Internet of Things’. 
65 Sandra Wachter, ‘Privacy as a Precondition for Self-Development, Personal Fulfilment and the Free Enjoyment of 

Fundamental Rights’, n.d.; Sandra Wachter and Brent Mittelstadt, ‘A Right to Reasonable Inferences: Re-Thinking 

Data Protection Law in the Age of Big Data and AI’, Columbia Business Law Review 2019, no. 1 (12 October 2018): 1–

130, https://doi.org/10.31228/osf.io/mu2kf. 
66 Luciano Floridi, ‘Open Data, Data Protection, and Group Privacy’, Philosophy & Technology 27 (1 March 2014), 

https://doi.org/10.1007/s13347-014-0157-8. 
67 Floridi, ‘The Ontological Interpretation of Informational Privacy’. 
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are more interested in categorising individuals within types of groups as to facilitate inferential 

analytics and develop informational identities.68 

 

As Burri & Schär emphasise, the right to privacy is a “key concept in EU law and has been 

given significant weight that reflects deep cultural values and understandings”.69 Privacy 

International suggests that since 2016, debates have focused on the GDPR’s capacity “to offer 

protection against increasingly sophisticated means of processing data, in particular with regard to 

profiling and automated-decision making” –– one of the principal threats posed by big data 

analytics.70 

 

However, literature has also shed light on the GDPR’s limits –– primarily acknowledging a 

lack of clear definitions and guides affecting the interpretation and scope of certain articles.71 More 

specifically, Wachter notes that while Articles 21 (Right to object) and 22 (Right to not be subject of 

automated-processing, including profiling) of the Regulation attempt to limit the risks of 

discrimination caused by inferential analytics, these rights can still be abrogated.72 This situation 

arises should the ‘legitimate interests’ of the data controller override the interests of the data subject. 

According to Wachter the GDPR offers no definitions as to what represents a ‘legitimate interest’, 

therefore creating uncertainty in the efficacy of the regulation in combatting discrimination as a result 

of big data analytics.73 Furthermore, following the Facebook-Cambridge Analytica scandal, attention 

has been drawn towards data protection as a line of defence against electorate manipulation. 

                                                      
68 Floridi, ‘Open Data, Data Protection, and Group Privacy’; Luciano Floridi, ‘An Interpretation of Informational 

Privacy and of Its Moral Value’, Proceedings of CEPE 2005-6th Computer Ethics: …, accessed 26 April 2019, 

https://www.academia.edu/326999/An_Interpretation_of_Informational_Privacy_and_of_Its_Moral_Value. 
69 Mira Burri and Rahel Schär, ‘The Reform of the EU Data Protection Framework: Outlining Key Changes and 

Assessing Their Fitness for a Data-Driven Economy’, Journal of Information Policy 6 (2016): 481. 
70 Privacy International, ‘Data Is Power: Profiling and Automated Decision-Making in GDPR’ (London: Privacy 

Internatioanl, 2017). 
71 Wachter, ‘Privacy as a Precondition for Self-Development, Personal Fulfilment and the Free Enjoyment of 

Fundamental Rights’; Wachter, ‘Normative Challenges of Identification in the Internet of Things’. 
72 Wachter, ‘Normative Challenges of Identification in the Internet of Things’. 
73 Wachter, ‘The GDPR and the Internet of Things: A Three-Step Transparency Model’. 
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Rapporteur Jan Albrecht maintains that the GDPR, in regard to its scope, does not fully and 

specifically protect communication data –– calling for further ‘e-privacy regulation’.74 Similarly, 

other accounts expressed in the ‘Columbia Business Law Review’, argue that current data protection 

legislation under the GDPR fails to protect individuals from the “inferences drawn from big data”, 

calling for new Articles closing the ‘accountability gap’.75  

 

Proportionality and the Essence of Fundamental Rights 

 

The debate on human rights restriction, established and most prominent in Europe, is largely 

dictated by a framework of legal principles and philosophies. Considering its weight in Article 23 of 

the Regulation, the concept of ‘proportionality’ has long characterised the legal discourse regarding 

the ‘validity’ of derogations.76 For instance, Brems and Lavrysen recognise that the European Court 

of Justices, in light of ‘non-absolute rights’, has adopted the ‘proportionality analysis’ as the dominant 

method to comparatively evaluate human rights with ‘public or other competing interest’.77  In 

defining proportionality, Alexy’s theory has been broadly recognise as one of the leading models for 

European legal theory. In one of his central publications, A Theory of Constitutional Rights, Alexy 

refers to the sub-principles of proportionality, being “suitability, necessity and proportionality in its 

narrow sense”.78 For instance, in relation to data protection, the EDPS has introduced a “necessity 

toolkit” –– the second sub-principle –– as an essential requirement during the exercise of the 

restriction of fundamental rights.79 Barnes, professor of Comparative and European Law, statistically 

                                                      
74 Jan Albrecht, ‘The Time for EPrivacy Is Now’, The Parliament Magazine: Politics, Policy and People, 27 March 

2018, https://www.theparliamentmagazine.eu/articles/opinion/time-eprivacy-now. 
75 Wachter and Mittelstadt, ‘A Right to Reasonable Inferences’, 2. 
76 See Article 23 of Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection 

Regulation. 
77 Eva Brems and Laurens Lavrysen, ‘“Don’t Use a Sledgehammer to Crack a Nut”: Less Restrictive Means in the Case 

Law of the European Court of Human Rights’, Human Rights Law Review 15, no. 1 (1 March 2015): 139–68, 

https://doi.org/10.1093/hrlr/ngu040. 
78 Robert Alexy, A Theory of Constitutional Rights (Oxford University Press, 2010): 397. 
79 EDPS, ‘Big Data & Digital Clearinghouse’, Text, European Data Protection Supervisor - European Data Protection 

Supervisor, 2018, https://edps.europa.eu/data-protection/our-work/subjects/big-data-digital-clearinghouse_en. 
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highlights the prominence of the proportionality principle.80 He finds that “the number of resolutions 

in which a court has found the case in question to be disproportionate and consequentially inconsistent 

with the Treaty, is enormously greater than those found to be discriminatory on the grounds of 

equality”.81 However, the author also acknowledges the polemics related to proportionality in its 

application on fundamental rights.  

 

Alexy’s third sub-principle of proportionality, or proportionality stricto sensu, is commonly 

referred to in jurisprudence as the act of balancing between the advantages and disadvantages of 

certain statutes.82 In a publication by the John Hopkins University, the author questions the ‘act of 

balancing’ human rights with ‘communal interests’ and is primarily concerned with the restriction of 

fundamental rights.83 One of the central points of the paper suggests that the balancing act must 

demonstrate a strong commitment to the principle of proportionality. However, he observes that 

proportionality does not question the ‘ends’, but the ‘means’ of human rights derogations. In 

conclusion, the author argues that fundamental rights restriction, instead of acting as “constraints on 

political power”, may thus run the risk of legitimating the operations of that very power.84  

 

Parallel to the principle of proportionality, Article 23 requires the derogations to ‘respect the 

essence of the fundamental rights and freedoms’.85 Ojanen, in a case analysis of the Maximillian 

Schrem vs Data Protection Commissioner, identifies the case as establishing the ‘precedent’ in case 

law for the essence of fundamental rights.86 As highlighted by Brkan, the concept of the ‘essence 

                                                      
80 See Javier Barnes, ‘“The Meaning of the Principle of Proportionality for the Administration”, in Schäffer et Al, 

Constitutional Principles in Europe, Societas Iuris Publici Europaei, Fourth Congress, Göttingen, Germany, 2008’. 
81 Barnes. 
82 Juan Cianciardo, ‘The Principle of Proportionality and Their Limits’, Journal of Civil Law Studies 3, no. 1 (2010): 

177–86; Sauter, ‘Proportionality in EU Law’. 
83 Basak Çali, ‘Balancing Human Rights? Methodological Problem with Weights, Scales and Proportions’’, Human 

Rights Quarterly 29, no. 1 (February 2007): 251–70, https://doi.org/10.1353/hrq.2007.0002. 
84 Basak: 253. 
85 See Article 23 of Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection 

Regulation. 
86 Ojanen, ‘Making the Essence of Fundamental Rights Real’. 

 



Candidate Number: 100138848 

 

 21 

fundamental rights’ appears elusive and particularly vague.87 The author reaches such conclusion 

taking into consideration the concept’s complexity and the lack of a clear definition due to the former. 

Commonly, the ‘essence of fundamental rights’, can be considered the core value of a right, where if 

it were restricted, the ‘right would hold no significance for society and consequentially for the 

individual ‘right-holder’. However, Ojanen notes that the Schrems case provides concreteness to the 

existence of the inviolability of the essence of fundamental rights.88 Secondly, he argues that it offers 

a clarification of “EU law approach to the issues of mass surveillance in light of privacy and data 

protection rights, including the right to an effective remedy, under the Charter”.89  

  

                                                      
87 Maja Brkan, ‘The Concept of Essence of Fundamental Rights in the EU Legal Order: Peeling the Onion to Its Core’, 

European Constitutional Law Review 14, no. 2 (June 2018): 332–68, https://doi.org/10.1017/S1574019618000159. 
88 Ojanen, ‘Making the Essence of Fundamental Rights Real’. 
89 Ojanen: 320. 
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Methodology 

 

Considering the research’s inherent interdisciplinary nature –– combining both legal 

scholarship and public policy investigation –– I concluded that implementing a dual qualitative 

method approach to be most suitable for my analysis. The analysis concerning the implementation of 

Article 23 of the GDPR within the respective national legislations will primarily be served by the 

‘doctrinal research method’.90 This methodology has been recognised as the “dominant influence in 

nineteenth and twentieth century legal scholarship” and still tends to govern legal research design 

today.91 However, due to the positivist and perhaps simplistic nature of doctrinal research within 

social sciences –– further discussed in the following paragraphs –– I have deemed the inclusion of 

socio-legal research theory (non-doctrinal methods) necessary. This dual approach is within the scope 

of my analysis, as to critically assess whether the derogations of interest represent proportionate 

measures and do not undermine Charter rights unjustifiably. 

 

The adoption of the doctrinal research method will tackle the principal legal dimension of the 

data being collected. As Ali et al. suggests, this methodology is concerned with the analysis of 

primary legal documents, their development and their application.92 This qualitative research method 

accepts that such categories are not mutually exclusive as there are “frequently occurring links 

between them”.93 In legal scholarship, this process firstly allows for a systematic display of the 

interested legislation. As a result, the analysis will primarily highlight the exemptions of interest 

pursuant to Article 23 of the Regulation. In accordance with Open Rights Group, the findings will 

establish whether an immigration exemption has been inserted within national legislation. If yes, the 

                                                      
90 See Terry Hutchinson, Researching and Writing in Law, 1st ed. (Australia: Lawbook Co, 2002). 
91 Terry Hutchinson and N Duncan, ‘Defining and Describing What We Do: Doctrinal Legal Research’, Deakin Law 

Review 17, no. 1 (2012): 85. 
92 Salim Ibrahim Ali, Mohamed Yusoff Yusoff, and Zainal Amin Ayub, ‘Legal Research of Doctrinal and Non-

Doctrinal’, International Journal of Trend in Research and Development 4, no. 1 (January 2017): 493. 
93 Ian Dobinson and Francis Johns, ‘Legal Research as Qualitative Research’, in Research Methods for Law, ed. Mike 

McConville and Wing Hong Chui (Edinburgh University Press, 2017), 22, 

https://www.jstor.org/stable/10.3366/j.ctt1g0b16n.7. 
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research will proceed to determine the evidence provided during the legislative debate over its 

inclusion. Subsequently, this research will attempt to demonstrate whether the other exemptions have 

satisfied the standards under Article 23(2)(a)-(h) of the Regulation. If the country has not 

implemented an immigration exemption, I will proceed to evaluate whether the other derogations 

satisfy the standards under Article(23)(2)(a)-(h). Providing a complete overview of the exemptions 

and policy developments would be beyond the scope of this dissertation. Therefore, the analysis seeks 

to identify the exemptions which firstly, may undermine fundamental rights and freedoms 

unjustifiably, and ultimately, result as non-compliant with the GDPR. For clarity purposes, Article 

23’s official wording is provided below:  

 

1. Union or Member State law to which the data controller or processor is subject may 

restrict by way of a legislative measure the scope of the obligations and rights 

provided for in Articles 12 to 22 and Article 34, as well as Article 5 in so far as its 

provisions correspond to the rights and obligations provided for in Articles 

12 to 22, when such a restriction respects the essence of the fundamental rights and 

freedoms and is a necessary and proportionate measure in a democratic society to 

safeguard: 

 

1. national security; 

2. defence; 

3. public security; 

4. the prevention, investigation, detection or prosecution of criminal 

offences or the execution of criminal penalties, including the 

safeguarding against and the prevention of threats to public security; 

5. other important objectives of general public interest of the Union or of a 

Member State, in particular an important economic or financial interest 

of the Union or of a Member State, including monetary, budgetary and 

taxation a matters, public health and social security; 

6. the protection of judicial independence and judicial proceedings; 

7. the prevention, investigation, detection and prosecution of breaches of 

ethics for regulated professions; 

8. a monitoring, inspection or regulatory function connected, even 

occasionally, to the exercise of official authority in the cases referred to 

in points (a) to (e) and (g); 

9. the protection of the data subject or the rights and freedoms of others; 

10. the enforcement of civil law claims. 

 



Candidate Number: 100138848 

 

 24 

2. In particular, any legislative measure referred to in paragraph 1 shall contain specific 

provisions at least, where relevant, as to: 

 

1. the purposes of the processing or categories of processing; 

2. the categories of personal data; 

3. the scope of the restrictions introduced; 

4. the safeguards to prevent abuse or unlawful access or transfer; 

5. the specification of the controller or categories of controllers; 

6. the storage periods and the applicable safeguards taking into account the 

nature, scope and purposes of the processing or categories of processing; 

7. the risks to the rights and freedoms of data subjects; and 

8. the right of data subjects to be informed about the restriction, unless that 

may be prejudicial to the purpose of the restriction.94 

 

 

Fundamentally, the doctrinal research method aims to “reduce the study of law to an 

essentially descriptive analysis of a large number of technical and coordinated legal rules to be found 

in primary sources”.95 This research design will also be implemented in the analysis of the legislative 

debate in regard to the interested provisions of the GDPR. Namely, I will consider the relevant 

documents provided by the European Data Protection Board (EDPB) –– focusing on the implications 

of big data analytics and on data protection. Decisions and opinions released by the respective data 

protection authorities will be particularly relevant, as they are independent institutions which 

safeguard data protection laws across Europe. Through this approach, within the legal context, the 

primary objective is to follow a deductive model, or ‘syllogism’, comprised of the major premise –– 

the GDPR –– and the minor premise –– the derogations –– in order to reach a conclusion –– “whether 

the rule in the major premise applies to the facts in the minor premise and vice versa”.96  

 

                                                      
94 Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection Regulation, Article 23. 
95 Law Teacher, ‘Writing A Law Dissertation Methodology’, https://www.lawteacher.net/law-help/dissertation/writing-

law-dissertation-methodology.php. 
96 Paul Chynoweth, ‘Chapter Three: Legal Research’, in Advanced Research Methods in the Built Environment, 1st ed. 

(West Sussex: Blackwell Publishing Ltd, 2008). 
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However, considering the scope of this dissertation, doctrinal research is partly limited due to 

its inherent focus on the ‘law in books’ as opposed to the ‘law in action’.97 Moreover, solely following 

this deductive model would be insufficient, as no further analysis regarding its application and 

sociological impact is made. I consider doctrinal methodology’s ‘normative’ character as another 

constraint.98 Legislation is normative as it dictates society, yet “no attempt to explain, predict or 

understand society” is made.99 Therefore, I have deemed the previously mentioned ‘dual-approach’ 

necessary, through a parallel adoption of a non-doctrinal approach, that is socio-legal methodology. 

To reiterate the observations offered in my introduction, derogations pursuant to Article 23, paragraph 

1 letter E, are at the discretion of the government, consequently in simplistic terms, a choice to be 

deemed strictly necessary and proportionate. These choices have prompted a need for the underlying 

policies to be equally evaluated and balanced with the stated derogations. 

 

Socio-legal methodology is within the scope of this dissertation, as it “allows the researcher 

to chart more complex answers to what can still remain a distinct legal problem”.100 Considering the 

research’s cross-disciplinary value, the parallel adoption of these qualitative methods enables the 

researcher to provide a holistic understanding of what problems the law can solve, or in this case 

cause, while simultaneously evaluating the socio-political factors underpinning it. As O’Donovan 

suggests, law is and should not be interpreted as an “autonomous force”, but rather as a phenomenon 

which structures and is structured by “broader social, political and economic logics, contexts and 

relations”.101 Therefore, through the interpretivist paradigm, I intend to analyse the contemporary 

public policy challenges and the use big data analytics. The employment of a dual methodology will 

satisfy the legal perspective, as well as the public policy dimension, through an extensive 

                                                      
97 Christine Rothmayr Allison, ‘Law in Books Versus Law in Action: A Review of the Socio-Legal Literature’, Studies 

in Public Choice 32 (2015), https://doi.org/10.1007/978-3-319-14953-0_3. 
98 Hutchinson and Duncan, ‘Defining and Describing What We Do: Doctrinal Legal Research’. 
99 Chynoweth, ‘Chapter Three: Legal Research’, 30. 
100 Darren O’Donovan, ‘Socio-Legal Methodology: Conceptual Underpinnings, Justifications and Practical Pitfall’, in 

Legal Research Methods: Principles and Practicalities (Clarus Press, 2016), 33. 
101 O’Donovan, 34. 
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understanding of the contemporary socio-political and data-ethical developments underpinning the 

derogation of interest.  

 

Model of Analysis 

 

 In order to assess the validity of the interested derogations applied under Article 23 of the 

Regulation, this dissertation adopts a cross-national analysis of British, German, French and Italian 

data protection legislation as case studies. Initially, the hypothetical assumption presupposed that 

within immigratory regressive regimes such as Italy, similarly to the case of the UK, one could have 

observed analogous trends suggesting the restricted exercise of certain data-related rights for 

immigration-control purposes. The grounds of this assumption were majorly motivated by the highly-

debated 2018 Italian Security and Immigration Decree (‘Decreto Sicurezza e immigrazione’). This 

Decree was and remains controversial particularly from a human rights standpoint as it mirrors the 

UK hostile environment and removes humanitarian protection for refugees.102 However, the research 

has not found any immigration-related derogation in the case studies besides the UK. Nevertheless, 

as mentioned in the introduction, various restrictions under Article 23 of the Regulation have been 

introduced and may negatively serve other controversial policies. Ultimately, the research will 

demonstrate that these policies could instigate unjustified instances of fundamental rights and 

freedoms erosion. To validate this claim, the research follows closely the previously mentioned 

‘syllogism’ in doctrinal methods. 

  

 In short, my analysis concedes that right restrictions under Article 23 can represent 

proportionate, necessary and hence valid measures, as I will argue in the case of the French 

implementation. However, it will demonstrate that derogations can be arbitrarily construed to serve 

                                                      
102 Human Rights Watch, ‘World Report 2019: Rights Trends in Italy’, Human Rights Watch, 21 December 2018, 

https://www.hrw.org/world-report/2019/country-chapters/italy. 
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debateable underlying policies. Ultimately, not striking a fair balance between the duty to uphold 

fundamental rights and the pursuit of national interests –– as I will argue in the cases of Italy, UK and 

Germany. 
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Analysis 

 

Balancing Italy’s Taxation Policies with Data Protection 

 

Under Article 23 of the Regulation, the 2018 Italian Data Protection Act (IDPA) has 

introduced numerous exemptions. Chapter III Article 2-undecies of the IDPA states that the 

derogations affect Article 15 to 22 of the Regulation. In this same order, the restrictions apply to the 

“right of access by the data subject; right to rectification; right to be forgotten; right to restriction of 

processing; the right to be notified; right to data portability; right to object and the right to not to be 

subjected to automated decision-making including profiling”.103 The derogation of interest, which 

will be thoroughly explored in the following paragraphs, pursues Article 23, paragraph 1, letter E: 

 

Other important objectives of general public interest of the Union or of a Member 

State, in particular an important economic or financial interest of the Union or of a 

Member State, including monetary, budgetary and taxation a matters, public health 

and social security.104  

 

 

Italy, under Article 2-undecies comma 1, letter D, restricts the previously mentioned rights 

for the ‘activities’ undertaken by ‘public authorities’ –– different from public economic entities –– as 

to safeguard the system of payments, taxation and other monetary and financial purposes.105 Pursuant 

to Article 23 paragraph II, the provided provisions moderately satisfy the ‘purpose of the processing’, 

the ‘safeguards to prevent abuse’ and ‘notification of restriction’. Namely, chapter III section 3 of the 

IDPA allows a ‘notification of restriction’ with detailed justification to be provided effective 

                                                      
103 Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection Regulation, Article 

15-22. 
104 Regulation (EU) 2016/679 by European Parliament and Council, Article 23. 
105 Presidente della Repubblica, ‘Decreto Legislativo 10 Agosto 2018, n.101’, 205 GU § (2018), 

https://www.ilsole24ore.com/pdf2010/Editrice/ILSOLE24ORE/ILSOLE24ORE/Online/_Oggetti_Embedded/Document

i/2018/09/07/dlgs101.pdf. 
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immediately, unless the notification compromises the purpose of the restriction.106 However, the 

exemption does not distinguish between different categories of personal data, lacks provisions 

detailing the storage time and length of time for which the exemption can be exercised. The scope of 

the exemption is particularly broad due to the lack of specific provisions under Article 23 paragraph 

II. Nevertheless, the derogation acknowledges the risk of restricting fundamental rights, and the 

safeguarding measures allow the data subject to ‘indirectly’ exercise their rights through the 

‘Garante’ or Privacy Guarantor.107 

 

Interestingly, the Guarantor has appeared critical of the increased use of personal data 

processing within big data analytics for the previously stated derogation objective. Particularly, the 

exemption allows ‘public authorities’, or specifically, the Italian Revenue Agency (hereinafter 

Agency), arguably disproportionate leeway to address the current tax evasion crisis Italy has been 

facing. One of the key provisions which ‘optimises’ –– in an Alexyan sense –– the ‘proportionality’ 

of a derogation, is the necessity of a narrow scope of application.108  

 

Considering the wide scope of the derogation of interest, I argue the most highly contested 

areas to include the categories of personal data being processed and the purpose of processing. For 

instance, the ‘9059949 decision’ published by the Privacy Guarantor clearly expresses concern 

towards the Revenue Agency’s applied obligation for electronic invoices.109 Although the 

digitalisation of documents within big data analytics benefits processing times and expenditure, it 

raises issues of transparency, which the Regulation emphasises.110 Furthermore, as previously 

mentioned in my literature review, big data analytics creates instances of ‘information asymmetry’, 

                                                      
106 Presidente della Repubblica, IDPA, Article 2-undecies comma 1, letter D. 
107 Presidente della Repubblica, IDPA, Article 2-undecies § 3. 
108 Steven Greer, ‘“Balancing” and the European Court of Human Rights: A Contribution to the Habermas-Alexy 

Debate’, The Cambridge Law Journal 63, no. 2 (2004): 412–34. 
109 See Privacy Guarantor, ‘Measure 9059949’. 
110Consult EDPS, ‘Big Data & Digital Clearinghouse’. 
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which by praxis “disempowers the very user that contributes towards the data driven insights”.111 The 

Guarantor observes that the storage of electronic invoices contains personal data beyond the scope of 

taxation. In fact, e-invoices reveal in great detail the identity of the data subject, the relationship 

between the individual and the service provider, consumer characteristics and tendencies, and other 

factors. In light of the exemption’s lack of storage time indication, data subjects are unaware of how 

long their personal data is deposited. Furthermore, e-invoices released by the healthcare sector and 

judicial sector include particularly sensitive data, requiring exceptionally limited processing, as to 

respect fundamental rights.112 

 

Pursuant to the disapproval expressed by the Guarantor, the processing of data undertaken by 

the Agency does not offer grounds for ‘specified, legitimate purposes’; does not limit the processing 

for the sole purpose of taxation and fails to offer safeguards against unlawful processing’113. The 

EDPS in a press release emphasised the major criticalities related to the “systematic, generalised, 

detailed processing of personal data on a large scale conducted by the Agency”.114 As noted by a 

senior research fellow at the Oxford Internet Institute, “profiling services based on link records can 

reveal unexpected details about the user’s identity and private life” (Wachter, 2018: 22). 

Consequentially, legal informatics researchers Hänold et al (2018) suggest that the ‘underlying 

algorithms’, through profiling, inexorably cause discrimination and unfair treatment. Considering that 

the exemption denies data subjects the right to not be subjected to automated decision-making, 

                                                      
111 Milind Mandlik and Djavlonbek Kadirov, ‘Big Data Approaches and Outcome of Information Asymmetry: 

Opportunities for Future Research’, International Journal of Business Continuity and Risk Management 8, no. 4 (2018): 

303–18. 
112See  Privacy Guarantor, ‘Measure 9059949’. 
113 See Privacy Guarantor; Article 5 Regulation (EU) 2016/679 by European Parliament and Council, EU General Data 

Protection Regulation. 
114 Sarah HANSELAER, ‘Italian Garante - E-INVOICES: NO DATABASE TO BE SET UP BY ITALY’S REVENUE 

AGENCY. NO E-INVOICES FOR HEALTH CARE SERVICES’, Text, European Data Protection Board - European 

Data Protection Board, 19 March 2019, https://edpb.europa.eu/news/national-news/2019/italian-garante-e-invoices-no-

database-be-set-italys-revenue-agency-no-e_en. 
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profiling issues would arise undetectably –– inevitably not striking a fair balance between 

fundamental rights and the stated objectives of public interest.  

 

The balancing of taxation policies with data protection law favours the former at the expense 

of the latter with the development of Italy’s 2019 fiscal software. The policy in question is termed 

“risparmiometro”, or as I will call it ‘Savings Meter’.115 It represents a new technology adopted by 

the Agency and Financial Police, which allows to process banking details and operations in order to 

reveal potential instances of tax evasion by comparing large amounts of data sets. Firstly, the primary 

concern is that this technology will process banking data since early 2011 –– the date corresponds to 

the legislative act that originally proposed this measure known as ‘Salva Italia’ or Save Italy 2011.116 

Considering the exemption’s lack of provisions revealing the data’s retention period and restricted 

data subjects’ rights, this is particularly alarming for individuals’ fundamental rights. Italy’s historical 

and most read newspaper ‘Il Corriere della Sera’, opened an argument with “the eyes of the big 

brother are focused on the Italians” bank accounts.117 Such ‘Orwellian’ rhetoric reinforces the notion 

of state surveillance, which vividly resonates in the current taxation policies.118 Particularly, this 

‘strategy’ undermines Article 5, provision b-c of the Regulation due to its incompatibility with the 

original purpose of data processing, by ‘re-purposing’ the processing.119 However, while taxation is 

a major public interest, the issue of ‘repurposing’ is further enhanced as the Agency and Fiscal Police 

can now process data from the National Social Welfare Institution, the Italian Postal Service and other 

                                                      
115 The ‘Savings Meter Decree’ represents one of the many fiscal legislation enacted under prime minister Mario Monti. 

See Altalex, ‘Decreto Salva Italia: La Legge Di Conversione in Gazzetta Ufficiale’, Altalex, 28 December 2011, 

https://www.altalex.com/documents/leggi/2011/12/28/decreto-salva-italia-la-legge-di-conversione-in-gazzetta-ufficiale. 
116 Altalex. 
117 Massimiliano Jattoni Dall’Asén, ‘Risparmiometro, il Fisco a caccia del nero: al via i controlli sui conti correnti’, 

Corriere della Sera, 5 July 2019, https://www.corriere.it/economia/finanza/19_maggio_07/risparmiometro-fisco-caccia-

nero-via-controlli-conti-correnti-dc4ab6a4-7090-11e9-90e5-1aa1d5fb0bf8.shtml. 
118 Alberto Mingardi, ‘Shaking Italy’s Feudalism’, Wall Street Journal, 10 July 2006, sec. Opinion, 

https://www.wsj.com/articles/SB115248372396301816. 
119 See Article 5 of Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection 

Regulation. 
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financial intermediary institutions.120 The European Data Protection Supervisor Giovanni Buttarelli 

has recurrently voiced apprehension in relation to the nature of this policy, which individuals cannot 

challenge due to the fiscal exemption in Italy’s DPA. 

 

As previously proposed by Çali in the literature review, the ‘proportionality analysis’ does 

not question the ‘ends’ but rather the ‘means of a measure’.121 Recalling his observation, the 

Guarantor and the EDPS maintain that this policy scarcely qualifies as proportionate in ensuring data 

anonymity and other factors. Moreover, Buttarelli believes that the Savings Meter does not satisfy 

the requirements for ‘necessity’, thus infringing the 2009 Treaty of Lisbon.122 Necessity, in EU 

jurisprudence, suggests the lack of any other means to accomplish the stated public objective, 

however the broad fiscal measures appear overly intrusive for the individuals’ privacy.123 For 

instance, Buttarelli adopts a criminal law analogy to describe the severity of these measures.124 The 

processing of such data does not exclude any citizen, insofar as this system regards anyone with fiscal 

irregularities as criminals. The individual will have to justify the legitimacy of any transaction since 

2011, and should they not be able to do so, they may incur financial and legal consequences.  

 

Having analysed Italy’s debateable policies to achieve the public interest of safeguarding 

taxation, I argue that these measures demonstrate disproportionality –– between fundamental rights 

and stated objectives –– and severe unnecessity. Transparency and adequacy issues have been 

especially raised in both accounts of ‘e-invoice processing’ and ‘Savings Meter’ by Italy’s Privacy 

Guarantor, the EDPB and EDPS. Furthermore, considering the wide scope of the exemption for 

                                                      
120 Dall’Asén, ‘Risparmiometro, il Fisco a caccia del nero’. 
121 Çali, ‘Balancing Human Rights? Methodological Problem with Weights, Scales and Proportions’’. 
122 Risparmiometro, Giovanni Buttarelli (Garante europeo della protezione dei dati): ‘Non supera il test della 

necessità’ - Video Tgcom24, Econonia (Milan, Italy: TGcom24, 2019), 

https://www.tgcom24.mediaset.it/2019/video/risparmiometro-giovanni-buttarelli-garante-europeo-della-protezione-dei-

dati-non-supera-il-test-della-necessita-_3109364.shtml. 
123 See the report by the European Anti-Fraud Office and Laraine Laudati, ‘Summaries of EU Court Decisions Relating 

to Data Protection 2000-2015’, EU publishing (EU Court of Justice, 28 January 2016), https://ec.europa.eu/anti-

fraud/sites/antifraud/files/caselaw_2001_2015_en. 
124 See Risparmiometro, Giovanni Buttarelli (Garante europeo della protezione dei dati). 
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taxation purposes, these derogations additionally bolster a layer of opaqueness, and unjustifiably 

impair the ability of a citizen to effectively challenge the adopted means by the Revenue Agency. 

 

 

The French Alternative to Derogations 

 

 On the other side of the spectrum, France –– under Article 23 of the Regulation –– has 

introduced an observable moderate use of derogations in their current DPA (hereinafter FDPA). 

However, one should note that the FPDA of interest is merely a draft, and that numerous amendments 

will follow in May 2019 with the finalised legislation to be made public in June 2019. In fact, from a 

legislative perspective the draft of interest as a whole has been ‘globally criticised’ –– due to its 

format’s illegibility, lacking translational quality and since stakeholders have been unable to access 

the official version –– creating legal uncertainty.125 Pursuant to Article 23 of the Regulation, the 

FDPA restricts fundamental rights and freedoms under: 

 

Article 70-21.-I… in order to avoid hindering investigations, research or 

administrative or judicial proceedings; avoid interfering with the prevention or 

detection of criminal offenses, the investigation or prosecution criminal offenses or 

the execution of criminal sanctions; protect public safety; protect the fundamental 

rights and freedoms of others.126 

 

 

Furthermore, section II of ‘Article 70-21’ states that should the previous conditions be met, the data 

controller may  

 

delay or limit the communication to the data subject of the information mention in 

section II of article 70-18 or not communicate this information; refuse or limit the 

right of access of the person concerned for in Article 70-18 or not communicate this 

information; do not inform the person of the refusal to rectify or erase personal data 

                                                      
125 Tambou, ‘E-Confèrence, National Adaptations of the GDPR: The French Adaptation of the GDPR’. 
126 French National Assemby, ‘LAW n ° 2018-493 of June 20, 2018 Relative to the Protection of the Personal Data’, 

Pub. L. No. 0141, JUSC1732261L (2018), § I Article 70-21, Provision 1-5 

https://www.legifrance.gouv.fr/eli/loi/2018/6/20/JUSC1732261L/jo/texte. 
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or limit the processing of such data, nor the reason for this decision, by way of 

derogation from section IV of Article 70-20.127  

 

 

Following my syllogism, the given purposes of the FDPA correspond to the provisions A-D, 

G-I under Article 23 paragraph 1.128 Therefore, I argue that the lack of derogations pursuant to Article 

23, paragraph 1 provision E, demonstrate –– in a normative sense –– a safer, proportional and 

indispensable measure which truthfully conforms to the Regulation. This argument has proven to not 

conflict with Italy’s derogation, and will later be attested by the UK’s derogation, as both have applied 

exemptions pursuant to Article 23, paragraph 1 provision E. To recapitulate, provision E allows for 

derogations in pursuit of public interests not explicitly revealed by the Regulation, nevertheless 

subject to the same conditions of conformity and validity. Hence, these instances demonstrate 

concreteness to the simplistic notion of ‘choice’, which both Italy and the UK have made to serve 

underlying policies –– either fiscal or immigration-related –– at the unjustifiable expense of their 

respective citizens.  

 

The FPDA’s exemptions can be supported by the historiography of EU case-law that 

demonstrates situations where human rights were restricted ‘proportionally and necessarily’ in 

moments of true crisis. I suggest that these exemptions conform to the successful cases where human 

rights have been restricted under Article 15 of the European Convention of Human Rights in times 

of emergency.129 For example, the case ‘Lawless v. Ireland (n.03) 1957’ witnessed a derogation 

                                                      
127 French National Assemby, § II Article 70-21, Provisions 1-3. 
128 See Article 23 of Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection 

Regulation. 
129Article 15 of the ECHR states, “In time of war or other public emergency threatening the life of the nation any High 

Contracting Party may take measures derogating from its obligations under this Convention to the extent strictly 

required by the exigencies of the situation, provided that such measures are not inconsistent with its other obligations 

under international law.” 

 European Court of Human Rights, ‘European Convention on Human Rights’, F-67075 Strasbourg cedex § Article 15 

(2013), www.echr.coe.int. 
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restricting the rights of a member suspected of being a member of a terrorist group.130 The European 

Court of Justice judged the application of the derogation to be valid, as the operation represented an 

actual instance of a public emergency threatening the life of a nation. Insofar as the FDPA’s 

restrictions are concerned, they genuinely reflect what Union law has historically deemed as 

necessary and proportionate. Furthermore, such issues of ‘public safety’ and ‘national security’ are 

instilled in Article 23, paragraph I provision A-B.131 In short, the FDPA exemptions pursuant to 

Article 23 can be recognised as lawful, due to its recognised proportionality and necessity, which 

strikes an appropriate balance between Charter rights and public interests.  

 

UK’s Immigration Exemption 

 

While discrimination within Big Data analytics has been vividly elucidated by data-ethics 

researchers, international relations scholars, legislators and especially the Regulation itself, the case 

of the immigration exemption in the UK represents a unique circumstance.132 For instance, the rise 

of discriminatory treatment through big data analytics parallel to Italy’s fiscal exemption. In addition, 

in contrast to France’s limited use of restrictions, the implementation of a broad derogation exempting 

immigrants from the most basic forms of data protection. Furthermore, the cross-national comparison 

demonstrates the exclusivity of the UK DPA, seeing that no other Member State within the scope of 

my analysis has chosen to adopt immigration-related derogations. As previously illustrated in my 

literature review, the UK has an enduring history of applying exemptions for immigrants in moments 

                                                      
130 See page 2, case “Lawless v. Ireland (n.03)” in European Court of Human Rights, ‘Factsheet- Derogation in Time of 

Emergency’, Press Unit, Factsheet (Council of Europe: ECHR, August 2018), 

https://www.echr.coe.int/Documents/FS_Derogation_ENG. 
131 See Article 70-21 of the FDPL, which under § I, provision 4 and 5 restrict rights for ‘public safety’ and ‘to safeguard 

the fundamental rights and freedoms of the Charter, French National Assembly, LAW n ° 2018-493 of June 20, 2018 

relative to the protection of the personal data. 
132 See Wachter, ‘Privacy as a Precondition for Self-Development, Personal Fulfilment and the Free Enjoyment of 

Fundamental Rights’; Floridi, ‘An Interpretation of Informational Privacy and of Its Moral Value’; Floridi, ‘The 

Ontological Interpretation of Informational Privacy’. 
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of crisis. Such has led the country to be one of the most studied cases in the legal scholarship branch 

of Crimmigration. Under Schedule 2, part 1 paragraph 4 the UK has chosen to extend its restrictions, 

in the case granting rights would ‘prejudice’ the purpose of “the maintenance of effective immigration 

control”.133 In short, the exemption removes the data subject’s right to be informed; right of access; 

right to erasure; right to restrict processing; right to object.134 Likewise, the data controller is 

exempted from their obligation of safeguarding the previously mentioned rights.  

 

A recurring theme within data-ethical debates and embedded in this report is the need of 

substantiated definitions of concepts for the purpose of validity, as previously mentioned in sub-

section 3 of the literature review. Accordingly, the ORG finds that the exemption of interest does not 

provide meaning for the stated objective of “effective immigration control” and lacks clarity as to 

which data controller may restrict such rights. Such vagueness indicates the possibility of multiple 

agencies restricting a data subject’s rights, ultimately, infringing the ‘essence of the fundamental 

right’.135 Furthermore, the exemption lacks ‘explanatory notes’, which are documents that explain the 

purpose of a Bill.136 This may be surprising, inasmuch as according to the UK Parliament, all 

Government Bills are accompanied by these documents.137  

 

Considering the Home Office’s ‘ten percent error margin in immigration status check’, the 

exemption allows the agency’s ‘Digital, Data and Technology Borders IT’ –– a big data analytics 

instrument –– to go unchallenged due to the numerous restricted rights.138 In this context, the 

                                                      
133 UK Parliament, ‘Data Protection Act’, 2018 c 12 § (2018), http://www.legislation.gov.uk/ukpga/2018/12. 
134The restrictions correspond to Article 5, 13, 14, 15, 17, 18, 21 of Regulation (EU) 2016/679 by European Parliament 

and Council, EU General Data Protection Regulation. 
135See Ojanen, ‘Making the Essence of Fundamental Rights Real’. 
136 See schedule 2, part 1 paragraph 4 of UKDPA, UK Parliament, Data Protection Act. 
137 UK Parliament, ‘Explanatory Notes (to Bills) - Glossary Page’, UK Parliament, n.d., https://www.parliament.uk/site-

information/glossary/explanatory-notes/. 
138 Taylor, ‘Impact of “Hostile Environment” Policy’; Matthew Rice, ‘Open Rights Group - What Is at Stake with the 

Immigration Exemption Legal Challenge?’, Digital Rights Advocacy, Open Rights Group, 3 August 2018, 

https://www.openrightsgroup.org/blog/2018/what-is-at-stake-with-the-immigration-exemption-legal-challenge. 
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exemption can be interpreted by Stiglitz’s Nobel prize-winning work on information asymmetry. As 

Stiglitz maintains, “imperfect information and the asymmetry of information pervade every aspect of 

life and society”.139 Moreover, “without good information, the contestability of the political processes 

can be undermined” –– emphasizing the deleterious effects of such imbalances and the limited 

recourses available for correction.140  

 

The immigration exemption has been deemed discriminatory in nature, as a “two-tier system 

is created for data rights, distinguishing who becomes subject to immigration control and who does 

not”.141 As discussed in the literature review, such arguments reinforce Bowling’s and Reynoso’s 

crimmigration account between ‘discrimination and border policing’.142 These data protection claims 

should not be considered speculative, as the discriminatory characteristic of a ‘two-tier system’ has 

already been contested by European Court of Justice in reference to the case ‘Hubert v Germany 

2008’.143 Succinctly, Hubert –– an Austrian national –– had requested the deletion of his personal 

data from the German Central Register of Foreign Nationals (AZR) –– however, the AZR had denied 

his request. Furthermore, Hubert claimed to be victim of discrimination, as such data-processing does 

not apply to German nationals. In fact, the Court’s preliminary observation 80 stated:  

 

the difference in treatment between those nationals and those Union citizens which 

arises by virtue of the systematic processing of personal data relating only to Union 

citizens who are not nationals of the Member State concerned for the purpose of 

fighting crime, constitutes discrimination which is prohibited by Article 12(1) 

EC.144 

 

                                                      
139 Joseph E. Stiglitz, ‘Information and the Change in the Paradigm in Economics’, The American Economic Review 92, 

no. 3 (2002), 463. 
140 Stiglitz, 488; Lightfoot and Wisniewski, ‘Information Asymmetry and Power in a Surveillance Society’. 
141 Rahul Verma, ‘Activists Launch Legal Challenge to Access Home Office Data’, RightsInfo, 2018, 

https://rightsinfo.org/the-right-to-data-campaigners-launch-legal-challenge-to-access-home-office-data/. 
142 Bowling and Reynoso, ‘Crimmigration Law Enforcement’. 
143 EUR-Lex, Heinz Huber v Bundesrepublik Deutschland, 2008 I-09705 (European Court of Justice 2008). 
144 EUR-Lex, 2008 I-09705. 
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Readdressing the immigration exemption, the prior judgement should be considered a parallel to how 

the UKDPA has discriminatorily applied the derogation. The previous case demonstrates the UK’s 

undermining of the Regulation’s ‘Right to be Forgotten’, which prior to 2016 did not exist in the 

EU’s Data Protection Directive.  

 

 Furthermore, one should consider ‘Minister voor Immigratie (MVI) v. M 2014’ as a proven 

case of opaque immigration control in the Netherlands consisting of instances of data retention 

interfering with the right of access and right to rectification.145 Particularly, this case witnessed 

several third country nationals applying for a residency permit. Considering that only one of the 

immigrants obtained his residency permit, when two individuals requested a rectification of the 

decision and their personal data to be released, both appeals were denied. It must be noted, that any 

private information held by these agencies is by default personal data –– as a result, it is within their 

rights to challenge the decision of the MVI. The EU Court of Justice deemed the MVI to breach 

Article 8 of the Charter, which states that “everyone has the right of access to data which has been 

collected concerning him or her, and the right to have it rectified”.146 

 

Ultimately, there are multiple human rights, data-ethical and socio-economic implications of 

the immigration exemption. As witnessed in the ‘MVI vs M’ case, should erroneous decisions be made 

by the Home Office, individuals will not be able to challenge it, considering their restricted ‘right to 

object, right to be informed, right of access and right to restrict processing’. In relation to Recital 73 

of the Regulation, any data protection restriction needs to be compatible with the Charter, and in 

concluding the immigration exemption to be incompatible, this demonstrates the failure of a 

                                                      
145 European Anti-Fraud Office and Laudati, ‘Summaries of EU Court Decisions Relating to Data Protection 2000-

2015’, 20-21. 
146 See Article 8 by European Commission, ‘Charter of Fundamental Rights of the European Union’, Official Journal of 

the European Communities 364, no. 10 (2000), www.europarl.europa.eu/charter. 
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democratic government in upholding human rights.147 Consequentially, the immigration exemption 

raises numerous questions for the adequacy of the UK as a ‘third country’ following a Brexit decision. 

Firstly, stakeholders will need to balance the Regulation and the UKDPA in order to ensure that the 

free movement of data is safeguarded, and that it does not lead to unjustified instances of data breach 

and fundamental rights erosion. Secondly, as noted by the Law Society, in a ‘no-deal scenario’, “it is 

unclear what rules will apply to onward transfers of personal data of EU citizens from the UK to other 

third countries”.148 Should the UK not benefit from an adequacy decision by the EU commission, this 

may lead to a severely restricted flow of data, which will impair both the stakeholders and individuals 

within the respective countries. 

 

Derogations in Germany’s BDSG-New 

 

 To reiterate, one of the GPDR’s fundamental purposes is the harmonisation of data protection 

laws across Europe. However as previously demonstrated in the IDPA and UKDPA, these Member 

States have implemented an extensive use of derogations, leading to inconsistent versions of Data 

Protection legislation. Correspondingly, Germany has also applied numerous derogations made 

possible by the Regulation’s 50 provisions. Overall, the narrative of varying degrees and types of 

derogations has resulted in a ‘continued jurisdictional fragmentation’ –– prompting the necessity of 

the European commission to closely monitor these EU Member States “so that they do not overstep 

these derogation powers”.149 Pursuant to Article 23, Germany’s BDSG-New has applied under 

                                                      
147 See Recital 73 of Regulation (EU) 2016/679 by European Parliament and Council, EU General Data Protection 

Regulation. 
148 The Law Society, ‘No-Deal Brexit: Data Protection’ (TLS, October 2018), https://www.lawsociety.org.uk/support-

services/advice/articles/no-deal-brexit-data-protection/. 
149 Monika Kuschewsky, ‘Survey of the National GDPR Implementation Laws of Key Member States | Lexology’, 

Lexology, 29 September 2017, https://www.lexology.com/library/detail.aspx?g=9953aaee-efcf-4040-9b3b-

dc39f87b1e9b. 
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Chapter 2 –– ironically titled ‘Rights of the data subject’ –– various extensive sections restricting the 

rights of the data subject.150 These restrictions apply to: 

 

Information to be provided where personal data are collected from the data subject; 

information to be provided where personal data have not been obtained from the 

data subject; right of access by the data subject; right to erasure; right to object; 

automated individual decision-making including profiling.151 

 

 

Accordingly, these restrictions apply should granting these rights “endanger the proper 

performance of tasks as referred to in Article 23 paragraph 1 letter A to E”.152 In contrast to France, 

BDSG-New makes a comprehensive use of the restrictions granted by the Regulation. Furthermore, 

by “deviating from the GDPR”–– at Germany’s own discretion –– the right to information is restricted 

for confidential information, and follow-on notices.153 Additionally, the ‘right of access’ is restricted 

also for ‘confidential information’ and ‘archive or backup data’.154 Finally, BDSG-New deviates from 

the Regulation by restricting the ‘right to erasure’ if companies store data in a ‘non-automated 

medium’, which – the BDSG-New argues –– would require disproportionate effort to comply with 

the data subject’s request.155  

  

 Initially, the legislative debate which motivated the inclusion of these derogations focused on 

the necessity to limit the Data Protection Authority’s investigatory powers over ‘professional 

privilege carriers (Berufsgeheimnisträger)’, namely attorneys, accountants, doctors.156 These 

measures called for the necessity of reconciling “data protection with professional confidentiality”.157 

                                                      
150 Federal Law Gazette, ‘Federal Data Protection Act of 30 June 2017 (BDSG)’, 2097 BGBI. I S. § 22, 28, 32-37 

(2017), https://www.gesetze-im-internet.de/englisch_bdsg/englisch_bdsg.html#p0221. 
151 See Chapter 2 “Rights of Data Subject” in Federal Law Gazette. 
152 See §32 paragraph 1 provision 2 in Federal Law Gazette. 
153 §29 in Federal Law Gazette. 
154 Federal Law Gazette. 
155 Federal Law Gazette. 
156 Felz, ‘An English-Language Primer on Germany’s GDPR Implementation Statute’. 
157 Felz. 
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Major exponents, such as the Institute of Public Auditors and the German Bar Association, argued 

for these derogations, stating that allowing Data Protection Authorities to access these records would 

undermine ‘lawyer-client privilege’.158 As a result, the previously stated exemptions were enacted in 

the BDSG-New in Section 29 and 33. 

  

 However, these derogations have been criticised following their application as they appear to 

favour the data controllers over data subjects, as well as undermine the Data Protection Authority’s 

ability to safeguard data protection across Germany. Furthermore, as noted by privacy, security and 

technology lawyer Daniel Felz, due to the wide scope of the exemption not only are attorneys shielded 

from the Data Protection Authority’s investigations, but these exemptions equally benefit IT vendors, 

i.e. Apple, Google, Microsoft.159 As a result, the Berlin Data Protection Authority stated that 

German’s legislature power exceeded the one granted by Article 90 of the Regulation.160 In light of 

this derogation, also MEP (Member of European Parliament) Jan Albrecht expressed his criticism. 

He stated that the Act runs the risk of “reversing the progress achieved by the GDPR”, causes legal 

uncertainty and market fragmentation.161 

 

 For how these extended derogations stand, it appears that data subjects’ rights are in fact being 

undermined, countering the progress achieved by the Regulation and benefitting the companies which 

operate in Germany’s jurisdiction. For instance, as previously stated, individuals lose their right to 

information if companies repurpose their data for other ends –– should disclosing repurposing “affect 

the company’s establishment”.162 Furthermore, the right to information is furtherly undermined since 

                                                      
158 RA Stb Rindermann and Fachleiterin Steuern und Recht, ‘Regierungsentwurf eines Gesetzes zur Anpassung des 

Datenschutzrechts an die Verordnung (EU) 2016/679 und zur Umsetzung der Richtlinie (EU) 2016/680 (BT-Drs. 

18/11325)’, n.d., https://www.alstonprivacy.com/wp-content/uploads/2017/10/2017-03-07-Stellungnahme-Institut-der-

Wirtschaftsprüfer. 
159 Felz, ‘An English-Language Primer on Germany’s GDPR Implementation Statute’. 
160 Felz. 
161 Wybitul, ‘Interview with Jan Albrecht, Dr. Stefan Brink and Tim Wybitul on the New German Data Protection Bill’; 

Albrecht, ‘The Time for EPrivacy Is Now’. 
162See §29 Federal Law Gazette, Federal Data Protection Act of 30 June 2017 (BDSG). 
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a proportionality analysis takes part between the data subject’s rights and the data controller’s 

‘efforts’ to disclose. As previously discussed in Stiglitz’s account, information asymmetry pervades 

daily activities through these derogations, since data subject’s will unaware of how their personal 

data is being processed or reprocessed. Furthermore, the role of the Data Protection Authority has 

been severely diluted, as for the purpose of ‘confidential information’, they will not be able to 

investigate instances of data misuse, ultimately, at the cost of the individual.163 To reiterate, data 

protection is enshrined in the Charter, and data subjects –– as stressed by the Regulation –– are 

entitled to such right. Furthermore, these derogations apply for common commercial activities, 

whereas in contrast to France, their exemptions serve proportionally more serious activities, such as 

national security and public safety.  

                                                      
163 See §29(3)Federal Law Gazette. 
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Conclusion 

 

 The GDPR represents the most important data protection framework in the digital age. As Big 

data analytics are currently employed by most governmental agencies and companies, it is within the 

individuals’ right –– as stressed by the Regulation –– to ensure that their personal data is adequately 

safeguarded. The harmonisation of data protection legislation –– a European Union imperative –– is 

fundamental for the free movement of data. As a result, ensuring balanced and lawful derogations 

under Article 23 of the Regulation is of equal significance. Through a cross-national analysis of 

derogations pursuant to Article 23, this dissertation has shed light on the failure of democratic 

governments in upholding human rights in favour of serving underlying policies or interests. 

 

 By following doctrinal method’s syllogism, France has been found to be the most compliant 

country, as it has virtuously pursued narrow limitations that are explicitly recognised by the 

Regulation under Article 23 paragraph 1 provisions 1-4, 6-10. As opposed to Italy, UK and Germany 

–– the FDPA has chosen not to deviate from the Regulation by pursuing public interests allowed in 

provision 5 of Article 23. Furthermore, in regard to the proportionality and necessity of derogations, 

France’s exemptions mirror substantiated instances of rights’ restrictions in EU case law, as I 

highlighted in the judgement of ‘Lawless v. Ireland’.164  

   

On the other hand, my research has predominantly demonstrated that governmental agencies 

–– by restricting individuals’ rights –– have illegitimately pursued objectives of public interest 

through opaque, disproportionate, and discriminatory means. Firstly, Italy’s fiscal exemption has 

allowed the Revenue Agency and Financial Police to employ big data analytics instruments for the 

purpose of combatting tax evasion. In evaluating the impacts of these methods, the EDPS and Privacy 

                                                      
164 European Court of Human Rights, ‘Factsheet- Derogation in Time of Emergency’. 
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Guarantor have both deemed these measures as detrimental to the protection of individuals’ right to 

data protection and privacy. Furthermore, this report finds the exemption to paradoxically counter the 

progress of the regulation by enabling –– in an Alexyan sense –– ‘unnecessary’ big data analytics and 

bolstering state surveillance.165 Secondly, Germany has applied a broad derogation exempting data 

controllers’ duties of upholding data protection rights in favour of companies and commerce. 

Furthermore, this report has equally considered Germany’s restriction of the supervisory powers of 

Data Protection Authorities, which undermines the primary data protection mechanism that is meant 

to ensure compliance in the jurisdiction of interest. These varying policies fail to strike a balance 

between fundamental rights and public interests. 

 

Ultimately, the UK –– with its rich history of crimmigration –– has arbitrarily construed a 

discriminatory derogation, revoking a broad range of data protection rights in its pursuit of the hostile 

immigration policy. Furthermore, this paper has evaluated the derogation through a comparison of 

cases such as ‘Hubert v Germany 2008’ and ‘Minister voor Immigratie v. M 2014’ parallel to the 

structure and effects of the immigration exemption.166 Discriminatory treatment, visible in both of 

these cases, resonates and is enhanced by this derogation. To a degree, the immigration exemption 

mirrors the scope of Italy’s fiscal exemption, which propagates the power paradox in its pursuit of 

these questionable interests at the cost of the rights of individuals. Finally, the research has also raised 

doubts about the data protection adequacy of the UK following a Brexit decision, which might impair 

both stakeholders and individuals significantly. In short, the immigration exemption is a choice, rather 

than an inevitable outcome. Its human rights implications far exceed the stated objective, therefore it 

must to be removed from the UKDPA.  Data protection is enshrined in the Charter, and data subjects 

–– as stressed by the Regulation –– are entitled to such right. 

                                                      
165 Greer, ‘“Balancing” and the European Court of Human Rights: A Contribution to the Habermas-Alexy Debate’. 
166 European Anti-Fraud Office and Laudati, ‘Summaries of EU Court Decisions Relating to Data Protection 2000-

2015’. 
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