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EXECUTIVE SUMMARY 

While some progress has been made by the government and private sector to improve the 
security of digital infrastructure in Nigeria, challenges still remain as many businesses suffer 
considerable financial losses from the activities of cybercriminals and hostile foreign actors. 
Organized Criminal Groups (OCG) are principally responsible for developing and deploying 
the increasingly advanced malware that infects the computers and networks of Nigerian 
citizens, our industry and government. The impact is dispersed throughout the country, but 
the cumulative effect is significant. These attacks are becoming increasingly aggressive and 
confrontational, as illustrated by the increasing use of ransomware, malware,threats of 
distributed denial of service (DDoS) for extortion, identity theft, and internet fraud.  

Cyber attacks are not necessarily sophisticated or inevitable and are often the result of 
exploited – but easily rectifiable and, often, preventable – vulnerabilities. In most cases, it 
continues to be the vulnerability of the victim, rather than the ingenuity of the attacker, that is 
the critical variable in the success of a cyber attack. Furthermore, Nigeria lacks the skills and 
knowledge required to meet its cyber security needs across both the public and private sector. 
In businesses, many staff members are not cyber security aware and do not understand their 
responsibilities in this regard, partially due to a lack of formal training. The public is also 
insufficiently cyber-aware as many Nigerians lack cyber-awareness and have limited 
knowledge of how vulnerable they are to cyber threats. 

The process of developing and implementing a cybersecurity strategy should be approached 
through three lenses namely: ‘Defend’; ‘Deter’; and ‘Develop’. The ‘Defend’ spectrum Nigeria’s 
cybersecurity strategy aim to ensure that its networks, data and systems in the public, 
commercial and private spheres are resilient to and protected from cyber attack. It will never 
be possible to stop every cyber attack, just as it is not possible to stop every crime. However, 
together with citizens, education providers, academia, businesses and other governments, 
Nigeria can build layers of defence that will significantly reduce our exposure to cyber 
incidents, protect our most precious assets, and allow us all to operate successfully and 
prosperously in cyberspace. At the core of the defend perspective is the need to build and 
sustain an active cyber-defence for Nigeria. The ‘Deter’ spectrum is concerned with dissuading 
and deterring those who would harm us and our interests. To achieve this, there is a need to 
continue to raise levels of cyber security so that attacking us in cyberspace – whether to steal 
from us or harm us – is neither cheap nor easy. Cyberspace is only one sphere in which 
Nigeria must defend its interests and sovereignty. Just as its actions in the physical sphere 
are relevant to its cyber security and deterrence, so its actions and posture in cyberspace 
must contribute to wider national security. The ‘Develop’ spectrum is concerned with 
determining how Nigeria will acquire and strengthen the tools and capabilities needed to 
protect itself from cyber threats. A skilled workforce is the lifeblood of a vital and world-leading 
cybersecurity commercial ecosystem. This ecosystem will ensure cyber start-ups prosper and 
receive the investment and support they require. This innovation and vigour can only be 
provided by the private sector; but the Government must create the environment to support its 
development, and actively promote the wider cybersecurity sector to the global market. The 
number of certified cybersecurity professionals in Nigeria is insufficient to meet the future 
demand especially as the cyber landscape continues to evolve rapidly. The Government must 
act now to plug the growing gap between demand and supply for key cyber security roles, and 
inject renewed vigour into this area of education and training.  

Businesses and public sector organisations decide on where and how much money they 
commit to cyber security based on a cost-benefit assessment, but they are ultimately liable for 
the security of their data and systems. Only by balancing the risk to their critical systems and 
sensitive data from cyber attacks, with sufficient investment in people, technology and 
governance, will businesses reduce their exposure to potential cyber harm. There is also a 
need for increased collaboration between the government and key players in the ICT sector, 
especially Communications Service Providers (CSPs), to make it very difficult to attack 
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Nigerian internet services and users, and significantly decrease the prospect of attacks having 
a sustained impact on the country. This will include tackling phishing, blocking malicious 
domains and IP addresses, and other steps to disrupt malware attacks. It will also include 
measures to secure the Nigeria’s telecommunications and internet routing infrastructure. 
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CHAPTER ONE: INTRODUCTION 

 

1.1 Purpose 

This report documents the findings of a study on the cybersecurity landscape in Nigeria with 
a view to exploring the role of cybersecurity in achieving the objectives of the National 
Information Technology policy”. It also provides a framework that can be used to further 
develop the ‘cybersecurity’ pillar of the National Information Technology Development Agency 
(NITDA)’s ICT Roadmap, one of seven pillars in the ICT Policy roadmap. Furthermore, this 
document was developed to guide political leaders and policy makers in Nigeria in the 
development of a National Cybersecurity strategy and policy, and in thinking strategically 
about cybersecurity, cyber preparedness and resilience. It aims to provide a useful, flexible 
and user-friendly framework to set the context of Nigeria’s socio-economic vision and current 
security architecture and to assist policy makers in developing a strategy that takes into 
consideration Nigeria’s unique situation, level of development and societal values, and that 
encourages the pursuit of resilient, ICT-enhanced and connected ecosystems.  

Given the depth of research that went into developing this document, it offers a framework or 
roadmap that was informed by the cybersecurity policies and initiatives of public and private 
sector organizations in Nigeria including best practices in other countries. As such, it provides 
a comprehensive overview to date of what should constitute a successful or effective national 
cybersecurity roadmap. Some of the key findings of this document can be used to support 
ongoing collaborative efforts aimed at strengthening the security of Nigeria’s digital landscape.  

1.2 Background of Study: Cybersecurity and Information Technology 

Information has been considered a critical aspect of power, diplomacy, and armed conflict for 
a very long time. Since the 1990s, however, information’s part in international relations and 
security has diversified and its significance for political matters has increased, mostly due to 
the proliferation of information and communication technology (ICT) into almost every aspect 
of life in industrialized and post-industrialized societies. The capacity to master the generation, 
management, use but also manipulation of information has become a desired power asset 
since the control over tangible assets such as military infrastructure, raw materials, and 
economic productive capability. As a result, concerns about cyber security have become a 
security issue.  

Cyberspace connotes the fusion of all communication networks, databases, and sources of 
information into a vast, mixed, and diverse blanket of electronic interchange. A ‘network 
ecosystem’ is established; it is virtual and it ‘exists everywhere there are telephone lines, fibre-
optic cables or electromagnetic waves.1 Cyberspace, however, is not only virtual since it is 
also made up of servers, cables, computers, satellites etc.  

Cybersecurity is both about the insecurity created by and through this new place/space and 
about the practices or processes to make it more secure. It refers to the set of activities and 
measures, both technical and non-technical, intended to protect the bioelectrical environment 
and the data it contains from all possible threats.2 At this point, it is essential to note that the 
cyber security discourse originated in the United States of America (USA) in the 1970s, built 
momentum in the late 1980s, and spread to other countries in the late 1990s. Having said this, 
the US helped shaped the discourse -and understandably so, given today’s version of the 
internet is a dynamic evolution of the Advanced Research Projects Agency (DARPA) of the 

                                                            
1 Dyson E, Cyberspace and the American Dream: A Magna Carta for the Knowledge Age, The Information 
Society, vol. 12(3), 1996.  
2 Deilbert, R & Rohozinsky, R, Risking security: policies and paradoxes of cyberspace security. International 
Political Sociology, vol 4. (2010:15-32).  
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US Department of Defense (DoD)- both in terms of threat perception and the envisaged 
countermeasures with only little variation in other countries.  

Although the US played a key role in driving the cyber security discourse, it is equally 
necessary to note that the larger post-Cold War environment provides the strategic context for 
its application given the notion of asymmetric warfare and vulnerabilities, epitomized by the 
multiplication of malicious actors (both state and non-state) and their increasing capabilities to 
do harm. The cybersecurity discourse has never been static given that technical aspects of 
the information infrastructure are constantly evolving. Most importantly, changes in the 
technical sub-structure changed the referent object. In the late 1980s, for instance, 
cybersecurity was about those parts of the private sector that were becoming digitalized and 
about government networks and the classified information residing in them. The spread of 
computer networks into more and more aspects of life changed this limited referent object in 
critical ways. In the mid-1990s and early 2000s, it became clear that key sectors of modern 
society, including those vital to national security and to the essential functioning of post-
industrialized economies, had come to depend on a spectrum of highly interdependent 
national and international software-based control systems for their smooth, reliable, and 
continuous operation. The referent object that emerged was the totality of critical 
infrastructures that provide the way of live that many societies are now known for.  

1.2.1 Overview of the Cybersecurity Landscape in Nigeria 

This document builds on other existing policy documents and frameworks designed to improve 
cyber security in Nigeria, and provides critical considerations that underline the development 
of a safe and secure cyber environment that guarantees the growth of the public and private 
sectors in Nigeria. The emergence of the internet is increasingly influencing almost every facet 
of our lives and as such, careful attention ought to be devoted to mechanisms aimed at 
managing the risks that arise thereof. The cyberspace has no doubt transformed the economy 
and security environment more than ever before, creating opportunities for innovations and 
improving the overall wellbeing of citizens. Every critical sector of national economies is 
increasingly being disrupted by innovations in cyberspace. For one, the global economy has 
been transformed by developments in Information and Communication Technologies (ICT) as 
barriers to international trade are being dismantled paving way for an ‘information technology 
revolution’ or what some have termed the ‘emergence of the knowledge economy’.  

Accompanying the attendant benefits of innovations in the ICT sector are critical risks that 
threaten national security, especially physical security and economic security. The sensitive 
data that we trust and rely on can be compromised in a way that threatens the physical 
sovereignty and economic viability of any nation. The Federal Government of Nigeria is not 
oblivious to these risks and has responded -through relevant agencies such as the Office of 
the National Security Adviser (ONSA) and the National Information Technology Development 
Agency (NITDA)- by initiating policies and frameworks aimed at protecting government 
institutions, private sector organizations and citizens. Some of these existing policies and 
frameworks are discussed subsequently in this report. Having said this, it is equally important 
to note that cybersecurity is the shared responsibility of all stakeholders and thus, requires 
active support and participation of private sector and other key players.  

Increasingly, business growth and innovation in Nigeria is being driven by technology 
adoption. At the same time, technology adoption is accompanied by inherent risks arising from 
limited capacity to manage existing and emerging cybersecurity, limited government support 
in driving adoption of cybersecurity best practices, and weak firewalls or online secure systems 
for protecting transactions conducted in the virtual space. Cyber-terrorists, spies, hackers and 
internet fraudsters are increasingly motivated to target ICT infrastructure in the public and 
private sectors due to the increasing value of information held within it and the perceived 
reduced risk of detection and capture in conducting cybercrime as compared to traditional 
crime. The increase in cybercrime in Nigeria can be attributed to the growing levels of poverty, 
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easy access to gullible targets by criminals and lack of adequate legal and regulatory policies 
to prevent and prosecute the perpetrators when captured.  

While the private sector in Nigeria has developed several tools to deal with cybersecurity risks, 
gaps still remain, and the problem is even more for individuals. One of the challenges plaguing 
the cyberspace is the lack of adequate cyber threat infrastructure and logistics as well as the 
absence of a strong legal framework that guarantees timely prosecution of identified cases 
has further encouraged individuals and state actors to get involved in cybercrime and cyber 
warfare. Another challenge stems from limited in-country capacity to deal with the problem. 
There is need to understand the cybercrime dynamism, developing information technology 
capacity is essential for addressing cybersecurity issues and closing gaps between 
government agencies. Furthermore, inadequate technical support infrastructure and policy to 
guard and guide the use of the cyberspace makes Nigeria more vulnerable to cybersecurity 
risks. Some of the feedback obtained from some cybersecurity experts in the private sectors 
suggest the need for a public-private sector initiative to build the intelligence and strategy 
needed to be ahead of cybercriminals.  

The future of Nigeria’s security and prosperity rests on digital foundations. The challenge for 
the government is to build a flourishing digital society that is both resilient to cyber threats and 
equipped with the knowledge and capabilities needed to maximize opportunities and manage 
inherent risks. Nigerians are critically dependent on the internet as demonstrated by growing 
internet penetration and mobile phone usage. However, it is inherently insecure and there will 
always be attempts -from both internal and external actors- to exploit weaknesses in the 
country’s ICT infrastructure to launch cyber-attacks against public and private sector 
organizations. This threat cannot be eliminated completed, but the risk can be greatly reduced 
to a level that allows society to continue to prosper, and benefit from the huge opportunities 
that ICT brings.  

1.3 Goal and Objectives of the Study 

This section of the document outlines the goal and objectives of this study. These objectives 
guide the scope and expectations of the study.  

1.3.1 Goal 

The main goal of this study is, “to explore the role of cybersecurity in achieving the objectives 
of the National Information Technology Policy”.  

1.3.2 Objectives of the Study 

Based on the overriding goal, the main objectives of this study which explores the 
cybersecurity landscape in Nigeria are as follows: 

i. To explore the current landscape of cybersecurity in the public and private sectors 
in Nigeria. 

ii. To critically examine the role of cybersecurity in realizing the main objectives of 
NITDA’s ICT Roadmap for 2017-2020 especially in relation to some of the other 
policy pillars. 

iii. To develop a framework that can be used by NITDA to develop a resilient 
cybersecurity landscape for Nigeria.  

1.4 Scope of the Study 

In order to fulfil the main goal and objectives of this study, certain issues needed to be 
addressed. Some of the issues discussed in this report are as follows: 

 The scope of the cybersecurity risks 

 Critical considerations for strengthening national cybersecurity infrastructure 

 Critical review of the Nigerian National Cybersecurity Policy and Strategy 
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 Critical review of NITDA’s ICT Roadmap with focus on the cybersecurity policy pillar 

 Effective approaches to respond to cybersecurity threats 

 The current state of cybersecurity in Nigeria 

 Global and domestic trends in cybercrime and cybersecurity 

1.5 Overview of Methodology 

In order to fulfil the objectives of the “towards the development of a national cybersecurity 
strategy for Nigeria: building capability and resilience in fast-moving digital landscape” study, 
the qualitative approach was used in this study. Essentially, in addition to information obtained 
from research reports, policy documents and other publications, some cybersecurity experts, 
ICT personnel and other stakeholders in the private and public sector were interviewed to 
collect data relevant to the objectives of this study. The interview guide used is attached as 
an appendix to this report. Essentially, both primary and secondary data was used to conduct 
this study.  

In addition to research reports and cybersecurity policy documents, information obtained from 
the Office of the National Security Adviser (ONSA)’s National Cybersecurity Policy and 
Strategy and NITDA’s ICT Roadmap (2017-2020) were also used to conduct this study. A 
critical review of both documents provided useful information that was used to develop a 
framework that can be used by NITDA to strengthen the ‘cybersecurity’ pillar of its ICT 
Roadmap.  

1.6 Structure of the Report 

This research report consists of seven chapters with each chapter addressing a specific 
requirement for this study in accordance guidelines in the Terms of Reference developed by 
NITDA for its 2018/2019 Research Grants.  

The first chapter is the introductory chapter of this research and provides an overview of 
cybersecurity in Nigeria in addition to outlining its goal and objectives. This chapter also 
contains the scope of the research and an overview of the methodology used.  

The second chapter focuses on discussing the strategic context for Nigeria’s cybersecurity 
strategy with more emphasis on the cybersecurity threats and vulnerabilities that citizens and 
organizations face. Some case studies were presented to highlight the extent of these threats 
and vulnerabilities in Nigeria.  

The third chapter discusses how Nigeria should respond to cybersecurity threats. It presents 
a vision for the country’s cybersecurity strategy and examines the role of the government, the 
private sector and individuals in driving a resilient and sustainable security agenda for 
Nigeria’s digital landscape. This chapter concludes by looking at the role of the market in 
transforming the digital security landscape. 

The fourth chapter delves into critical considerations and key elements of Nigeria’s 
cybersecurity strategy. Essentially, this chapter contains an implementation plan for the 
proposed national cybersecurity strategy through three main lenses: Defend; Deter; and 
Develop. These three perspectives provide the government with a comprehensive approach 
to developing and implementing a viable national cybersecurity strategy for Nigeria.  

The fifth chapter looks at key metrics for measuring and tracking the progress of Nigeria’s 
cybersecurity initiatives. In addition, this chapter compares Nigeria with some of its peers in 
Africa on key cybersecurity benchmarks leveraging results from studies conducted by 
international organizations such as the International Telecommunications Union (ITU). This 
chapter also identifies and discusses best practices in cybersecurity that can be used by both 
the government and private sector to strengthen the condition of their respective digital 
infrastructure.  
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In the sixth chapter, attention is devoted to presenting key insights from IT professionals drawn 
from public and private sector organizations. Essentially, this chapter presents and discusses 
feedback from the interviews conducted for this research.  

The seventh chapter is the final chapter of this report and contains the conclusions and 
recommendations for the study drawing on results from the interviews and discussions in the 
previous chapters.  
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CHAPTER TWO: CYBERSECURITY LANDSCAPE IN NIGERIA 

 

2.1 Introduction 

Over the last two decades, billions of people around the world have benefitted from the 
exponential growth and rapid adoption of information and communications technologies (ICT), 
and the associated economic and social opportunities. Since it was first created, the internet 
has evolved from an information-exchange platform to become the driver of modern business, 
critical services and infrastructure, social networks, and the global economy as a whole. 
Consequently, governments around the world have started developing digital strategies and 
funding projects aimed at deepening internet penetration and leveraging the advantages 
stemming from the utilization of ICT to drive economic growth and development, to enhance 
productivity and efficiency, to improve public service, and to promote transparency and 
accountability in governance.  

With increased dependence on digital infrastructures come attendant risks especially as 
technology remains inherently vulnerable. The confidentiality, integrity and availability of ICT 
infrastructure are challenged by rapidly evolving cyber-threats, including electronic theft, theft 
of intellectual property and personal data, disruption of service, and damage of public 
infrastructure. To fully realise the potential of technology, states must align their national 
economic visions with their national security priorities. If the security risks associated with the 
proliferation of ICT-enabled infrastructure and Internet applications are not appropriately 
balanced with comprehensive national cybersecurity strategies and resilience plans, countries 
will be unable to achieve the economic growth and the national security goals they are 
seeking.  

Most of the computer hardware and software originally created to facilitate this interconnected 
digital environment has prioritised efficiency, cost and the convenience of the user, but has 
not always had security designed in from the start. Malicious actors – hostile states, criminal 
or terrorist organisations and individuals – can exploit the gap between convenience and 
security. Bridging this gap is a national priority. The expansion of the Internet beyond 
computers and mobile phones into other cyber-physical or ‘smart’ systems is extending the 
threat of remote exploitation to a whole host of new technologies. Systems and technologies 
that underpin our daily existence – such as power grids, air traffic control systems, satellites, 
medical technologies, industrial plants and traffic lights – are connected to the Internet and, 
as such, potentially vulnerable to external attack. In response, nations are developing both 
offensive and defensive capabilities to defend themselves from illicit and illegal activities in 
cyberspace and to pre-empt incidents before they can cause harm to their nations. This 
document will look specifically at defensive responses, particularly in the form of national 
cybersecurity strategies. 

At this point, it is essential to provide a definition of ‘cyber security’ that will guide efforts aimed 
at developing a framework for the development of a national cybersecurity strategy for Nigeria. 
Several national and international definitions of the term “cybersecurity” exist. For the purpose 
of this document, the term “cybersecurity” is meant to describe the collection of tools, policies, 
guidelines, risk management approaches, actions, trainings, best practices, assurance and 
technologies that can be used to protect the availability, integrity and confidentiality of assets 
in the connected infrastructures pertaining to government, private organisations and citizens; 
these assets include connected computing devices, personnel, infrastructure, applications, 
services, telecommunications systems, and data in the cyber-environment.3 ‘cybersecurity’ 
can also be viewed as the protection of information systems (hardware, software and 
associated infrastructure), the data on them, and the services they provide, from unauthorised 

                                                            
3 Definition adapted from: https://www.bcmpedia.com.org/wiki/cuber_security  
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access, harm or misuse. This includes harm caused intentionally by the operator of the 
system, or accidentally, as a result of failing to follow security procedures. 

National cybersecurity strategies can assume many shapes and can go into different degrees 
of detail, depending on the specific country’s objectives and degree of cyber-readiness. 
Consequently, there is no established definition of what makes a national cybersecurity 
strategy. Having said this and for the purpose of this study, a national cybersecurity strategy 
can be viewed as an expression of the vision, high-level objectives, principles and priorities 
that influence how a country approaches the issue. Again, it can be perceived as an outline of 
stakeholders tasked with improving a country’s cybersecurity including their respective roles 
and responsibilities. A National Cybersecurity Strategy also provides the opportunity to align 
cybersecurity priorities with other ICT-related objectives. Cybersecurity is central to achieving 
socio-economic objectives of modern economies and the Strategy should reflect how those 
are supported. This can be done by referencing existing policies, such as NITDA’s ICT 
Roadmap 2017-2020, that seek to implement a country’s digital or developmental agendas or 
by assessing how cybersecurity can be incorporated into them. 

2.2 Strategic Context of Cybersecurity 

This section of the document describes the context for approaching the issue of national 
cybersecurity. In this section, added attention is devoted to understanding the nature and 
evolution of threats and vulnerabilities that a country’s National Cybersecurity Strategy ought 
to address. As new innovations have emerged in the ICT space, and increased adoption/use 
of internet-based technologies worldwide, in particular in developing countries, has offered 
increasing opportunities for socio-economic development. These developments have brought, 
and will continue to bring, significant advantages to connected societies such as ours. But as 
our reliance on networks in the Nigeria and overseas rises, so do the opportunities for those 
who would seek to compromise our systems and data. Equally, the geopolitical landscape has 
changed. Malicious cyber activity knows no international boundaries. State actors continue to 
experiment with offensive cyber capabilities. Cyber criminals are broadening their efforts and 
expanding their strategic mode of operation to achieve higher value pay-outs from UK citizens, 
organisations and institutions. Terrorists, and their supporters, are conducting low-level 
attacks and aspire to carry out more significant acts in future. These issues should form the 
basis for considerations aimed at developing a National Cybersecurity Strategy for Nigeria. 

2.2.1 Threats 

This section of the document deals with some of the threats that the digital or cyber 
infrastructure of countries face from external illicit or illegal interference.  

Cyber Criminals 

When it comes to the threat from cyber criminals, the national cybersecurity strategy should 
focus on two main interrelated types of criminal activity namely: cyber-dependent crimes; and 
cyber-enabled crimes. Cyber-dependent crimes are those that can be committed only through 
the use of Information and Communications Technology (ICT) devices, where the devices are 
both the tool for committing the crime, and the target of the crime (e.g. developing and 
propagating malware for financial gain, hacking to steal, damage, distort or destroy data and/or 
network or activity) On the other hand, cyber-enabled crimes are traditional crimes which can 
be increased in scale or reach by the use of computers, computer networks or other forms of 
ICT (such as cyber-enabled fraud and data theft).  

Malware is another form of threat that can be deployed to infect computer hardware and 
software in public and private sector organizations. Organized Criminal Groups (OCG) are 
principally responsible for developing and deploying the increasingly advanced malware that 
infects the computers and networks of Nigerian citizens, our industry and government. The 
impact is dispersed throughout the country, but the cumulative effect is significant. These 
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attacks are becoming increasingly aggressive and confrontational, as illustrated by the 
increasing use of ransomware, and threats of distributed denial of service (DDoS) for extortion.  

Internet banking fraud, which covers fraudulent payments taken from a customer’s bank 
account using the internet banking channel, rose by 60% between 2015 and 2017 accounting 
for about N10bn according to a report by the Central Bank of Nigeria.4 This is evidence of the 
growing trend for criminals to target banks, businesses and high net-worth individuals. 

States and State-sponsored Attacks 

In recent times, the global news waves have been dominated by news of attempts by states 
and state-sponsored groups to penetrate the digital networks of other countries for political, 
diplomatic, technological, commercial and strategic advantage, with a principal focus on the 
government, defence, finance, energy and telecommunications sectors. Accusations by US 
authorities of Russian interference in its elections is an example of this.  

The capacity and impact of these state cyber programmes varies. The most developed 
countries continue to enhance their capabilities and assets at pace, integrating encryption and 
anonymisation services into their tools to remain covert. While they have the technical 
capability to deploy sophisticated attacks, they can often achieve their aims using basic tools 
and techniques against vulnerable targets because the defences of their victims are weak. 

Again, there is the threat of espionage as a small number of hostile foreign threat actors have 
developed and deployed offensive cyber capabilities, including destructive ones to weaken 
their adversaries. These capabilities threaten the security of a country’s critical national 
infrastructure and industrial control systems. Certain state actors may use these capabilities 
in contravention of international law in the belief that they can do so with relative impunity, 
encouraging others to follow suit. Whilst destructive attacks around the world remain rare, they 
are rising in number and impact.  

Terrorists 

Terrorist groups continue to aspire to conduct damaging cyber activity against any country 
and its interests. The current technical capability of terrorists is judged to be low. Nonetheless, 
the impact of even low-capability activity against developed countries, such as the US and the 
UK, to date has been disproportionately high: simple defacements and doxing activity (where 
hacked personal details are ‘leaked’ online) enable terrorist groups and their supporters to 
attract media attention and intimidate their victims. Terrorists using the Internet for their 
purposes does not equal cyberterrorism. However, by increasingly engaging in cyber-space, 
and given the availability of cyber-crime as a service, one can assume that they would be in 
the position to launch cyber attacks.5 Terrorist groups, such as ISIS and Al Qaeda, now use 
the internet to propagate their message and recruit sympathizers to their cause. 

The current assessment is that physical, rather than cyber, terrorist attacks will remain the 
priority for terrorist groups for the immediate future. As an increasingly computer-literate 
generation engages in extremism, potentially exchanging enhanced technical skills, we 
envisage a greater volume of low-sophistication (defacement or DDoS) disruptive activity 
against any country. The potential for a number of skilled extremist lone actors to emerge will 
also increase, as will the risk that a terrorist organisation will seek to enlist an established 
insider. Terrorists will likely use any cyber capability to achieve the maximum effect possible. 
Thus, even a moderate increase in terrorist capability may constitute a significant threat to the 
any country and its interests. 

 

                                                            
4 Central Bank of Nigeria (CBN), Risk-based cybersecurity framework and guidelines: Deposit money banks and 
payment service providers, June 2018.  
5 ENISA Cyberterrorism Landscape Report 2015. 
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Hacktivists 

Hacktivist groups are decentralised and issue-orientated. They form and select their targets 
in response to perceived grievances, introducing a vigilante quality to many of their acts. While 
the majority of hacktivist cyber activity is disruptive in nature (website defacement or DDoS), 
more able hacktivists have been able to inflict greater and lasting damage on their victims.  

2.2.2 Vulnerabilities 

This section considers the vulnerabilities that make a country and its citizens ever more 
vulnerable to external attacks from cyber criminals, state and non-state actors. 

The Expanding Range of Devices 

Over the last decade, the Internet has become increasingly integrated into our daily lives in 
ways we are largely oblivious to. The ‘Internet of Things’ creates new opportunities for 
exploitation and increases the potential impact of attacks which have the potential to cause 
physical damage, injury to persons and, in a worst-case scenario, death.  

The fast implementation of connectivity in industrial control processes in critical systems, 
across broad range of industries such as energy, mining, agriculture and aviation, has created 
the Industrial Internet of Things (IoT). At the same time, this is opening up the possibility of 
devices and processes, which were never vulnerable to such interference in the past, being 
hacked and tampered with, with potentially devastating consequences. Therefore, we are no 
longer just vulnerable to cyber harms caused by the lack of cyber protection on our own 
devices but by threats to the interconnected systems that are at the core of our society, health 
and welfare. 

Poor Cyber Hygiene  

Awareness of technical vulnerabilities in software and networks, and the need for cyber 
hygiene in Nigeria, has undoubtedly decreased over the past five years. This is, in part, a 
consequence of lack of awareness on the part of citizens and government institutions. Cyber 
attacks are not necessarily sophisticated or inevitable and are often the result of exploited – 
but easily rectifiable and, often, preventable – vulnerabilities. In most cases, it continues to be 
the vulnerability of the victim, rather than the ingenuity of the attacker, that is the critical 
variable in the success of a cyber attack. Businesses and public sector organisations decide 
on where and how much money they commit to cyber security based on a cost-benefit 
assessment, but they are ultimately liable for the security of their data and systems. Only by 
balancing the risk to their critical systems and sensitive data from cyber attacks, with sufficient 
investment in people, technology and governance, will businesses reduce their exposure to 
potential cyber harm. 

Insufficient Training and Skills 

Nigeria lacks the skills and knowledge required to meet its cyber security needs across both 
the public and private sector. In businesses, many staff members are not cyber security aware 
and do not understand their responsibilities in this regard, partially due to a lack of formal 
training. The public is also insufficiently cyber-aware. A report by Serianu, a Nigerian IT firm, 
indicated that 65% of Nigerians lack cyber-awareness and have limited knowledge of how 
vulnerable they are to cyber threats. The same report indicated that in most private sector 
organizations in Nigeria, majority of their staff have never taken part in any cyber training.6 
Consequently, the govermment need to develop the specialist skills and capabilities that will 
allow us to keep pace with rapidly evolving technology and manage the associated cyber risks. 

                                                            
6 Serianu, Nigeria: Cyber Security Report, 2016. Accessed from: 
https://www.serianu.com/downloads/NigeriaCyberSecurityReport2016.pdf 
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This skills gap represents a national vulnerability that must be resolved through policy action 
and funding commitment.  

Legacy and Unpatched Systems 

Many organisations in Nigeria will continue to use vulnerable legacy systems until their next 
IT upgrade. Software on these systems will often rely on outdated versions. These outdated 
versions are vulnerable to loopholes that attackers look for and have the tools to exploit. An 
additional issue is the use of unsupported software by public and private sector organizations, 
for which patching regimes do not exist.  

Ease of Availability of Hacking Resources 

The ready availability of hacking information and user-friendly hacking tools on the Internet 
and dark web is enabling those who want to develop a hacking capability to easily do so. 
Basically, the learning curve for becoming a hacker is less steep. The information that hackers 
need to compromise victims successfully is often openly accessible and can be harvested 
quickly. Everyone, from the living room to the boardroom, needs to be aware of the extent of 
exposure of their personal details and systems on the Internet, and the degree to which that 
could leave them vulnerable to malicious cyber exploitation. To reduce the losses recorded 
from cybercrime, government agencies -such as the Federal Ministry of Information and 
NITDA- must fund advocacy campaigns and sponsor campaigns aimed at increasing 
awareness of the existing and potential risks out there. Furthermore, a national cybersecurity 
strategy must be backed by legislative frameworks aimed at positioning Nigeria to be prepared 
for taking advantage of the benefits of emerging ICT developments while protecting itself from 
the dangers inherent in such systems. The collective challenge Nigeria faces concerns how 
to ensure our defences are evolved and agile enough to counter vulnerabilities, to decrease 
the capacity of malicious actors to interfere with our digital infrastructure -especially those 
bordering our critical infrastructure- and to address the main causes of the vulnerabilities 
earlier discussed. 

CASE STUDY 

Early this year, the United Bank for Africa (UBA) Group experienced security challenges 
associated with the breach of the debit cards of foreign customers (i.e. data and security of 
cardholders compromised) that prompted it to such down all card transactions for about two 
days. One can only imagine the lost revenues associated with the those two days of inactivity 
both on its customers and itself. Recently, the Senate President indicated that based on 
reports he received, Nigeria loses about N127bn annually to cybercrime, i.e. about 200,000 
cybercrimes are recorded daily in Nigeria. It is an unrelenting state of affairs and highlights the 
porosity of our cyber borders.  

While the private sector -especially the banks and telecommunications sector- have invested 
considerably in improving the security of their digital infrastructure, challenges still remain and 
government investment is only necessary to reduce these losses. Almost all Nigerian banks 
have experienced the same problem as UBA and the nature of these crimes continues to 
evolve as the days go by. In fact, the Central Bank of Nigeria (CBN) recently released a 
“cybercrime directive to Commercial Banks” that outlines its cybersecurity risk programme. 
This document will be referenced when developing a framework for strengthening Nigeria’s 
Cybersecurity.  
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CHAPTER THREE: CRITICAL CONSIDERATIONS FOR NIGERIA’S REPONSE TO 
CYBERSECURITY THREATS AND VULNERABILITIES 

 

3.1 Introduction 

This document highlights critical considerations for strengthening Nigeria’s response to the 
cybersecurity threats and vulnerabilities. Based on the information presented in Chapter 2, To 
mitigate the multiple threats we face and safeguard our interests in cyberspace, we need a 
strategic approach that underpins all our collective and individual actions in the digital domain 
over the next five years.  

3.2 Vision for a Creating a Safe Cyber Security Environment in Nigeria 

Creating a safe cybersecurity environment in Nigeria should be underpinned by a vision that 
informs the country’s approach and response to cybersecurity threats and vulnerabilities. The 
vision for creating a safe cyber security environment in Nigeria is as follows: “to create a 
Nigeria that is secure and resilient to cyber threats, prosperous, and confident in the 
digital world”. 

3.3 Objectives of the Cybersecurity Strategy for Nigeria 

To achieve the aforementioned vision, relevant agencies -such as NITDA, the Ministry of 
Communications, and the Office of the National Security Advisor (ONSA)- will need to work 
together to achieve the following objectives which fall under three pillars -Defend, Deter, and 
Develop:7 

i. DEFEND: to strengthen Nigeria’s capability to defend itself against rapidly evolving 
cyber threats, to respond effectively to incidents in the public and private sectors, 
and to ensure that digital networks, data and systems are protected and resilient. 
Again, the ‘defend’ perspective of Nigeria’s cybersecurity strategy should equip 
citizens, businesses, and the public sector with the knowledge and ability to defend 
themselves.  

ii. DETER: Nigeria will be a difficult target for all types of aggression in cyberspace. 
This implies that relevant agencies in Nigeria -such as NITDA, Ministry of 
Communications, ONSA, Nigeria Financial Intelligence Unit (NFIU) etc- have the 
capacity to detect, understand and disrupt any hostile action taken against Nigeria, 
pursuing and prosecuting offenders. Nigeria has the means to also take offensive 
action in cyberspace, should it choose to do so.  

iii. DEVELOP: The Federal Government initiates policies and actions aimed at 
stimulating the growth of an innovative, growing cybersecurity industry that is 
underpinned by world-leading scientific research and development. Again, Nigeria 
has a self-sustaining pipeline of talent providing the skills and expertise required to 
meet its national cybersecurity needs across the public and private sectors.  

3.4 Principles Underpinning Nigeria’s Cybersecurity Strategy 

In order to fulfil the aforementioned objectives of Nigeria’s cybersecurity strategy, the 
government -especially at the federal and state levels- will keep cognizance of the following 
principles: 

 Its actions and policies will be informed by the need to both protect its citizens and 
enhance its prosperity. This includes passing into law legislation that underpins this 
cybersecurity strategy and supports smooth prosecution of cybercrimes.  

                                                            
7 ITU, Guidelines for developing and implementing National Cybersecurity Strategy, Working Report 2014. 
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 It will treat cybercrimes and any other form of cyber-attack as seriously as it would in 
a conventional attack on its sovereignty and will defend itself if necessary.  

 Government agencies will rigorously protect and promote Nigeria’s core values. These 
include democracy; the rule of law; liberty; transparent and accountable government 
institutions; human rights; and freedom of expression.  

 The government will protect the privacy and data of its citizens. 

 The government will meet its responsibilities and lead the national response, but 
businesses, organizations and individual citizens have a responsibility to take 
reasonable steps to protect themselves online and ensure they are resilient and able 
to continue operating in the event of a cyber-incident.  

 responsibility for the security of organisations across the public sector, including cyber 
security and the protection of online data and services, lies with respective Ministers, 
Permanent Secretaries and Management Boards of relevant government MDAs.  

 To ensure Government interventions have a significant impact on overall national 
cyber security and resilience; relevant government agencies will seek to define, 
analyse and present data which measures the state of its collective cybersecurity 
readiness and its success in meeting set strategic goals and objectives. 

3.5 Cybersecurity: Roles and Responsibilities 

Strengthening national cybersecurity strategy is a multi-sectoral responsibility involving the 
government, the market (i.e. private sector), and individuals. These agents or actors all have 
a responsibility in strengthening national cybersecurity. Cybersecurity is not the responsibility 
of government alone. Securing the national cyberspace will require a collective effort. Each 
and every one of us has an important part to play. 

3.5.1 Individuals 

As citizens, employees and consumers, we take practical steps to secure the assets we value 
in the physical world. In the virtual world, we must do the same. That means fulfilling our 
personal responsibility to take all reasonable steps to safeguard not only our hardware – our 
smart phones and other devices – but also the data, software and systems that afford us 
freedom, flexibility and convenience in our private and professional lives. 

3.5.2 Businesses and Organizations 

Businesses, public and private sector organisations and other institutions hold personal data, 
provide services, and operate systems in the digital domain. The connectivity of this 
information has revolutionised their operations. But with this technological transformation 
comes the responsibility to safeguard the assets which they hold, maintain the services they 
provide, and incorporate the appropriate level of security into the products they sell. The citizen 
and consumer, and society at large, look to businesses and organisations to take all 
reasonable steps to protect their personal data, and build resilience – the ability to withstand 
and recover – into the systems and structures on which they depend. Businesses and 
organisations must also understand that, if they are the victim of a cyber-attack, they are liable 
for the consequences. 

3.5.3 Government 

The primary duty of the Federal Government is to defend the country from attacks by other 
countries, to protect citizens and the economy from harm, and to set the domestic and 
international framework to protect our interests, safeguard fundamental rights, and bring 
criminals to justice.  
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As the holder of significant data and a provider of services, the Government ought to take 
rigorous measures to provide safeguards for its information assets. The Government also has 
an important responsibility to advise and inform citizens and organisations what they need to 
do to protect themselves online, and where necessary, set the standards we expect key 
companies and organisations to meet.8 Even though certain critical sectors of Nigeria’s 
economy are in private hands, the Government is ultimately responsible for assuring their 
national resilience and, with its partners across the administration, the maintenance of 
essential services and functions across the whole of government. 

3.6 Driving Change in the Cybersecurity Landscape 

In the previous section, the roles of critical actors -individuals, businesses, and government- 
were examined in relation to strengthening national cybersecurity. This section addresses the 
role of these the market(businesses) and government in driving positive change in the national 
cybersecurity landscape.  

3.6.1 Role of the Market in Driving Change in Cybersecurity Landscape 

Commercial pressures and government-driven incentives are required to encourage adequate 
business investment in appropriate cyber security, to stimulate a flow of investment into our 
industry, and to encourage an adequate pipeline of skills into the sector. Across the Nigerian 
economy and wider society, awareness of the risk and of the actions required to mitigate cyber 
risk have increased over the last five years. But the combination of market forces and 
government encouragement has not been sufficient in itself to secure our long-term interests 
in cyberspace at the speed required. Too many networks, including in critical sectors, are still 
insecure. The market is not valuing, and therefore not managing, cyber risk appropriately. Too 
many organisations are still suffering breaches at even the most basic level and too few 
investors are willing to risk supporting entrepreneurs in the sector. Again, too few graduates 
and others with the right skills are emerging from the education sector. 

The market still has a role to play and in the longer term will deliver greater impact than the 
Government ever can. However, the immediacy of the threat facing Nigeria and the expanding 
vulnerabilities of our digitalised environment call for greater action in the short term from the 
Government. 

3.6.2 The Role of the Government in Driving Change in Cybersecurity Landscape 

The Government must therefore set the pace in meeting the country’s national cyber security 
needs. Only Government can draw on the intelligence and other assets required to defend the 
country from the most sophisticated threats. Only Government can drive cooperation across 
the public and private sectors and ensure information is shared between the two. Government 
has a leading role, in consultation with industry, in defining what good cyber security looks like 
and ensuring it is implemented. 

For the Government to bring about a significant improvement in our national cyber security 
over the next five years, an ambitious and transformational programme will need to focus on 
the following four broad areas: Incentives; expanded intelligence and law enforcement 
attention on cyber threats; development and deployment of technology; and creating a 
National Cybersecurity Department (NCD) or National Cybersecurity Assistance Centre 
(NCAC). These four areas are discussed below.  

Incentives 

The Government needs to invest in maximising the potential of a truly innovative Nigeria cyber 
sector. This can be achieved by supporting start-ups and investing in innovation. The 
government must also collaborate with the private sector and education institutions to identify 

                                                            
8 Commonwealth Framework for National Cybersecurity Strategy 
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and bring on talent earlier in the education system and develop clearer routes into a profession 
that needs better definition. The Government also needs to put in place local standards and 
regulations -similar to the Global Data Protection Regulation- to drive up standards of cyber 
security across the economy, including, if required, through regulation and legislation.  

With respect to building local cybersecurity skills and expertise, NITDA is come up with certain 
guidelines aimed at addressing Nigeria’s lack of expertise in this area. Some of these 
guidelines -which are encapsulated in the ICT Roadmap 2017-2020- include:  

 Establishment of indigenous Cyber security / Information Security Professionals 
Certification Authority Body  

 Setting up a Security Management and Best Practices (SMBP) unit  

 Harmonisation of National Public Key Infrastructure (PKI) Implementation initiatives  

 Implementation of a Nigeria "e" Trustmark 

Development and Deployment of Technology 

The Federal Government of Nigeria -through relevant MDAs- should collaborate with industry 
players and the private sector, including active cyber defence measures, to deepen our 
understanding of cyber threats and vulnerabilities, to strengthen the security of citizens and 
private sector organizations and digital networks in the face of existing and emerging threats, 
and to disrupt malicious activity.  

Creation of National Cybersecurity Department (NCD) 

Cybersecurity deserves specialized attention from the Federal Government to deal with 
evolving cyber threats. Consequently, there is a need for the Federal Government to establish 
a National Cybersecurity Department -similar to NITDA- as a central body at the national level 
that will be mandated by law to oversee the development and implementation of cybersecurity 
policies and standards in the country.  

The NCD or Cybersecurity Assistance Centre will manage national cyber incidents, provide 
an authoritative voice and centre of expertise (i.e. center of excellence) on cyber security, and 
deliver tailored support and advice to ministries, departments, agencies, regulators and 
businesses. The NCD will analyse, detect and understand cyber threats, and will also provide 
its cyber security expertise to support the Government’s efforts to foster innovation, support a 
thriving cyber security industry, and stimulate the development of cyber security skills in 
Nigeria. Uniquely for such a public-facing body, its parent body is either NITDA or the Federal 
Ministry of Communications and it can therefore draw on the world-class expertise and 
sensitive capabilities of that organisation, improving the support it will be able to provide to the 
economy and society b. It will remain the responsibility of government departments to ensure 
they effectively implement cyber security advice and guidelines provided by the NCD. The 
NCD offers an effective means for the Government to deliver many elements of any national 
cybersecurity strategy approved for Nigeria. According to a 2016 report produced by Serianu, 
an IT services and business consulting firm in Nigeria, “Nigeria will require a minimum of 
N10bn over five years to strengthen its existing cybersecurity infrastructure”. Advisedly, these 
funds should be channeled through the NCD.  
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CHAPTER FOUR: IMPLEMENTATION FRAMEWORK FOR NIGERIA’S 
CYBERSECURITY STRATEGY 

 

4.1 Introduction  

This chapter focuses on creating an implementation planning framework for implementing a 
national cybersecurity strategy. This framework is linked to the core strategic objectives of 
Nigeria’s cybersecurity strategy namely: ‘Defend’; ‘Deter’; and ‘Develop’. These issues and 
activities highlighted under these three objectives address some of the issues highlighted in 
NITDA’s ICT Roadmap (2017-2020).  

4.2 Implementation Framework 

This study provides the framework for developing or strengthening any existing cybersecurity 
strategy or policy, such as the ONSA’s National Cybersecurity Strategy and the 2014 National 
Cybersecurity Policy and Strategy, by coming up with some activities and considerations for 
strengthening Nigeria’s digital or cybersecurity landscape. As noted earlier, the 
implementation framework suggested in this chapter stems from consultations with relevant 
stakeholders including best practices in developed and developing countries, such as the US, 
the UK, Canada, India, and China. This framework is developed from the perspective of three 
pillars that should underpin Nigeria’s cybersecurity strategy: DEFEND our cyberspace; 
DETER adversaries and cybercriminals; and to DEVELOP our local capabilities. These three 
pillars are discussed in more detail subsequently.  

4.2.1 DEFEND 

The DEFEND elements of Nigeria’s cybersecurity strategy aim to ensure that its networks, 
data and systems in the public, commercial and private spheres are resilient to and protected 
from cyber attack. It will never be possible to stop every cyber attack, just as it is not possible 
to stop every crime. However, together with citizens, education providers, academia, 
businesses and other governments, Nigeria can build layers of defence that will significantly 
reduce our exposure to cyber incidents, protect our most precious assets, and allow us all to 
operate successfully and prosperously in cyberspace. Acting to promote cooperation between 
the 36 states that make up the 6 geopolitical regions, other countries (i.e. especially our African 
counterparts), and good cybersecurity practice is also in the interest of our collective security. 

The government will implement initiatives aimed at ensuring that citizens, businesses, public 
and private sector organisations and institutions have access to the right information to defend 
themselves. The NCD or NCAC provides a unified source of advice in government for threat 
intelligence and information assurance, ensuring that we can offer tailored guidance for cyber 
defence and respond quickly and effectively to major incidents in cyberspace. The government 
will work with local and international industry partners to define what good cyber security looks 
like for public and private sectors, for our most important systems and services, and for the 
economy as a whole. The government will build security by default into all existing and future 
MDAs. Law enforcement agencies will collaborate closely with industry and the NCD or NCAC 
to provide dynamic criminal threat intelligence with which industry can better defend itself, and 
to promote protective security advice and standards.  

With respect to providing dynamic threat analysis and intelligence with which organizations 
can protect themselves, some government institutions -such as the Central Bank of Nigeria 
(CBN), NITDA etc- have made some impressive strides in this area. Recently, the CBN issued 
an exposure draft of the ‘Risk-based Cybersecurity Framework and Guidelines for Deposit 
Money banks (DMBs) and Payment Service Providers (PSPs)’ which provides financial 
services providers with guidelines for strengthening their cyber defenses in response to the 
rise in the number and sophistication of cybersecurity threats. The guideline outlines the 
minimum cybersecurity baseline to be put in place by DMBs and PSPs, is being issued. The 
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framework is designed to provide guidance for DMBs and PSPs in the implementation of their 
cybersecurity programmes towards enhancing their resilience. Some of the cybersecurity 
metrics suggested under the ‘cyber-threat intelligence and metrics’ component of the 
document are encapsulated in the cybersecurity metrics provided in the next chapter. 
Furthermore, NITDA has created a department in its organizations called the “Computer 
Emergency Readiness and Response Team (CERRT)” department to develop guidelines for 
the standardization of Information System Security Infrastructure for its stakeholders. The 
CERRT is also charged with responding to computer, network and related cyber security 
incidents that affect its stakeholders. Concerns remain whether the CERRT has sufficient 
capacity and funding to provide cybersecurity industry report. The CERRT, may in future be 
subsumed into the independent NCD or NCAC). Subsequently, in this report and for ease of 
reference, we will use the NCD to represent the independent body to be established for the 
purpose of developing and implementing cybersecurity strategy, policies and standards in 
Nigeria.  

4.2.1.1 Building an Active Cyber-defence (ACD) 

Active Cyber Defence (ACD) is the principle of implementing security measures to strengthen 
a network or system to make it more resistant to attack.9 In a commercial context, ACD 
normally refers to cyber security analysts developing an understanding of the threats to their 
networks, and then devising and implementing measures to proactively combat, or defend, 
against those threats. In the context of a national security strategy, the Government can apply 
the same principle on a larger scale by using its unique expertise, capabilities and influence 
to bring about a step-change in national cybersecurity to respond to existing and emerging 
cyber threats. The ‘network’ we are attempting to defend is the entire Nigerian cyberspace. 
The activities proposed represent a defensive action plan, drawing on the expertise of NCD 
as the National Technical Authority to respond to cyber threats to Nigeria at a macro level. 

Objectives of an Active Cyber-defence for Nigeria 

To implement cyber-defence activities in Nigeria, the Federal Government should aim to 
achieve the following: 

i. Strengthen firewalls around Nigeria’s existing infrastructure so that it is less vulnerable 
to local and international attacks; 

ii. Defeat the majority of high-volume/low-sophistication malware activity on Nigerian 
networks by blocking malware communications between hackers and their victims 

iii. Evolve and improve the scope and scale of Government’s capabilities to disrupt 
serious state sponsored and cyber criminal threats 

iv. Protect internet and telecommunications traffic from being hijacked by malicious 
actors 

v. Strengthen the digital defence of Nigeria’s critical infrastructure and citizen-facing 
services (i.e. especially against cyber threats); and  

vi. Disrupt the business model of every form of cyber-crime, to demotivate cyber 
criminals; and to reduce the damage that their activities can cause.  

Effective Approach for Active Cyber Defence 

To achieve the aforementioned objectives, a structured approach is needed to synergize 
public and private sector efforts towards strengthening Nigeria’s existing cybersecurity 
infrastructure: 

 Collaborate with industry, especially Communications Service Providers (CSPs), to 
make it very difficult to attack Nigerian internet services and users, and significantly 
decrease the prospect of attacks having a sustained impact on the country. This will 

                                                            
9 International Telecommunications Union (ITU), Guide to developing a national cyber security strategy: strategic 
engagement in cybersecurity, Working Report 2018.  
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include tackling phishing, blocking malicious domains and IP addresses, and other 
steps to disrupt malware attacks. It will also include measures to secure the Nigeria’s 
telecommunications and internet routing infrastructure. 

 Increase the scale, development and capabilities of relevant government MDAs, such 
as the Federal Ministry of Defence, NITDA, Federal Ministry of Communications (i.e. 
including relevant parastatals such as the NCC), and the future NCD capabilities to 
disrupt the most serious cyber threats to Nigeria, including campaigns by sophisticated 
cyber criminals and hostile foreign actors. 

 better protect government systems and networks, help industry build greater security 
into the supply chain for Cybersecurity Network Infrastructure (CNI), make the software 
ecosystem in Nigeria more secure, and provide automated protections for e-
government infrastructure.  

Critical Activities for Positioning Nigeria’s Active Cyber Defence (ACD) 

This section addresses some critical activities necessary for achieving Nigeria’s ACD 
objectives earlier identified in this chapter. These activities can be broadened to incorporate 
the unique mandates and objectives of NITDA’s departments. These indicative activities are 
as follows: 

 Engage with CSPs to block malware attacks. This can be achieved by restricting 
access to specific domains or web sites that are known sources of malware. This is 
known as Domain Name System (DNS) blocking / filtering. 

 Prevent phishing activity that relies on domain ‘spoofing’ (where an email appears to 
be from a specific sender, such as a bank or government department, but is actually 
fraudulent) by deploying an email verification system on government networks as 
standard and encouraging industry to do likewise. 

 promote security best practice through multi-stakeholder internet governance 
organisations such as the Internet Corporation for Assigned Names and Numbers 
(ICANN) which coordinates the domain name system), the Internet Engineering Task 
Force (IETF), the International Telecommunications Union (ITU) and the European 
Regional Internet Registry (RIPE) and engagement with stakeholders in the UN 
Internet Governance Forum (UNIGF).  

 Collaborate with law enforcement channels -the Nigeria Police Force (NPF), the 
Economic & Financial Crimes Commission (EFCC), the Nigeria Financial Intelligence 
Unit (NFIU) etc- to protect Nigerian citizens from being targeted in cyber attacks from 
unprotected local and international infrastructure.  

 Invest financial and non-financial resources in the implementation of controls to secure 
the routing of internet traffic for government MDAs with a view to preventing it from 
being illegitimately re-routed by malicious actors. 

 Invest in programmes in the Ministry of Defence, Ministry of Communications, NITDA, 
and the future NCD that will enhance their capabilities to respond to, and disrupt, 
serious state-sponsored and criminal cyber activity targeting networks in Nigeria.  

Relevant government MDAs will need to implement the aforementioned technical activities as 
threats evolve to ensure that Nigerian citizens and businesses are protected by default from 
the majority of large-scale commodity cyber attacks. 

Measuring Progress 

With implementing the earlier mentioned technical and non-technical interventions, there is a 
need to develop some performance metrics to track progress in strengthening Nigeria’s Active 
Cyber Defence (ACD) against agreed milestones. Some of these metrics (i.e. outcome and 
output performance measurement considerations for indicators) are highlighted below: 

 Phishing becomes more difficult in Nigeria because of the government’s large-scale 
defences against the use of malicious domains, more active anti-phishing protection 
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at scale and it is much harder to use other forms of communication, such as ‘vishing’ 
and SMS spoofing, to conduct social engineering attacks. 

 A significant percentage of malware communications and technical artefacts 
associated with cyber attacks and exploitation are being blocked. 

 Nigeria’s internet and telecommunications traffic are significantly less vulnerable to 
rerouting by malicious actors. 

 The capabilities of government institutions to respond to serious state-sponsored and 
criminal threats have significantly increased.  

4.2.1.2 Creating a More Secure Internet in Nigeria 

Changing technology provides us with the opportunity to significantly decrease the capacity of 
our enemies to conduct cyber crime in Nigeria by ensuring that future online products and 
services coming into use are ‘secure by default’. That means ensuring that the security 
controls built into the software and hardware we use are activated as a default setting by the 
manufacturer so that the user experiences the maximum security offered to them, unless they 
actively choose to turn it off. The challenge is to effect transformative change in a way that 
supports the end user and offers a commercially viable, but secure, product or service – all 
within the context of maintaining the free and open nature of the Internet.  

Manufacturers of computer hardware and software applications have an increased 
responsibility to ensure that these applications are delivered safe to consumers. They should 
ensure that the hardware and software that they produce for consumers and businesses are 
safe from spyware and malware that compromise the security of users and potentially cause 
harm. A recent report released by Symantec, the American cybersecurity firm, indicated that 
real world proof-of-concept attacks on digital or cybersecurity infrastructure that suggests that 
many countries are behind criminal and state-sponsored groups when it comes to cyber 
vulnerability exploits. Based on this observation, The Nigerian government should position 
itself to take a lead role in exploring those new technologies that will better protect its national 
digital infrastructure, help industry build greater security into the supply chain for cybersecurity 
infrastructure, secure the software ecosystem and provide automated protections to e-
government infrastructure. Furthermore, the government must test and implement new 
technologies that provide automated protection for government online products and services. 
Where possible, similar technologies should be offered to the private sector and the citizen. 

Objective of Efforts Aimed at Building a More Secure Internet in Nigeria 

The following objectives should underpin initiatives and investments aimed at building a safe 
and secure internet environment in Nigeria: 

i. The majority of online products and services used by individuals and organizations 
become ‘secure by default’ by 2023. 

ii. Consumers will be empowered to choose products and services that have built-in 
security as a default setting. 

iii. Individuals can switch off these settings if they choose to do so but those consumers 
who wish to engage in cyberspace in the most secure way will be automatically 
protected. 

Effective Approach for Building a More Secure Internet in Nigeria 

Critical considerations that will underpin the government’s approach to building a safe and 
secure internet in Nigeria are as follows: 

 the government will lead by example by running secure services on the Internet that 
do not rely on the Internet itself being secure;  

 the government will explore options for collaboration with industry to develop cutting-
edge ways to make hardware and software more ‘secure by default’; and  
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 the government will adopt challenging new cyber security technologies in government, 
encouraging the 36 states to do likewise, in order to reduce perceived risks of adoption. 
This will provide proof-of-concept and demonstrate the security benefits of new 
technologies and approaches.  

Critical Activities for Building a More Secure Internet Environment in Nigeria 

 Engage with hardware and software providers to sell products with security settings 
activated as default, requiring the user to actively disable these settings to make them 
insecure. Some vendors are already doing this, but some are not yet taking these 
necessary steps. 

 Develop an Internet Protocol (IP) reputation service to protect existing and future e-
governance infrastructure (this would allow online services to get information about an 
IP address connecting to them, helping the service make more informed risk 
management decisions in real time). 

 Install products on government networks that will provide assurance that software is 
running correctly, and not being maliciously interfered with.  

 Invest in technologies like Trusted Platform Modules (TPM) and emerging industry 
standards such as Fast Identity Online (FIDO), which do not rely on passwords for user 
authentication, but use the machine and other devices in the user’s possession to 
authenticate. The Government should test innovative authentication mechanisms to 
demonstrate what they can offer, both in terms of security and overall user experience.  

In implementing the aforementioned interventions, The Government should also explore how 
to encourage the market by providing security ratings for new products, so that consumers 
have clear information on which products and services offer them the best security. The 
Government will also explore how to link these product ratings to new and existing regulators, 
and ways to warn consumers when they are about to take an action online that might 
compromise their security. 

Measuring Progress 

To track progress in the implementation of activities and interventions aimed at building a safe 
and secure internet in Nigeria, there is a need to develop some performance metric 
considerations. These considerations provide a guide to developing outcome and output 
indicators for the ‘cybersecurity’ pillar in NITDA’s ICT Roadmap (2017-2020). These critical 
considerations are as follows: 

 Most computer products and services available in Nigeria in 2023 are making the 
country more secure because they have their default security settings enabled by 
default or have security integrated into their design. 

 All e-government services provided at national, state and local government levels are 
trusted by the Nigerian public because they have been implemented as securely as 
possible, and fraud levels are within acceptable risk parameters.  

4.2.1.3 Safeguarding Critical National Infrastructure and other Priority Sectors 

The cyber security of certain Nigerian organisations -such as banks- is of particular importance 
because a successful cyber-attack on them would have the severest impact on the country’s 
national security. This impact could have a bearing on the lives of citizens, the stability and 
strength of the Nigerian economy, or its global reputation. This premium group of companies 
and organisations within the public and private sector includes the critical national 
infrastructure (CNI), which provides essential services to the country. Ensuring the CNI is 
secure and resilient against cyber-attack should be a priority for the Federal Government. This 
premium group also includes other companies and organisations (e.g. media organizations, 
telecoms service providers) beyond the CNI, that require added level of support. 
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Objective of a Framework for Safeguarding CNI & other Priority Sectors 

The Nigerian government, working with the states and responsible government MDAs where 
appropriate, will ensure that the Nigeria’s most important organisations and companies, 
including the CNI, are sufficiently secure and resilient in the face of cyber-attack. Neither the 
Government nor other public bodies will take on the responsibility to manage this risk for the 
private sector, which rightly sits with boards, owners and operators. But the Government will 
provide support and assurance proportionate both to the threat these companies and 
organisations face, and to the consequences of their being attacked. According to Ernst & 
Young’s 2015 Global Information Survey, “Cyber security is key to unlocking innovation and 
expansion, and by adopting a tailored organisation and risk-centric approach to cyber security, 
organisations can refocus on opportunities and exploration. Building trust in a business that 
operates successfully within the Internet of Things (IoT), and that fully supports and protects 
individuals and their personal mobile devices (from a simple phone to a health care device, 
from smart appliances to smart cars), is a key competitive differentiator and must be a 
priority.”10 

Effective Approach to Safeguarding CNI & Other Priority Sectors 

A structured approach involving close collaboration between the government and relevant 
stakeholders and industry players is key to safeguarding the country’s CNI and other priority 
sectors including the economy. This structured approach should be underpinned by the 
following critical considerations: 

 Organisations and the boards of private sector organizations are responsible for 
ensuring their networks are secure. They must identify critical systems and regularly 
assess their vulnerability against an evolving technological landscape and threat. They 
must invest in technology and improving the cybersecurity knowhow of their staff to 
reduce vulnerabilities in current and future systems, and in their supply chain, to 
maintain a level of cyber security proportionate to the risk. They must also have tested 
capabilities in place to respond if an attack happens. For the CNI, they must do this 
with government bodies and regulators so the country can be confident that cyber risk 
is being properly managed -if this is not the case- intervene in the interest of national 
security.  

 The Government will, therefore, understand the level of cyber security across our CNI 
and have measures in place to intervene where necessary to drive improvements that 
are in the national interest. 

 The government should share threat information with industry that it has access to, so 
they know what they must protect themselves against. This includes providing advice 
and guidance on how to manage cyber risk and, working collaboratively with industry 
and academia, define what good cyber security looks like. 

 Stimulate the introduction of the high-end security needed to protect the CNI, such as 
training facilities, testing labs, security standards and consultancy services. 

 The federal government should make sure that the right regulatory framework for 
cybersecurity is in place to ensure that public and private sector organizations act 
accordingly to protect themselves from cybersecurity threats. This regulatory 
framework should be outcome-based and sufficiently flexible so that it will not fall 
behind these threats, or lead to compliance (i.e. more a ticking-the-box exercise) rather 
than risk management. 

 

                                                            
10 Ernst & Young, Global Information Survey, Report 2015.  
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Measuring Progress 

The Federal Government will measure its success in protecting our CNI and other priority 
sectors by assessing progress towards the following key outcomes (i.e. these outcomes can 
be expanded to reflect emerging priorities and should be in accordance with the main thrusts 
of the NITDA’s cybersecurity pillar as outlined in its ICT Roadmap for 2017-2020: 

 Relevant government MDAs understand the level of cyber security across the CNI, 
and have measures in place to intervene, where necessary, to drive improvements in 
the national interest. 

 Our major companies and organisations understand the level of cybersecurity threats 
and implement proportionate cyber security practices and standards. 

4.2.1.4 Transforming the Digital Behaviours of Individuals and Businesses 

A successful Nigerian digital economy depends on the confidence of businesses and the 
public in online services. Consequently, the Government should work with industry and other 
parts of the public sector to increase awareness and understanding of the threat. Furthermore, 
the Government should provide the public and business with access to some of the tools that 
they need to protect themselves. While some private sector organisations in Nigeria that are 
doing an excellent job of protecting themselves, and in providing services to others online, the 
majority of businesses and individuals are still not properly managing inherent cyber risk. 

Objective of a Program Aimed at Transforming Digital Behaviours in Nigeria 

With respect to transforming digital behaviours in Nigeria, the core objective is, “to ensure that 
individuals and organisations, regardless of size or sector, are taking appropriate steps to 
protect themselves, and their customers, from the harm caused by cyber attacks”. 

Approach to Transforming Digital Behaviours in Nigeria 

The approach to be used by the government to transform digital behaviours -at the individual 
and organizational level- in Nigeria should be underpinned by the following critical 
considerations and activities: 

 The Government should provide the advice that the economy needs to protect itself. 
For the public, the Government should harness ‘trusted voices’ to increase the reach, 
credibility and relevance of this message. It is essential to note that cybersecurity 
advisory to organizations and citizens should be easy to act upon and relevant to 
individuals, at the point they are accessing services and exposing themselves to risk.  

 For businesses, the government will work through organisations such as insurers, 
regulators and investors which can exert influence over companies to ensure they 
manage inherent cybersecurity risks. In doing so, relevant government MDAs should 
highlight the clear business benefits and the pricing of cybersecurity risks by market 
influencers. Research should be conducted to understand better why many 
organisations still fail to protect themselves adequately and then work in partnership 
with organisations such as professional standards bodies, to move beyond raising 
awareness to persuading companies to act. Getting companies to act should be 
underpinned by the right regulatory framework in place to manage those cyber risks 
that the market fails to address.  

 To ensure that the government transforms digital behaviour on a large scale, it should 
maintain a coherent and consistent set of messages on cyber security guidance from 
both the MDAs and other partners. The government can launch an enlightenment 
scheme to increase cybersecurity awareness among business organizations in 
Nigeria. Such education intervention should show organisations how to protect 
themselves against low-level “commodity threat”. 
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Measuring Progress 

Progress in transforming the digital behaviours of individuals and business organizations in 
Nigeria should be underpinned by the following outcome and output indicators: 

 the Nigerian economy’s level of cyber security is as high as, or higher than, 
comparative developing economies;  

 the frequency, severity and impact of successful cyber attacks against Nigerian 
businesses has reduced, because cyber hygiene standards have improved; and  

 there is an improving cyber security culture across Nigeria because public and private 
sector organisations and the public understand their cyber risk levels and understand 
the cyber hygiene steps they need to adopt to mitigate those risks.  

4.2.2 DETER 

The protection and defence of Nigeria’s cybersecurity landscape and infrastructure ought to 
begin with ‘deterrence’. For the Federal Government to achieve its vision of a country that has 
a safe and secure digital environment that enhances its national prosperity, there is a need to 
to dissuade and deter those who would harm us and our interests. To achieve this, there is a 
need to continue to raise levels of cyber security so that attacking us in cyberspace – whether 
to steal from us or harm us – is neither cheap nor easy. Our enemies must know that they 
cannot act with impunity; that we can and will identify them, and that we can act against them, 
using the most appropriate response from amongst all the tools at our disposal. The 
government must also build global alliances and promote the application of international law 
in cyberspace. Relevant government MDAs -especially regulatory bodies- should be 
positioned to actively disrupt the activities of all those who threaten our interests in cyberspace 
and the infrastructure on which they rely. It is essential to note that delivering this vision 
demands world-class sovereign capabilities. 

The Role of the Cyber in Deterrence  

Cyberspace is only one sphere in which Nigeria must defend its interests and sovereignty. 
Just as its actions in the physical sphere are relevant to its cyber security and deterrence, so 
its actions and posture in cyberspace must contribute to wider national security. The principles 
of deterrence are as applicable in cyberspace as they are in the physical sphere. Any national 
security strategy agreed by the government should make clear that the full spectrum of 
Nigeria’s capabilities will be used to deter enemies and to deny them opportunities to attack 
us. However, it is necessary to know that cyber security and resilience are in themselves a 
means of deterring attacks that rely on the exploitation of inherent vulnerabilities. 

In strengthening its cybersecurity infrastructure, the government should pursue a 
comprehensive national approach to cyber security and deterrence that will make Nigeria a 
challenging target, decrease the benefits and raise the costs to an adversary or criminal 
groups – be they political, diplomatic, economic or strategic. There is need to ensure that the 
country’s capability and intent to respond are understood by potential adversaries in order to 
influence how they act. Furthermore, the government should also acquire the tools and 
capabilities that are required to deny cyber criminals and illegal state-sponsored actors easy 
opportunities to compromise existing and future digital infrastructure. 

4.2.2.1 Reducing Cybercrime in Nigeria 

Cybercrime refers to all activities done with the criminal intent in cyberspace and usually fall 
into three categories namely: (i) crimes against individuals; (ii) crimes against business 
organizations; and (iii) crimes against the government. Cybercrime has been increasing in 
complexity and financial costs since corporations, government and individual or society at 
large started utilizing computers in the course of doing business. As technology increases 
between governments, corporate organizations and individuals that are involved in 
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international and local businesses, criminals have realized that this is a cost effective way of 
making money. Efforts to address cybercrime include activities associated with defending 
networks and data, detecting criminal activities, inquiring into crime and taking legal action 
against criminals. 

Some examples of cybercrimes include sending spam emails (spamming), stealing personal 
information (identity theft), breaking into a person’s computer to view or alter data (hacking) 
and tricking someone into revealing their personal information (phishing), making Internet 
services unavailable for users (Denial of service –DOS), advanced free fraud 419 (aka Yahoo-
yahoo), credit card fraud (ATM), plagiarism and software piracy, pornography, stealing money 
bit-by-bit in a cunning way (salami attacks) and virus dissemination etc. So many crimes are 
committed on a daily basis in the Nigerian cyberspace. A recent report in the Daily Trust 
Newspaper (2010) by the Internet Crime Complaint Centre, which is a partnership between 
the Federal Bureau of Investigation (FBI) and America’s National White Collar Crime Centre, 
revealed that Nigeria is now ranked third among the list of top ten sources of cybercrime in 
the world with 7% behind the US (8.5%) and the UK (9.9%). Criminals that indulge in the 
advance fee fraud schemes (419) are now popularly called “Yahoo Boys” in Nigeria.11 The 
country has therefore carved a niche for herself as the source of what is now popularly called 
419-mails, named after Section 419 of the Nigerian Criminal Code (Capp 777 of 1990) that 
forbid advance fee fraud. 

To discourage cyber criminals in Nigeria, the government –through its relevant MDAs and law 
enforcement agencies- should increase the cost, raise the risk, and reduce the reward of 
crybercrime. While the government must strengthen the country against cyber attacks and 
decrease vulnerabilities, there is also a need to pay considerable attention towards pursuing 
cybercriminals who attack individuals, business organizations and government institutions.  

One of the factors that make it difficult to effectively tackle cybercrime in Nigeria is the lack of 
cybercapabilities among law enforcement agenices. Limited capacity is equally a problem 
among most government MDAs and private sector organizations. Having said this, the private 
sector has made some progress in protecting its digital infrastructure from cyber crime 
compared to public sector organizations. However, the challenge is still serious as global 
losses to crime is estimated at US$600bn annually according to a report by the Internent 
Society.12 In Nigeria, losses are estimated at N127bn annually. Addressing the problem of 
limited cybersecurity capacity should be led by NITDA through the NCD, i.e. the assumption 
being that the NCD is domiciled to NITDA. The NCD should be the arrow head of the 
government’s strategy to improve cybersecurity capacity in public and private organizations 
including improving digital literacy in Nigeria. One of the ways of strengthening cybersecurity 
capacity is for NITDA to establish a local Cybersecurity Certification Authority with 
International credibility to increase the number of cybersecurity professions in Nigeria 
leveraging the Global Accredited Cybersecurity Scheme (GACS).  

Objective of Cybercrime Reduction Efforts 

With respect to deterrence, the objective of cybercrime reduction efforts is as follows: “Nigeria 
will reduce the effect of cybercrime on Nigeria and its interests by deterring cyber criminals 
from targeting Nigeria and continually pursuing those who persist in attacking the country”. 

Effective Approach to Reducing Cybercrime in Nigeria 

Reducing cybercrime in Nigeria demands commitment and investment in the following: 

 Strengthen cybersecurity capacity in law enforcement agencies in Nigeria to identify, 
pursue, prosecute and deter cyber criminals both within and outside the country.  

                                                            
11 O. Longe, I.Omoruyi, and F.Longe, Implications of the Nigeria Copyright Law for Software Protection. The 
Nigerian Academic Forum Multidisciplinary Journal.Vol. 5, No. 1.pp 7-10. 2005 
12 Internet Society, The Cost of Cybercrime. Accessed from: http://www.internetsociety.org  
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 Create an improved understanding of the cybercrime mode for targeted interventions 
by law enforcement agencies and other relevant government MDAs. This 
understanding will be used to make Nigeria a high-cost, high-risk enviroment for local 
and international cybercriminals.  

 Discourage individuals from being attracted to cybercrime through national and state-
level advocacy and digital literacy schemes.  

 Strengthen collaboration between public and private sector organizations for increased 
sharing of intelligence and knowledge on cybersecurity threats and best practices in 
the sector. This collaboration is also needed to reduce vulnerabilities in Nigeria’s digital 
infrastricture that could be exploited at scale by cyber criminals.  

 The financial services sector in Nigeria is one the most targeted by local and 
international cyber criminals. Consequently, there is also a need to create a working 
group –consisting of the CBN, NITDA, NCC, Nigerian Financial Intelligence Unit 
(NFIU), the EFCC, and representatives of the Financial Services Sector- that will 
establish modalities for making Nigeria a hostile environment for those seeking to 
monetise identity theft, including disruption of their networks.  

 NITDA should collaborate with the NCC and telecoms service providers to create a 
helpline for victims of cybercrime in Nigeria.  

Measuring Progress 

The underlisted outcomes provide the government with a veritable means of measuring 
progress in its efforts at decreasing cybercrime in Nigeria: 

 There is improved law enforcement capability, including greater capacity and skills of 
dedicated specialists and mainstream officers in local law enforcement agencies such 
as the NPF, the EFCC, NAPTIP,13 NFIU etc.  

 There is improved effectiveness and increased scale of early intervention measures 
dissuades and reforms offenders. 

 The financial services sector in Nigeria is resilient to the activities of local and 
international cybercriminals.14 

 There are fewer low-level cyber offences as a result of cyber-criminal services being 
harder to access and less effective. 

4.2.2.2 Countering Hostile Foreign Actors 

Nigeria needs to bring to bear the full spectrum of government capabilities to counter the threat 
posed by hostile foreign actors that increasingly threaten its political, economic and military 
security. Collaborating with global partners will be key to success, and greater emphasis will 
be placed on engaging them and working with them to counter emerging cybersecurity threats. 
It is essential to note that most of these actions will not be in the public domain. Nigeria’s 
investment in sovereign capabilities and partnerships with industry and the private sector will 
continue to underpin its ability to detect, observe and identify this constantly evolving activity 
against us. 

Objective of Interventions Aimed at Deterring & Countering Hostile Foreign Actors 

The overriding objective of interventions aimed at deterring and countering hostile foreign 
actors is as follows: “Nigeria has strategies, policies and priorities in place for each enemy, to 

                                                            
13 National Agency for the Prohibition of Trafficking in Persons (NAPTIP) is mentioned here because of the 
increased use of cyberspace by traffickers in Nigeria to carry out their criminal activities including the exploitation 
of children and young persons. Consequently, NAPTIP’s cybersecurity capacity must be strengthened to respond 
to the evolving nature of trafficking.  
14 From an output indicator standpoint, this can be measured by the following: frequency of cybercrimes in the 
sector (i.e. aggregated on a monthly, quarterly and annual basis); quantification of losses stemming from attacks 
that materialize; number of breaches to banking networks; number of cyberattacks repelled; number of 
cybercriminals captured; number of cybercriminals successfully prosecuted etc.  
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ensure a proactive, well-calibrated and effective approach is taken to counter the threat and 
in order to drive down the number and severity of cyber incidents now and in the future”. 

Approach to Deterring & Countering Hostile Foreign Actors 

In order to deter and counter hostile foreign actors, the following approaches are critical: 

 Reinforce the application of global law in cyberspace coupled with promoting the 
agreement of voluntary, non-binding values of responsible state behaviour and the 
development and implementation of confidence-building measures. 

 Collaborate with global partners, especially through collective defence, cooperative 
security, and strengthened deterrence that Nigeria’s membership of Economic 
Community of West African States (ECOWAS) and the United Nations (UN) affords. 

 Identify both unique and generic forms of our enemies’ cyber activity and capabilities. 

 Generate and explore all available alternatives for deterring and countering 
cybersecurity threats, drawing on the full spectrum of government capabilities. This 
includes taking full consideration of other related factors, including country-specific 
strategies, global cyber priorities, and cybercrime and prosperity objectives.  

 Utilize existing networks and relationships with our key global partners to share 
information about current and emerging threats, adding value to existing expertise.  

Measuring Progress 

The following outcomes provide NITDA and other relavant government MDAs to track 
progress in deterring and countering hostile threats and attacks from foreign actors: 

 Improved information sharing between in-country local networks and between local 
networks and international networks.  

 Nigeria’s digital infrastructure is constantly adjusted to fit with emerging best practices 
in the cybersecurity sector.  

 Nigeria’s defence and deterrrence initiatives, alongside its country-specific strategies, 
are making the country a more difficult target for hostile foreign actors to act against.  

4.2.2.3 Preventing Terrorism 

The technical capability of terrorists currently remains limited but they continue to aspire to 
conduct damaging computer network operations against Nigeria, with publicity and disruption 
as the primary objective of their cyber activity. The Nigerian government will identify and 
disrupt terrorists using and intending to use cyber tools for this purpose. In doing so, the 
government will minimise their impact and prevent an uplift in terrorist cyber capability that 
would further threaten our digital networks and national security.  

Terrorist groups -such as ISIS, Boko Haram, and ISWAP15- increasingly use the cyber space 
to either attack the digital infrastructure of countries, propagate their ideology, and recruit 
individuals to their cause. Consequently, there is a need for relevant law enforcement 
agencies to monitor the activities of known terrorist groups in Nigeria’s cyberspace with a view 
to reducing the spread of terrorist ideology and disrupting recruitment networks. Again, for 
them to effectively do this, their capacity to monitor illegal activity in Nigeria’s cyber space 
must be strengthened.  

Objective of Initiatives Aimed at Preventing Terrorist Activity in Cyberspace 

The main objective of efforts by the Nigerian goverment to prevent and disrupt terrorist 
activities in Nigeria’s cyberspace should read as follows: “to mitigate the threat of terrorist use 
of cyber, through the identification and disruption of terrorist cyber actors who currently hold, 
and aspire to build, capability that could threaten Nigeria’s national security”. 

                                                            
15 ISWAP- Islamic State in the West African Province. 



-30- 

 

Effective Approaches to Preventing Terrorist Activities in Cyberspace 

Some of the structured activities that can be taken by the Nigerian government to prevent and 
disrupt terrorist activities in cyberspace are as follows: 

 Detect cyber terrorism threats, identifying actors who are seeking to conduct damaging 
network operations against Nigeria’s digital infrastructure. 

 Investigate and disrupt existing and future cyber terrorism actors to prevent them from 
using cyber capability against Nigeria.  

 Collaborate with other countries and organizations to strengthen our capacity to better 
tackle the threat from cyber terrorism. 

Measuring Progress 

The following outcomes provide NITDA and other relevant government government agencies 
with a means of tracking progress in the implementation of preventive initiatives against cyber 
terrorism: 

 A full appreciation of the risks posed by cyber terrorism, through identification and 
investigation of cyber terrorim threats to Nigeria. 

 Adequate monitoring and disruption of terrorist cyber capability at the earliest 
opoortunity, with the objective of preventing a rise in such terrorist capability in the 
medium to long term.  

4.2.2.4 Enhancing Nigeria’s Offensive Cyber Capabilities 

Offensive cyber capabilities entail deliberate intrusions into an adversary’s systems or 
networks, with the intention of causing damage, disruption or destruction. Offensive cyber 
forms part of the full spectrum of capabilities that Nigeria needs to develop to deter adversaries 
and to deny them opportunities to attack us, in both cyberspace and the physical sphere.  

At present, Nigeria lacks offensive cyber capabilities, the type seen in countries such as 
Russia and China.16 Given this inherent weakness, NITDA must collaborate with the Federal 
Ministry of Defence (FMoD) to strengthen Nigeria’s offensive cybersecurity capabilities. This 
can be achieved by developing and implementing a National Offensive Cyber Programme 
(NOCP). Through a well-funded NOCP, NITDA and the FMoD will ensure that Nigeria has at 
its disposal appropriate offensive cyber capabilities that can be deployed at any time and place 
for both deterrence and operational purposes, in accordance with national and international 
law. 

Objective of Strengthening Nigeria’s Offensive Cyber Capabilities 

The main objective of government intiiatives aimed at strenghtening Nigeria’s offensive cyber 
capabilities are as follows: “Nigeria will ensure that it has at its disposal adequate offensive 
cyber capabilities that can be deployed at any time and place for both deterrence and 
operational purposes, in accordance with national and international law”. 

Approach to Strengthening Nigeria’s Offensive Cyber Capabilities 

To strengthen Nigeria’s offensive capabilities, there is a need for the government to commit 
resources towards strengthening its offensive cyber capabilities. Some of the steps and 
activities that can be taken to achieve this are as follows: 

 The government should commit resources towards strenghthening the capacity of 
relevant institutions to use offensive cybersecurity tools. 

                                                            
16 Increasingly, state-sponsored cyber attacks have emerged as a tool in the offensive warfare strategies of 
countries. Recently, the US and the UK identfied APT 10, a state-sponsored group in China, responsible for the 
intrusions into government networks and intellectual theft against companies in the US and UK.  
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 Attract and recruit cybersecurity talent into relevant government agencies such as 
NITDA, the FMoD, the NCC, and the Federal Ministry of Communications (FMoC).  

 Develop and strengthen the capacity of Nigeria’s Armed Forces to deploy offensive 
cyber capabilities as an integrated part of operations, thereby enhancing the aggregate 
impact that Nigeria can achieve through offensive military action.   

Measuring Progress 

The Nigerian government can measure its success in establishing offensive cyber capabilities 
by assessing progress towards the following key outcomes: 

 Nigeria positions itself to be a world leader in offensive cyber capability. 

 Nigeria has established a pipeline of skills and expertise to develop and deploy its 
sovereign offensive cyber capabilities.  

4.2.3 DEVELOP 

The DEVELOP aspect of the national security strategy is more concerned with determining 
how Nigeria will acquire and strengthen the tools and capabilities needed to protect itself from 
the cyber threat. The number of certified cybersecurity professionals in Nigeria is insufficient 
to meet the future demand especially as the cyber landscape continues to evolve rapidly. The 
Government must act now to plug the growing gap between demand and supply for key cyber 
security roles, and inject renewed vigour into this area of education and training. NITDA can 
lead efforts to address this particular problem by establishing a local cybersecurity certification 
authority with international credibility to increase the number of cybersecurity expertise in 
Nigeria.  

A skilled workforce is the lifeblood of a vital and world-leading cybersecurity commercial 
ecosystem. This ecosystem will ensure cyber start-ups prosper and receive the investment 
and support they require. This innovation and vigour can only be provided by the private 
sector; but the Government must create the environment to support its development, and 
actively promote the wider cybersecurity sector to the global market. A dynamic and thriving 
scientific research sector is also required to support both the development of highly skilled 
people, and to ensure that new ideas translate into cutting-edge products for individual and 
corporate clients.  

4.2.3.1 Strengthening Cybersecurity Skills in Nigeria 

Nigeria needs to address the systemic issues at the core of the shortage of cyber expertise in 
th country: the lack of young people entering the profession; the shortage of current 
cybersecurity specialists; inadequate exposure to cyber and information security concepts in 
computing courses; a shortage of suitably qualified teachers; and the absence of established 
career and training pathways into the profession. This calls for swift intervention by the 
Government to help address the current shortage and develop a coherent long-term strategy 
that can build on these interventions to bridge the skills gap. However, it must be recognised 
that to have any significant impact, this effort must be collaborative, with input from a range of 
stakeholders across the 36 states, public sector, private sector, education providers, 
academia bodies and industry. From an education perspective, limited focus of the primary 
and secondary education curriculum on STEM education is one of the factors responsible for 
the cybersecurity skills shortage in Nigeria. The curriculum does little to inculcat digital literacy 
and IT skills in students who are supposed to be the next generation of Nigeria’s IT workforce. 
Having identified the problem of shortage of IT skills in Nigeria, there is a need to outline the 
overriding objective of any intervention aimed at addressing this problem. 

Objective of Initiatives Aimed at Strengthening Cybersecurity Skills in Nigeria 

The main objective of any intervention aimed at growing local cybersecurity skills should read 
as follows: “to ensure the sustained supply of the best possible home-grown cyber security 
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talent, whilst funding specific interventions in the short term to help meet known skills gaps. 
We will also define and develop the cyber security skills needed across the population and 
workforce to operate safely and securely online”.  

Achieving the aforementioned objective requires a 10-year program of education initiatives 
that will address cybersecurity skills shortage and improve digital literacy in Nigeria. This 
should be complemented by attracting cyber specialists to government who are not only 
effectively trained but also ready to maintain our national security. This also includes 
understanding the impact of cyberspace on military operations. 

Approach to Strengthening Cybersecurity Skills in Nigeria 

Some of the interventions that should be taken to address the cyber security skills shortage in 
Nigeria include: 

 Develop and implement a self-standing skills strategy that builds on existing work to 
integrate cyber security into the education system. This will continue to improve the 
state of computer science teaching overall and embed cybersecurity into the 
curriculum, especially at the secondary and tertiary levels. Furthermore, everyone 
studying computer science, technology or digital skills should learn the fundamentals 
of cyber security and be able to bring those skills into the workforce. As part of this 
effort, NITDA and other relevant government agencies should also address the gender 
imbalance in cyber-focused professions, and reach people from more diverse 
backgrounds, to make sure we are drawing from the widest available talent pool. 

 There is a need to set out more clearly the respective roles of government and industry, 
including how these might evolve over time. The Federal and State governments have 
a key role in creating the right environment for cyber security skills to be developed 
and to update the education system to reflect the changing needs of industry and 
government. But employers also have a significant responsibility to clearly articulate 
their needs, as well as train and develop employees and young people entering the 
profession. The IT Industry has an important role in building diverse and attractive 
career and training pathways in partnership with academia, professional bodies and 
trade associations. 

 In recognition of the collective challenge Nigeria faces in closing the skills gap, it may 
help to establish a skills advisory group made up of government, employers, 
professional bodies, skills bodies, education providers and academia, which will 
strengthen the coherence between these key sectors. This group will support the 
development of a long-term strategy which will take account of developments in the 
broad field of digital skills, ensuring that cyber security considerations are aligned and 
incorporated throughout. 

 Establish a schools programme to create a step change in specialist cyber security 
education and training for talented 14-18 year olds (involving classroom-based 
activities, after-school sessions with expert mentors, challenging projects and summer 
schools). 

 Establish a fund to retrain candidates already in the workforce who show a high 
potential for the cyber security profession. 

 Establish local Cybersecurity Certification Authority with International credibility to 
increase number of Cybersecurity professionals by leveraging the Global Accredited 
Cybersecurity Education (ACE) Scheme” and other partnerships. 

Measuring Progress 

The Government will measure our success in strengthening cyber security skills by assessing 
progress towards the following outcomes: 

 There are effective and clear entry routes into the cyber-security profession, which are 
attractive to a diverse range of Nigerians. 
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 By 2022, cyber security is taught effectively as an integral part of relevant courses from 
primary to post-graduate level. 

 Cyber security is widely acknowledged as an established profession with clear career 
pathways including globally accredited certifcation routes.  

 Proper cyber security knowledge is an integral part of the continual professional 
development for relevant non-cyber security professionals across the country. 

 The Government and the Armed Forces have access to cyber specialists able to 
maintain Nigeria’s security and resilience. 

4.2.3.2 Stimulating the Growth of the Cybersecurity Sector in Nigeria 

A growing and innovative cybersecurity sector is a necessity for a modern, digital economy. 
Nigerian cyber security firms provide world-leading technologies, training and advice to 
industry and governments. There are also barriers that the Government needs to address. 
Nigerian companies and academics develop cutting-edge technology, but some require 
support to develop the commercial and entrepreneurial skills required to thrive. There are also 
funding gaps that prevent small and medium-sized tech firms –especially around the Yaba 
axis of Lagos State (i.e. also referred to as Nigeria’s Silicon Valley- from growing and 
expanding into new markets and territories. The most ground-breaking products and services, 
that offer the potential to keep us ahead of the threat, struggle to find customers who are 
willing to act as early adopters. Overcoming these challenges requires increased collaboration 
between the government, private sector and academia. 

Objective of Interventions Aimed at Stimulating the Growth of Nigeria’s Cyberssecurity Sector 

The overriding objective of any intervention aimed at stimulating the growth of the 
cybersecurity sector in Nigeria is as follows: “the Government will support the creation of a 
growing, innovative and thriving cyber security sector in the UK in order to create an 
ecosystem where: IT companies companies prosper, and get the investment they need to 
grow; the best minds from government, academia and the private sector collaborate closely 
to spur innovation; and customers of the Government and industry are sufficiently confident 
and prepared to adopt cutting-edge services”.  

The adoption of cutting edge IT products and services in Nigeria relies on a thriving 
cybersecurity sector. The adption of existing and future e-government initiatives in Nigeria 
relies heavily on a thriving IT sector.  

Approaches to Growing the Cybersecurity Sector in Nigeria 

Creating a thriving cybersecurity ecosystem in Nigeria requires the following actions: 

 Commercialise innovation in academia, providing training and mentoring to 
academics. 

 Establish six innovation centres (i.e. one for each of the 6 geopolitcal regions in 
Nigera), to drive the development of cutting-edge cyber products and dynamic new 
cyber security companies, which will sit at the heart of a programme of initiatives to 
give start-ups the support they need to get their first customers and attract further 
investment. 

 Provide testing facilities for local IT companies to develop their products, together with 
a fast-track form of assessment for the next generation of cyber security products and 
services as they emerge, enabling customers to be confident in their use.  

 Create a Cyber Innovation Fund to support digital and cybersecurity innovations from 
small and medium IT firms across the 6 geopolitical regions on Nigeria.  

Measuring Progress 

The Government will measure its success in stimulating growth in the cyber security sector in 
Nigeria by assessing progress towards the following outcomes: 
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 A significant increase in investment in early stage IT companies. 

 Adoption of more innovative and effective cyber security technologies in government 
MDAs. 

 At least a 10% growth in the size of the local IT sector in Nigeria over a period of five 
to ten years.  

In this chapter, attention was devoted to creating a framework for the development and 
implementation of a cohesive and effective national cybersecurity strategy from three main 
spectrums namely: DEFENCE; DETER; and DEVELOP. This framework addressed critical 
considerations for protecting Nigeria’s digital infrastructure from cyber criminals and foreign 
hostile actors are addressed. It also looks steps that the government –through its relevant 
agencies- can deter would-be cyber criminals from attacking its digital infrastructure. Finally, 
the framework looks at ways that the government can enhance its local cybersecurity expertise 
whilst positioning Nigeria as an innovation centre for cybersecurity support.  
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CHAPTER 5: METRICS FOR TRACKING PROGRESS IN THE IMPLEMENTATION 
OF NIGERIA’S CYBERSECURITY STRATEGY 

 

5.1 Introduction 

This chapter focuses on identifying some metrics that can be used to measure the 
effectiveness and value of a country’s cybersecurity program or initiatives. It is essential to 
note that few studies have been conducted to identify and develop a cybersecurity assessment 
framework. This is the case with some businesses and governments around the world. Some 
studies have shown that developing countries lag behind with regards to tracking, monitoring 
and assessing the effectiveness of their cybersecurity initiatives. In view of this perceived gap, 
this chapter makes an attempt at suggesting a framework for assessing the usefulness of 
cybersecurity initiatives implemented by the government through its ministries, departments, 
and agencies (MDAS).  

5.2 Importance of Cybersecurity Assessment 

With global governments and companies spending an estimated US$100bn annually on 
cybersecurity defences, a significant number of these governments and companies are 
making business decisions and purchasing cybersecurity technology blindly. What is more 
worrying is that many of these governments and organizations fail to consider business users 
when making purchase decisions, nor have they established a working group to evaluate the 
business impact and risks associated with cyber security investments. In fact, a survey of 400 
companies and government institutions in Europe, Thycotic identified the following results:17 

 1 in 3 companies invest in cybersecurity technologies without any way to measure their 
value or effectiveness. 

 4 out of 5 companies do not know where their sensitive data is located and how to 
secure it.  

 4 out of 5 fail to communicate effectively with business stakeholders and include them 
in cybersecurity investment decisions.  

The above findings when juxtaposed with developing countries, are worse with 90% 
companies in Nigeria lacking any framework for assessing the effectiveness of their 
cybersecurity programs.18 With ransomware causing havoc in the private sector in Nigeria, it 
is alarming that so many organizations are uncertain whether they have backed up information 
properly and if they can recover it a timely manner.  

Ransomware became lucrative business for cyber criminals in 2017 especially since the code 
/ malicious program could easily be bought online by anyone and used to render an 
organization or any target captive. Ransomware was the fastest growing security threat in 
2018 as evidenced in several reports. Not only did we see more attacks on more businesses 
demanding more money, but the level of sophistication in distributing ransomware also 
expanded.19 These happened despite several warnings that people should not give in and pay 
the ransom to attackers so as not to encourage them to continue. There were cases where 
the data that could be lost if the targeted organization / victim did not pay up was very vital to 
the existence of the organization, hence the victims had to give in and negotiate with the 
criminals. Unfortunately this trend is expected to continue in the New Year given the relative 
ease with which the attack could be set up and the attacker could quickly cash in. It is also 
expected that ransomware in 2019 would start to target other platforms apart from computers; 

                                                            
17 Thycotic, State of Cybersecurity Metrics Annual Report, 2017. Accessed from: https://thycotic.com/wp-
content/uploads/2013/03/2017-Cyber-Security-Strategy-Metrics-Report.pdf 
18 Paladion, Nigeria: Cyber Security Report, 2016. Accessed from: 
https://www.serianu.com/downloads/NigeriaCyberSecurityReport2016.pdf 
19 Deloitte, Trends in Cybersecurity, Working Paper June 2018. Accesed from: http://www.deloitte.com  
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majority of the attacks in the past were on systems running windows operating systems, but it 
is expected that there would be a shift and focus would also be on mobile devices especially 
those running on the Android platform. Just like we predicted in the outlook for last year and 
in several conferences we presented, prevention of ransomware attacks is possible only if 
individuals and organizations would follow some of the most basic cyber security practices. 

When it comes to cyber attacks in Nigeria, SMEs are more vulnerable. Small and medium size 
enterprises (SMEs) are being targeted more because their cyber security is typically much 
easier to compromise. Though they are not usually the main target but a secondary victim, the 
real goal of cyber criminals is to infiltrate partnerships SMEs have established with larger 
organizations via a supply chain or data shared with larger companies. Cybersecurity presents 
a major future threat to Nigeria’s economic prosperity given the vulnerability of many 
businesses, especially SMEs which are the engine of economic growth.  

5.3 Cybersecurity Metrics: Measuring the Performance of Cybersecurity Infrastracture 
and Programs 

Metrics are tools to facilitate decision making and improve performance and accountability. 
Measures are quantifiable, observable, and are objective data supporting metrics. Operators 
can use metrics to apply corrective actions and improve performance. Regulatory, financial, 
and organizational factors drive the requirement to measure IT security performance. Potential 
security metrics cover a broad range of measurable features, from security audit logs of 
individual systems to the number of systems within an organization that were tested over the 
course of a year. Effective security metrics should be used to identify weaknesses, determine 
trends to better utilize security resources, and judge the success or failure of implemented 
security solutions. 

Cyber security metrics and measures can help organizations (i) verify that their security 
controls are in compliance with a policy, process, or procedure; (ii) identify their security 
strengths and weaknesses; and (iii) identify security trends, both within and outside the 
organization’s control. Studying trends allows an organization to monitor its security 
performance over time and to identify changes that necessitate adjustments in the 
organization’s security posture. At a higher level, these benefits can be combined to help an 
organization achieve its mission by (i) evaluating its compliance with legislation and 
regulations, (ii) improving the performance of its implemented security controls, and (iii) 
answering high-level business questions regarding security, which facilitate strategic decision 
making by the organization’s highest levels of management. 

Having shown how important cybersecurity measurement is, it is essential to note that most 
public and private organizations in Nigeria do not have any framework for assessing how 
effective their cybersecurity programs are. Before identifying some of metrics for measuring 
cybersecurity, it is necessary to note that a participatory and structured approach is required 
when developing performance measurement frameworks for cyber security. Figure 1 outlines 
the framework or process for develoing information security measures.  
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Figure 1: Information Security Measurement Process 

 

Figure 1 provides a framework for developing a cybersecurity assessment methodology. The 
goals or objectives earlier mentioned under the implementation framework for Nigeria’s 
cybersecurity strategy. An effective cybersecurity methodology should focus on three key 
things: business impact; effectiveness/efficiency; and process implementation. Under 
business impact, one is more concerned with measures such as the business value gained or 
lost, the acceptable loss estimate etc. Under effectiveness/efficiency, one is more concerned 
with measures such as the timeliness od security service delivery, operational results 
experienced by ecurity program implementation etc. Under process implementation, one is 
more concerned with the implementation level of established security standards, policies,and 
procedures. At this point, it is essential to highlight some core technical security metrics 
alongside their ideals (see Table 1). 

Table 1: Technical Security Metrics with Ideals 

s/n Ideals Security Metrics 
1 Security Department (SD) knows current control 

system properly 
-Rogue Change Days 
-Security Evaluation Deficiency Count 

2 Attackers know nothing about the control system -Data Transmission Exposure 
3 The control system is inaccessible to Attackers -Reachability count 

-Attack path depth 
4 The control system has no vulnerabilities -Known vulnerability days 

-Password crack time 
5 The control system cannot cause damage -Worst case loss 
6 Security department detecks any attack instantly -Detection mechanism deficiency count 
7 Security department can restore control system 

integrity instantly. 
-Restoration time 

Source: Center for Internet Security (CIS) 

The above measures highlighted in Table 1 can be used by NITDA to track or measure the 
progress of the government’s cybersecurity programs or initiatives. Some industry 
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stakeholders recently developed some measures that are currently being used by medium 
and large organizations to track the progress of their cybersecurity initiatives. Sponsored by 
the Center for Internet Security (CIS), the Security Metrics Initiative20 was undertaken by a 
‘consensus team’ of CIS members, including representatives from Fortune 50 and smaller 
commercial and non-profit organizations (with special focus on the banking and finance 
sector); federal, state, and local governments; security and other vendors; industry experts; 
universities; independent researchers, mathematicians, statisticians, actuaries, CISOs, and 
security managers; and other institutions and individuals that specialize in information security.  

The goals of the Security Metrics Initiative are to reach consensus on an initial small set of (10 
or fewer) unambiguous security metrics, and to facilitate their widespread adoption among 
CIS members. In addition, the initiative seeks to establish an operational benchmarking 
service to facilitate the following: 

 Communication of internal security status over time. 

 Inter-enterprise benchmarking of security status 

 Development of a database from which security practice/outcome correlations can be 
derived.  

In 2009, CIS published “The CIS Security Metrics”21 that provided 21 definitions of security 
control metrics for six business functions. The metrics presented in this document were 
developed through a consensus-building process working with industry stakeholders. The 
business functions and the associated metrics are listed in Table 2. 

Table 2: CIS Security Metrics 

s/n Business Function  Consensus Metrics 
1 Incident Management -Meantime to incident discovery 

-Number of incidents 
-Percentage of incidents detected by internal controls 
-Meantime between security incidents 
-Meantime from discovery to containment 
-Meantime to recover 

2 Vulnerability Management -Vulnerability scanning coverage 
-Percentage of systems with no known severe 
vulnerabilities 
-Number of known vulnerabilities 

3 Patch Management22 -Patch policy compliance 
-Patch management coverage 
-Meantime to patch 
-Meantime to deploy critical patches 

4 Application Security -Number of applications 
-Percentage (%) of applications that are critical 
-Risk assessment coverage 
-Security testing coverage 

5 Configuration Management -Meantime to complete changes 
-Percentage of changes with security reviews 
-Percentage of changes with security exceptions 

6 Finance -IT Security spending as a percentage of the IT budget 

                                                            
20  Clint Kreitner, CIS. “The CIS Security Metrics and Benchmarking Service.” Presented at Metricon 3.0, San 
Jose, California, 29 July 2008. Accessed from: 
http://www.securitymetrics.org/content/attach/Metricon3.0/metricon3-kreitner.pdf 
21 Center for Internet Society (CIS). The CIS Security Metrics, May 2009 
22 Patch management is an area of systems management that involves acquiring, testing, and installing 
multiple patches (code changes) to an administered computer system. Patch management tasks include: 
maintaining current knowledge of available patches, deciding what patches are appropriate for particular 
systems, ensuring that patches are installed properly, testing systems after installation, and documenting all 
associated procedures, such as specific configurations required. patch is a "make-do" fix rather than an elegant 
solution. Patches are sometimes ineffective, and can sometimes cause more problems than they fix.  

https://searchitoperations.techtarget.com/definition/systems-management
https://searchenterprisedesktop.techtarget.com/definition/patch
https://whatis.techtarget.com/definition/configuration
https://searchmicroservices.techtarget.com/definition/elegant-solution
https://searchmicroservices.techtarget.com/definition/elegant-solution
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-IT Security budget allocation 

Source: Center for Internet Security 

The aforementioned metrics and their definitions in Table 2 were arrived at by the consensus 
of a group of subject matter experts in the business function areas, a group that included 
consultants, software developers, audit and compliance professionals, security researchers, 
operational security experts, and government and legal sector representatives. This 
consensus group’s objective was to identify a set of standard metrics that could be used in a 
wide range of organizations for measurement of effectiveness and value of common security 
functions and concepts, such as data availability, security management, and security 
performance. The CIS metrics is central to the guidelines contained in ISO:27001.23 ISO 
27001 (formally known as ISO/IEC 27001:2005) is a specification for an information security 
management system (ISMS). An ISMS is a framework of policies and procedures that includes 
all legal, physical and technical controls involved in an organisation's information risk 
management processes. The ISO:27001 standard is referred to subsequently in this chapter 
whilst discussing cybersecurity best practices, and also formed the basis for comparing the 
cybsecurity situation in Nigeria with what obtains globally. 

Another metric was developed by IsecT Limited, a cybersecurity outfit in the US, to assess the 
resilience of an organizations’ cybersecurity infrastructure and processes (see Table 3). This 
metric can be used by NITDA to assess the strength of the cybersecurity initiatives of 
government MDAs. The application of this metric should generate added information on cyber 
threats and emerging cybersecurity best practices which NITDA can use to generate periodic 
and ad-hoc cybersecurity guidelines that private organizations, including banks and e-
commerce businesses, can use to update the strength levels of their existing cybersecurity 
infrastructure. Essentially, the application of this cybersecurity assessment metric provides 
the opportunity for NITDA to drive knowledge management and best practices in the cyber 
security sector in Nigeria. 
 
Table 3: IsecT Information Security Awareness Metric 

s/n Metrics Examples of data to be collected Metric Description 
1 IT Change -Relative proportions of emergency-high-

medium-low risk changes 
-Numbers/trends of rolled-
back/reversed/rejected changes vs 
successful changes 

Increased awareness results in fewer 
overall changes, fewer emergency 
and high risk changes, and fewer 
changes that need to be undone or 
rejected 

2 Security-related IT process 
maturity 

-Half life for applying patches Increased awareness leads to more 
timely patching. 

3 Malware -Number of viruses, worms, Trojans, 
spams, etc., detected and stopped 
-Number of malware incidents overall 

Increased awareness leads to 
greater vigilance and faster, more 
effective response to malware 
incidents, and reduction of risky 
behaviors that introduce malware into 
the environment 

4 Computer audit -Closed-open-new-overdue 
-High-medium-low risk 

Increased awareness reduces the 
number of pending audit issues, and 
the number of high-risk issues. 

5 Control self-assessment 
and other risk management 

- Increased awareness will lead to 
better assessment results and lower 
quantified risk. 

6 IT Help Desk -Calls relating to information security (e.g. 
password retrieval/change requests, 
queries about risks and controls) as a 
proportion of all calls 

Increased awareness will reduce the 
proportion of Help Desk calls on 
security topics/issues. 

                                                            
23  ISO 27001 was developed to provide a model for establishing, implementing, operating, monitoring, reviewing, 
maintaining and improving an information security management system.  
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7 IT Incident -Number and seriousness of breaches 
-Costs to analyze, contain, and recover 
from breaches 
-Tangible losses incurred 

Increased awareness will help 
reduce number and seriousness of 
breaches, and associated costs 
impacts. 

8 Firewall -Proportion of outbound packets/sessions 
blocked (e.g. attempts to access 
blacklisted websites) 
-Number of potential 
trivial/moderate/critical hacking attacks 
repelled. 

Increased awareness will reduce the 
number of internally originated 
firewall policy breaches, and enable 
the tuning of firewall policy to 
increase the number of externally-
originated breaches. 

9 System/network 
vulnerability 

-Number of known open, closed, or novel 
vulnerabilities 
-Average time to patch 

Increased awareness will enable 
more secure configuration and more 
timely patching of systems/ networks. 

10 Response to security 
awareness activities 

-Number of emails/pertaining to individual 
awareness initiatives 

This metric provides a direct 
measure of the interest generated by 
awareness initiatives. It may also 
indicate effectiveness of outcomes. 

Source: IsecT Limited 

In addition to the metric developed by IsecT ltd, another metric that can be used to assess the 
effectiveness of a government or company’s cybersecurity programs was developed by 
Gartner, a US Global Research and Advisory Firm (see Table 5). This framework considers 
the following variables: process improvement metrics; attack resistance metrics; 
efficiency/effectiveness metrics; and internal crunchiness. 

Table 4: Gartner Group Metrics for Information Security Awareness 

s/n Category of Metrics Sample Indicators 
1 Process Improvement Metrics -Percentage of staff that knows that the security policy exists  

-Percentage of staff that has seen or read the security policy  
-Percentage of individuals tested on the policy (passing and failing)  
-Are internal and external security audits showing improvement? 

2 Attack Resistance Metrics -Percentage of surveyed individuals recognizing a security event scenario  
-Percentage of surveyed or tested individuals susceptible to social engineering  
-Percentage of users tested that revealed their passwords  
-Percentage of administrators tested that failed an improper password change 
attempt  
-Percentage of users activating a test virus 

3 Efficiency/Effectiveness Metrics -Percentage of security incidents having human behavior as a major factor 

4 Internal “Crunchiness” Metrics -Percentage of corporate software, partners, and suppliers reviewed for 
security  
-Percentage of critical data that is strongly protected 
-Percentage of critical data not protected according to security standards  
-Percentage of systems having malware and/or unapproved software installed 

Source: Gartner 

Having identified and discussed some useful metrics for measuring the effectiveness of 
cybersecurity programs and infrastructure, the next section focuses on best practices in 
cybersecurity that can be used to benchmark the digital resilience of organizations in Nigeria 
with best practices in the sector.  

5.4 Cybersecurity Assessment: Benchmarking Nigeria with Other Countries 

Whilst conducting this study, the researchers explored ways of assessing how Nigeria 
compares with its peers on cybersecurity readiness. Fortunately, a recent study was 
conducted by 3T Solutions Consulting in 2017 to assess the state of cyber readiness in West 
Africa. In this study, Nigeria was compared the following countries: Ghana; Gambia; and 
Liberia. This report was obtained from the Nigeria Communications Commission and some of 
its key findings are presented and discussed below.  
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5.4.1 Demographics in Cyberspace 

Figure 2 outlines the cyber demographics for Ghana, Gambia, Liberia and Nigeria. Based on 
the information presented, Nigeria has the highest number of internet users and social media 
users compared to the other countries and understandably so, given its significant population. 

Figure 1: Country Demographics in Cyberspace 

 

Source: 3T Solutions Limited 

5.4.2 Cybersecurity Readiness 

Figure 3 outlines the cybersecurity ranking readiness of the four countries understudied. It 
shows Ghana, Nigeria, Gambia and Liberia ranking in relation to the global mark in terms of 
readiness to tackle cybersecurity. This shows the level of effort and commitment by the 
government in these countries towards combating nefarious cyber activities. The index is 
based on a mathematical formula used by the ITU, Global Cybersecurity Index & Cyber-
wellness Profiles.1 It has to be noted here that the ranking does not examine the 
vulnerabilities. The index is graded from 0.000 to 0.999. The higher spectrum indicates a 
higher readiness in response to nefarious cyber activities. 
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Figure 3: Cybersecurity Readiness Ranking 

 

Source: 3T Solutions Limited 

5.4.3 Legal Framework for Cybersecurity 

The lack of cohesive legislative and regulatory frameworks regarding cybersecurity in West 
African compounds the threat of creeping cybercrimes. In spite of the growth in technology 
adoption and Internet penetration, the development and enforcement of cybersecurity 
legislation among the four participating countries in our research has been relatively stagnant.  

According to the ITU, Legislation is a critical measure for providing a harmonized framework 
for entities to align themselves to a common regulatory basis, whether on the matter of 
prohibition of specified criminal conduct or minimum regulatory requirements. A legislative 
framework sets the minimum standards of behavior across the board, applicable to all, and on 
which further Cybersecurity capabilities can be built. Figure 4 shows the ranking for the four 
countries relative to the global situation.24  

Figure 4: Country Ranking for Legal Frameworks Underpinning Cybersecurity 

 

Source: International Telecommunications Union (ITU) 

                                                            
24 https://www.itu.int/en/ITU-D/Cyber-Security/Documents/GCI_Conceptual_Framework. pdf 
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Based on the information presented in Figure 4, Ghana has the best legal framework 
underpinning cybersecurity compared to the other three countries. In West Africa, Ghana’s 
legal infrastructure was able to put in place legal structures to combat cyber-criminal activities. 
Ghana is currently a signatory member of the Council of Europe (CoE) Convention on 
Cybercrime. Liberia’s legal system almost seems non-existent. However, Liberia passed 2 
Supplementary Acts on February 16, 2010, which was named the “Electronic Transactions & 
Data Protection” and “Directive on Cybercrime”, to counter cybersecurity risks and threats. 
Gambia established the Information and Communications Act 2009 with substantive criminal 
law provisions. Nigeria, on the other hand, passed the Cybercrimes Act 2015 that deals 
specifically with cybercrime, in May 2015.  

5.4.4 Existence of Technical Measures to Support Cybersecurity  

According to ITU, technical measures can be measured based on the existence and number 
of technical institutions and frameworks dealing with cybersecurity endorsed or created by the 
government. Implementing a defence-in-depth strategy requires adequate technical measures 
to protect technology infrastructure and data against all offensive actions like intrusion, 
disruption, theft or intentional manipulation of data. Technology is an important line of defence 
against cyber threats and attacks. Having a functional national Cyber-Security Emergency or 
Incident Response Team (CSERT and CSIRT) that is available to critical sectors of the country 
such as the financial sector, is a right first step to developing technical measures. Figure 5 
shows the ranking for the four countries in terms of technical measures for cybersecurity. 

Figure 5: Ranking on Technical Measures 

 

Source: International Telecommunications Union (ITU) 

Based on the information presented in Figure 5, Nigeria and Ghana ranked the highest of the 
four countries when it comes to developing and implementing technical measures for 
cybersecurity. At the national level, Ghana has charged Cert-GH, the National Information 
Technology Agency under the Ministry of Communication to develop and provide safeguards 
to cybersecurity. Gambia is in the process of completing its certification in concert with ITU-
IMPACT modalities. Nigeria, on the other hand, has NG-Cert and NITDA. Recently, NITDA 
developed an ICT Roadmap (2017-2020) that has cybersecurity as one of its main pillars.  
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A functional national Cyber-Security Incident Response Team (CSIRT), Cyber-Security 
Emergency Response Team (CSERT), or National Cybersecurity Department (NCD)25 should 
constitute a diverse team of security experts whose main focus is to respond to Cybersecurity 
incidents, provides necessary services to key sectors of the economy, such as financial sector 
and support organization that provides critical infrastructure services, to quickly recover from 
security breaches. In addition, the CSERT or CSIRT will work with Internet Service Providers 
(ISPs) to identify IP addresses affected by malware, or are part of infected networks called 
Botnet. 

5.4.5 Existence of Organizational Measures to Support Cybersecurity 

This section examines Nigeria’s global ranking on organizational measures to support 
cybersecurity. Organizational measures are systematic procedures and processes used in the 
implementation and operations of national Cybersecurity agenda. Once the legal, technical 
measures and the supporting objectives have been set by a country, a consistent 
infrastructure should be completed to guide, manage and evaluate those actions. Without 
effective organizational measures to guide the strategy, it will be difficult to measure and rank 
its effectiveness. The government -at the national and state levels- in collaboration with private 
sectors should be responsible for driving cybersecurity standards development, as well as 
establishing and meeting security baselines for critical and non-critical information and 
government systems. Figure 6 shows how Nigeria ranked on organizational measures relative 
to the other three countries.  

Figure 6: Ranking on Organizational Measures 

 

Source: 3T Solutions Limited 

Based on the information presented in Figure 6, Nigeria ranked the highest when it coms to 
efforts at developing and implementing systematic prcedures to drive the national 
cybersecurity agenda. Having benchmarked Nigeria’s cybersecurity with those its peers, the 
next section looks at best practices in cybersecurity.  

                                                            
25 As noted earlier in the previous chapter, the NCD could be domiciled to NITDA and will be responsible for 
providing support to private sector organizations, such as Banks, in the even of large scale security breaches.  



-45- 

 

5.5 Best Practices in Cybersecurity 

This section discusses best practices in cybersecurity. The best practices discussed in this 
section should provide useful guidelines for strengthening the cybersecurity pillar of NITDA’s 
ICT Roadmap (2017-2020). It also highlights critical considerations for a nationally-driven 
cybersecurity strategy.  

Eliminating Equipment Exposure to External Networks 

Never allow any machine on the control network to talk directly to a machine on the business 
network or on the Internet. Although some organizations’ industrial control systems may not 
directly face the Internet, a connection still exists if those systems are connected to a part of 
the network – such as the corporate side – that has a communications channel to external 
(non-trusted) resources (i.e., to the Internet).26  

Organizations may not realize this connection exists, but a persistent cyber threat actor can 
find such pathways and use them to access and exploit industrial control systems to attempt 
to create a physical consequence. Therefore, organizations are encouraged to conduct 
thorough assessments of their systems, including the corporate enterprise segments, to 
determine where pathways exist. Any channels between devices on the control system and 
equipment on other networks should be eliminated to reduce network vulnerabilities. 

Network Segmentation and Usage of Firewalls 

Network segmentation entails classifying and categorizing IT assets, data, and personnel into 
specific groups, and then restricting access to these groups. By placing resources into different 
areas of a network, a compromise of one device or sector cannot translate into the exploitation 
of the entire system. Otherwise, cyber threat actors would be able to exploit any vulnerability 
within an organization’s system – the “weakest chain in the link” – to gain entry and move 
laterally throughout a network and access sensitive equipment and data. Given the rise of the 
“Internet of Things” – whereby many previously non-Internet connected devices, such as video 
cameras, are now linked to systems and the web – the importance of segmenting networks is 
greater than ever.27  

Access to network areas can be restricted by isolating them entirely from one another, which 
is optimal in the case of industrial control systems (as described in recommendation #1 
above), or by implementing firewalls. A firewall is a software program or hardware device that 
filters the inbound and outbound traffic between different parts of a network or between a 
network and the Internet. For connections that face the Internet, a firewall can be set up to 
filter incoming and outgoing information. By reducing the number of pathways into and within 
your networks and by implementing security protocols on the pathways that do exist, it is much 
more difficult for a threat to enter your system and gain access to other areas.28 

Creating network boundaries and segments empowers an organization to enforce both 
detective and protective controls within its infrastructure. The capability to monitor, restrict, 
and govern communication flows yields to a practical capability to baseline network traffic 
(especially traffic traversing a network boundary), and identify anomalous or suspicious 
communication flows. These boundaries also provide a means to practically detect potential 
lateral movement, network foot-printing and enumeration, and device communications 
attempting to traverse from one zone to another. 

Secure Remote Access Methods 

The ability to remotely connect to a network has added a great deal of convenience for end 
users, but a secure access method, such as a Virtual Private Network (VPN), should be used 

                                                            
26 ICS-ALERT-12-046-01A Increasing Threat to Industrial Control Systems (ICS-CERT) 
27 Improving Industrial Control Systems Cybersecurity with Defence-In-Depth Strategies (ICSCERT) 
28 Guide to Industrial Control Systems Security – Special Publication 800-82 (NIST) 
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if remote access is required. A VPN is an encrypted data channel for securely sending and 
receiving data via public IT infrastructure (such as the Internet). Through a VPN, users are 
able to remotely access internal resources like files, printers, databases, or websites as if 
directly connected to the network.29 This remote access can further be hardened or protected 
by reducing the number of Internet Protocol (IP) addresses that can access it by utilizing 
network devices and/or firewalls to specific IP addresses and/or ranges and from within 
Nigeria. Note that a VPN is only as secure as the devices connected to it. A laptop computer 
infected with malware can introduce those vulnerabilities into the network, leading to additional 
infections and negating the security of the VPN. 

Create Role-Based Access Controls and Implement System Logging 

Role-based access control grants or denies access to network resources based on job 
functions. This limits the ability of individual users – or attackers – to reach files or parts of the 
system they shouldn’t access. For example, SCADA30 system operators likely do not need 
access to the billing department or certain administrative files. Therefore, define the 
permissions based on the level of access each job function needs to perform its duties, and 
work with human resources to implement standard operating procedures to remove network 
access of former employees and contractors. In addition, limiting employee permissions 
through role-based access controls can facilitate tracking network intrusions or suspicious 
activities during an audit. Implementing a logging capability allows for the monitoring of system 
activity. This enables organizations to conduct thorough root cause analyses to find the 
sources of issues in the system, which may have been the activities of an employee or an 
outsider. Monitoring network traffic also allows organizations to determine if a user is making 
unauthorized actions or if an outsider is in the system, which provides an opportunity to 
intervene before problems are manifested.31 

Use Only Strong Passwords and Consider Other Access Controls 

Use strong passwords to keep your systems and information secure, and have different 
passwords for different accounts. Hackers can use readily available software tools to try 
millions of character combinations to attempt an unauthorized login – this is called a “brute 
force attack.” Passwords should have at least eight characters, but longer passwords are 
stronger, because of the greater number of characters to guess. Also, include uppercase and 
lowercase letters, numerals, and special characters. Change all default passwords upon 
installation of new software, particularly for administrator accounts and control system 
devices, and regularly thereafter. Implement other password security features, such as an 
account lock-out that activates when too many incorrect passwords have been entered. 
Organizations may also consider requiring multi-factor authentication, which entails users 
verifying their identities – via codes sent to devices they previously registered – whenever they 
attempt to sign-in. In addition, the federal government should also consider strengthening 
crypotography around its existing digital infrastructure, especially for its secure communication 
networks.  

Awareness of Vulnerabilities and Patch Management 

Most vendors work diligently to develop patches for identified vulnerabilities. But even after 
patches and updates have been released, many systems remain vulnerable because 
organizations are either unaware of or choose to not implement these fixes. In its 2015 Data 

                                                            
29 Configuring and Managing Remote Access for Industrial Control Systems (ICS-CERT). 
30 Supervisory control and data acquisition (SCADA)- is a control system architecture that uses computers, 
networked data communications and graphical user interfaces for high-level process supervisory management, 
but uses other peripheral devices such as programmable logic controller (PLC) and discrete PID controllers to 
interface with the process plant or machinery. The use of SCADA has been also considered for management and 
operations of project-driven-process in manufacturing, construction and defence. 
31 National Institute of Standards & Technology (NIST), An Introduction to Role-Based Access Control, Working 
Paper 2014.  

https://en.wikipedia.org/wiki/Control_system
https://en.wikipedia.org/wiki/Graphical_user_interface
https://en.wikipedia.org/wiki/High-level
https://en.wikipedia.org/w/index.php?title=Supervisory_management&action=edit&redlink=1
https://en.wikipedia.org/wiki/Programmable_logic_controller
https://en.wikipedia.org/wiki/PID_controller
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Breach Investigations Report, Verizon observes that many breaches are enabled by not 
addressing these known vulnerabilities, noting that 99.9% of exploited vulnerabilities were 
compromised more than a year after public disclosure of the issue. Moreover, Cisco’s 2015 
Annual Security Report points out that 40% of CISOs interviewed in a survey indicated they 
did not have system patching programs in place. These unpatched vulnerabilities amount to 
a “low-hanging fruit” that cyber criminals can easily take advantage of. To protect one’s 
organization from these opportunistic attacks, a system of monitoring for and applying system 
patches and updates should be implemented.32 WaterISAC regularly posts information on 
vulnerabilities and patches, which it receives from its partners at the U.S. Department of 
Homeland Security’s ICS-CERT and United States Computer Emergency Readiness Team 
(US-CERT), other ISACs, and cybersecurity firms, among others.  

Where possible, organizations should also consider setting systems and software to auto-
update to avoid missing critical updates. These updates are designed to fix known 
vulnerabilities and are encouraged for any Internet-connected device.33 

Develop and Enforce Policies on Usage of Mobile Devices 

The proliferation of laptops, tablets, smartphones, and other mobile devices in the workplace 
presents significant security challenges. The mobile nature of these devices means they are 
potentially exposed to external, compromised applications and networks and malicious actors. 
Further contributing to this challenge is the increasing trend of organizations allowing 
employees to use their personal electronic devices for work purposes, known as the “Bring 
Your Own Device (BYOD)” phenomenon. Therefore, it’s important to develop policies on the 
reasonable limits of mobile devices in your office and on your networks. These measures 
should be strictly enforced for all employees, as well as for contractors or consultants.  

Devices should also be password protected to ensure only authorized users can log-in. 
Otherwise, an unauthorized user can gain access to restricted networks and files using an 
authorized user’s device.34 Similarly, employees should avoid or be cautious about using 
devices that do not belong to them as they cannot be sure these are properly protected or 
comply with established policy. Such devices may actually be infected, and using them could 
put the information and networks you access at risk.35 

Need to Train Employees on Cybersecurity Essentials 

Cybersecurity for critical infrastructure sectors that operate industrial control systems, such as 
the water and wastewater sector, is extremely important given that these systems are 
increasingly being targeted. The 2015 Dell Security Annual Threat Report reports a doubling 
of the number of attacks against SCADA systems in 2014 as compared to 2013.36 Like any 
security enterprise, cybersecurity requires teamwork with all members of an organization 
playing a part in identifying potential threats and vulnerabilities and bringing them to the 
attention of others. When employees aren’t involved in cybersecurity, not only can 
vulnerabilities and threats go unnoticed but the employees themselves can become conduits 
through which attacks are executed. Therefore, employees should receive initial and periodic 
cybersecurity training, helping to maintain the security of the organization as a whole.  

While cybersecurity is an expansive field, there are certain topics that should be emphasized 
for general awareness. One such topic is social engineering, which continues to be a popular 
means for cyber criminals to prey upon unsuspecting employees. These methods involve 
emails (“phishing”), phone calls, or other types of personal interactions in which malicious 

                                                            
32 Recommended Practice for Patch Management of Control Systems (ICS-CERT) 
33 Software Update Management Guidelines (Microsoft), 2012. 
34 Guidelines on Cell Phone and PDA Security (NIST) 
35 Bring Your Own Device (BYOD) Design Considerations Guide (Microsoft), 2012. 
36 Dell Computers, Annual Security Threat Report, 2015. Accessed from: http://proconics.co.za/wp-
content/uploads/2017/10/2425.pdf  
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actors attempt to entice employees into providing sensitive personal or corporate information, 
such as account passwords or details about information technology infrastructure. 
Alternatively, these actors might attempt to make employees perform specific actions, such 
as pay for alleged services, download infected attachments, or visit malicious websites. 
Unsolicited emails, phone calls, and other correspondence from unknown senders should be 
viewed with particular caution. Training should also incorporate the importance of smart 
Internet browsing practices. Visiting suspicious websites may expose users to infection by 
malware embedded on the site (a “drive-by-download” attack).37 Even legitimate websites, as 
well as the files on them, may be compromised. Cyber attackers employ a variation of this 
type of tactic, a “watering-hole” attack, to target the employees of a company they know will 
visit the website. Therefore, caution should be exercised no matter where a user navigates 
and the materials that are downloaded. 

Management Should Drive Cybersecurity in Organizations 

In spite of the continued proliferation of cyber threats and the far-reaching effects cyber attacks 
can have, researchers have found that organizational leaders are often unaware of 
cybersecurity threats and needs. In a study of cyber incident response by the Ponemon 
Institute, researchers found that only 20% of IT security professionals surveyed regularly 
communicated with management about threats. Additionally, just 14% of these individuals 
reported that executive management participated in the incident management process. The 
study authors note that a deficit of involvement and awareness by organization executives 
may make it difficult to secure funding for cybersecurity measures and to get the support of 
leadership for company-wide efforts. While organizations are increasingly elevating 
cybersecurity to the executive level by adding the role of Chief Information Security Officer 
(CISO), a recent report from ThreatTrack Security found that this position has yet to achieve 
Tbelieve CISOs should be accountable for any organizational data breaches, but 54% believe 
CISOs should not be responsible for cybersecurity purchasing decisions.38 The report 
concludes that organizations must do a better job of understanding and utilizing this position.39  

Additionally, involving executives in cybersecurity now will help them to address cybersecurity 
in their interactions with external stakeholders, such as if they are questioned following a data 
breach or security incident. In its report, “M-Trends: A View from the Front Lines”,40 Mandiant 
discusses how the press, partners, investors, and consumers now demand more details about 
cyber breaches, including the type of malware used and how attackers gained access. 
Mandiant notes that victim organizations realized “how crucial strong, consistent 
communication is in the wake of major breaches” given the calls for timely information and the 
speculation that will arise when it is not provided. 

Detecting Compromises and Developing Cybersecurity Incident Response Plan 

In spite of different preventative measures organizations implement, many still experience 
compromises. Indeed, many cybersecurity experts have noted that experiencing a 
compromise is not really a question of “if,” but more of a question of “when.” When a 
compromise occurs, the organizations that fare the best will be those that quickly detect the 
issue and have a plan in place to respond to it. Implementing such measures as intrusion 
detection systems (IDSs) and intrusion prevention systems (IPSs), anti-virus software, and 
logs can help to detect compromises in their earliest stages.41 Most IDSs and IPSs use 
signatures to detect port scans, malware, and other abnormal network communications. New 
viruses are discovered every day, and anti-virus programs are oftentimes set to automatically 

                                                            
37 Avoiding Social Engineering and Phishing Attacks (US-CERT) 
38 ThreatTrack Security, Information Security in an Evolving Technology Landscape, Working Report, 2015. 
39 Ibid., 
40 Mandiant, M-Trends: A View from the Frontlines. Accessed from: https://www.fireeye.com/blog/threat-
research/2017/03/m-trends-2017.html 
41 Tucker Bailey and Josh Brandley, Ten steps to planning an effective cyber-incident response, Harvard 
Business Review, July 2013. 
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update themselves to look for the latest threat signatures. Still, administrators should not rely 
solely on anti-virus software for detecting infections. Logs from firewalls, intrusion detection 
and prevention sensors, and servers should be monitored for signs of infections.42  

Incident response plans are a critical yet underutilized component of emergency preparedness 
and resilience. An effective cybersecurity response plan will limit damage, increase the 
confidence of partners and customers, and reduce recovery time and costs. Plans should 
include measures for reacting to destructive malware in an ICS environment. In such 
situations, organizations should be prepared to “island” their ICS environments by 
disconnecting from non-ICS networks. They should also be capable of going to “manual 
operations” if network conditions impact visibility from the SCADA system, or if malware 
potentially renders control devices inoperable via an automated means. Rather than being 
developed by a single entity, the plan should be a product of collaboration between all 
departments that would be stakeholders in a cybersecurity incident. This will ensure a 
cooperative and unified response that leverages all of an organization’s resources to the 
greatest extent possible. For enhanced responsive capability in the event of a cybersecurity 
incident, organizations should consider forming a Computer Security Incident Response Team 
(CSIRT).  

This task is not complete once the plan has been developed; it needs to be operationalized 
as well. It is critical that plans be routinely reviewed and updated to ensure they remain 
relevant and useable for when they are actually needed. Furthermore, to truly understand their 
cybersecurity incident response plan, organizations must practice them through regular 
exercises. This will ensure that all stakeholders understand the procedures that would be 
implemented in the event of a significant cyber disruption or breach, enabling a more effective 
and efficient response. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                            
42 Ibid., 
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CHAPTER 6: INSIGHTS FROM PLAYERS IN THE CYBERSECURITY SPACE 

 

6.1 Introduction 

This chapter presents and discusses feedback from some of the interviews conducted for this 
research. It is essential to note that about four interviews were conducted during the course 
of this study. The information provided by the interviews in response to some of the questions 
asked provide added information on the challenges associated with strengthening 
cybersecurity in Nigeria along with ways of improving cybersecurity in Nigeria. The interview 
guide used for this research can be cited in Annex A.  

6.2 Feedback from Interviews 

This section presents and discusses feedback from the interviews conducted with 
cybersecurity and IT professionals. As noted earlier, four anonymous interviews were 
conducted during this research. In addition to the findings from discussions in previous 
chapters, the feedback provided by the four interviewees in response to the questions 
contained in the interview guide (see Annex A) helped in fulfilling the objectives of this study. 
The four people interviewed for this research are as follows: 

 Cybersecurity Team Lead, Deloitte (Lagos State) 

 IT Manager, Globacom Nigeria (Lagos State) 

 Project Manager, Nigeria Communications Commission (Abuja FCT) 

 IT Officer, Central Bank of Nigeria (Abuja FCT) 

6.2.1 Cybersecurity Landscape in Nigeria 

The first question posed to the four interviews is as follows: “how would you describe the 
cybersecurity landscape in Nigeria?” The responses provided by the four interviews are 
presented and discussed below. 

Cybersecurity Team Lead (Deloitte): 

“Based on the work we do with blue-chip companies, I can say that cybersecurity is an issue 
that hasn’t received the right amount of attention from corporate executives and the 
government. Gaps still remain in the cybersecurity infrastructure of public and private sector 
organizations. Cybersecurity holds the key to positioning Nigeria to take advantage of 
developments in the digital landscape. Despite this, we haven’t done enough to secure the 
integrity of Nigeria’s digital landscape. As many private and public sector organizations move 
their operations online, they are increasingly vulnerable to the activities of cybercriminals. 
Nigerian organizations still lag behind when it comes to implementing best practices in 
cybersecurity”. 

IT Manager (Globacom): 

“The main dilemma being faced by Nigeria in cyberspace is lack of universal understanding of 
definitions, norms, values, rules, regulations and laws on the use of internet in general and 
the prosecution of criminals in particular. While some organizations have taken steps to 
strengthen their internal cybersecurity architecture, many organizations still lag behind when 
it comes to keeping pace with emerging cybersecurity threats and vulnerabilities. Again, 
Nigeria like many developing countries rely on computer hardware and sotware manufactured 
in other countries. This makes the country vulnerable to hidden malwares. The local 
cybersecurity industry is still in its infancy hence, there is a need for the growth of the sector 
to address some of these inherent vulnerabilities”. 
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Project Manager (NCC): 

“The cybersecurity landscape in Nigeria remains largely underdeveloped and this is sad, 
especially considering its potential to rejuvenate economic growth. The lack of local expertise 
and viable local cybersecurity sector is largely underdeveloped. Most of the cybersecurity 
infrastructure in Nigeria is largely dependent on foreign computer hardware and software. This 
situatuon threatens our national security especially from a cybersecurity front especially as we 
lack the capacity to even scan and detect already existent malware in the procured computer 
hardware and software. This is why cybercrime is rife as many organizations have yet to fully 
grasp the extent of the vulnerabilities that they face. In the near future, having your business 
connected to the digital landscape will be key to avoid cannibalization. Since this is the case, 
the government –collaborating with the private sector- must collaborate to build a reputable 
and secure digital infrastructure that is fit to support the growth of the private sector whilst 
securing our sovereignty from hostile foreign actors”. 

IT Officer, Central Bank of Nigeria (Abuja FCT): 

“Well, I wil start by saying we have a weak cybersecurity infrastructure and this affects 
innovation, growth and our connectedness to the global digital economy. The situation is 
worrisome as many organizations and individuals participate in the local and international 
digital economy in one way or the other. In the financial services sector, for instance, there 
are reports that we lose between US$300mn and US$400mn annually to the activities of 
cybercriminals. This includes things like card details theft, phishing attacks, malware, and 
ransomware. It appears that Nigeria, whilst having a reputation as one of the countries with 
the fastest growth rate in mobile and internet penetration, has failed to consider or plan for the 
downsides associated with participating in a digital landscape. Banks and their customers 
remain one of the largest victims of cybercrime including other businesses with an e-
commerce dimension to their business. Banks are doing their best to reinforce their digital 
infrastructure however, it is important to keep watch as new cyber vulnerabilities and tools 
evolve with each passing day. Again, the situation is worsened by the lack of local 
cybersecurity expertise”. 

Analysis: 

Based on the information provided by the four respondents, it is clear that Nigeria –while 
boasting a significant number of digital participants- is behind when it comes to protecting its 
digital infrastructure from illicit foreign and domestic interference. The cybersecurity sector in 
Nigeria is undeveloped or in its infancy stage. Given some bright points in terms of the 
emergence of digital or e-entrepreneurs and IT-driven innovations that have attracted the 
attention of some Silicon Valley giants, limited attention has been devoted to securing the 
infrastructure on which local companies depend to participate in the digital economy. Many 
local sectors have gone it alone to secure their respective digital architecture and 
infrastructure, with limited support from the government. This is not surprising especially 
considering that a significant number of MDAs lack up-to-date cybersecurity infrastructure 
including for their online digital services. While it is a step in the right direction for individual 
businesses –with an e-commerce dimension to their business- invest in securing their 
respective digital infrastructure, there is a need for the federal and state governments to Digital 
infrastructure are foundational services that are necessary to the information 
technology capabilities of a nation, region, city or organization. By extension, public digital 
infrastructure is necessary to the economy and quality of life of a modern nation. Some of 
these include: internet backbone; fixed broadband; mobile telecommunications; 
communications satellites; network infrastructure; data centres; cloud computing; platforms; 
systems; internet-of-things (IoT); APIs and Integration etc. The need for these public digital 
infrastructure highlights the role of government in driving the cybersecurity agenda for Nigeria. 
This includes providing the appropriate funding for the development of the local cybersecurity 
sector and local cybersecurity expertise, implementing policies aimed at developing STEM 
skills, empower the NCD (possibly domiciled to NITDA) to be one of the leading resource 

https://simplicable.com/new/information-technology
https://simplicable.com/new/information-technology
https://simplicable.com/new/quality-of-life
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centres for cybersecurity best practices, and build coalitions with other countries and regional 
bodies to pool resources together to strengthen the resilience of our national digital 
infrastructure.  

6.2.2 Challenges of Cybersecurity in Nigeria 

The second question posed to the four interviews is as follows: “what would you describe as 
the local cybersecurity challenges in Nigeria?” The responses given by the four interviews are 
as follows: 

Cybersecurity Team Lead (Deloitte): 

“For me, a number of challenges exist but key for me is the lack of local cybersecurity expertise 
and limited government funding for the sector. Our education curriculum and instructional 
methods is at the core of the problem of lack of local cybersecurity expertise. The education 
system in Nigeria is not favorable to the growth of local IT and Digital Skills. It does not 
encourage the growth of STEM skills and this is why local supply of cybersecurity expertise is 
lacking; and even the ones available are gradually being lured out of the country by foreign 
corporations and governments. Government, in my opinion, has paid lip service to the issue 
of funding the growth of the IT sector and cybersecurity is a subset of this. Any growth of the 
Nigerian IT sector has been driven by local and international private sector funding. When 
funding inflows in the sector is weighted between the private sector and government funding 
(i.e. both federal and state), the result is 70% and 30% respectively. Massive investment by 
Globacom in fibre-optic infrastructure, for instance, serves to reinforce this funding gap in the 
sector especially between private sector investment and government investment. The 
government must reach a 50-50 parity or even more to drive the growth of the sector”. 

IT Manager (Globacom): 

“For me, the main challenges are lack of funding, limited government-driven digital programs, 
limited digital literacy, and limited awareness of digital security among the staff of public and 
private sector organizations. While the government has demonstrated its commitment towards 
improving cybersecurity in Nigeria by putting in place some policies and legislative 
frameworks, challenges still remain especially with respect to funding. In addition to funding 
initiatives aimed at securing public digital infrastructure, the government also has a role in 
commercial cybersecurity. Since the Nigerian government is limited in its ability to monitor 
commercial networks for cybersecurity issues, its principal roles in protecting cyberspace have 
been through law enforcement, improvements to its own cybersecurity, and sharing its 
research and experience with industry and the public. With respect to sharing its research and 
experience, MDAs like NITDA, NCC and the CBN should be come centers of excellence for 
cybersecurity best practices”. 

Project Manager (NCC): 

“There are a number of challenges. Some of these include: organizations not paying significant 
attention to cybersecurity issues, lack of cyber training for staff, poor digital literacy even 
among the educated class, and poor funding have stifled the growth of the cybersecurity in 
Nigeria. Organization’s commit significant investment in setting up their digital infrastructure 
and then fail to consider that this infrastructure needs to be protected against local and 
international cybercriminals. We also need to improve digital literacy among citizens. 
Employers must also invest in digital literacy initiatives for their staff because awareness of 
the risks inherent in the digital landscape is the first step in improving cybersecurity. Citizens 
and organizations must be aware of the risks inherent in the digital landscape”. 

IT Officer, Central Bank of Nigeria (Abuja FCT): 

“In addition to the macro-economic challenges bedevilling the IT sector in Nigeria, there are 
also problems associated with limited digital education and limited digital security expertise. 
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Many individuals and organizations have yet to grasp the importance of cybersecurity. This 
leaves them vulnerability to cybercrime including identity theft, loss of money, loss of business, 
intellectual property theft and the like. As business organizations and government institutions 
move some of their operations and internal processes online, they and their customers 
increasingly face significant risks from cybercrime and hostile foreign interference that can 
lead to significant losses, loss of market and ultimately, business closure. In addition to limited 
digital education, there is also the problem of limited digital expertise and this stifles any idea 
of creating a viable IT and cybersecurity industry in Nigeria. One of the ways of encouraging 
the growth of the local cybersecurity industry is to create a local certification and standards for 
cybersecurity in Nigeria. This should be complemented by reviewing our education curriculum 
with some emphasis on STEM education so we can begin to create a new generation of skilled 
IT workers who can export their skills and products to the world”. 

Analysis: 

On the question of the challenges affecting the cybersecurity industry in Nigeria, one central 
challenge that emerged from the conversations concerned inadequate funding for the IT sector 
in Nigeria. Between 1999 and present, the growth of the IT sector in Nigeria has largely been 
driven by private sector investment. The government’s footprint remains to be felt especially 
as it relates to providing cost-effective public digital infrastructure that can form the building 
blocks for the growth of the IT sector and a new generation of digital-driven 
businesses.Government funding is key to encouraging innovation in the sector; innovation that 
can be used by private and public sector organizations to expand the scope of their operations. 
Again, as some of the interviewees indicated, government funding is needed to establish and 
secure the public digital infrastructure that many businesses and public sector organizations 
depend to provide online services and interact with their customers and citizens respectively. 

Another challenge that emerged from the interviews is lack of cybersecurity expertise in 
Nigeria. In fact, the supply of skilled IT workers in Nigeria is insuffiicent to meet the demands 
of an increasing growth in the number of online businesses. What makes this particular 
problem even more worrisome is ‘brain drain’ as foreign governments and corporations lure 
away the limited pool of skilled IT professionals in Nigeria. The CBN IT Officer recommended 
the establishment of a local cybersecurity certification as a way of building IT manpower in 
Nigeria. In addition, the Cybersecurity Team Lead from Deloitte indicated recommended the 
need to review the education curriculum in Nigeria to make it more favorable to STEM 
education. NITDA can collaborate with the NERDC43 to explore ways of revising the current 
curriculum to support the delivery of STEM education at the primary, secondary and tertiary 
levels.  

Another challenge cited digital literacy as another key challenge of cybersecurity in Nigeria. 
While many Nigerians increasingly surf the internet with their smartphones and other internet-
enabled devices, they are ignorant when it comes to basic online hygienes, especially from a 
security perspective. This ignorance often opens them up to the activities of cybercriminals 
and other malicious actors who seek to exploit this ignorance and other weaknesses to wreck 
havoc. Companies and government institutions are equally vulnerable to online risks. In the 
course of this study, we have highlighted certain statistics that highlight the devastation and 
losses that organizations can suffer when they experience security breaches. In addition to 
regularly accessing and updating the parameters of their cybersecurity infrastructure, there is 
a need for them to educate their staff on basic internet security essentials.  
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6.2.3 Government’s Role in Strengthening Nigeria’s Cybersecurity Infrastructure 

The third question posed to the four interviews is as follows: “What can the government do to 
strengthen Nigeria’s digital infrastructure?” Their responses to this question are presented as 
follows: 

Cybersecurity Team Lead (Deloitte): 

“Cybersecurity should be central to the very essence of our national cybersecurity strategy. 
For me, I will say that the government should take the lead in funding and implementing digital 
literacy initiatives that are aimed at improving digital inclusion and also making people less 
vulnerable to cyber attack. In doing this, I will say that the government should consistent set 
of messages on cyber security guidance from both the MDAs and other partners. The 
government can launch an enlightenment scheme to increase cybersecurity awareness 
among individuals and business organizations in Nigeria”.  

IT Manager (Globacom): 

“There are a whole lot that can be done by the government. In this respect, the government –
through its relevant ministries, agencies and departments such as NITDA, the NCC, and the 
CBN-should share threat information with industry that it has access to, so they know what 
they must protect themselves against. This includes providing advice, guidance and standards 
on how to manage cyber risk and, working collaboratively with local IT firms to define what 
good cyber security should like to secure our online reputation. This is very important as the 
country has a poor online reputation that for instance, makes many foreign businesses 
reluctant to trade with customers or potential buyers in Nigeria. Prosecution of cyber criminals 
should be less riddled with redtape and judicial bureaucracy as a deterrence to would-be 
cybercriminals in Nigeria. The Nigeria Cybercrime Act –which I think was signed into law by 
the President Goodluck Jonathan administration- presents a begining point for achieving this 
and if need be, should be periodically revised to reflect emerging circumstances and 
developments in the digital landscape”.  

Project Manager (NCC): 

“The difficulty in securing critical infrastructures is partly due to the divergence of interests 
between the private and public sectors. The private sector’s primary focus is corporate 
efficiency: the main goal is profit making, so it implements the minimum level of security 
needed to achieve profit as quickly as possible. In contrast, the government is principally 
concerned with achieving social order, national security and economic prosperity for its 
population. The Nigerian government, like other governments around the world, struggles with 
the challenge of determining what their roles in cybersecurity could or should be, especially 
with respect to the private sector. For the government to be successful in the digital landscape, 
the must look beyond their traditional regulatory role. They must now tackle how they can best 
assist the private sector to invest in facilitating security of the digital landscape, and how public 
and private sectors can work together to improve the current state of cybersecurity in Nigeria. 
The NCC regularly engages with the telecoms and broadband service providers on ways of 
improving the security of the network infrastructure that these companies rely on. In fact, we 
have a working group consisting of representatives from the NCC and the major telecoms and 
broadband service providers in Nigeria; this group regularly comes up with guidelines that are 
used by operatives in the telecoms industry to improve security around their digital 
infrastructue”. 

IT Officer, Central Bank of Nigeria (Abuja FCT): 

“For me, the emphasis should be on regulation. Basically, the government should use its 
regulatory authority to enforce certain security standards to maintain the integrity of B2B and 
B2C transactions. In a rapidly evolving cyber security environment, proper regulation can 
improve cyber security by making companies address existing and future cyber threats. When 
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enforcing regulatory standards for cybersecurity, the government must realize that regulation 
often creates a culture of compliance, and companies often seek the lowest-cost way of 
meeting these standards. This is something that must be avoided when using regulation as 
an instrument to improve cybersecurity strategy. I should also note that the IT department of 
the CBN regularly issues guidelines on cybersecurity to commercial banks and other payment 
providers in Nigeria. We also monitor these firms to ensure that they are adhering to these 
guidelines and if not, the necessary sanctions are meted out to encourage improved 
compliance”. 

Analysis: 

On the question of what the government can do to strengthen Nigeria’s cybersecurity 
infrastructure, the interviewees proferred several suggestions. One of such suggestions 
focused on the need to fund and implement digital literacy initiatives targeted at individuals 
and organizations in Nigeria. This highlights the role of relevant government agencies –such 
as NITDA, CBN, NCC etc- in taking the lead in terms of being resource centres for digital 
security and establishing local cyberecurity standards. Another suggestion concerns the need 
for increased information sharing on cyber threats and solutions between the government, the 
private sector and where necessary, the general public. Given its priveleged position in terms 
of funding and assets, should lead by example when it comes to coming up with best practices 
that private sector organizations can adopt at little or no cost to them.  

Another way that the government can do to improve the sector is through increased 
collaboration between government and the private sector. This is key especially considering 
the investments made by the private sector in building Nigeria’s digital infrastructure. In fact, 
the NCC Project Manager notes: “For the government to be successful in the digital landscape, 
the must look beyond their traditional regulatory role. They must now tackle how they can best 
assist the private sector to invest in facilitating security of the digital landscape, and how public 
and private sectors can work together to improve the current state of cybersecurity in Nigeria”. 

Regulation was suggsted by the CBN IT Officer as a means of improving the security of 
Nigeria’s digital infrastructure. Essentially, in a rapidly evolving cyber security environment, 
proper regulation can improve cyber security by making companies put in place adequate 
measures to deal with existing and future cyber threats. In saying this, relevant government 
MDAs manage the enforcement process in way that discourages a culture of compliance 
among public and private organizations.  

6.2.4 Best Practices in Cybersecurity 

The fourth question that was posed to the four interviewees is as follows: “What would you 
describe as best practices in cybersecurity that can be useful when developing a national 
cybersecurity strategy?” The answers given by the interviewees are as follows: 

Cybersecurity Team Lead (Deloitte): 

“When it comes to best practices in cybersecurity, the importance of firewalls cannot be 
understated.  I would advice that organizations set up a firewall to provide a barrier between 
their data and cybercriminals. In addition to the standard external firewall, many companies 
should reinforce protection by installing internal firewalls to provide additional 
protection. Again, I would recommend that organizations document their cybersecurity 
protocols to guide effective reponse and patch management where necessary. Companies 
should also install and update their anti-malware and anti-ransomware software to protect the 
networks and devices that make up their digital infrastructure”.  

IT Manager (Globacom): 

“I would begin by saying education, education, education. The government and organizations 
must invest in educating the citizens and customers respectively on safe digital hygiene. From 
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an organizational standpoint, employees often wear many hats, making it essential that all 
employees accessing the network be trained on your company’s network security policies. 
Since the policies are evolving as cybercriminals become savvier, it’s essential to have regular 
updates on new protocols. To hold employees accountable, have each employee sign a 
document stating that they have been informed of the policies and understand that actions 
may be taken if they do not follow security policies. it’s also important to develop policies on 
the reasonable limits of mobile devices in your office and on your networks. These measures 
should be strictly enforced for all employees, as well as for contractors or consultants”. 

Project Manager (NCC): 

“When looking at the issue of cybersecurity best practices, the main focus should be on 
restricting access to unauthorized individuals. This is at the core of cybersecurity best 
practices especially as unauthorized access is often what leads to cybercrime and intrusions 
to digital infrastructure that can cost the person or organization affected. I recommend 
implementing password security features, such as an account lock-out that activates when too 
many incorrect passwords have been entered. Organizations may also consider using multi-
factor authentication, which entails users verifying their identities – via codes sent to devices 
they previously registered – whenever they attempt to sign-in. This is key for strengthening 
cybersecurity and should form the basis for strengthening the resilience of Nigeria’s public 
digital infrastructure. Also,  

IT Officer, Central Bank of Nigeria (Abuja FCT): 

“While it’s important to prevent as many cyber attacks as possible, it is still possible to be 
breached regardless of the number of precautions you take. I would advise companies to 
always back up word processing documents, electronic spreadsheets, databases, financial 
files, human resources files, accounts receivable/payable files and other critical 
documents.  This includes backing up all data stored on the cloud and making sure that 
backups are stored in a separate location in case of a fire or flood. To ensure that you will 
have the latest backup if you ever need it, organizations should always check your backup to 
ensure that it is functioning correctly”. 

Analysis: 

On the question of best practices in cybersecurity that can be used to improve Nigeria’s 
cybersecurity strategy, the four interviews proferred some useful suggestions. One of such 
best practices is the need to invest in building or estalishing firewalls around network 
infrastructure. organizations set up a firewall to provide a barrier between their data and 
cybercriminals. In addition to the standard external firewall, many companies should reinforce 
protection by installing internal firewalls to provide additional protection. Another best practice 
concerns educating the public and employees on network security policies so that they 
become more responsible online and are accountable for their actions. This should be 
complemented by restricting access to unauthorized persons using proper authentication 
systems such as multi-factor authentication. Finally, like firewalls, the need for regular backup 
should not be underestimated. Organizations should regularly backup their device files and 
cloud-based files on a regular basis so that they can be used to restore a breached system in 
the event of an attack. Having discussed the responses to the interviews, the next section 
concludes this chapter by highlighting the main results from the interviews with public and 
private sector IT professionals.  

6.3 Summary of the Main Findings from the Interviews 

This section of the document outlines the main findings from the four interviews conducted 
with cybersecurity experts and IT professionals in the Nigerian public and private sectors. 
These findings are key to drawing conclusions and recommendations for this research. The 
main findings are as follows: 
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 The cybersecurity sector in Nigeria is undeveloped or in its infancy stage. Given some 
bright points in terms of the emergence of digital or e-entrepreneurs and IT-driven 
innovations that have attracted the attention of some Silicon Valley giants, limited 
attention has been devoted to securing the infrastructure on which local companies 
depend to participate in the digital economy. In fact, a significant number of MDAs lack 
up-to-date cybersecurity infrastructure including for their online digital services. 

 On the question of the challenges affecting the cybersecurity industry in Nigeria, one 
central challenge that emerged from the conversations concerned inadequate funding 
for the IT sector in Nigeria. Government funding is key to encouraging innovation in 
the sector; innovation that can be used by private and public sector organizations to 
expand the scope of their operations. Government funding is also required to establish 
and secure the public digital infrastructure that many businesses and public sector 
organizations depend to provide online services and interact with their customers and 
citizens respectively. 

 Another challenge that emerged from the interviews is lack of cybersecurity expertise 
in Nigeria. In fact, the supply of skilled IT workers in Nigeria is insuffiicent to meet the 
demands of an increasing growth in the number of online businesses. What makes 
this particular problem even more worrisome is ‘brain drain’ as foreign governments 
and corporations lure away the limited pool of skilled IT professionals in Nigeria. 

 In terms of the government’s role in strengthening cybersecurity in Nigeria, there is a 
need to fund and implement digital literacy initiatives targeted at individuals and 
organizations in Nigeria. This highlights the role of relevant government agencies –
such as NITDA, CBN, NCC etc- in taking the lead in terms of being resource centres 
for digital security and establishing local cyberecurity standards. Again, there is a need 
for more information sharing on cyber threats and solutions between the government, 
the private sector and where necessary, the general public. Given its priveleged 
position in terms of funding and assets, should lead by example when it comes to 
coming up with best practices that private sector organizations can adopt at little or no 
cost to them. Regulation also provides the government with an opportunity to enforce 
appropriate cybersecurity standards for their digital infrastructure. In exercising its 
regulatory authority, the government must be sure to manage the process in a way 
that does not encourate a culture of compliance among those being regulated. 

 With respect to best practices in cybersecurity, the four interviewees proferred different 
suggestions. One of such suggestions concerns estalishing firewalls around network 
infrastructure to provide a barrier between their data and cybercriminals. In addition to 
the standard external firewall, many companies should reinforce protection by 
installing internal firewalls and installing anti-malware to provide additional protection. 
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CHAPTER SEVEN: CONCLUSION AND RECOMMENDATIONS 

 

7.1 Introduction  

This chapter looks at the conclusions and recommendations for this research. These 
conclusions are drawn from the results of discusion around the core requirements for 
developing and implementing a national cybersecurity strategy for Nigeria, effective ways of 
addressing the inherent cybersecurity risks the country faces both locally and internationally, 
cybersecurity best practices, and the main findings from interviewing IT professionals drawn 
from the private and public sectors in Nigeria. The conclusions are a summary of all the issues 
addressed in this research. The recommendations, on the other hand, provide suggestions for 
securing Nigeria’s digital infrastructure, developing and implementing a national cybersecurity 
strategy for Nigeria, and ways of positioning Nigeria to leverage the benefits of the digital 
economy for economic growth and development whilst strengthening the security of its digital 
infrastructure and environment. The conclusions and recommendations presented in this 
chapter also contribute to strengthening the cybersecurity pillar of NITDA’s ICT Roadmap 
(2017-2020). 

7.2 Conclusions 

The findings of this research provide a framework that can be used to further develop the 
‘cybersecurity’ pillar of the National Information Technology Development Agency (NITDA)’s 
ICT Roadmap, one of seven pillars in the ICT Policy roadmap. Furthermore, this research was 
conducted to guide political leaders and policy makers in Nigeria in the development of a 
National Cybersecurity strategy and policy, and in thinking strategically about cybersecurity, 
cyber preparedness and resilience. 

The Cybersecurity Landscape in Nigeria 

Increasingly, business growth and innovation in Nigeria is being driven by technology 
adoption. At the same time, technology adoption is accompanied by inherent risks arising from 
limited capacity to manage existing and emerging cybersecurity, limited government support 
in driving adoption of cybersecurity best practices, and weak firewalls or online secure systems 
for protecting transactions conducted in the virtual space. Cyber-terrorists, spies, hackers and 
internet fraudsters are increasingly motivated to target ICT infrastructure in the public and 
private sectors due to the increasing value of information held within it and the perceived 
reduced risk of detection and capture in conducting cybercrime as compared to traditional 
crime. The increase in cybercrime in Nigeria can be attributed to the growing levels of poverty, 
easy access to gullible targets by criminals and lack of adequate legal and regulatory policies 
to prevent and prosecute the perpetrators when captured.  

While some progress has been made by the government and private sector to improve the 
security of digital infrastructure in Nigeria, challenges still remain as many businesses in 
Nigeria suffer considerable financial losses from the activities of cybercriminals and hostile 
foreign actors. Organized Criminal Groups (OCG) are principally responsible for developing 
and deploying the increasingly advanced malware that infects the computers and networks of 
Nigerian citizens, our industry and government. The impact is dispersed throughout the 
country, but the cumulative effect is significant. These attacks are becoming increasingly 
aggressive and confrontational, as illustrated by the increasing use of ransomware, and 
threats of distributed denial of service (DDoS) for extortion. Again, Internet banking fraud, 
which covers fraudulent payments taken from a customer’s bank account using the internet 
banking channel, rose by 60% between 2015 and 2017 accounting for about N10bn in losses 
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according to a report by the Central Bank of Nigeria.44 This is evidence of the growing trend 
for criminals to target banks, businesses and high net-worth individuals.  

Awareness of technical vulnerabilities in software and networks, and the need for cyber 
hygiene in Nigeria, has undoubtedly decreased over the past five years. This is, in part, a 
consequence of lack of awareness on the part of citizens and government institutions. Cyber 
attacks are not necessarily sophisticated or inevitable and are often the result of exploited – 
but easily rectifiable and, often, preventable – vulnerabilities. In most cases, it continues to be 
the vulnerability of the victim, rather than the ingenuity of the attacker, that is the critical 
variable in the success of a cyber attack. Furthermore, Nigeria lacks the skills and knowledge 
required to meet its cyber security needs across both the public and private sector. In 
businesses, many staff members are not cyber security aware and do not understand their 
responsibilities in this regard, partially due to a lack of formal training. The public is also 
insufficiently cyber-aware as many Nigerians lack cyber-awareness and have limited 
knowledge of how vulnerable they are to cyber threats. This is further compounded by the 
observation that in some private sector organizations in Nigeria, majority of their staff have 
never taken part in any form of cyber training. Again, findings from this research suggests 
many organisations in Nigeria will continue to use vulnerable legacy systems until their next 
IT upgrade. Software on these systems will often rely on outdated versions. These outdated 
versions are vulnerable to loopholes that attackers look for and have the tools to exploit. An 
additional issue is the use of unsupported software by public and private sector organizations, 
for which patching regimes do not exist. These issues describe the nature of the digital and 
cybersecurity landscape in Nigeria. 

Role of Stakeholders in Strengthening the Security of Nigeria’s Digital Environment 

When it comes to improving the cybersecurity environment in Nigeria, every part of the society 
has a responsibility including citizens, the market or private sector, and government. As 
citizens, employees and consumers, we take practical steps to secure the assets we value in 
the physical world. In the virtual world, we must do the same. That means fulfilling our personal 
responsibility to take all reasonable steps to safeguard not only our hardware – our smart 
phones and other devices – but also the data, software and systems that afford us freedom, 
flexibility and convenience in our private and professional lives.  

Businesses, public and private sector organisations and other institutions hold personal data, 
provide services, and operate systems in the digital domain. The connectivity of this 
information has revolutionised their operations. But with this technological transformation 
comes the responsibility to safeguard the assets which they hold, maintain the services they 
provide, and incorporate the appropriate level of security into the products they sell. The citizen 
and consumer, and society at large, look to businesses and organisations to take all 
reasonable steps to protect their personal data, and build resilience – the ability to withstand 
and recover – into the systems and structures on which they depend.  

The government, as the holder of significant data (especially citizens’ data) and a provider of 
services, the Government ought to take rigorous measures to provide safeguards for its 
information assets. The Government also has an important responsibility to advise and inform 
citizens and organisations what they need to do to protect themselves online, and where 
necessary, set the standards we expect key companies and organisations to meet.45 Even 
though certain critical sectors of Nigeria’s economy are in private hands, the Government is 
ultimately responsible for assuring their national resilience and, with its partners across the 
administration, the maintenance of essential services and functions across the whole of 
government. Having said this, it is essential to note that commercial pressures and 
government-driven incentives are required to encourage adequate business investment in 

                                                            
44 Central Bank of Nigeria (CBN), Risk-based cybersecurity framework and guidelines: Deposit money banks and 
payment service providers, June 2018.  
45 Commonwealth Framework for National Cybersecurity Strategy 
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appropriate cyber security, to stimulate a flow of investment into our industry, and to 
encourage an adequate pipeline of skills into the sector. Across the Nigerian economy and 
wider society, awareness of the risk and of the actions required to mitigate cyber risk have 
increased over the last five years. But the combination of market forces and government 
encouragement has not been sufficient in itself to secure our long-term interests in cyberspace 
at the speed required. Too many networks, including in critical sectors, are still insecure. The 
market is not valuing, and therefore not managing, cyber risk appropriately. 

Framework for Strengthening Nigeria’s Cybersecurity  

One of the main objectives of this research concerns developing a framework for Nigeria’s 
cybsercurity strategy. This framework was developed through three main lenses namely: 
DEFEND; DETER; AND DEVELOP.  

The DEFEND Perspective 

The DEFEND elements of Nigeria’s cybersecurity strategy aim to ensure that its networks, 
data and systems in the public, commercial and private spheres are resilient to and protected 
from cyber attack. It will never be possible to stop every cyber attack, just as it is not possible 
to stop every crime. However, together with citizens, education providers, academia, 
businesses and other governments, Nigeria can build layers of defence that will significantly 
reduce our exposure to cyber incidents, protect our most precious assets, and allow us all to 
operate successfully and prosperously in cyberspace. At the core of the defend perspective is 
the need to build and sustain an active cyber-defence for Nigeria. This entails the following: 
Strengthen firewalls around Nigeria’s existing infrastructure so that it is less vulnerable to local 
and international attacks; defeat the majority of high-volume/low-sophistication malware 
activity on Nigerian networks by blocking malware communications between hackers and their 
victims; evolve and improve the scope and scale of Government’s capabilities to disrupt 
serious state sponsored and cyber criminal threats; protect internet and telecommunications 
traffic from being hijacked by malicious actors; strengthen the digital defence of Nigeria’s 
critical infrastructure and citizen-facing services especially against cyber threats; and Disrupt 
the business model of every form of cyber-crime, to demotivate cyber criminals; and to reduce 
the damage that their activities can cause. Some effective approaches to achieving the 
objectives of a cyber-defence for Nigeria were suggested in this report.  

The DETER Perspective  

The defence of Nigeria’s digital infrastructure ought to begin with ‘deterrence’. For the Federal 
Government to achieve its vision of a country that has a safe and secure digital environment 
that enhances its national prosperity, there is a need to dissuade and deter those who would 
harm us and our interests. To achieve this, there is a need to continue to raise levels of cyber 
security so that attacking us in cyberspace – whether to steal from us or harm us – is neither 
cheap nor easy. Cyberspace is only one sphere in which Nigeria must defend its interests and 
sovereignty. Just as its actions in the physical sphere are relevant to its cyber security and 
deterrence, so its actions and posture in cyberspace must contribute to wider national security.  

Discouraging people from engaging in cyber crime is central to ‘deterrence’. To discourage 
cyber criminals in Nigeria, the government –through its relevant MDAs and law enforcement 
agencies- should increase the cost, raise the risk, and reduce the reward of crybercrime. While 
the government must strengthen the country against cyber attacks and decrease 
vulnerabilities, there is also a need to pay considerable attention towards pursuing 
cybercriminals who attack individuals, business organizations and government institutions. 
Prosecution is also key to discouraging cybercriminals and hostile foreign actors from 
interfering with national cyber infrastructure. Consequently, there is a need to strengthen 
cybersecurity capacity in law enforcement agencies in Nigeria to identify, pursue, prosecute 
and deter cyber criminals both within and outside the country.  
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The DEVELOP Perspective 

The DEVELOP aspect of the national security strategy is deals with determining how Nigeria 
will acquire and strengthen the tools and capabilities needed to protect itself from the cyber 
threat. The number of certified cybersecurity professionals in Nigeria is insufficient to meet the 
future demand especially as the cyber landscape continues to evolve rapidly. The Government 
must act now to plug the growing gap between demand and supply for key cyber security 
roles, and inject renewed vigour into this area of education and training.  

The develop perspective is more concerned with building a resource pool of local IT 
professionals, especially cybersecurity experts, to meet the growing demands on our digital 
infrastructure. The DEVELOP aspect of our national security strategy is more concerned with 
determining how Nigeria will acquire and strengthen the tools and capabilities needed to 
protect itself from the cyber threat. The number of certified cybersecurity professionals in 
Nigeria is insufficient to meet the future demand especially as the cyber landscape continues 
to evolve rapidly. The Government must act now to plug the growing gap between demand 
and supply for key cyber security roles, and inject renewed vigour into this area of education 
and training. A skilled workforce is the lifeblood of a vital and world-leading cybersecurity 
commercial ecosystem. This ecosystem will ensure cyber start-ups prosper and receive the 
investment and support they require. This innovation and vigour can only be provided by the 
private sector; but the Government must create the environment to support its development, 
and actively promote the wider cybersecurity sector to the global market. 

7.3 Recommendations 

Based on the main findings, the following recommendations have been developed for this 
research and should support future initiatives for the cyberecurity pillar of NITDA’s ICT 
Roadmap:  

 Businesses and public sector organisations decide on where and how much money 
they commit to cyber security based on a cost-benefit assessment, but they are 
ultimately liable for the security of their data and systems. Only by balancing the risk 
to their critical systems and sensitive data from cyber attacks, with sufficient investment 
in people, technology and governance, will businesses reduce their exposure to 
potential cyber harm. 

 The Federal and state governments need to develop the specialist skills and 
capabilities that will allow us to keep pace with rapidly evolving technology and manage 
the associated cyber risks. This skills gap represents a national vulnerability that must 
be resolved through policy action and funding commitment. 

 There is need for increased collaboration between the government and key players in 
the ICT sector, especially Communications Service Providers (CSPs), to make it very 
difficult to attack Nigerian internet services and users, and significantly decrease the 
prospect of attacks having a sustained impact on the country. This will include tackling 
phishing, blocking malicious domains and IP addresses, and other steps to disrupt 
malware attacks. It will also include measures to secure the Nigeria’s 
telecommunications and internet routing infrastructure. 

 Establish an indigenous Cyber security/ Information Security Professionals 
Certification Authority Body. This is key to building a sufficient cybersecurity resource 
pool to cater for the demands of an evolving digital landscape in Nigeria. The number 
of certified cybersecurity professionals in Nigeria is insufficient to meet the future 
demand especially as the cyber landscape continues to evolve rapidly. The 
Government must act now to plug the growing gap between demand and supply for 
key cyber security roles, and inject renewed vigour into this area of education and 
training. 
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 Cybersecurity deserves specialized attention from the Federal Government to deal 
with evolving cyber threats. Consequently, there is a need for the Federal Government 
to establish a National Cybersecurity Department that will be mandated by law to 
oversee the development and implementation of cybersecurity policies and standards 
in the country. The NCD or Cybersecurity Assistance Centre will manage national 
cyber incidents, provide an authoritative voice and centre of expertise (i.e. center of 
excellence) on cyber security, and deliver tailored support and advice to ministries, 
departments, agencies, regulators and businesses. The NCD will analyse, detect and 
understand cyber threats, and will also provide its cyber security expertise to support 
the Government’s efforts to foster innovation, support a thriving cyber security industry, 
and stimulate the development of cyber security skills in Nigeria. It is essential to note 
that the NCD can exist as a standalone entity or domiciled to NITDA depending on the 
government’s priorities.  

 Many organizations in Nigeria do not have a measurement framework for assessing 
how effective their cybersecurity or digital security initiatives are. Some indicative 
measurement parameters were identified and discussed in this report. However, the 
government can build on this by identifying additional cybersecurity parameters that 
provide improved standards that can be adopted by private sector organizations in 
Nigeria. This particular observation is central to establishing Security Management 
Best Practices for Nigeria.  

 Establish six digital security innovation centres (i.e. one for each of the 6 geopolitcal 
regions in Nigera), to drive the development of cutting-edge cyber products and 
dynamic new cyber security companies, which will sit at the heart of a programme of 
initiatives to give start-ups the support they need to get their first customers and attract 
further investment. This should be complemented by creating a Cyber Innovation Fund 
to support digital and cybersecurity innovations from small and medium IT firms across 
the 6 geopolitical regions on Nigeria.  

7.4 Directions for Further Research 

This research focused on exploring the cybersecurity landscape in Nigeria with added 
attention on developing a viable framework for Nigeria’s cybersecurity strategy. The findings 
of this research address the requirements of the ‘cybersecurity’ strand in NITDA’s ICT 
Roadmap (2017-2020). One of the issues not addressed in this research concerns the 
emergence of blockchain technology which has been touted as having the potential to 
transform the digital landscape for some economic sectors especially the financial services 
sector.  

Blockchain technology enables data storage in a decentralized and distributed manner, which 
eliminates a single point of failure and prevents hackers from compromising large volumes of 
data. Due to its ability to quickly identify the data that has been manipulated, blockchain may 
become the core technology for highly regulated industries, like banking and law. 
Consequently, there is a need for further research to explore the implications of increased 
adoption of blockchain technology by organizations on the digital landscape in Nigeria. This is 
a research that can be funded by NITDA in furtherance of its objectives for the cybersecurity 
strand of its current ICT Roadmap.  
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ANNEX A: INTERVIEW GUIDE 

 

1. How would you describe the cybersecurity landscape in Nigeria? 

2. What are the challenges  

3. What can the government do to strengthen Nigeria’s digital infrastructure? 

4. What would you describe as best practices in cybersecurity that can be useful when 

developing a national cybersecurity strategy? 

 

 

 

 

 

 

 

 

 


