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methods and systems of reintegration and opening borders once the curve has flattened,

since this is happening at various times and deadlines, this paper aims to explore and

consider possible solutions that could be put in place to keep borders safe from spill overs

of COVID-19 by tracking travellers, and their medical records and vaccinations relating to

the virus and its symptoms, with the aim of containing, preventing the spread of the virus

and intercepting a possible recurrence of the  pandemic by using blockchain.
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CHAPTER 1 INTRODUCTION

As a consultant I know that knowledge is what gives the leverage and the position to consult,

and to do that, one has to be updated, resourceful and inquisitive with a solution oriented mind

frame when confronted by challenges, and I believe that having an entrepreneurial mindset is an

added zing for consultant. Learning is a stimulant and is essential to be competitive in these days

and age of updates and upgrades and having access to data to analyse situations and hazards. I

think this is the best way to handle and prepare for the future unknown challenges. 

In this context, country leaders and policy makers are debating the most effective methods

and  systems  of  reintegration1  and  opening  borders  once  the  curve  has  flattened.  Since

reintegration for countries is happening at different time intervals, this paper aims to explore  and

consider possible solutions that could be put in place to keep borders safe from spill-overs of

COVID-19 by tracing travellers and their medical and vaccination records related to COVID-19

and its symptoms, with the aim of containing and preventing the spread of the virus.

1.1 BACKGROUND OF PROBLEM

The freedom of movement, mobility, or travel is a basic human right, and part of The UDHR

(Universal Declarations of Human Rights).2 Unfortunately, since late December 2019, COVID-19

pandemic, which originated in Wuhan, China,3 disrupted the travel  from one place to another

within and across borders. This resulted in most countries worldwide have shutting their borders,

to flatten the curve and contain the spread of the virus.4

Furthermore, governments in more than 190 countries around the world at different times of

the first quarter of 2020 have ordered quarantine, a lockdown of all movement, traveling, social

interaction and social activities to stop the spread of the virus.5 The spreading of the virus has

overwhelmed and strained the public-health systems, as hospitals were not able to cope with the

numbers infected. In some countries the numbers were so high they weren’t able to keep up with

the mortality rate and ordered mass graves to dispose of the corps.6 This has caused a disruption

of the economic system (movements, education, and social activities).

1 https://www.who.int/emergencies/diseases/novel-coronavirus-2019/technical-guidance/country-readiness
2 https://www.un.org/en/universal-declaration-human-rights/
3 http://www.who.int/docs/default-source/coronaviruse/who-china-joint-mission-on-covid-19-final-report.pdf
4 https://www.aljazeera.com/news/2020/03/coronavirus-travel-restrictions-border-shutdowns-country-200318091505922.html
5 https://cerahgeneve.ch/resources/covid-19-free-online-scientific-resources/
6 http://www.who.int/water_sanitation_health/hygiene/emergencies/deadbodies.pdf?ua=1
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Some  official  figures  are  against  the  quarantine  lockdown,  they  argued  it  will  be  an

economical  tsunami,  with  several  big  waves  dead  ahead.  People's  livelihood  depends  on

businesses and if it is shut down then it will destroy it, the jobs it will wipe out, the retirement

system will  crack and shatter.7 To this date in America more than 40 Million people filed for

unemployment.8 They say that the disruption of the closedown of society's economic lifeline is

being strangled, suffocated not from the virus but from the extreme measures of the lockdown,

and that will do more harm in the long run to society. The economic devastation is a catastrophic

event, to industries that depend on social activities and interactions. Restaurants, entertainment,

tourism, and the airline industries are being crushed.  In  the two different  opinions,  or  beliefs

about, for or against quarantine measures, there is a lot disagreement on that, however there is

one thing that we all can agree on for the fight against the invisible enemy the virus (COVID19)

which is the importance of data (information). Historically there has been many pandemics, but a

major  difference this time we have technological  tools  to  help us understand and control  the

spread. Tools such as infrastructure for the transferal of information flow (the internet) can help us

in collecting data, which can help in decision making to contain and understand unseen enemy

(the virus). Once government officials order the ease of quarantine restrictions, the removal of

lockdown, and the lifting of travel restrictions  within countries and across borders, 9 and there will

be movements over borders, the fear is that there could be a second wave of COVID-19, if a

vaccine, therapy, or tacking system is not put in place.

In this paper I intend to explore the possibility of using a technology called blockchain. Its

main characteristics are privacy, security, and decentralization and due to its performance, it is

also referred to as The Trust Protocol.10 In the paper there are several initiatives from different

entities that presents new technologies for data accumulation and tools for analysing data. Such

tools include digital contact tracing, as well as, universal digital identity.  However, these tools

could be a double edge knife. In fact, the negative effect of this tools is that because of the impact

of COVID-19 pandemic, this could be an excuse for increased surveillance and the deterioration

of  people's  privacy.  By exploring  the  qualities  or  the  pillars  of  blockchain  which  are  privacy,

security, and decentralization and its uses I aim to understand if it could help us in benefiting

humanity in the context of COVID-19.

7 https://lockdownsceptics.org/2020/05/18/latest-news-34/
8 https://www.nytimes.com/2020/05/28/business/economy/coronavirus-unemployment-claims.html
9 https://www.telegraph.co.uk/politics/2020/05/29/government-lockdown-roadmap-50-page-coronavirus/
10 https://nakamotoinstitute.org/the-god-protocols/
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1.2 PURPOSE OF STUDY AND RESEARCH QUESTIONS

The purpose of this research is to find the best method to maintain control of our privacy rights

and securing our personal information, whilst deploying the latest technologies around blockchain

for travels during and after a pandemic. To the best of my knowledge there are limited researchers

who have addressed the problem with my approach. I address the issue of recording of health

status of travellers by using blockchain with its security and privacy features and finding out what

other roles it can play to benefit the travellers by answering the below research questions: 

1 How can we secure travel with blockchain technology at the time of pandemic?

2 How can blockchain improve recording of the health status of travellers after a pandemic?

3 How can blockchain prevent future pandemic effects by mitigating health policies and 

traveling policies?

1.3 ECONOMICAL IMPLICATION OF COVID-19

Any pandemic causes the society to suffer definite irretrievable damage. However, COVID-19

resulted  in  a  huge  number  of  deaths  and  the  globalized  economy  witnessed  one  the  worst

demobilization. Major international flights have been deferred among different countries as well as

all  types  of  business.  All  domestic  flights,  rail  services,  buses,  trucks,  and  transportation  of

vehicles suspended, with special exemption, for essential commodities.

All  the  countries  affected  by  COVID-19,  educational,  commercial,  sporting,  and  cultural

institutions are completely closed. The economy of many so called powerful countries are now

facing the threat of high inflation and increasing unemployment as a result of lack of productivity

and excessive expenditure for the treatment and rehabilitation of the COVID-19 victims and their

families, (OECD Interim Economic Assessment, 2 March 2020) see Figure 1.
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Figure 1: Current of COVID-19 in different countries.
Source: WHO, 2020, Accessed date: (18 April 2020).

Lockdown will directly affect each country's GDP in major economies.  Figure 2  shows that

there will be an approximate loss of 2% per month in annual GDP growth. Tourist business on its

own, output declines as high as 50 percent to 70 percent. According to that, the World Trade

Organization (WTO) and the Organization for Economic Cooperation and Development (OECD)

have described the pandemic of COVID-19 as the greatest danger to the global economy since

the financial emergency of 2008 - 2009.11 Some experts even say that human civilization has not

experienced such an unprecedented emergency in the wake of the major economics since the

aftermath of World War II.  So, without a doubt, COVID-19 has made a remarkable statement.

Poor influence on the day-to-day life of human society, and even on the economy of the world.12’13

11 https://www.oecd.org/berlin/publikationen/Interim-Economic-Assessment-2-March-2020.pdf
12 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7044178/
13 Chakraborty, I., & Maity, P. (2020). COVID-19 outbreak: Migration, effects on society, global environment and prevention. 
Science of The Total Environment, 138882.
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Figure 2: First impact of containment measures felt
Source OECD (Accessed date: 08 April 2020)14

The start of the negative effects of COVID‐19 was felt in China, the epicenter of the virus. At

present, There have been more than 84,000 people in China Infected, with just over 7,185,573

people worldwide (dated 10/06/2020). The economic growth was expected to continue. China's

2020 prediction was 5.7 now after the pandemic recovery it is 2.4%, far lower than expected. The

5.7% that was predicted at the end of 2019. We expect substantial economic damage to occur in

countries with close economic relations with China, for example (Australia, South Korea, Japan,

Thailand and Germany) and countries in which the virus is spreading rapidly (e.g., South Korea

and Italy).  In Figure 3  you can see due  to the size of the nation Lockdown in Italy, they have

updated our growth outlook for the eurozone at -0.1 per cent this year and 1.2 per cent in 2021

and ‐1.6 per cent for Italy in 2020. 

14 http://www.oecd.org/coronavirus/en/

8



Figure 3 : Global Economic Outlook
COVID-19 has taken a hold of the global economy. (March 12, 2020, by Hugo Erken et al.)15

CHAPTER 2 RESEARCH DESIGN

2.1 THEORETICAL FRAMEWORK AND METHODOLOGY

I started with  the research by brainstorming the concepts after having a virtual meeting with

my  supervisor,  then  constructed  a  theoretical  framework  of  the  main  research  topic  and  its

variables: independent, depended, and controlled with the outcome. The first ideation meeting

resulted into two concepts and the title was “Travel after COVID-19” see Figure 4. After reading

the most relevant current and latest published articles and using the Web of Science, a research

gap and the theoretical framework was evolved as seen in Figure 5. 

15 https://economics.rabobank.com/publications/2020/march/global-economic-outlook/
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Figure 4 : Initial Theoretical Framework

Figure 5 : Final Theoretical Framework

There are so many academic search engines, each one has its focused field, and advantages

and disadvantages. For a freebee and a holistic search there is no better than Google Scholar, 16

especially when talking about ranking of academic search engines, I believe it is number one. It is

the power of Google searches applied to research papers and patents. It helps you find research

papers for all academic disciplines and provides links to sources of other databases for academic

articles in full text PDF file in accordance with the source database (paid and free), see Figure 6.

One of the other benefits of using Google scholar is that Google news feed customizes the topics

of interest and in my case, I have started receiving a lot of academic articles and news feeds

related to my research topic.

16 Mayr, P., & Walter, A. K. (2007). An exploratory study of Google Scholar. Online information review.
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Figure 6 : Google Scholar approach
Source: 17 Mayr, P., & Walter, A. K. (2007).

Google Scholar’s coverage of the concepts (keywords) after search was conducted was as follow:

1 Blockchain and contact tracing, the result was 2820 articles, 

2 Blockchain and COVID-19, the result was 1090 articles,

3 COVID-19 and contact tracing, the result was 6700 articles, 

4 Blockchain, contact tracing and COVID-19 the result was 183 articles,

5 COVID-19 and immunity certificate the result was 1400 articles. 

The base was the research questions, that initiated a brainstorm of the basic keywords, then

extended in a snowball to include new keywords with the main keywords after reading articles:

Blockchain,  Digital  Identity,  OR  Digital  ID,  Digital  Medical  and  Vaccination  Records  Data,

Immunity  Passports  and  Vaccination  Certificates,  Screening  Travellers,  Pandemic,  Contact

Tracing, Digital Contact Tracing in a Pandemic OR COVID19, Economy Effect of the Pandemic

OR COVID19, Tracing Travellers in a Time of Pandemics Using Blockchain, Security and Privacy

in the relevant publications.

17 Mayr, P., & Walter, A. K. (2007). An exploratory study of Google Scholar. Online information review.
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Google provided articles in all disciplines with a snippet of the abstract that had references

and citations linked to full text, and the option to save citations in multiple formats. Due to the wide

range of topics about blockchain and my time constraints, I excluded many non-related articles.

Therefore, I only included approx. 200 most relevant results from the database then I focused on

approx.  20  articles.  My  supervisor  (Professor  Ribas)  recommended  I  read  “Blockchain

Revolution18 and  afterward  I  found  another  book  titled  “Blockchain  Blueprint  for  a  New

Economy”19.  These  books  are  the  best  resource  for  new  researchers  who  are  interested  in

blockchain where they have all the necessary basic knowledge and fundamentals for starting a

research path in this field. The used procedure for the search and the selection of publications see

Figure 7.

Figure 7: The Funnel Approach

This research was done using qualitative methods with secondary data, with an explorative

and  conceptual  nature  and  relying  on  a  systematic  literature  review  of  papers  related  to

blockchain,  digital  identification  with  medical  and  vaccination  records,  contact  tracing,  and

pandemic. 

CHAPTER 3 LITERATURE REVIEW
18 http://blockchain-revolution.com/
19 Swan, M. (2015). Blockchain: Blueprint for a new economy. " O'Reilly Media, Inc.".
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To provide insights into the research questions, for this study I conducted an exploratory 

analysis to facilitate the discussion and to give easy reference and examination of previous 

findings, we first introduce the notion of Pandemics, Passport, Medical and Vaccination Records 

or Certificate, Contact Tracing, GDPR (General Data Protection Regulation), and finally 

Blockchains and its utilization in the context of privacy and security.

3.1 PANDEMICS HISTORY

A pandemic is the epidemic of infectious conditions that has spread across a large area such

as several continents or the world and affects substantial number of people, the origins of the

word  comes from the  Greeks the  word  pán means (all)  and dímos (men,  people  or  city),  A

widespread infectious  disease with  a healthy number of  infected persons is  not  a  pandemic.

Typically speaking, typically infectious pathogens with steady numbers of affected people such as

seasonal flu recurrence are not distributed globally because they exist in vast parts of the world

concurrently. Throughout human history, a variety of pandemics of diseases have existed, such as

Smallpox and Tuberculosis. The deadliest pandemic in documented history has been the Black

Death (also known as The Plague), which in the 14th20 century killed an estimated 75–200 million

people. Other notable pandemics include the 1918,  21 Influenza pandemic The Spanish flu  that

killed near to 50 million people, and now we are living in a time of another pandemic COVID-19

that has killed more than 430,766 people worldwide in the last 6 months (from December 2019 till

now June 2020).22

As human beings have spread across lands, so have infectious diseases. Even in this modern

era, outbreaks are constant, though not every outbreak reaches the pandemic level of COVID-19.

Disease and illnesses have plagued humanity since the beginning of time, However, it was not

until the marked shift to animal farming communities or as now industrial-like farming, that the

scale and spread of these diseases increased, then with the ease of travel, just made it much

easier for diseases to increase their spread dramatically.23

Additionally, widespread trade created new opportunities for human and animal interactions

that sped up such epidemics. Tuberculosis, Smallpox, Leprosy, Malaria, Influenza, and others first

emerged during these early years. As human beans advance with technology and ease of mobility

20 DeLeo, F. R., & Hinnebusch, B. J. (2005). A plague upon the phagocytes. Nature medicine, 11(9), 927-928.
21 Rosenwald, M. S. (2020). History’s deadliest pandemics, from ancient Rome to modern America. Washington Post–April 7,2020,
22 https://coronavirus.jhu.edu/map.html
23 https://mbio.asm.org/content/11/3/e00812-20
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the ease to travel with cities becoming larger, more exotic trade routes, and increased contact

with different populations of people and animals, create an ecosystem the more likely pandemics

would occur.24 Below is a Table 1 25 with the main pandemics affecting humans in the last 2000

years.

Table 1 : Main pandemics affecting humans in the last 2000 years
Source : https://www.livescience.com/worst-epidemics-and-pandemics-in-history.html

Distinguished from epidemics by their geographic spread, influenza pandemics have caused

significant disease, death, and disruption for centuries. However, globalization has driven social

and economic changes in recent decades that have increased the threat of the emergence of

disease and accelerated the spread of novel viruses.26 On the other hand, globalization has also

facilitated  international  cooperation,  promoting  technological  advances  in  research  and

surveillance  on  diseases.  These  changes  collectively  alter  the  way  pandemics  originate,  are

experienced, understood and controlled. There are four novel strains of influenza Table 2 27  that

have arisen in the last century, each contributing to a global pandemic. 

24 https://www.visualcapitalist.com/history-of-pandemics-deadliest/
25 https://www.livescience.com/worst-epidemics-and-pandemics-in-history.html
26 Saunders-Hastings, P. R., & Krewski, D. (2016). Reviewing the history of pandemic influenza: understanding patterns of emergence and 
transmission. Pathogens, 5(4), 66.
27 Saunders-Hastings, P. R., & Krewski, D. (2016). Reviewing the history of pandemic influenza: understanding patterns of emergence and 
transmission. Pathogens, 5(4), 66
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Table 2: Four novel strains of Influenza.

Not all  infectious disease terms are created equal, though often they are mistakenly used

interchangeably. The distinction between the words "pandemic," "epidemic" and "endemic" are

blurred on a regular basis, even by medical experts.28 This is because the definition of each term

is fluid and changes as diseases become prevalent over time. While conversational use of these

words might not require precise definitions, knowing the difference is important to help better

understand  public  health  news,  appropriate  public  health  responses,  the  nature  of  how they

spread  across  geographical  boundaries  and  the  most  importantly  for  data  gathering  and

analysis.29 Listed below are basic definitions:

Endemic: is a disease or condition that is particular to a person or country.

Outbreak: unexpected rise in the number of endemic cases. Could become an epidemic.

Epidemic: is a disease that affects many people within a small population, or country. 

Pandemic: is an epidemic that is spread over multiple countries or continents.

A simple way to know the difference between an epidemic and a pandemic is to remember

the "P" letter in a pandemic, which means that a pandemic has a passport and the ability to go

over countries borders. A pandemic is an epidemic that travels. It was an epidemic when COVID-

19 was confined to Wuhan, China. Then it geographically spread and turned it into a pandemic.

The  pandemic  we  have  today  is  COVID-19  is  an  infectious  disease  caused  by  a  newly

discovered coronavirus called SARS-CoV-2, Like the Influenza, it is a respiratory disease, and is

transmitted through contact  with  respiratory infectious droplets.  But  beyond that,  they  vary in

major ways. A major distinction between COVID-19 and influenza is that it seems that COVID-19

is more infectious than the seasonal flu. An influenza-infected person spreads this disease to

another 1.3 individuals. An individual with COVID-19 spreads disease to another 2 to 2.5 people

Figure 8.

28 Temel, M. K. (2020). The 1918 “Spanish Flu” Pandemic in the Ottoman Capital, Istanbul. Canadian Bulletin of Medical History, 37(1), 195-231.
29 https://intermountainhealthcare.org/blogs/topics/live-well/2020/04/whats-the-difference-between-a-pandemic-an-epidemic-endemic-and-an-
outbreak/
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Figure 8: A comparison with the seasonal flu (influenza) vs COVID-19
Source: (Image taken from Vox 10 June 2020)

COVID-19 also seems to be more often causing serious illness than seasonal influenza. Part

of the difference could be because a different form of coronavirus triggers COVID-19, to which

humans have no immunity. By comparison, many people have at least some degree of immunity

to seasonal influenza, which is enough in most cases to avoid hospitalization and complications.

The best way to prevent and slow down transmission is to be well informed about the COVID-19

virus.30 The World Health Organization (WHO) declared COVID-19 a pandemic on 14 June 2020,

highlighting the more than seven million (7,824,985) cases of coronavirus disease in over 190

countries and territories around the world, the risk of further global spread around the world. Map

in Figure 9 below is dated 11 March 2020 cases were 118,000 cases over 110 countries. 

30 https://www.who.int/health-topics/coronavirus#tab=tab_1
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Figure 9:The spread of COVID-19 virus from
Source: The WHO (December 2019 till March 2020).

Most people infected by COVID-19, respiratory disease will be mild to moderate and recover

without special medications. Older people and those with underlying medical conditions such as

diabetes,  cardiovascular,  chronic  respiratory  disease  and  cancer  are  more  likely  to  develop

severe illness and death. There are still a lot of unknown about COVID-19 like for example why

are some people just carriers with no symptoms.31 Today some of the world has lifted the in a

quarantine lockdown, but for the most still in a pandemic mode.32 Figure 10

Figure 10: Tracking Spread of The Coronavirus Globally. (Data as of June 8, 2020)
Source: Centre for Systems Science and Engineering at Johns Hopkins University

31 https://theconversation.com/why-do-some-people-with-coronavirus-get-symptoms-while-others-dont-135546
32 https://www.npr.org/sections/goatsandsoda/2020/03/30/822491838/coronavirus-world-map-tracking-the- spread-of-the-outbreak
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3.2 PASSPORT (TRAVELING DOCUMENT)

In the Hebrew Bible is one of the earliest known references to documents which played a role

that  is  similar  to  that  of  a  passport  was  in  Nehemiah  2:7–9,  dated  from  around  450  BC,

Arthashastra mentioned was the first passport in history. The text notes that passport officer must

issue sealed passes before one may enter or exit the country.33 As early as Western Han, if not in

the  Qin  Dynasty,  passports  were  an  important  part  of  the  Chinese.  They  requested  such

information as characteristics of body, height, and age. The passports (Zhuan) determined the

ability  of  an  individual  to  move  across  imperial  counties  and  through  checkpoints. 34 In  the

medieval Islamic Caliphate, the Bara'a, a receipt for taxes paid, was a type of passport. Only

people who paid their Zakah (charity for Muslims) or Jizya taxes (for non-Muslims) were permitted

to travel to various Caliphate regions; therefore, the Bara'a receipt was a "simple passport”.35

Etymological sources say that the word 'passport' comes from a medieval document required

to pass through the gate (or 'porte') of a city wall or to pass through a territory. 36 In medieval

Europe, such documents were given by local authorities to foreign travellers (as opposed to local

residents,  as  is  modern  practice)  and usually  included a  list  of  cities  and towns.  In  general,

documents were not required to travel to seaports, which were open trading points, but documents

were required to travel from seaports inland.37

In 1540 King Henry the 5th of England invented what some consider to be the first modern

passport, 38 as a means to  prove who they were in foreign countries.39 The Imperial Augsburg Diet

of 1548 forced the people to maintain imperial travel documents at the cost of permanent exile. 40

Also around that the time the term "passport" was used. An expansion of the railway infrastructure

and wealth  in  Europe at  the  beginning  of  the  mid-19 th century  resulted  in  large increases in

numbers of  international  travellers and a consequent  the passport  system requirements were

relaxed 41 for about thirty years before the first world war. After the war speed of trains, as well as

33 Boesche, R. (2002). The first great political realist: Kautilya and his Arthashastra. Lexington Books.
34 Nylan, M., & Loewe, M. (Eds.). (2010). China's early empires: a re-appraisal (No. 67). Cambridge University Press.
35 Frank, D. H. (Ed.). (1995). The Jews of medieval Islam: community, society, and identity: proceedings of an international      
    conference held by the Institute of Jewish Studies, University College London, 1992 (Vol. 16). Brill.
36 Chambers, R. (1867). Chambers's etymological dictionary of the English language.
37 Constable, O. R. (2001). Medieval Trade in the Mediterranean World: Illustrative Documents.
38 Casciani, D. (2008). Analysis: the first ID cards. BBC News, 25.
39 Benedictus, L. (2006). A brief history of the passport. The Guardian, 17.
40 Torpey, J., & Charlot, M. (1998). CONTROL OF PASSPORTS AND FREEDOM OF MOVEMENT. THE CASE OF GERMANY IN THE 19TH 
CENTURY. Genesis, 53-76.
41 Keshavarz, M. (2018). The Design Politics of the Passport: Materiality, Immobility, and Dissent. Bloomsbury Publishing.
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the number of passengers crossing multiple borders, resulted in the enforcement of passport laws

again. The general reaction was that passport requirements were relaxed.

Passports were not required for travel within Europe in the later part of the nineteenth century

and  up  to  World  War  I  in  general,  and  crossing  a  border  was  a  straightforward  procedure.

Accordingly,  few  persons  held  passports.  For  security  purposes,  European  governments

implemented border passport requirements after World War I to regulate the emigration of citizens

with useful skills. After the war, these controls remained in place, becoming a standard, albeit

controversial, procedure. British visitors in the 1920s objected to attached photos on the document

and physical descriptions, which they perceived to have contributed to a 'nasty dehumanization.42

Standardization of passports occurred in 1980, under the auspices of the ICAO (International

Civil  Aviation  Organization).  ICAO  requirements  include  those  for  passports  readable  by

computer.43 These passports have an area where some of the otherwise textually written material

is  written  as  strings  of  alphanumeric  characters,  printed  in  a  manner  appropriate  for  the

identification of  optical  characters.44 This  allows border  controllers and other  law enforcement

officials to process these passports faster, without having to manually enter the information into a

computer. ICAO publishes Doc 9303 Machine Readable Travel Documents, the machine-readable

passport technical standard.45 A more recent requirement is Biometric passports. They include

biometrics to authenticate a traveller's identity. Critical passport information, like information stored

on smartcards, is stored on a small RFID computer chip see  Figure 11. The passport booklet

design,  like  some smart  cards,  calls  for  an  embedded  contactless  chip  that  can  hold  digital

signature data to ensure passport integrity and biometric data.46

42 Marrus, M. R. (1985). The unwanted: European refugees in the twentieth century. New York: Oxford University Press.
43 "Welcome to the ICAO Machine Readable Travel Documents Programme". ICAO. Retrieved 2012-09-06.
44 https://www.icao.int/publications/Documents/9303_p3_cons_en.pdf
45 Machine Readable Travel Documents, Doc 9303 (Sixth ed.). ICAO. 2006. Retrieved 2013-08-09.
46 https://eur-lex.europa.eu/LexUriServ/site/en/oj/2004/l_385/l_38520041229en00010006.pdf
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Figure 11: Example of a RFID in a passport
Source of photo: https://armourcard.com/epassports/

After  the  RFID and the  biometrics  we would  need something  that  would  keep up in  able  to

accumulate data and to secure us from viruses, for example when entering in a country boarders

a certificates of immunity to viruses as COVID-19, would be called an “Immunity Passports”, or

some call it a “Health Passport”47 were made as a means of returning people to work or able to

travel48 that would keep nations protected from infection.49 There are many government initiatives

for new universal (ID) Identification, or digital universal Identification. 

There are 30 plus institutions, companies, and movements50 are focusing on the use of blockchain

for identity management. One of the main dominating one is called ID2020.51

There  are  a  lot  of  conspiracies  and  controversial  against  it,  then  there  is  the  Estonian

government52 who is considered one of the most technological advance nation, and now the latest

new experiment is in South Korean, city of Busan.53

What will the future post COVID-19 passport look like, what will be its usages and how will it

be used to protect nations? Will it be the called the Immunity passport with technology that would
47 https://europost.eu/en/a/view/tourists-may-need-health-passport-to-enter-greece-this-summer-28305
48 https://www.sicpa.com/news/covid-19-health-passport-secured-blockchain-enable-deconfinement
49 https://www.modernhealthcare.com/safety-quality/coronavirus-outbreak-live-updates-covid-19
50 https://www.disruptordaily.com/blockchain-startups-identity-management/
51 https://id2020.org/
52 https://medium.com/metadium/how-estonia-is-pioneering-the-digital-identity-space-4008c709fbb8
53 https://cointelegraph.com/news/south-korean-city-opens-public-services-to-blockchain-based-id-app
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be stopping you at the border and placing you under quarantine if you would be infected or not

immune, rather than you entering into a country and spreading the virus causing a pandemic then

it  would be the cause of another wave of viruses and national quarantine. A nation could be

vulnerable to the unseen enemy that would enter a country and disrupt the whole way of life and

the economy.

3.3 MEDICAL AND VACCINES RECORDS

One of the most important strategies for preventing the transmission of infectious diseases is

vaccination  and for  more  than  two  centuries,  people  have  benefited  from  vaccines.54 For

international  vaccine  requirements  to  be  successful  in  this  capacity,  travellers  must  submit

authenticated  documentation  as  evidence  of  border  crossing  immunization  on  their  travel

throughout  countries.55’56 Vaccination  proof  certificate  is  the  primary  document  governing

international emergencies in public health preparedness and a ticket to cross borders through IHR

(International Health Regulations). If the vaccination proof is not presented, individuals can be put

in  quarantine,  their  entry  can  be  refused,  or  on-site  vaccination  may  be  considered57’58 in

accordance with the competence to declare an international public health emergency, IHR (2005)

authorizes the General Director of the WHO to issue temporary recommendations, which may

include vaccination requirements for persons who are traveling by advice from a committee on

emergencies.59

3.3.1 EXISTING SOLUTION

Vaccination  certificates  currently  require  an  authenticated  paper  record.  Annex  6  of  the  IHR

(2005) presents the model WHO/IHR “yellow booklet” ICVP (International certificate of vaccination

or  prophylaxis).  The  validity  of  this  certificate  depends  on  the  vaccination  or  prophylaxis

documentation  Figure  12,  date  of  receipt,  signature  and  status  of  the  clinician  (by  hand),

manufacturing and batch number, certificate expiry date, and official stamp of the administering

54 (Wilson, K., Atkinson, K. M., & Bell, C. P. (2016). Travel vaccines enter the digital age: creating a virtual immunization record. The American 
journal of tropical medicine and hygiene, 94(3), 485-488.)
55 Wilson, K., Atkinson, K. M., Deeks, S. L., & Crowcroft, N. S. (2016). Improving vaccine registries through mobile technologies: a vision for mobile 
enhanced Immunization information systems. Journal of the American Medical Informatics Association, 23(1), 207-211.
56 Johansen, K., Lopalco, P. L., & Giesecke, J. (2012). Immunisation registers–important for vaccinated individuals, vaccinators and public 
health. Eurosurveillance, 17(16), 20151.
57 Wilson K, von Tigerstrom B, McDougall C. Protecting global health security through the International Health Regulations: requirements and 
challenges. CMAJ. 2008;179:44–48.
58 Wilson K, McDougall C, Fidler DP, Lazar H. Strategies for implementing the new International Health Regulations in federal countries. Bull World 
Health Organ. 2008;86:215–220.
59 Wilson K, Brownstein JS, Fidler DP. Strengthening the International Health Regulations: lessons from the H1N1 pandemic. Health Policy Plan. 
2010;25:505–509.
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centre.60 The IHR (2005) sole purpose is to "prevent, protect, control and provide a response to

the world-wide disease spread, of methods that are adequate with and limited to public health

risks and inhibit avoidable obstruction of international traffic and trade. Some researchers stated

that  the  obligation  of  vaccination  paper  record  proof  could  be  regarded  as"  unnecessary  for

travers.61’62’63’64 While  this  paper  recording’s  approach  is  simple,  reliable,  and  globally

implemented, it has drawbacks too. The most significant restriction is to ensure clear and accurate

record  access.  Even though at  the  time of  documentation  it  was painstakingly  prepared and

perfectly legible, paper records are easily lost and are susceptible to damage, potentially even to

the extent of compromising their readability and legitimacy. Another problem could be the ease of

forgery in producing the document itself. This can result in challenges and difficulties for certain

travellers who must travel for business or any other urgent reason.  The time taken to collect or

create replacement records could be an obstacle to travel and could potentially discourage entities

from trading in affected areas. In situations where people are traveling with family members, the

absence  of  access  to  documents  may  be  an  obstacle.  This  also  raises  the  possibility  of

unnecessary retaking the vaccinations due to absence of information.65 

Figure 12: Vaccination booklet certification

60World Health Organization. (2005). Annex 6: Vaccination, Prophylaxis and Related Certificates, Model International Certificate of Vaccination or 
Prophylaxis. International Health Regulations, 52-53.
61 Wilson, K., Von Tigerstrom, B., & McDougall, C. (2008). Protecting global health security through the International Health Regulations: 
requirements and challenges. Cmaj, 179(1), 44-48.
62 Wilson, K., McDougall, C., Fidler, D. P., & Lazar, H. (2008). Strategies for implementing the new International Health Regulations in federal 
countries. Bulletin of the World Health Organization, 86, 215-220.
63 World Health Organization. (2008). International health regulations (2005). World Health Organization.
64 Anema, A., Druyts, E., Hollmeyer, H. G., Hardiman, M. C., & Wilson, K. (2012). Descriptive review and evaluation of the functioning of the 
International Health Regulations (IHR) Annex 2. Globalization and health, 8(1), 1.
65 Wilson, K., Atkinson, K. M., & Bell, C. P. (2016). Travel vaccines enter the digital age: creating a virtual immunization record. The American 
journal of tropical medicine and hygiene, 94(3), 485-488.
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Vaccination Proof/ Certificate (International certificate of vaccination or prophylaxis/ICVP)

3.3.2 SMART DIGITAL RECORDS

There are more mobile devices in the world than humans, which are the fastest technology ever

adopted. The rapid adoption of such technologies has created new opportunities to improve a

wide variety of aspects of our everyday lives, especially in the field of health. Mobile health or

'mHealth' is seen as a gateway to enable people to deliver better quality at low cost.66’67’68 Mobile

health promises also to apply to public health. Mobile phones Figure 13 have, for example, been

able  to  boost  many  facets  of  the  immunization  process,  including  enhanced  coverage  of

vaccines.69’70’71 The researcher assumes that a complementary, digital version of the ICVP can be

developed.72

Figure 13: Digital version of the ICVP
Source: ncbi.nlm.nih.gov

66 Park, L. G., Howie‐Esquivel, J., & Dracup, K. (2014). A quantitative systematic review of the efficacy of mobile phone interventions to improve 
medication adherence. Journal of advanced nursing, 70(9), 1932-1953.
67 Martínez-Pérez, B., de la Torre-Díez, I., López-Coronado, M., & Sainz-De-Abajo, B. (2014). Comparison of mobile apps for the leading causes of
death among different income zones: a review of the literature and app stores. JMIR mHealth and uHealth, 2(1), e1.
68 Gurol‐Urganci, I., de Jongh, T., Vodopivec‐Jamsek, V., Atun, R., & Car, J. (2013). Mobile phone messaging reminders for attendance at 
healthcare appointments. Cochrane database of systematic reviews, (12).
69 Leeb, A., Regan, A. K., Peters, I. J., Leeb, C., Leeb, G., & Effler, P. V. (2014). Using automated text messages to monitor adverse events 
following immunisation in general practice. Medical Journal of Australia, 200(7), 416-418.
70 Regan, A. K., Blyth, C. C., & Effler, P. V. (2013). Using SMS technology to verify the safety of seasonal trivalent influenza vaccine for pregnant 
women in real time. The Medical journal of Australia, 199(11), 744-746.
71 Wilson, K., Atkinson, K. M., & Westeinde, J. (2015). Apps for immunization: Leveraging mobile devices to place the individual at the center of 
care. Human vaccines & immunotherapeutics, 11(10), 2395-2399.
72 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4775877/#R1
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According to Wilson, (2016) and co-authors, this record could integrate all components that are

distinctive to  digital  systems of  the existing ICVP and others.  A digital  companion could give

travellers and public health additional advantages. Some are discussed below.

3.3.2.1 RECORDS RELIABILITY AND AVAILABILITY

Travellers will have the option to save in a centralized repository all their immunization record on

their devices. This centralized repository would allow remote access to records over the Internet

and make it possible to synchronize data if they lose their device or substitute them.

3.3.2.2 AUTHENTICITY IMPROVEMENT

The proper implementation of digital authentication systems could be less likely to faked replacing

the  conventional  paper  ink  stamps.  The  authors  recommend  digital  authentication  key  pairs

(private and public one) as a method to digitally validate ICVPs see Figure 14.

Figure 14 : Implementation of a digital ICVP.
Source: ncbi.nlm.nih.gov

3.3.2.3 VACCINATION NOTICES

Mobile  apps  provide  the  possibility  of  having  meek  reminders  directly  through  the  travellers'

mobile device all the information related to them or to their family members’ vaccinations. It can be

connected to an administrator appointment booking feature vaccinations or a "vaccine finder".73

73 Huston, J. E., Mekaru, S. R., Kluberg, S., & Brownstein, J. S. (2015). Searching the web for influenza vaccines: Healthmap vaccine finder. 
American journal of public health, 105(8), e134-e139.
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3.3.2.4 LOT-SPECIFIC INFORMATION

Smartphones introduce the scanning option of the bar code and upload the vaccine LOT-Specific

information into the record instantly. Smartphones introduce the possibility of scanning a barcode

and instantly uploading the vaccine LOT-Specific information into the record. The digital transfer of

bar-coded data shows a decrease in transcription error and recording time.74 LOT-Specific data

access also provides a safety surveillance for vaccination. 

3.3.2.5 IDENTIFICATION AUTOMATION

Bar codes on a mobile device screen can allow for a fast transfer of data, which will facilitate a 

quick validation of traveller’s record between devices at a border crossing, such as seen in 

modern-day airport ticketing systems.75

3.3.2.6 IMPLEMENTATION CHALLENGES 

While there are advantages to a complimentary digital version, certain constraints do exist. The

resistance of validators to implement the solution because they are only familiar with the paper-

based procedure is one of them. In addition, creation of a digital version of the vaccination records

requires setting up a globally accepted authentication system, as in the case of stamps in the

paper records. Having the basic access to the Internet is essential to support digital authentication

systems for validation of a digital  signature that will  be a challenge in rural  areas. Therefore,

before implementation training for jurisdictions and sufficient technological infrastructure will  be

vital  for  progress.  In  order  to  strengthen  authentication  in  addition  to  digital  authentication

systems,   the  authors  assume  that  other  options  such  as  the  unique  personal  identification

number (PIN) entry  adjacent to  the signature may enhance authentication,  for  example using

fingerprint scanners on new smartphones. 

In the beginning phase the digital solution can be a complementary to the paper-based record,

especially when it is required to be presented. When sufficient adoption materializes the digital

record can stand alone. This choice is acceptable for Smartphone and web access users. This

74 Quach, S., Pereira, J. A., Kwong, J. C., Quan, S., Crowe, L., Guay, M., & Bettinger, J. A. (2013). Public Health Agency of Canada/Canadian 
Institutes of Health Research Influenza Research Network (PCIRN) Program Delivery and Evaluation Theme Group. Immunizing health care 
workers against influenza: A glimpse into the challenges with voluntary programs and considerations for mandatory policies. Am J Infect Control, 
41(11), 1017-1023.
75 Wilson, K., Atkinson, K. M., & Bell, C. P. (2016). Travel vaccines enter the digital age: creating a virtual immunization record. The American 
journal of tropical medicine and hygiene, 94(3), 485-488.
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provides an opportunity to identify and overcome obstacles to the implementation of digital health

solutions that are globally interoperable.76

3.4 CONTACT TRACING

Nowadays we are hearing a lot about the mobile phone app for Contact Tracing. The term in

public health is the method of finding individuals who may have encountered an infected person

("contacts") and then gathering more information about them. Public health seeks to eliminate

infections  in  the  population  by  monitoring  the  contacts  of  infected  people,  testing  them  for

infection, treating the infected and tracing their contacts. 

Contact tracing aims to:

• Avoid continued transmission and reduce infection spread

• Alert contacts of the possibility of infection, and provide preventive counselling

• Provide diagnosis, counselling, and treatment for people already infected

• Help avoid reinfection of the initially infected patient if the infection is treatable

• Know about the disease epidemiology in the population

Contact  tracing  is  not  a  new  term,  for  decades  it  has  been  a  pillar  of  the  control  of

communicable diseases in public health. A long list of illnesses, including childhood diseases such

as Measles, which are again on the upswing due to missed vaccinations. Also, it is widely used in

campaigns by the World Health Organization to prevent Tuberculosis and to warn people who do

not know that they have been exposed to sexually transmitted diseases. It has been used in Africa

against the Ebola virus and MERS (Middle East Respiratory Syndrome), which is also caused by

a coronavirus. 77 Even in the successful battle to eradicate Smallpox decades ago, contact tracing

was an important component. The eradication of Smallpox was achieved not through universal

immunization,  but  through  exhaustive  contact  tracing  to  find  all  infected  persons.78 This  was

followed  by  isolation  of  infected  persons  and  vaccination  of  the  surrounding  community  and

contacts at risk of contracting Smallpox. It is also sometimes performed in cases of diseases of

uncertain  infectious  potential  to  learn  about  the  characteristics  of  the  disease  including

76 Wilson, K., Atkinson, K. M., & Bell, C. P. (2016). Travel vaccines enter the digital age: creating a virtual immunization record. The American 
journal of tropical medicine and hygiene, 94(3), 485-488.
77 https://www.who.int/news-room/fact-sheets/detail/middle-east-respiratory-syndrome-coronavirus-(mers-cov)
78 Petrone, B., Iturriaga, C., Mauri, T., & Sgaglione, N. (2020). Impact of Covid–19 Pandemic on Orthopaedics at Northwell Health, New York. 
Arthroscopy, Sports Medicine, and Rehabilitation.
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infectiousness. Contact tracing is not always the most effective way to treat infectious disease.

Screening, centred research can be more cost-effective in areas of high incidence of disease or

broad lockdowns are another technique for taking control of the spread. 

From the background history of contact tracing, we understand it requires great manpower

and consumes enormous time, it was first used in the 1930's for sexually transmitted infections.  It

is a boring and repetitive job. Skilled workers ask infected individuals specific questions about

where  they  were,  and  who  they  encountered.  A  categorization  that  varies  based  on  how

contagious the disease is in their case, then they were informed and given instructions on what to

do, that is always considered to be a tough task. In the case of COVID-19, close contact means

living with someone who has the coronavirus or who has been in a closed environment within 2

meters (6.5 feet) with an infected person or is just a carrier, for 15 minutes or more according to

one classification. Such contacts are typically advised to take 14 days of self-quarantine at home

while watching for symptoms, however, the new correct method to organize that is with modern

technologies such as digital contact tracing, which would be an app running on individual mobile

phones.79’80 

Speed, staffing, and money are major resources, A research team at the University of Oxford

proposed in  a study published in  the journal  Science that  between one-third  and one-half  of

transmissions of the new coronavirus occur before an individual is aware that he or she is sick.

More than 9,000 specialists operated in Wuhan, China, where the epidemic started. Therefore,

when there are enough and efficient  resources tracking the cases is possible,  however, it  is

difficult  with scarcity in these resources, for example in the U.S., U.K. and others tried to use

contact tracing at the start of their coronavirus outbreaks but gave up in the face of too many

cases.81 In the U.S., they are now hiring armies of contact tracers to get started again and the

government is offering billions, 82 for contact tracing force to monitor near contacts from patients

with  the  virus,  and  to  help  New York  state  which  was  hit  the  hardest  by  the  crisis.83 Other

countries, including South Korea, New Zealand, and Germany, have used the strategy to control

the spread throughout their outbreaks. 

79 https://www.nytimes.com/2020/06/03/health/coronavirus-contact-tracing-apps.html
80 Radcliffe, K., & Clarke, J. (1998). Contact tracing—where do we go from here?
81  https://www.theguardian.com/world/2020/apr/18/how-did-britain-get-its-response-to-coronavirus-so-wrong
82 https://www.usnews.com/news/best-states/articles/2020-05-15/some-states-like-new-york-send-billions-more-to-federal-government-than-they-
get-back
83 https://www.forbes.com/sites/hayleycuccinello/2020/04/22/michael-bloomberg-contributes-105-million-to-tri-state-covid-19-tracing-program/
#3244d86d4d5c
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3.4.1 TECHNOLOGY AND DIGITAL CONTACT TRACING (DCT)

If policymakers are willing to make the apps and technology compulsory, contact-tracing apps

may help. In South Korea, authorities use tracking data from three cell providers and 22 credit

card  issuers'  84 transactions  to  reduce  the  tracing  time  and  monitor  infected  individuals'

movements from one day to just 10 minutes. When entering public places such as shopping malls

and workplaces, Chinese government issued rules and regulations asking people to scan a QR

code, making it easier for investigators to later identify others who were in a position at the same

time as an infected individual. This is thornier in countries where data protection is of utmost

importance. "Close-to-universal device usage and near-perfect enforcement" will be required for

any voluntary app, the Oxford team said in their report, suggesting apps are likely to be only one

piece of the contact-tracing puzzle for the U.S. and Europe. Figure 15

Figure 15: Countries that are doing contact-tracing
Source: Hale, Webster, Petherick Phillips and Kira (2020)

84 https://disruptive.asia/south-korea-urban-planning-system-virus-tracking-database/
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Since at least 2007, digital contact tracing is a phenomenon,85´86´87 this approach uses mobile

device-based tracing systems to establish the interaction between an infected disease carrier and

others. During the COVID-19 pandemic it became widely known. After the initial outbreak, various

groups  have  developed  unstandardized  protocols  for  large-scale  digital  contact  tracing.  More

specifically, Blue Trace and the contact tracing projects ran by Google / Apple,  88´89 together in

April 2020, they announced that they would incorporate Bluetooth-based apps directly into their

Android and iOS operating systems. However, there are two competing ways of tracking contacts,

each  with  its  own  disadvantages,  given  the  limits  of  mobile  devices:  GPS  and  Bluetooth.

Additionally,  the  protocols  can be centralized or  decentralized,  meaning that  a  central  health

authority or individual customers on the network can handle the history. An anonymous alternative

to digital contact tracing called Exposure Alerting was invented by Stanford University and University

of  Waterloo,  where researchers  use  it  for  a  project  called  COVID  Watch90,  which

uses Bluetooth signals to exchange random numbers with  other cell  phones,  so that  the alert

system can function without having to collect any personal data.91 For example we can observe a

location-based COVID-19 contact tracing app shown in Figure 16. Individual person “A” contacts

(and all persons using the app) are tracked using GPS co-localisations with other users of the

device, complemented by scanning QR codes displayed on high-traffic public facilities where GPS

is too coarse. Person “A” asks for a SARS-COV-2 check (using the app) and their positive test

result causes an immediate update to those in close contact. The app advises isolation of their

contacts in case (individual A) and quarantine.92

85 Bahri, S. (2007). Enhancing quality of data through automated SARS contact tracing method using RFID technology. International journal of 
networking and virtual organisations, 4(2), 145-162.
86 Farrahi, K., Emonet, R., & Cebrian, M. (2014). Epidemic contact tracing via communication traces. PloS one, 9(5).
87 Altuwaiyan, T., Hadian, M., & Liang, X. (2018, May). EPIC: Efficient Privacy-Preserving Contact Tracing for Infection Detection. In 2018 IEEE 
International Conference on Communications (ICC) (pp. 1-6). IEEE.
88 Abeler, J., Bäcker, M., Buermeyer, U., & Zillessen, H. (2020). COVID-19 Contact tracing and data protection can go together. JMIR mHealth and 
uHealth, 8(4), e19359.
89 Bay, J., Kek, J., Tan, A., Hau, C. S., Yongquan, L., Tan, J., & Quy, T. A. (2020). BlueTrace: A privacy-preserving protocol for community-driven 
contact tracing across borders. Government Technology Agency-Singapore, Tech. Rep.
90 Zhang, B., Kreps, S., & McMurry, N. (2020). THE COVID-19 PANDEMIC.
91 Xia, Y., & Lee, G. (2020). How to return to normalcy: Fast and comprehensive contact tracing of COVID-19 through proximity sensing using 
mobile devices. arXiv preprint arXiv:2004.12576.
92 Ferretti, L., Wymant, C., Kendall, M., Zhao, L., Nurtay, A., Abeler-Dörner, L., ... & Fraser, C. (2020). Quantifying SARS-CoV-2 transmission 
suggests epidemic control with digital contact tracing. Science, 368(6491).
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Figure 16: Quantifying SARS-CoV-2 suggests epidemic control with digital contact tracing,
Source : https://science.sciencemag.org/content/368/6491/eabb6936.abstract

3.5 GDPR (THE GENERAL DATA PROTECTION REGULATION)

The GDPR (The General Data Protection Regulation) is the data security and privacy law

regulated by the European Union and the European Economic Area that was established in April

2016 and it  has  been implemented since May 2018.  It  also includes personal  data transfers

outside the EU and European Economic Area. The GDPR primarily aims to control individuals

'personal data and to simplify the international business regulatory environment by unifying the

regulation within the European Union.93 Personal data controllers and processors must implement

appropriate technical and organizational measures to implement the data protection principles.

Business processes that manage personal data must be planned and implemented in compliance

with the standards and have protections for  data security  (e.g.  pseudonymisation or absolute

93 Liapakis, X. (2018). A GDPR Implementation Guide for the Insurance Industry. International Journal of Reliable and Quality E-Healthcare 
(IJRQEH), 7(4), 34-44.
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anonymisation when appropriate). These are the assumptions of people about GDPR, every form

of processing requires explicit consent, but there are six different ways to get that consent.94

Data controllers must develop privacy-friendly information systems, such as using the highest 

possible privacy settings by default, so that data sets are not accessible to the public by default 

and cannot be used to classify a topic. No personal data may be processed unless such 

processing is carried out on one of the six legal bases specified in the Regulation (consent, 

contract, public task, vital interest, legitimate interest, or legal requirement Figure 17. The data 

subject has the right to revoke it at any time when the processing is based upon consent.95

Figure 17: The GDPR 6 principles
Source https://www.questionpro.com/gdpr/

Data controllers must clearly disclose any data collection, declare the legitimate basis and

purpose for data processing, and indicate how long data is retained and if it is shared with third

parties or outside the European Economic Area. In such situations, data subjects have the right to

request a portable copy of the data that a controller collects in a specific format, and the right to

have their data erased. Public authorities and companies whose core activities consist of routine

or systematic processing of personal data shall employ a Data Protection Officer responsible for

maintaining compliance with GDPR. Companies must notify national  supervisory authorities of

data breaches within 72 hours if they have an adverse effect on user privacy. In certain cases,

GDPR violators can be fined up to € 20 million or up to 4 percent of the previous financial year's

annual worldwide turnover in the case of a business, whichever is higher. On 14 April 2016, the

94 Goddard, M. (2017). The EU General Data Protection Regulation (GDPR): European regulation that has a global impact. International Journal of 
Market Research, 59(6), 703-705.
95 Regulation, P. (2018). General data protection regulation (GDPR).
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GDPR was adopted and became enforceable beginning on 25 May 2018. Because the GDPR is a

regulation, not a directive, it is strictly binding and universal, but allows flexibility to be modified by

individual member states for certain aspects of the regulation. A model of regulations for many

national laws outside the EU, including Chile, Japan, Brazil, South Korea, Argentina, and Kenya,

has been implemented. The Consumer Protection Act of California (CCPA), adopted it on 28 June

2018, and it has many parallels to GDPR96  Table 3.

Table 3: Comparison of GDPR EU and CCPA USA (California)
Source: https://fpf.org/2018/11/28/fpf-and-dataguidance-comparison-guide-gdpr-vs-ccpa/

The  regulations  have  been  criticized  for  potential  administrative  burden  and  unclear

compliance requirements, including whether an enterprise must have a data protection officer.97

96 https://advisera.com/eugdpracademy/blog/2020/04/13/gdpr-vs-ccpa-what-are-the-main-differences/
97 https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
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Although data minimisation is a necessity, with pseudonymisation being one of the potential ways,

the  regulation  does  not  provide  guidelines  on  how or  what  constitutes  an  effective  data  de-

identification  scheme,  with  a  grey  area  on  what  would  be  regarded  as  insufficient

pseudonymisation subject to compliance actions under Section 5.98 99 100

There is also concern about the implementation of the GDPR in blockchain systems, because

the  open  and  fixed  record  of  blockchain  transactions  contradicts  the  very  essence  of  the

GDPR.101’102 Several  media  outlets  have  commented  on  the  adoption  of  a  'right  to  explain'

algorithmic decisions,103’104 but legal scholars have since argued that the existence of such a right

is highly unclear.105’106

The GDPR has gained support from organizations who see it as an incentive to improve their

data  management.107 Mark  Zuckerberg  has  called  it  "a  really  positive  development  for  the

Internet"108 and called for the introduction of GDPR-style laws in the US. Consumer protection

organisations such as  the  European Consumer  Organization  are  among the  most  outspoken

supporters of the legislation. Other supporters109 attributed their  passage to the whistle-blower

Edward  Snowden.110 Free  software  advocate  Richard  Stallman  praised  some  aspects  of  the

GDPR, but “called for additional safeguards” to prevent technology companies from 'consenting to

produce'.111

3.6 BLOCKCHAIN

98 Wes, M. (2017). Looking to comply with GDPR. Here’sa primer on anonymization and pseudonymization. International Association of Privacy 
Professionals (2017). Retrieved February, 13, 2018.
99 Chassang, G. (2017). The impact of the EU general data protection regulation on scientific research. ecancermedicalscience, 11.
100 George, D., Reutimann, K., & Tamò-Larrieux, A. (2018). GDPR bypass by design? Transient processing of data under the GDPR. Transient 
Processing of Data Under the GDPR (August 9, 2018).
101 Sample, I. (2017). AI watchdog needed to regulate automated decision-making, say experts. The Guardian, 27, 01-17.
102 https://www.siliconrepublic.com/enterprise/blockchain-gdpr-report-bai
103 Wallace, N. (2017). EU’s Right to Explanation: A Harmful Restriction on Artificial Intelligence. TechZone360, January, 25.
104 Butterworth, Trevor (23 May 2018). "Europe's tough new digital privacy law should be a model for US policymakers". Vox. Archived from the 
original on 12 September 2018. Retrieved 11 September 2018.
105 Wachter, S., Mittelstadt, B., & Floridi, L. (2017). Why a right to explanation of automated decision-making does not exist in the general data 
protection regulation. International Data Privacy Law, 7(2), 76-99.
106 Edwards, L., & Veale, M. (2017). Slave to the algorithm: Why a right to an explanation is probably not the remedy you are looking for. Duke L. & 
Tech. Rev., 16, 18.
107 Frimin, Michael (29 March 2018). "Five benefits GDPR compliance will bring to your business". Forbes. Archived from the original on 12 
September 2018. Retrieved 11 September 2018.
108 Jaffe, Justin; Hautala, Laura (25 May 2018). "What the GDPR means for Facebook, the EU and you". CNET. Archived from the original on 12 
September 2018. Retrieved 11 September 2018.
109 Tiku, Nitasha (19 March 2018). "Europe's new privacy law will change the web, and more". Wired. Archived from the original on 15 October 
2018. Retrieved 11 September 2018.
110 Kalyanpur, Nikhil; Newman, Abraham (25 May 2018). "Today, a new E.U. law transforms privacy rights for everyone. Without Edward Snowden, 
it might never have happened". The Washington Post. Archived from the original on 11 October 2018. Retrieved 11 September 2018.
111 Stallman, Richard (3 April 2018). "A radical proposal to keep your personal data safe". The Guardian. Archived from the original on 12 
September 2018. Retrieved 11 September 2018.
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The  Internet  was  a  disrupting  technology  that  was  excellent  in  reducing,  searching,

collaborating  and exchanging information  costs.  Furthermore,  it  resulted  in  a  similar  chain  of

disruptive concepts such as email, the global web, IOT (internet of things), the dot com and social

media,  mobile  apps,  and  two  booming  technologies  Big  Data  and Blockchain  which  are  two

complementary  technologies.  Where  blockchain  is  transforming  data  storage and  analytics  in

numerous fields see Figure 18. Noticeably there is a big misconception about blockchain, most of

the  people  perceive  it  as  Bitcoin  (cryptocurrency),  however,  blockchain  provides  a  ground-

breaking  approach  to  information  storage,  transaction  execution  and  efficiency, and  for

applications ranging from world-wide deployed cryptocurrency systems, such as of course Bitcoin,

to smart contracts, intelligent Internet grids, etc. Even though blockchain has received increasing

attention  in  academic  research  and  commerce  in  current  years,  the  security  and  privacy  of

blockchains  remain  the  subject  of  discussion  as  blockchain  is  implemented  in  various

applications112 see Figure 19

Figure 18: Six distinctive categories of blockchain and the used cases

112 Zhang, R., Xue, R., & Liu, L. (2019). Security and privacy on blockchain. ACM Computing Surveys (CSUR), 52(3), 1-34.
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Figure 19 : Different Type of Blockchain Applications113

Source: Casino, F., Dasaklis, T. K., & Patsakis, C. (2019)

3.6.1 WHAT IS BLOCKCHAIN? 

A blockchain designed to be resistant to data alteration. This is "a free, distributed ledger that

can  efficiently  and  verifiably  and  permanently  record  transactions  between  two  parties." A

blockchain is usually operated by a peer-to - peer network for use as a distributed ledger that

collectively adheres to a standard for internode communication and new block validation. Once

recorded, the data cannot be changed to the date of the passed block in any given block without

113 Casino, F., Dasaklis, T. K., & Patsakis, C. (2019). A systematic literature review of blockchain-based applications: current status, classification 
and open issues. Telematics and Informatics, 36, 55-81.
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altering all following blocks, which requires consensus of most of the network. While records of

blockchain are not unchangeable, blockchains can be considered safe by design and exemplify a

distributed computing  system with  high tolerance to  tampered faults.  Therefore,  decentralized

consensus was asserted with a blockchain. 

Originally,  it  was developed in  2008 by an individual  or  group of  people using the name

Satoshi  Nakamoto  to  function  as  the  crypto-currency  bitcoin's  public  transaction  ledger.  The

invention of the Bitcoin blockchain made it the first digital currency to solve the problem of double

spending without the need for a trusted authority or central server. Its design has inspired other

applications,  and cryptocurrencies are widely used by blockchains which are readable by the

public. Blockchain considered a kind of infrastructure for payments, personal blockchains were

suggested  for  commercial  use.  Sources  like  Computerworld  called  the  marketing  of  such

blockchains 'snake oil', it is not regulated, standardized and does not have   a proper security

model.114 The blockchain has full records on addresses and balances from the genesis block (the

very first ever executed transactions) to the most recently completed block. The blockchain as a

public ledger means that any block explorer (such as https://blockchain.info) can be easily queried

for transactions associated with a specific address. It serves as a system built on trust of evidence

of all network transactions. Users can trust the public ledger system stored worldwide on many

different decentralized nodes owned by "miner accountants," as opposed to having to create and

maintain faith with the transaction counterparty (another person) or a third party intermediary (like

a bank). The main breakthrough is the blockchain as the framework for a modern network of

trusted, transparent transactions. It enables all transactions of any sort to be disintermediated and

shared globally between all parties, yet it is another application layer running on the current stack

of Internet protocols, introducing a whole new tier to the Internet.

In addition, it may be used as a registry and inventory system for storing, tracking, tracing,

monitoring, and transacting all properties, not just for transactions. It is quite simply like a huge

spreadsheet for tracking all  assets,  and a centralized transaction accounting system that can

contain all types of assets owned by all parties around the world, thus it can be used for any form

of registration, inventory, and exchange of properties, including all areas of finance, hard assets,

(physical property) identification and intangible assets (votes, ideas, credibility, purpose, health

data).

114 https://www.computerworld.com/article/2574101/warning--don-t-buy-security-snake-oil.html
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3.6.2 TYPE OF BLOCKCHAIN AND NETWORK

There are several  blockchains which are:  1.0,  2.0,  3.0.  Blockchain 1.0 is a  currency,  the

deployment of cryptocurrencies in cash related applications, such as cash transfer, and digital

payment systems. Blockchain 2.0 is for  contracts,  identifying the entire slate of  technological,

business, and financial applications using blockchain that are larger than pure cash transactions:

securities,  shares,  futures,  loans,  mortgages,  names,  smart  properties,  and  smart  contracts.

Blockchain 3.0 is applications that are blockchain beyond money, finance, and markets specialize

in government, health, science, literacy, culture, and art.

There are five fundamental principles that underlie the technology.

1. Distributed Database

Each party on a blockchain has access to the whole database and its entire history. No one

controls the information or the details. Each party may directly, without an intermediary,

verify the records of its transaction partners.

2. Peer-to-Peer Transmission

Communication takes place directly between peers like the torrent technology, rather than

via a central node. Every node stores the information and forwards it to all other nodes.

3. Accountability Pseudonymized

Any transaction, and its associated value, is visible to anyone with system access. Each

node, or user, on a blockchain has a unique alphanumeric address of 30 + characters to

identify it. Users may choose to remain anonymous or give other persons proof of their

identity. Transactions take place between addresses of blockchain.

4. Irreversibility of Records

If a transaction is entered into the database and the accounts are updated, the records

cannot be modified because they are connected to any transaction record that came before

them (hence the word "chain"). Different computational methods and strategies are applied

to  ensure  the  recording  of  the  database  is  permanent,  arranged  chronologically,  and

available to all those on the network.
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5. Computer Logic

The  digital  existence  of  the  ledger  ensures  that  the  blockchain  transactions  can  be

connected and programmed with computational logic. Thus, users can set algorithms and

rules that trigger transactions between nodes automatically.

Instead of a single type of blockchain, the platform can be configured in various ways to meet

the  goals  and  commercial  criteria  of  a  particular  use  case.  Its  innovation  has  far-reaching

applications  across  many  enterprises.  The  complete  potential  of  blockchain  innovation  likely

remains  to  be  found.  Its  key  advantages  are  decentralization,  cryptographic  security,

transparency, and immutability. It allows the information to be checked and the value to be shared

without  having  to  depend  on  a  third-party  authority.  Rather  than  having  a  unique  form  of

blockchain,  the  technology  can  be  configured  in  several  ways  to  meet  the  objectives  and

commercial requirements of a specific use case. To give some clarity to the variety of blockchain

applications, we grouped blockchain use cases in six categories around its two main functions—

recording and transacting Figure19 Some industries have applications across multiple categories,

while others focus on just one or two. This framework, along with further industry and case-level

analysis, has led to our key insights into the nature and accessibility of the strategic value of

blockchain. 115

There are two essential or main types of blockchains network: 

 Private 

 Public

There  are,  however,  also  several  variations,  (total  4)  such  as  Consortium  and  Hybrid

blockchains. Before we get into the details of the various types of blockchains, let's learn first

what similarities they share. Each blockchain consists of a cluster of nodes that operates on a

peer-to - peer (P2P) network. Each node in a network has a copy of the shared ledger, which

is updated in good time. Every node can verify, initiate or receive transactions and create

blocks.

Now there are least four types of blockchain Networks available see Table 4.

115 https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/blockchain-beyond-the-hype-what-is-the-strategic-business-value
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Table 4: Four types of blockchain networks available.

3.6.3 BLOCKCHAIN SWOT ANALYSIS 

As there might be both centralized and decentralized models to coordinate our worldwide

activities, roles for both traditional government and new forms of blockchain-based government

could exist. Traditional centralized governments may still have a role to play, but they will need to

become economically rationalized, with real value proposals that resonate with constituencies,

shrink costs, and demonstrate efficacy. In the future, like other businesses, there may be hybrid
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governments where automation is  the pushing feature and the best  "person"  for  the job is  a

human / algorithmic pairing where repetitive tasks are automated with blockchain registries and

smart contracts, while government workers may step up the value chain.

As  blockchain  is  a  digitized,  decentralized,  public  ledger  with  all  transactions  in

cryptocurrencies. It attempts to create and share all the online transactions stored in a distributed

ledger, as a data structure on a computer network. It validates the transactions through peer-to -

peer  computer  networks.  It  allows users to  immediately  make and verify  transactions without

having a central authority. There are pros and cons of blockchain view Table 5, SWOT analysis,

exploring types and how blockchain works in conjunction with its advantages and disadvantages. 

Table 5: SWOT Analysis
Adapted from: Niranjanamurthy, M., Nithya, B. N., & Jagannatha, S. (2019).116

116 Niranjanamurthy, M., Nithya, B. N., & Jagannatha, S. (2019). Analysis of blockchain technology: pros, cons and SWOT. Cluster 
Computing, 22(6), 14743-14757.

40



The analysis suggests that technology is not necessarily good or bad; it produces a variety of

potentials, which are focused on the fundamental design and values. Against this context, let us

take a deeper look at some of the challenges of blockchain technology as far as its social effect is

concerned.

3.6.4 TECHNICAL AND SECURITY CHALLENGES

Several technical challenges have been identified in relation to the blockchain. As with any

open source software, a group of core developers is always present. While blockchains usually do

not have to have trusted parties to work, the code and those that compose it have an element of

trust  however,  it  gives  upper  hand  to  the  developers  which  creates  imbalance.  A  core

development group, originally led by an individual or group of people, exists for every application.

Because  the  current  standard  of  cryptography  could  be  crackable,  this  group  is  devoted  to

improving the software and applying patches when needed. The community  makes efforts  to

detect bugs through platforms and to rapidly fix them, growing the trust in the system. However,

the most worrying potential security issue is the possibility of a 51 percent attack in which one

mining entity could take control of the blockchain. Even after the new clean version has been

created, it does not guarantee protection against future attacks, which does no longer prevent the

manipulation of some weaknesses to bugs. Such as a bug which resulted in a transaction creating

over 184 billion Bitcoins and sent to two addresses. The bug was soon fixed and without the false

transactions the blockchain was diverged. 

The development of the internet has shown that a decentralized and distributed network can

be overcome by market forces, companies (such as Google, Facebook, and Amazon). Blockchain

technology is not immune to a similar fate partly because users often prefer convenience to serve

as  peers  in  a  global  blockchain  system.  This  convenience  can  be  provided  via  proprietary

software, which can use apps on smartphones and computers to interact with several blockchains.

Many  of  the  leading  IT  organizations  have  now  started  to  invest  in  blockchain  technologies

(Microsoft  n.d.;  IBM  Corporation  2017).The  realities  on  the  ground  of  blockchain-based

transactions have resulted in centralization mechanisms that are vulnerable and prone to failure.

For example, the fact that the trading of cryptocurrencies through exchanges appears to move

intermediaries to these exchanges from traditional banks. As opposed to banks, which are secure,

trading is vulnerable and prone to potential theft by hacking and malware infection. One example
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of  this is  MtGox's  report  of  850,000 Bitcoins from customers being stolen, the largest  bitcoin

exchange in the world at the time.

The fact that it requires fast and reliable Internet access is what makes blockchain technology

difficult to deploy and operate effectively in some parts of the world. The mining operation often

requires considerable computing power to check blockchain transactions. The reality is that parts

of the world continue to suffer from enormously weak telecommunications infrastructures (Mlot

2015).  Also  developing  nations  will  have  inequality  benefiting  one  location  or  groups  than

another.117 Due to the high bandwidth, computing capacity, and storage demands to be an active

node,  requiring  data  sharing  across  multiple  nodes  worsens  the  problem. This  separation

inevitably leads to fewer social capital being obtained from the scheme by individuals, societies

and regions. Additionally,  an information gap is present when building and using blockchains.

Looking at the world’s big blockchain companies and start-ups, it is clear that the majority of them

are  located  in  Western  nations.  (Blockchain  Daily  News 2017).  Consequently,  the  code  and

interfaces for blockchain software could favour specific cultures and countries. The code would

also be optimized for environments with a high resource efficiency, such as stable electricity, high

bandwidth,  storage  and  processing  capacity,  which  in  many  underdeveloped  nations  are  not

frequently available.

3.6.5 GOVERNMENT RESISTANCE

In the early 1990s the governments did not pay much attention when the internet first 

appeared. As it became a central force influencing commerce, the media and connectivity, some 

governments started restricting the use of the internet by enforcing restrictions and regulations118. 

The same may also apply to blockchain technology which is until now at an early development 

stage. There are those who argue that governments are unable to keep up with their record-

keeping operations to collect, store and render accessible data continuously in the modern age of 

Big Data. Policymakers can become outdated because they cannot manage the traditional way by

increasing taxes. Blockchain technology can, potentially, help solve all these problems and at 

least help and allow governments to get better in their work by providing a group of services for 

replace redundant public services.

117 Riddlesden, D., & Singleton, A. D. (2014). Broadband speed equity: A new digital divide?. Applied Geography, 52, 25-33.
118 Schneier, B. (2013). The Battle for Power on the Internet. The Atlantic, 24(10).
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Some governments are exploring blockchain and its applications (IBM Corporation 2017) with 

a view to make government services more efficient, while others may not be so keen on the range

of economic and social activities potentially taking place on an unregulated and decentralised 

system, as demonstrated by the U.S. regulators’ rejection of a Bitcoin exchange traded fund 

(Hunnicutt and Chavez-Dreyfuss 2017). In particular, the peer-to-peer functionality highlighted 

previously will likely not be welcomed by governments who are committing or sanctioning human 

rights abuses or those who wish to maintain a grip on the financial and information sectors. It is 

important, however, not to discount the legitimate concerns that many governments may have 

when it comes to possible uses of cryptocurrency transactions to launder money,119 evade taxes120

and carry out illegal activities in the black market.121  While there have already been proposals for 

ways to mitigate such abuses (Barber et al. 2012), the risk remains real and could have a 

substantial negative impact on societies.

3.6.6 PERSONAL RECORDS PRIVACY CHALLENGES

There are several problems that need to be addressed before individuals feel confident storing

their personal records with a pointer and probably access through the blockchain in a 

decentralized way. The potential privacy nightmare is that if all of your data is stolen or exposed 

online, and the secret key is stolen, you have little recourse.

There are several situations in the current crypto-currency system under which this might 

happen, just like today with regularly stolen personal and corporate passwords or compromised 

databases with wide but shallow consequences; tens of thousands of people are coping with a 

typically minor inconvenience.

If a detailed personal record is compromised, the consequences for a victim may be 

staggering identity theft to the degree that you no longer hold your identity.

Simplify Overall: Patterns in decentralization Likely to Continue

3.6.7 ADOPTION BEHAVIOUR

119 Stokes, R. (2012). Virtual money laundering: the case of Bitcoin and the Linden dollar. Information & Communications Technology Law, 21(3), 
221-236.
120 Sanger, M. P., & Maharishi, A. Effect of Blockchain on E-commerce and Law.
121Barber, S., Boyen, X., Shi, E., & Uzun, E. (2012, February). Bitter to better—how to make bitcoin a better currency. In International conference on
financial cryptography and data security (pp. 399-414). Springer, Berlin, Heidelberg.
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There are several forms of COVID-19 smartphone applications with both centralized and de-

centralized contact tracing principles, some of which use geolocation tracking features and some 

of which do not, however, depend on Bluetooth proximity tracing instead. Furthermore, there are 

also so-called self-reporting apps where end-users may respond to questionnaires or include 

other self-reporting features, some of which may or may not provide health details. Trust and 

secrecy have to be closely regarded when working with data processing of some type.

3.6.7.1 PRIVACY AND SECURITY

Privacy and security are available options with blockchain, since new data blocks are 

processed linearly and chronologically (i.e., blocks are immediately connected to the chain's 

"end"), it is very rare that someone that wants to tamper with details can go to the incredibly long 

period of time and afford the energy consumption which it takes to break through each and every 

node rendering, blockchain is a perfect data security instrument. Heightened control, clarification, 

exactitude of data sharing and can be explained by below points.

 Impenetrable structure: blockchain provides a tamper-proof, resilient and secure 

decentralized platform, its functionality can be implemented to blockchain-based apps.

 Encryption tools: imposes the toughest encryption to guarantee the confidentiality and 

privacy of network participants and integrity of the data. Hence it reduces the danger of 

sensitive data collection and secure the privacy of customers.

 Transparency: on a decentralized system manipulability is not possible, all data is 

available to any network participant.

 Tamper-proof data: "peer-to - peer" blockchain network design, which cannot be easily 

modified strengthens consensus.

3.6.7.2 COEXISTENCE OF GDPR AND THE BLOCKCHAIN 

The collision between law and technology happens when an imposed right meets an 

unchanging ledger. Data integrity contradictory assumptions are obvious between GDPR (General

Data Protection Regulation) and blockchain, where GDPR laws aim require adjustability by giving 

people the freedom and the right to request corrections or deletions to their personal data. 

However, blockchain provides consistency and it is complicated to modify or remove any 

information created “on the chain.” 
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For now, block chain must comply to GDPR’s fundamental principles for coexistence. First, 

accountability during personal data processing, the parties engaged in data processing are called 

‘controllers’ or ‘processors.’ Where data controllers establish ‘the purposes and mean’ of 

processing. They abide by the controller’s guidelines and process data on behalf of them. These 

parties need to process data under GDPR and define their roles as a controller or processor and 

agree on a contract setting their responsibilities. Second, individuals’ rights are fully given under 

the GDPR gives. Such as the rights regarding ‘data subject’:

1. The right to request access to our information that a company possesses.

2. The ability to request to correct the incorrect information.

3. Request to delete the certain information

Regarding the design for blockchain to comply to GDPR, the controllers (ICVP providers) 

could set up a closed blockchain, also called a ‘private’ or ‘permissioned system’. See Table 6 the 

blockchain software ran by them themselves by either using their local machines or rent space ‘in 

the cloud’. Every establishment then becomes a node in a closed, private network.

In terms of accountability, the controllers set up and run the system together. A cloud service 

provider will be the processor, which does all data processing for the controllers and they must 

sign controller-processor agreements.

Table 6: Architecture based on ownership of data infrastructure 
Source of image: McKinsey & Company
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Regarding data subject rights, a special blockchain design is needed where the chain can be 

broken, edited, or removed from past blocks. That can be achieved by allowing the main action 

which comply to GDPR:

1. Search for all the data concerning about the individual.

2. Remove that data and give it to the individual in a transportable format.

3. Correct or delete the data on the base of legal request.

The most challenging part: editing and removing data from a blockchain.

The hardest part is correcting and deleting data from a blockchain as it is unchanging. It can 

be achieved by moving to a new version, called ‘forking’, where the nodes can change all copies 

of data stored on the blockchain. When the controllers agree the data can be removed from a 

previous block. the hash pointers between the blocks will break, the controllers can easily update 

the links by re-hashing the blocks. It will not require much computational effort because there is no

need to use proof-of-work on a private blockchain. However, for some it crushes the point of using

blockchain in the first place. Outsiders cannot independently verify the blockchain’s integrity if the 

controllers can change the data on the chain. This matter will vary according to each application. 

Outsiders can trust private blockchain operators to maintain the ledger when in some cases, 

where it should be sufficient that the nodes can validate and guarantee the integrity of the 

blockchain (since they must approve and execute any forks). 

3.6.7.3 PARADOX OF PRESERVING INTEGRITY AND ALLOWING DELETION 

Privacy-by-design are promising solutions such as “zero knowledge proof”  for separating 

(intelligible) personal data from the chain and maintaining the integrity of the blockchain.

1.  Use of encryption. On the blockchain each entry encrypted by the controller with its 

specific key pair and only the encrypted cipher text will be stored on the chain. The cipher text will 

not be removed, the controller will delete the associated public key only. The cipher text would 

stay on the chain however, it will not be decrypted. This would be eligible as having been 

removed. However, his technique is risky in the short term, the public key could expose to a 

security breach before removal. In the long term, through quantum computing the encryption 

mechanism may be broken. in addition, using off-chain storage, the controllers could take a hash 
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they wish to verify, by inputting the information into a hash function. Then, the resulting hash 

stored on the blockchain, while storing the information itself off-chain. Deleting the personal data 

from the off-chain storage results in leaving the hash on the chain. Where the original information 

cannot be distinguished from the hash. In theory, the remaining hash on the chain could be 

considered as personal data under GDPR. Because if anyone has input data, run it through the 

same hash function and associate the on-chain hash of the individual.

2. ‘peppering’ the hash by adding a ‘nonce’ (a random string of data) to the personal data, it 

makes linking the on-chain hash to the individual harder for an outsider. However, the peppered 

hashes are not fully secure since they depend on keeping a “server-side secret.” 

If it compromised, then linking the on-chain hash to the individual outsiders possible. 

3. Building GDPR-compliant blockchain solutions

Using the public blockchains, has issues around controllers and processors, some 

researchers suggested using  “binding network rules” to assign accountability however it requires 

lawyers, software engineers, and product managers to join to design creative solutions to 

overcome blockchain’s risk and  legal challenges to design where the power of this disruptive 

technology such as Blockchain-As-a-Service Provider has a GDPR-ready blockchain to 

individuals who wants to process personal data in the EU. 

CHAPTER 4 FINDINGS AND CONCLUSION 

4.1 FINDINGS

To answer the research questions, I had an integrated comprehensive approach in answering

them because of their intertwined relationship, hence I tried to summarise innovative methods and

state-of-the-art  techniques  for  Digital  Contact  Tracing  and  Digital  ICVP  to  provide  a

comprehensive review of their benefits and limitations when applied in the real world, specially
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focusing  on  permissioned  (public  or  private)  blockchain  frameworks  and  GDPR  laws  and

regulations.

As  COVID-19  rapidly  spreads  worldwide,  cell  phone  technology  is  being  used  again  by

researchers,  technological  titans,  and  health  officials,  and  with  tracking  apps  evolving  and

becoming increasingly needed in the fight against coronavirus. Digital Contact Tracing and Digital

ICVP are highly rational because most of the population own smartphones. I believe designers

can consider blockchain to help in ensuring privacy for users, storing the embedded history, and

eliminating many risks of central data. Blockchain advantages are extracted from the design of the

network structure and from the consensus between networking participants on data accuracy.

This can make it possible to manage more privacy and prevent fraudulent access to data. This

approach would provide the governments, agencies, companies, and research institutes across

the globe with a roadmap to establish a secure knowledge sharing network to win the fight against

the COVID-19 and other future pandemics.122

Despite blockchain’s slow integration into real-life applications, the extent to which blockchain’s

incompatibility  with  data  protection  and  privacy  rights  occupies  scientists  and  businesses  is

remarkable. Blockchain’s immutability is being called into question lately in the light of the new

erasing requirements imposed by GDPR and the RTBF (Right to Be Forgotten). As the RTBF

obliges blockchain data to be editable in order restricted content redactions, according to which

individuals have the right to delete their personal data if certain conditions apply. 123 In that respect,

and  towards  researching  methods  and  techniques  to  accomplish  compliance  of  blockchain

protocols  with  the  RTBF,  several  technical  solutions  have  been  put  forward.  The  proposed

solutions  comprise  technical  methods  such  as  “zero  knowledge  proof”  used  to  bypass  the

blockchain’s collision with the RTBF by cryptographic and other advanced methods aiming at

conditionally removing the immutability of the blockchain.

As the UN progressively embraces blockchain technology124 there is an increasing number of

public authorities that have begun exploring the use of blockchain for their administration and

122 Xu, H., Zhang, L., Onireti, O., Fang, Y., Buchanan, W. B., & Imran, M. A. (2020). BeepTrace: Blockchain-enabled Privacy-preserving Contact 
Tracing for COVID-19 Pandemic and Beyond. arXiv preprint arXiv:2005.10103.
123 Regulation, P. (2016). Regulation (EU) 2016/679 of the European Parliament and of the Council. REGULATION (EU), 679, 2016.
124 https://unite.un.org/sites/unite.un.org/files/session_3_b_blockchain_un_initiatives_final.pdf
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services.125‘126‘127 While  21  EU  Member  States  plus  Norway  agreed  a  year  ago  to  sign  a

declaration  creating  the  EBP (European  Blockchain  Partnership)  and  cooperate  in  the  EBSI

(Establishment of a European Blockchain Services Infrastructure) to support the delivery of digital

public services across borders.128 ‘ 129 Around the same time, the European Commission launched

the EU Blockchain Observatory and Forum with the help of the European Parliament, with the

goal  of  enabling governments,  industry,  and people to take advantage of the opportunities of

blockchains.130 Incorporating  limited  mutability  within  permitted  blockchain  systems,  subject  to

certain conditions, may strike the right balance between preserving key features of blockchain and

adapting it to real-world needs.131

Despite these global initiatives toward a blockchain-enabled era, the mass-market adoption of the

blockchain is not expected anytime soon.132 Experts in particular assume that blockchain has been

where the network (the internet) was in 1994.133 Indeed, while one of the emerging trends in 2018

according to Gartner Consulting is “Blockchain, it is expected to reach a healthy , stable plateau in

at least five to 10 years”.134 Two years has passed since then.

In attempt to clarify the relationships between the different concepts, I guess that we could secure

travel  using  blockchain  technology  with  digital  contact  tracing  and  Digital  ICVP  run  on  an
125 Ølnes, S., & Jansen, A. (2018, May). Blockchain technology as infrastructure in public sector: an analytical framework. In Proceedings of the 
19th Annual International Conference on Digital Government Research: Governance in the Data Age (pp. 1-10).
126 Allison, I. (2016). Guardtime secures over a million Estonian healthcare records on the blockchain. International Business Times.
127 Green, S. (2018). Decentralized Agriculture: Applying Blockchain Technology in Agri-Food Markets (Master's thesis, Faculty of Graduate 
Studies).
128 Buchanan, B., & Naqvi, N. (2018). Building the future of EU: Moving forward with International collaboration on Blockchain. The Journal of The 
British Blockchain Association, 1(1), 3579.
129 Lyons, T. (2018, July). EU Blockchain Observatory and Forum. In Workshop Report. Government Services and Digital Identity. Brussels, July 5.
130 Lyons, T. (2018, July). EU Blockchain Observatory and Forum. In Workshop Report. Government Services and Digital Identity. Brussels, July 5.
131 Politou, E., Casino, F., Alepis, E., & Patsakis, C. (2019). Blockchain mutability: Challenges and proposed solutions. IEEE Transactions on 
Emerging Topics in Computing.
132 Crosby, M., Pattanayak, P., Verma, S., & Kalyanaraman, V. (2016). Blockchain technology: Beyond bitcoin. Applied Innovation, 2(6-10), 71.
133 Politou, E., Casino, F., Alepis, E., & Patsakis, C. (2019). Blockchain mutability: Challenges and proposed solutions. IEEE Transactions on 
Emerging Topics in Computing.
134 Kietzmann, J., & Archer-Brown, C. (2019). From hype to reality: Blockchain grows up. Business Horizons, 62(3), 269-271.
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ecosystem powered by Blockchain as data structure. A global network with the characteristics of

blockchain  (decentralization,  private  and secure)  will  help  with  global  travellers,  by  improving

recording of their health status.

Finally, using blockchain could prevent future pandemic effects by mitigating health risks, and

traveling policies. By using the blockchain individuals can share their  data with anonymity, and

scientists will be kept informed about the virus, in addition government can  determine the severity

of the risks and adapt their policies according to real figures and reduce the number of fake news

that could create fair and panic.

By exploring the qualities or the pillars of blockchain which are privacy, security, and 

decentralization and its uses, we can foresee benefits for humanity, but  Blockchain is still in its 

infancy stage … not matured enough… and many challenges are no yet addressed.

Finally, in my research I find myself in a dilemma, where the source of support such as 

government and companies are known for data misuse, where lack of transparency in how they 

handle our personal data is questioned. How blockchain with its infrastructure representing 

liberation and promises privacy and security will be supported by them!! 

4.3 CONCLUSION

The invention of the Internet liberated us in many ways, however, we pay for the price of this

liberty by compromised privacy and vulnerability to unsolicited surveillance by governments and

private companies who can have accessed our virtual footprint without our consent. However,

researchers  have  asserted  that  in  the  time  of  a  global  pandemic  we  can  use  disruptive

technologies to protect us. In this paper I focused on the latest technologies that could help in data

management for alleviating secure and safe travel during and after pandemics. The study started

with the idea of a passport or digital medical and vaccination travel certificate based on blockchain

but later it evolved to a version of digital ICVP with digital contact tracing based on blockchain.

Before attempting to conduct additional research on contact tracing embedded ICVP based on the

Blockchain, the first and most crucial  point is to beware of the policies, regulations that we can

build the technology on, and ensure that the created data belongs and work in our favour  rather

than against us. It should also be noted that before introducing new technological infrastructure it

is important to have a legal a regulatory framework and policies to oversee it.
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In  the  quest  to  answer  our  research  questions,  the  most  inspiring  finding  was  that  the

importance of building bridges between government entities and digital ICVP for individuals to

travel safely, without going through inefficient traditional ways of attainment of permission, with

help of current technologies such as blockchain. In attempt to clarify the relationships between the

different concept I will start with answering my research questions briefly below:

Q1. How can we secure travel with blockchain technology at the time of a pandemic?

A1. I believe that we could secure travel with digital contact tracing with Digital ICVP run on an

ecosystem powered by Blockchain as data structure.

Q2. How can blockchain improve recording of the health status of travellers after a pandemic?

A2. Through a global network with the characteristics of blockchain (decentralization, private and

secure) with collecting data from global travellers.

Q3. Can blockchain prevent future pandemic effects by mitigating health policies and traveling

policies?

A3. By using the blockchain giving data with anonymity keeping scientist informed about the virus.

However,  the  effectiveness  of  blockchain  technology  is  depend  on  the  number  of  user

(volume). Therefore, the question is how you increase the number of users for this technology, the

most reasonable method is offering incentives, instant and immediate, similar to ones that other

technological platforms, such as Google, social  media platforms, which provide instantaneous,

efficient services. However, the trade-off is privacy?

To  sum  up,  it  seems  like  blockchain  has  impenetrable  structure,  encryption  tools,  and

decentralized system that guarantee confidentiality, security, privacy and integrity of the data, in

addition it is resilient, tamper-proof, transparent, however, it does not mean it is perfect, it has its

fair share of challenges. Starting from technical and security challenges where individuals can

have difficulties trusting the developers or trusting the blockchain itself due to the external threat in

form of bug attacks and malware infection, which can be coming from miners who could control

more than 51 percent of the network, where one mining entity could take control of the blockchain.

Furthermore, GDPR’s laws that disagrees with its impenetrable nature. We must admit it cannot

be  deployed  all-around  of  the  world  because  there  are  regions  suffer  from  weak
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telecommunications infrastructures or there is an inequality benefiting one location or groups than

another. To overcome all these dilemmas governments, private, organizations, companies and

even  tycoons  can  unite  for  the  greater  good  and  protect  human  life,  their  interests,  and

businesses. Where they invest in blockchain infrastructure to include ALL the countries, build

GDPR-compliant  blockchain  solutions,  decentralized  which  is  convenient  to  use  such  as  a

software,  which  are  implemented  through  blockchain-based  apps  which  can  be  used  on

smartphones and computers of travellers. With increase of data and becoming large will make it

immune against any type of attacks. This collaboration will ensure the diseases are tracked and

people will be alerted and will stop future pandemic.

I would like to conclude my research analysis by rewinding this story: I started my study with one

idea, one interrogation: what a digital technology solution like blockchain could bring to a social,

important, issue; tracing the citizen personnel medical records for saving life before, during and

after a pandemic. I decomposed my research analysis into an integrated comprehensive approach

and tried to answer 3 research questions about using blockchain for digital contact tracing. I end

up with important and open findings:

Technology is a tool and its potentials are infinite, continuously evolving to adapt to and

navigate emerging challenges. 

Technological  tools  are  developed  for  aiding  us  in  solving  problems  (social  and  pure

technology), however, it is important to remember that every technology solution comes

with a price. 

Consequently, or by fatalism, using blockchain for boosting digital contact tracing has is

set of trends and challenges: 

 Technical and Security concerns, 

 What about the Personal Records’ Privacy?

Blockchain by its design also brings another question. 

 What about the PARADOX OF PRESERVING INTEGRITY of the citizen?

 Do we really want to have an open ID, personal records open and indelible? 

◦ This bring another questions, 
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◦ What about citizen adoption or resistance faced to such digital application?

Even though I believe that Blockchain could empower medical records during pandemic situation, 

the society should clarify what kind of society we want in the future? Are we solving, thanks to a 

software application, social issues or are we bringing more challenges than expected? Are we 

ready for such new paradigm? 

4.2 LIMITATION AND FUTURE WORK 

The subject of blockchain, human identification (ID), medical and vaccination records, and contact

tracing is a complex subject, which includes aspects of technology, law, and human psychology.

This is to say that a more depth analysis in the said fields could have provided further insights.

Furthermore,  were  I  to  continue  this  research,  I  would  include  face  to  face  interviews  for

qualitative  research  to  collect  more  hands-on  experiential  knowledge  and  data,  which  could

provide pragmatic perspectives to my research. I believe that the main strength of my research is

that it takes a deep dive into a very current area of specialty that is constantly evolving, which is

an opportunity to explore new tools and uses for the betterment of humanity. 

By the time I am finalizing this paper, there are numerous researches being done in this direction

but in a different approach and the concepts are evolving. For future research, I would elaborate

on  other  concepts  of  secured  digital  health  records  with  high  privacy  and  personal  access-

controlled feature, for example having bilateral Privacy-Preserving medical data sharing powered

by blockchain to be updated regularly by a unified global medical practitioners. To expand this

idea below are other ideas to explore:

A Body heat sensors which are located at each commuting or traveling stations connected 

to infrastructure of Smart City which are linked to mobiles and wearable accessories to 

update the data to that network insurance companies would be linked.

B To be used for keeping the history records for generations

C What will the blockchain mobile phone and portable laptops contribute to the future

D To explore Digital ID initiatives for example ID2020, e-Estonia and Busan, South Korea

E Also, to explore Hashgraph the “Gossip of Gossip” protocol (rival to blockchain)135

END MATTER

135 https://coinrivet.com/hashgraph-vs-blockchain-the-differences-you-need-to-know/
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