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Abstract 
Smart buildings, such as smart homes, are a global uptrend. They provide 
intelligently, connected, and central manageable solutions for heating, air 
conditioning, access control, alarm, lighting, shading, and many other building 
functions. This is convenient and enables cost reductions.  

On the other hand, remote maintenance, access via the internet, and the complex 
interaction between multiple parties increase the vulnerability and the likelihood 
of security threats in smart buildings. Examples of parties involved are facility 
management, construction companies, maintenance companies, craftsman 
services, cleaning services, IT-service companies, and many others.  

The emphasis of science and industry is on the prevention of technical threats in 
the software or hardware of the smart building. In contrast, this thesis focuses on 
security threats caused by the complexity of human interaction. The risk of the 
latter threats can be significantly reduced if smart building organizations 
implement business processes to control the interaction. To implement these 
processes, they must be derived from a trusted source with proven best practice 
approaches such as security standards.  

The conducted literature research reveals that there is no, or only marginally 
mentioned coverage of security threats caused by the complexity of human 
interaction. Qualitative content analysis shows that relevant standards provide 
controls to reduce the risk of security threats. However, these controls are spread 
over several different areas of the usually very extensive standards and are 
therefore quite difficult to allocate. Smart building organizations do hard to gain 
a clear overview, and as a result, do seldom use standards as a basis to develop 
and apply security processes.  

In conclusion, security standards provide the required best practices, but the 
information is not yet sufficiently accessible for smart building organizations. 
Furthermore, the topic of security issues caused by human interaction needs 
more coverage in future scientific work.  
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Kurzfassung 
Smart Buildings, ebenso wie Smart Homes, sind ein globaler Trend. Sie bieten 
intelligente, vernetzte und zentral verwaltbare Lösungen für Heizung, 
Klimaanlage, Zugangskontrolle, Alarm, Beleuchtung, Beschattung und viele 
andere Gebäudefunktionen. Diese Vielzahl an Lösungen und deren 
Anwendungen ermöglichen den Benutzern und Betreibern dieser Smart 
Buildings eine Verbesserung der Lebensqualität aber auch wirtschaftliche 
Chancen und Vorteile.  

Andererseits werden durch diese smarten neuen Anwendungen, wie zum 
Beispiel die Fernwartung, der Zugriff über das Internet die Schwachstellen und 
die Wahrscheinlichkeit von Sicherheitsbedrohungen erhöht. Gleiches gilt für die 
komplexe Interaktion zwischen verschiedenen Personengruppen, die mit dem 
Smart Building in Beziehung stehen, den sogenannten Stakeholdern. Beispiele 
dafür sind das Gebäudemanagement, Bauunternehmen, Wartungsfirmen, 
Handwerker, Reinigungsdienste, IT-Dienstleistungsunternehmen und andere.  

Während Bedrohungen durch Ausnutzung von technischen Schwachstellen in 
der Wissenschaft und in der Industrie hohe Aufmerksamkeit genießen, liegt der 
Schwerpunkt dieser Arbeit auf Sicherheitsbedrohungen, die durch die 
Komplexität der menschlichen Interaktion in einem Smart Building verursacht 
werden. Fehlende oder unzureichende Sicherheitsmerkmale in 
Geschäftsprozessen sind oft der Grund für das menschliches Fehlverhalten, das 
diese Art von Bedrohungen verursacht. 

In der durchgeführten Literaturrecherche konnten nur sehr wenige Quellen 
gefunden werden, die sich schwerpunktmäßig mit  Sicherheitsbedrohungen in 
Smart Buildings oder ähnlichen Einrichtungen befassen, die durch die 
Komplexität der menschlichen Interaktion verursacht werden. Die 
Inhaltsanalyse belegt, dass einschlägige Standards Kontrollen zur Verringerung 
des Risikos durch Sicherheitsbedrohungen vorsehen. Diese Kontrollen sind 
jedoch über verschiedenen Bereiche der üblicherweise sehr umfangreichen 
Standards verteilt und daher schwierig zuzuordnen. Smart Building 
Organisationen haben es schwer, einen klaren Überblick zu gewinnen, und 
verwenden demgemäß nur selten Standards als Grundlage für die Entwicklung 
und Anwendung von sicherheitsrelevanten Geschäftsprozessen.   

Zusammenfassend lässt sich sagen, dass Sicherheitsstandards die erforderlichen 
Informationen enthalten, aus denen sich sicherheitsrelevante Geschäftsprozesse 
ableiten lassen. Jedoch sind die Informationen für Smart Building 
Organisationen nicht ausreichend zugänglich. Darüber hinaus sollte das Thema, 
der durch menschliche Interaktion verursachten Sicherheitsprobleme in 
künftigen wissenschaftlichen Arbeiten stärker berücksichtigt werden.  
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1 Introduction  
“We shape our buildings, thereafter they shape us.” 

 (Winston Churchill) 

 Motivation 
Today we are faced with a continuously changing work environment. Ongoing 
digitalization, automation, and linkages are omnipresent and can be found, for 
example, in smart buildings, which are on the rise worldwide. Sales of intelligent 
applications for smart houses and thus also smart buildings are gaining ground. 
According to statista, sales will grow at an annual growth rate (2020-2024) of 
18.5%, leading to a market volume of 35,000 million (EUR) by 2024 (statista, 2020).  

The market for intelligent buildings is on the rise as the motivation for growing 
energy problems escalates and government initiatives for intelligent 
infrastructure projects increase worldwide. Smart buildings solutions will not 
only change the buildings into energy-efficient and sustainable buildings, but it 
will also automate the way buildings can be operated and controlled (Minoli, 
Sohraby & Occhiogrosso, 2017, p. 281). 

Throughout this thesis, the term smart homes and smart buildings is used 
interchangeably. The term smart buildings refers to buildings or entire 
complexes, that offer intelligent solutions for the automated management of 
devices and their software, connected via a network. This includes building 
functions such as heating, air conditioning, access control, alarm, lighting or 
shading, space management, equipment maintenance, asset tracking, waste 
management, and intelligent parking just to name a few. They are based on 
Information Technologies (IT), in particular on wireless technologies, such as 
Wireless Local Area Network (WLAN), low-power wide-area network 
(LPWAN), Wireless Fidelity (Wi-Fi), Bluetooth, Radio-frequency identification 
(RFID), ZigBee, Worldwide Interoperability for Microwave Access (WiMAX) and 
others. 

The growing ubiquity of low-cost sensors and wireless technologies are 
significantly changing the indoor environments where we work and live, 
facilitating higher levels of comfort, efficiency, and safety. New developments 
and technologies, such as the Internet of Things (IoT) and cloud computing, have 
created opportunities enabling building functions to be controlled via remote 
maintenance. This not only facilitates the everyday life of users but also generates 
new vulnerabilities and a need for security (Lampropoulos, Siakas & 
Anastasiadis, 2019, p. 5; Atzori, Iera & Morabito, 2010, pp. 2787,2801).  

Smart homes and consequently also smart buildings are largely based on the 
technology and architecture of the IoT (Jäger, 2018, p. 22). There is a great 
demand for IoT devices on the market. As shown in Figure 1, the number of 
objects using IoT worldwide will grow to 25.1 billion objects by 2025. 
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IoT is defined as an interaction between the physical and the digital world, 
meaning that the physical side interacts with the digital one by using sensors and 
actuators. All devices and appliances are connected to a network. They are used 
for the execution of complex tasks, which require a high degree of intelligence 
(Sethi & Sarangi, 2017, p. 1). There is an omnipresence of devices, like sensors, 
actuators, or mobile phones in smart buildings, which can communicate, interact, 
cooperate and achieve common goals collectively (Atzori, Iera & Morabito, 
2010, p. 2787). They also point out that IoT components in most cases are 
unattended and therefore can be easily attacked, either physically or from 
remote. Another vulnerability is the often used wireless communication between 
the devices, which makes electronic eavesdropping fluent (Atzori, Iera & 
Morabito, 2010, p. 2801). The more sensors or actuators are used in a smart 
building, the more complex the network and the associated protocols become. 
This can result in undesired interactions between different components, which 
can lead to security vulnerabilities (Ciholas et al., 2019, p. 34). 

Over recent years, security gaps caused by the use of energy automation devices 
such as those from Siemens (Tridium Niagara AX Framework) or Vaillant 
heating systems have been revealed (Wendzel, 2016, p. 2). In both cases, the 
possibility of remote maintenance enabled access to system-critical security files 
or plain text passwords via the web interface. Loxone Smart Home Systems for 
example offer a simple remote control via mobile phone, this is set as a standard 
in many smart homes today. Not only does Loxone deliver these remote controls 

Figure 1: Forecast number of IoT connected objects worldwide from 2018 to 2025 (in billions) 
classified into use groups, derived from statista.com/Telecommunications (O'Dea, 2020) 
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with a badly secured access, the default username and password is "admin", 
which does not necessarily have to be changed before the first contact with the 
internet, but also a guide how to find the systems and devices connected to the 
internet. This opens a huge potential for attackers since Loxone Smart Home 
Systems not only handle sensors and actuators for lighting, energy, heating, and 
cooling but also safety-critical components such as alarm systems, IP cameras, 
and access systems for doors and garages (Jurran, 2016, pp. 72,73). Ransomware 
attacks such as WannaCry, which for example infected Deutsche Bahn computers 
and paralyzed billboards at German train stations and Petya, another malware 
have caused worldwide considerable damage in companies and large 
infrastructures. The Petya malware modifies the system master boot record of 
Windows, causing the system to collapse. When the user tries to restart his PC, 
the changed master boot record prevents Windows from loading, and a ransom 
request is shown instead (Aidan, Verma & Awasthi, 2017, p. 124) (Jäger, 
2018, p. 3). 

Attackers have recognized that smart buildings are a good opportunity to enter 
the respective company network. In 2013 security researchers could hack the 
building management system for a building that belongs to Google, the Google 
Wharf 7 in Australia, and hence gained access to subsystems and their properties 
via the Tridium Niagara AX Framework. Even though Tridium had published a 
patch for the system to mitigate vulnerabilities, it was not patched. Rios and 
McCorkle assumed that the building management system seemed to have been 
installed by an external integrator company. They stated that this case is a classic 
example of what many companies face when third parties assemble systems on 
their behalf and connect them to the internet for remote control. Another 
common problem is that the system integrators configure the management 
systems insecurely and neglect to install patches for the control systems (Rios & 
McCorkle, 2013). The German Federal Office for Information Security (BSI) 
outlined in the latest management report from 2019 that many frameworks and 
protocols used for IoT applications now offer and use more security functions. 
But there is an ongoing problem with unmanaged devices. These could 
theoretically be patched, but the updates are not executed because they are not 
recognized as a weak point by the security officers. (BSI Bundesamts für 
Sicherheit in der Informationstechnik , 2019, pp. 14-15,17) A case in Miami at the 
Turner Guilford Knight Correctional Center provides another example of the 
risks of smart functions in buildings. A yet unidentified computer "glitch", which 
according to experts could also have been initiated from outside, has opened all 
doors of a high-security wing (Boyes, 2015, pp. 5-6). 

Over the past few years, more and more emphasis has been laid on closing 
security gaps with a focal point on the technical vulnerabilities and weaknesses. 
Even if the affected systems can withstand the attacks from a technical 
perspective, human interaction with the system proved to be the weakest link in 
this network. “Human nature and social interactions can be much more easily 
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manipulated than technologies and information systems designed for the protection of 
information” (Palega & Knapinski, 2018, p. 115). Palega and Knapinski also stated 
that a significant group of information security threats results from inadequate 
knowledge and the contribution of executives in information security 
management issues. This as well influences the behavior and attitude of other 
employees in the company. The lack of staff training is undeniably serious 
trouble in companies. (Palega & Knapinski, 2018, p. 115).  

The Austrian Federal Ministry has published the Handbook on Cybersecurity, 
the common security and defense policy of the European Union. Most cyber-
attacks are often social rather than technical related. “.. the most significant 
vulnerability in information security relates to human error” (Norvanto, 2018, p. 192) 
and that the security threats resulting from insiders are not always mischievous 
abuse of privileges but often unintentional mistakes. 

Based on the explanations given, it is necessary to focus on the management of 
the human factor. Palega and Knapinski suggest the following measures to be 
considered for companies (Palega & Knapinski, 2018, p. 116): 

o Manifest the specification and detailed determination of employees’ 
duties and permissions. 

o Provide all necessary resources for example work tools to employees. 

o Set up applicable rules for hiring employees and monitoring their work. 

o Provide documents of the valid procedures and security systems used. 

o Raise awareness among personal and offer continuous training regularly. 

o Manifest clear human resources politics, rules, and processes on 
recruitment and retirement of employment procedures.  

A current literature study on “The Security of Smart Buildings as Systematic 
Literature Review” stated that there is almost no scientific work existing, that 
covers the non-technical security aspects of smart buildings. Attack scenarios that 
consider the social, organizational, and human factors represent a blank spot on 
the map of current scientific work. The authors ascertained that only one out of 
the 90 papers, that were reviewed, has dealt with the issues of liability and 
responsibility related to security for the life cycle of a smart building. 
(Ciholas et al., 2019, pp. 1, 4) 

The above-mentioned vulnerabilities and threats indicate that human interaction 
and the complexity of organizational structures in smart buildings are still 
unnoticed and will be the core issue in this thesis.   

In terms of digital transformation, standards play a major role. 

A standard is “… a document, established by consensus and approved by a recognized 
body, that provides, for common and repeated use, rules, guidelines or characteristics for 
activities or their results, aimed at the achievement of the optimum degree of order in a 
given context.” (IEC, 2020)  
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Various standards such as interface standards, standards for quality, safety and 
security, standards as a basis for certification and ethical standards, to name but 
a few of the numerous standards, would be unthinkable without the digital 
transformation. For example, data exchange without standardized interfaces 
would not work on a broad basis and therefore the interaction of products or 
network systems could not take place. Standards are critical to the diffusion of 
new technology (Mangelsdorf et al., 2019, p. 1). Freely available access to 
standards, as the example of open-source software in IT, shows, would support 
society. Students could have access to all standards without hindrance and be 
involved in further development in cooperation with universities and 
organizations. This would enable EU-wide research to identify possible 
vulnerabilities and thus investigate potential threats. (Wendzel, 2016, p. 4). The 
problem of how to deal with the issue of data protection also needs to be 
addressed, as the data collected can be personal or can be used to draw 
conclusions about the behavior of the occupants of smart buildings (Jäger, 
2018, pp. 29, 123). The international electrotechnical commission (IEC) in 
cooperation with the international society of automation (ISA) developed a series 
of standards. The ISA/IEC 62443 standard for example represents a holistic 
approach to industrial security in the production and automation sector. It 
focuses on cybersecurity in industrial automation control systems (IACS). As an 
IT system consisting of several components such as actuators and sensors, it is 
used to control production and process lines (Mangelsdorf et al., 2019, pp. 144, 
145). In Austria, different ÖNORMs have been established. For example, 
ÖNORM A7700, Security requirements for web applications, specifies 
requirements for web applications or ÖNORM A6241 series which regulates the 
technical implementation of data exchange and data management of building 
information used within Building Information Modeling (BIM) (A-SIT, 2019) 
(Wagmeister, 2020). This serves as the basis for best practice. These examples 
demonstrate the difficulty to achieve European-wide standardization for 
construction projects or for the operation of buildings. Especially smart buildings 
would benefit from a uniform standard. Such could help to avoid security risks 
that arise from the complex interplay between the technologies in use and the 
people and organizations which are involved into maintaining these buildings 
(Mangelsdorf et al., 2019, pp. 1-3). 

On the one hand, this work intends to identify threats and dangers arising from 
human interaction and the complexity of organizational structures in smart 
buildings. On the other hand, it aims to show how smart building environments 
can be secured based on standards so that networked buildings will be a safe and 
trustworthy place in the future.  



6 

 Objective 

 Thesis scope 
This thesis deals with standards, and processes that can help to prevent security 
threats to smart buildings, resulting from a lack of adequate interaction between 
the people involved or insufficient organizational structures. The focus is on 
smart office buildings, as these require a high amount of different human role 
models. These role models need to interact with each other and therefore the 
complexity and security vulnerability can increase particularly when there is a 
lack of processes or processes with weak design. The focus is on threats occurring 
during the maintenance phase/operative phase of the smart building. 
Furthermore, just currently already published standards (including security 
standards) are in scope. The European Economic Area is considered as the main 
source for them, complemented by other, international relevant standards like 
NIST and others.  

 Out of scope 
This thesis does not deal with the technical implementation of smart buildings, 
for example, the transmission protocols such as SSL, TLS, DTLS, the gateways, 
field bus systems such as DALI, KNX, or LON, or the networks such as BACnet. 
Smart buildings for sensitive target groups such as hospitals, fire brigades, 
government buildings, power stations, and all buildings with critical 
infrastructure are not included in the scope. Furthermore, the area of smart 
homes is not considered, unless smart buildings are as well affected. Threats 
occurring in the building and deconstruction phase are not addressed. Although 
safety will always be relevant as soon as people are involved, this thesis does not 
specifically address it.   

 Contribution/Added Value 
While attacks on hardware or software via technical vulnerabilities are widely 
considered in scientific work, vulnerabilities caused by human behavior receive 
little attention in research and are therefore less visible to smart building 
organizations. This thesis adds an overview of such threats to the scientific body 
of knowledge. The overview aims to find out whether and how intelligent 
building organizations can use security standards to improve their business 
processes. The overview helps to derive processes from standards in order to 
implement security-relevant and state-of-the-art business processes. A catalog of 
already known threats to smart buildings will be created. This catalog will be 
mapped against existing security standards to see if the application of these 
standards could prevent or at least mitigate the threats expressed in the catalog. 
The contribution of this work is a distinct view of security threats in smart 
buildings that occur by human interaction between all involved stakeholders.  
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This work has a clear focus on smart buildings in the non-domestic building 
sector. Based on the scientific question, the target group for this thesis includes, 
but is not limited to the following parties: 

- institution dealing with standards and norms 
- persons within the top or middle management in facility management 
- persons in charge of security management 
- all stakeholders involved in construction or rebuilding and maintaining 

smart buildings 
- further interested researchers or third parties 

 Research Question 
 Q1:  How can security standards counteract the security threats for smart 

buildings, caused by human interaction and the complexity of 
organizational structures? 

 Q1.1: Which security threats for smart buildings with a focus on 
human interaction are known today? 

Q1.2: What criteria must security standards meet to derive 
security-relevant business processes for smart building 
organizations? 

 Research Methodology 

 Literature Review 
The following official online resources (for example: Google Scholar, 
Fraunhofer Institute, usearch.uacess) were used as well as university libraries 
(for example the Library of UAS Burgenland, Vienna University of 
Technology TU, Vienna University, Vienna University of Economics and 
Business). Furthermore, books, journals, peer-reviewed journals, master's 
theses and reports on security breaches in smart buildings were searched. 

The following search terms were used among others: Security, Security 
Standards in Smart Buildings, Cybersecurity, Blind Spots in IT-Security, 
Cyberattacks, Insider Threats, Privacy, Information Security Behavior, Smart 
Buildings, IoT, Smart Industry, Smarte Industrie, Industrie 4.0, Standards, 
Normen, Zertifizierung, digitale Transformation, digital transformation, 
Threats, Vulnerability, BIM, Building Information Modeling, 
Gebäudemanagement, Facility Management, Building Management Systems, 
and different combinations of the above terms. 

 Qualitative Content Analysis 
For a better understanding of the following methodological approach, a brief 
summary of the scope and objectives of the thesis is necessary. The scope refers 
to threats to smart buildings caused by human interaction. This is meant in the 
sense that persons involved in the organization of smart buildings, such as 
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employees, suppliers, business partners, or even cleaning services, cause a 
security incident or do not sufficiently hinder an attacker. Mostly the reason for 
this kind of incident is the lack of instructions on how to behave better and avoid 
such incidents. 

In business organizations, such as smart buildings, the behavior of the people 
involved in security risks can be improved and security incidents reduced by 
setting up appropriate business processes. To design such business processes 
with state-of-the-art security elements, two essential requirements must be met:  

o knowledge about potential threats for the smart building  
o where to find state of the art techniques to mitigate the risk  

The approach to extract the list of known threats, that match the scope for the 
thesis described above (see also chapter 1.2.1) uses methods from the directed 
content analysis, which is a variation from the qualitative content analysis (Hsieh 
& Shannon, 2005, pp. 1281-1283). 

There are two main rationales for this approach. One is the low number of 
reported security incidents related to security threats of the described type. This 
does not allow to directly research reports of these incidents and extract the 
threats and vulnerabilities that have been the root cause. Instead, scientific 
literature is researched to find evidence of security threats that match the 
definition in the thesis.  

The other reason for using the directed content analysis is that there are few 
sources that focus precisely on this type of security threat. Instead, sources with 
related topics are selected and filtered to extract the required information. 
Related in this context means, for example, papers and articles about cyber 
security, smart homes, IoT security, facility management or smart building 
information systems. The required information in each of the sources is often not 
the main topic, so the naming and description of threats by the respective authors 
all have a different perspective and context. A simple enumeration of all results 
therefore would not provide an overview but create an extensive list of 
overlapping terms. 

Consequently, the results have to be clustered to get an overview. Directed 
content analysis provides methods to group such large amounts of text-based 
content into categories. Categorization aims to develop a complete 
understanding of the context in the researched material and thus identify 
categories that meet the criteria for a category system. The categories must be 
disjunctive, plausible, complete, representative, and easy to communicate 
(Kuckartz, 2018, pp. 67, 85; Hsieh & Shannon, 2005, pp. 1281-1283). 

The target of directed content analysis is to conceptually validate or extend a 
theoretical framework or theory. For example, existing research can be used to 
focus on the research question and determine the initial coding scheme. This 
approach offers a more structured process than a conventional approach. 
Recourse to previous research supports the start by identifying initial coding 
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categories based on the experience of other scientists (Hsieh & Shannon, 
2005, pp. 1281-1283). 

In the chapter empirical work of this thesis (see chapter 4), a security catalog of 
threat categories is extracted from the selection of scientific literature described 
above. The categorization is done in two steps. First the initial categories are 
extracted from a subset of the chosen literature. In the second step the full range 
of the literature is searched for any type of reported or described security threat. 
Each finding is classified, to determine if the described threat fits into the 
definition in this thesis. In case it does, it is examined whether it can be clearly 
assigned to a category in the catalog. In this case a reference to the source is added 
into the detailed description of that category. This keeps the process 
reproducible. In the case no matching category is allocated, a new category is 
added to the catalog. This approach ensures that the categories in the security 
catalog do not overlap (disjunctive) and the catalog represents the full set of 
sources (complete, representative). The process of matching and complementing 
the initial categories with all relevant findings makes sure the categories are 
reliable (plausible). In case the effort to allocate the findings to categories is 
moderate, the category description is sufficient to use the catalog (easy to 
communicate) (Kuckartz, 2018, pp. 63, 67, 85-96; Hsieh & Shannon, 
2005, pp. 1281-1283). 

It is important to note, that the use of the directed content analysis for this thesis 
ends with the creation of the catalog. With the security catalog, the necessary 
information from the source material is now available. The following step in the 
empirical work is a mapping of the security catalog categories with selected 
security standards. Although standards are as well text-based, they require a 
different treatment to be searchable. The first step is to select the relevant 
standardization bodies, then define the embedded standards with information 
security or cybersecurity context. Since many standards are linked by references 
to each other or a number of standards must be considered in conjunction with 
each other, a further literature search on this topic must be carried out in order 
to understand the global structure of standards committees, standardization 
bodies, standards, and standards-like guidelines. The results of this literature 
research are documented in subchapter (4.2). 

Based on this extensive preliminary work, the standards in scope were searched 
for security controls that describe how to deal with the categories in the security 
catalog. Once the structure of the standards is understood and the relevant 
standards are selected, the search for controls is quite simple, as all standards 
have a clear structure (even if they differ from each other) that allows relevant 
controls to be assigned based on their index.  
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 Thesis structure 
The structure of this thesis is based on the standardized structure IMRaD, a 
commonly accepted structure for scientific publications. The name IMRaD stands 
for Introduction, Methods, Results and Discussion as shown in Figure 2 
(Cuschieri, Grech & Savona-Ventura, 2018, p. 101).  

 

 

 

 

 

 

 

 

 

 

 

 

The remainder of the thesis is organized as follows: 

In chapter 1 the motivation, the topic, and the research question for the thesis are 
introduced. This section provides a comprehensive overview of the motivation, 
the scope, and the methods of the researched topic and how this research will 
contribute to the body of scientific knowledge.  

In chapter 2, the technical and organizational background for the perimeters of 
the thesis are described in detail. This includes definitions of the most relevant 
terms and areas in the thesis such as smart buildings, facility management (FM) 
in smart buildings, Building Information Modeling (BIM), Internet of Things 
(IoT), cloud computing, or cyber-physical systems. As well an overview of 
standardization bodies and standards that are relevant in the context of the thesis 
is given. 

In chapter 3, currently available scientific findings with the same or a similar 
context of this work are introduced and summarized. This evaluation of related 
work will provide insight into the state of the art and the additional scientific 
contribution from the research in this thesis. 

The empirical work and the gathered results for the thesis are presented in 
chapter 4. The first part of the chapter aims to answer question Q1.1 (see chapter 
1.3.). After the creation of a security catalog, which is a listing of security threats 
for smart buildings with a focus on human interaction, an evaluation and 

Figure 2: IMRaD derived from (Wu, 2011) 
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mapping of suitable security standards is carried out. This will answer question 
Q1.2 (see chapter 1.3). The mapping will help to identify standards, that are an 
appropriate base to define processes to support the security of smart buildings. 
In the end, an example process is designed which is mapped to an international 
standard to show the feasibility. 

A final summary and conclusion of results and findings of the research work are 
done in chapter 5, suggestions for future research work to motivate further 
scientific engagement with this topic is to be found in chapter 6. 

Finally, a list of references followed by figures, tables, and abbreviations 
concludes this thesis. 
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2 Background 
This chapter provides current information about definitions of related topics and 
technologies, such as traditional and intelligent buildings vs. smart buildings. It 
will give an insight into FM in smart buildings and the technologies used to 
enable smart buildings. The second and larger part of this chapter is devoted to 
standardization bodies and security-related standards. 

 Smart Buildings 

 Traditional Buildings 
Over the centuries, the expected performance and design of buildings has 
changed, especially for non-domestic buildings, that means buildings that have 
no residential purpose. Traditional non-domestic buildings such as schools, 
offices, hospitals, or universities were built not more than a century ago from 
brick walls and equipped only with water, electrical, and heating systems. 
(Buckmann, Mayfield & Beck, 2014, p. 93). In a broader sense traditional refers to 
not modern. Traditional buildings are usually understood as being those that 
predate before the beginning of the 20th century when the appearance of new 
materials and building techniques began, especially innovations in brickwork 
and concrete (Designbuildings, 2019). They usually do not involve complex 
engineering. 

 Intelligent Buildings 
Since the 1980s in the academic literature is a definition in use, intelligent 
buildings. The first intelligent building, The City Place Building, was dedicated 
in July 1983 in Hartford, Connecticut, United States of America (USA). The City 
Place Building is the tallest in the state and was the first building maintained by 
the United Technologies Corporation (UTS Corporation) (So, Wong & Wong, 
1999, p. 485). In “What is an intelligent building?” Ghaffarianhoseini et.al. 
investigated that various definitions, interpretations, and implications regarding 
the character of intelligent buildings are in use (Ghaffarianhoseini et al., 
2016, p. 338). The Intelligent Building Institution definition is: “ ... an intelligent 
building as one that provides a productive and cost-effective environment through 
optimization of its four basic elements, including: (1) structures, (2) systems, (3) services 
and management, and (4) the interrelationships between them.“ (IGI-Global, 2020) The 
Chartered Institution of Building Services Engineers (CIBSE) defines an 
intelligent building “ …is one that provides a productive and cost-effective 
environment based on three basic elements: People (services users/facilities management), 
Products (fabric, structure, facilities) and Processes (automation, control, systems, 
maintenance, performance) and the interrelationships between them. “ (CIBSE, 2020) 

In the 1980s Building Management Systems (BMS), networks, data processing 
equipment, automation and telecommunication have been the main parts of 
intelligent buildings. The focus was on improving control over available 



13 

resources, performance, comfort adaptability, and reducing life cycle costs 
(Ghaffarianhoseini et al., 2016, p. 339).  A rudimentary example of intelligence 
within a building would be the integration of a BMS with lighting systems 
(Buckmann, Mayfield & Beck, 2014, p. 95).  Over the century the definitions of 
intelligent buildings extended to involve more and more facets related to the 
quality of life, the users, the environment, and the building systems. 

Today, especially in the Far Eastern region for example Japan, Korea, Singapore, 
or in Hong Kong the conventional definitions of intelligent buildings have been 
enhanced. As a result of globalization, new intelligent systems are rapidly 
developing and penetrating Information and Communication Technology (ICT) 
in these regions, among others. The implementation of Building Automation 
Systems (BAS) allows to enhance comfort, safety, and security and to lessen 
operational cost. Not only BAS and ICT are an important factor but also energy 
and carbon emission sensitivity and ecological sustainability. At the beginning of 
the 21st century, the spotlight is on people, products, and processes. User 
involvement in the sustainable energy performance of buildings and even the 
social values of users are a focal point (Ghaffarianhoseini et al., 2016, pp. 342 - 
349).  

There is a lack of clarity in terminology when it comes to the terms of intelligent 
buildings and smart buildings, both terms are often used interchangeably. 
(Buckmann, Mayfield & Beck, 2014, pp. 92, 97). 

 Smart Buildings 
A smart building is a building that reflects the needs of the occupants, brings 
value to them, and is highly adaptable. This ranges from the construction of the 
building to maintenance work such as hot water supply, air conditioning, access 
control, smoke detection, lighting, and shading to the demolition of a smart 
building (Buckmann, Mayfield & Beck, 2014, p. 104). Another characterization by 
Ciholas et.al. is that “Smart buildings are networks of connected devices and software 
in charge of automatically managing and controlling several building functions…” 
(Ciholas et al., 2019, p. 1). 

There is an overlap between the two definitions of intelligent and smart 
buildings. Smart buildings are intelligent buildings but with supplementary, 
integrated characteristics of adaptable control, enterprise and materials, and 
construction. That means intelligent buildings are a preliminary stage for smart 
buildings. The authors further claim that it is important to understand that the 
definition of smart building exists within a range of boundaries, they have 
specified upper and lower bounds of smart (Buckmann, Mayfield & Beck, 
2014, pp. 96-104). 

As shown in Figure 3 the lower bounds of smart buildings are the upper bounds 
of intelligent buildings. 
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The authors believe the future will be dominated through artificial intelligent 
systems using new processes and technologies created upon smart building 
knowledge, called thinking buildings. Even more, the use of integrated 
adaptability in contrast to reactivity is a substantial divergence between 
intelligent and smart buildings. For successful operation of a smart building, the 
capability to adapt in response to information collected from building use is vital 
(Buckmann, Mayfield & Beck, 2014, pp. 100 -104).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Reactive in the context of Figure 3 means an intelligent building collects 
information and reacts to this information, for example by modifying the air 
conditioning system based on the given weather data. Adaptive, on the other 

Figure 3: Upper and Lower Boundaries of Smart Buildings derived from (Buckmann, Mayfield & 
Beck, 2014, p. 105) 
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hand, means that the operation of an intelligent building can be adapted ahead 
of time, resulting in greater comfort and lower energy consumption. Prediction 
in the context of a thinking building means based on the knowledge and 
technology of smart buildings, but beyond that predictions are decided by 
artificial intelligence systems (Buckmann, Mayfield & Beck, 2014, pp. 94-104).    

Intelligent buildings were based on BMS, building control systems (BCS), and 
BAS, among others. The increasing networking with a multitude of sensors, 
actuators, other IT systems, and the internet gave rise to a new term, smart 
buildings. Smart buildings manage, besides the previously mentioned systems 
(HVAC, water, energy, and lightning), also security-critical tasks such as Closed 
Circuit Television (CCTV), fire and intrusion alarms, water leak detection, 
emergency lighting, transportation with elevators and escalators and building 
physical access control just to name a few (Ciholas et al., 2019, pp. 1-2).  

Certainly, one of the major benefits of a smart building is adaptability. It uses 
upfront gathered information from a range of sources, (internal or external), to 
prepare the whole building or parts of it prior to the event. The authors 
mentioned some examples of adaptability (Buckmann, Mayfield & Beck, 
2014, p. 99): 

o different people’s perceptions of comfort at different times of the day and 
different times of year 

o changes in occupants or building use 

o varying occupancy data characteristics 

o varying yearly average external whether conditions 

Smart buildings are efficiently complex Cyber-physical Systems (CPSs), in which 
the smart element connects to the deployment of integrated sensors, associated 
actuators, and control systems (Boyes, 2015b, p. 26).  

An intelligent building/smart building will always differ according to where it 
is located because it is depending on the local settings and the urban 
environment. A smart building in central Europe, and even there will be 
differences, will have other characteristics from a smart building in central Asia 
(Pöchhacker, 2016, p. 105).  

Throughout this thesis, the definition of smart building and intelligent building 
will be used interchangeably in regard to security threats occurring due to human 
interaction through complex organizational structure.   

 Facility management in smart buildings 

 Facility Management (FM) 
The International Standard Organization (ISO) defines FM as follows: “… an 
organizational function which integrates people, place and process within the built 
environment with the purpose of improving the quality of life of people and the 
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productivity of the core business” (ISO, 2017). The term FM, sometimes also facilities 
management is used, is dated back to 1978, first mentioned during a conference 
in Ann Arbor, Michigan, USA. Today's FM experts need more and more skills 
and knowledge, and they have to fill the gap between strategic and operational 
goals and daily business (Drion & Melissen, 2012, p. 256).  Throughout all phases 
a smart building is passing within a life circle, building, planning, 
implementation, maintenance, or demolition phase, FM plays a key role. The 
authors suggest facility managers should be involved in the design teams of a 
building from the very start. In that way, they would represent investors, future 
owners, and future tenants’ interests (Pasek & Sojková, 2018, p. 181). An 
extended approach comes from the author of “Making IT global-what facility 
management brings to the table?” (Gawin & Marcinkowski, 2017). They stated 
after investigating a global FM service provider, that design, maintenance, repair 
services in the areas HVCA, IT infrastructure, energy efficiency, data collection, 
space, contract, and knowledge management are the core business of FM. As well 
as functionalities of enterprise resource systems and costumer-relationship, are 
important when it comes to different clients, because real estate assets require 
effective management. To develop FM processes is often difficult so the authors 
note, and FM processes are not always possible to duplicate among different 
clients (Gawin & Marcinkowski, 2017, pp. 151-159). The trend to outsource FM is 
leading to specialized companies. This requires the provision of a wide range of 
services, which due to their multitude usually do not work well and lead to the 
outsourcing to third parties. This is a balancing act for FM between the needs of 
owners and users of smart buildings. In addition to profit, the preferences of 
owners include minimizing costs, shown here in tabular form, based on Pasek & 
Sojková, Table 1: 

Minimizing Costs Maximizing Profit 

Acquisition  Return on investment of the 
building 

Operating  The level of security of the 
building and its users 

Energy  Continuous conservation or 
increase in construction value, 
investment protection Repair and reconstruction 

Table 1: Owners Preferences (Pasek & Sojková, 2018, p. 182) 

Whereas the users favor the flexibility of leased spaces, the maximizing of 
security level, and the quality and comfort of a working environment to achieve 
work productivity just to name a few. All these interests must be taken into 
consideration and must be monitored. Technologies in use to control the 
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aforementioned systems, like HVAC, weather forecast, fire safety, security 
systems, CCTV, lifts, and lighting are often only partial elements of a smart 
building and typically supplied by various vendors or suppliers. For the need of 
comprehensive operation of smart buildings, the individual technologies need to 
be parameterized and centrally monitored and managed. This can be conducted 
through a BMS (Pasek & Sojková, 2018, pp. 183-184).  

People working in the field of FM define FM differently depending on the nation 
there are coming from: to the British, it may be roof repairs and boiler 
maintenance, to the Dutch, it can be a branch of customer service and for the 
Americans, it is associated with the term real estate asset value (Howard, 
2002, p. 25). Nowadays the tasks are: monitoring individual disciplines, 
pertaining to technical areas, interoperability, and ensuring optimal functioning 
to meet the needs of building users (Pasek & Sojková, 2018, p. 181). In the future, 
it will be of central importance for every successful organization to approach FM 
as an integral part of its strategic plan. Those organizations that handle FM as a 
“commodity overhead” will face a substantial strategic disadvantage (Drion & 
Melissen, 2012, p. 256). Future facility managers not only have to have a high 
professional ability in technical but also non-technical disciplines (Pasek & 
Sojková, 2018, p. 187).  

 Building Information Modeling (BIM) 
Building Information Modeling (BIM) is determined by ISO as “… a methodology 
that links the business processes undertaken during the construction of built facilities 
with the specification of information that is required (ISO, 2016). 

In detail it is further specified as […] is intended to facilitate interoperability between 
software applications used during all stages of the life cycle of construction works, 
including briefing, design, documentation, construction, operation and maintenance, and 
demolition. It promotes digital collaboration between actors in the construction process 
and provides a basis for accurate, reliable, repeatable and high-quality information 
exchange” (ISO, 2016). 

For new buildings or facilities, BIM models can be created at the design stage and 
the process will be pursued over its life cycle. While for existing buildings or 
facilities, BIM models will be created anew “as-built” and can be generated from 
measurement data for example 2D (two-dimensional) images or 3D (three-
dimensional) point clouds captured by cameras and laser scanners, respectively. 
BIM will so form a dependable basis for decisions of all involved stakeholders 
(Volk, Stengel & Schultmann, 2014, p. 3). 

The key difference between 3D computer-aided design (CAD) and BIM 
technology is that CAD draws independent 3D views of a building. Each time a 
change needs to be made to a 3D plan, all other views must be reviewed and 
updated. This process is error-prone and often the reason for poor 
documentation. BIM models comprising of objects which are defined in terms of 
building elements and systems, whereas 3D CAD drawings are graphical entities 
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only. BIM contains all information about the building, as well as its physical and 
functional characteristics and information about the life cycle, in a series of "smart 
objects". Not only operation, maintenance information, and clearance 
requirements but also data about the supplier would be available for the so stored 
smart object (Azhar, Malik & Maqsood, 2012, pp. 15-17). Azhar et al. stated, that 
BIM is not only a software but also a virtual process which includes “… all aspects, 
disciplines, and systems of a facility within a single, virtual model, allowing all team 
members to collaborate more accurately and efficiently than traditional processes.” 
(Azhar, Malik & Maqsood, 2012, p. 17)  

Boyes described BIM as a “… digital representation of physical and functional 
characteristics of a facility.” (Boyes, 2015b, p. 25). The definition evolved from a 
simple shared model to a shared knowledge resource for information about a 
facility, to entail collaborative, IT-enabled processes. Data collected and stored in 
BIM is coordinated through a shared repository to coordinate information 
exchanges and this is contingent on the implementation of smart buildings. 
Structured data exchanges and collaborative processes are the core tasks of BIM 
(Boyes, 2015b, pp. 26-28). A recent review of the literature on this topic found that 
the possibility of connecting BIM on IoT based data sources is a comparatively 
new development. Although the supporting role of BIM in FM is already well 
studied, the integration of IoT is still nascent, so the author stated (Tang et al., 
2019, p. 2). 

 Smart Building enabling Technologies 

 BMS, IBMS, BEMS, BAS and BAC 
Building Management Systems (BMS), Intelligent Building Management Systems 
(IBMS), Building Energy Management Systems (BEMS) also known as Building 
Automation Systems (BAS) or Building Automation and Control System, are 
computer-based (automated) control systems joining, integrating and connecting 
many different facility technologies through information flow to a steering and 
surveillance point. They are for example used to monitor and regulate the 
building's electrical and mechanical equipment such as power system, lighting, 
and HVAC to confirm sustainability (Sayed & Gabbar, 2018, p. 15), (Hossain, 
2019, p. 427) (Brooks et al., 2017, p. 3).  

 CAFM and ICT 
Computer-Aided Facility Management (CAFM) systems support all processes 
related to FM like inventory documentation, space management, and rental 
management. It is also used for incident management and supports the workflow 
management system (Hanhart, 2008, pp. 2, 56). 

Information and communication technology (ICT) is an extensional term for IT. 
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 Internet of Things (IoT) 
The Internet of Things (IoT) has been defined in Recommendation ITU-T Y.2060  
as “… a global infrastructure for the information society, enabling advanced services by 
interconnecting (physical and virtual) things based on existing and evolving 
interoperable information and communication technologies” (Zennaro, 2017, p. 9).  

The definition best suited to the context of a smart building describes the IoT as 
an omnipresent existence of things in our physical environment that are capable 
of communicating, interacting and cooperating to achieve common goals (Atzori, 
Iera & Morabito, 2010, p. 2787), (Jäger, 2018, p. 23). For the interconnection, IoT 
devices are equipped with embedded actuators, sensors, processors, and 
transceivers that must work together. To collect the data, sensors are used. They 
provide inputs about their current state. The data thus obtained must be stored 
in order to derive useful assumptions and activities. The authors stated that all 
IoT applications must have access to one or more sensors (microphone, camera, 
GPS for example) to accumulate data from the environment because they are 
indispensable components of any intelligent/smart object. 

Context awareness, as one of the most important characteristics of IoT, cannot be 
possible without sensor technology. The main benefits of sensors are their low 
consummation of power, the usually small size, and the cost-effectiveness. On 
the other hand, they are limited by factors such as battery capacity or storage 
resources and they are difficult to use. Processors are components that process 
the data or control commands received from sensors and forward them via the 
transmitters and receivers. Whereas actuators take active influence on the 
environment because they can react to a command, for example switching 
devices on and off. In a smart building, for example, actuators can be used to 
switch on/off the lights, lock/unlock access control or alert tenants of any threats 
by alarm notifications (Sethi & Sarangi, 2017, pp. 1-9).  

A general IoT framework is needed which comprises the requirements of all 
stakeholders and specifies the systems for exchanging data between various 
types of devices. The IoT framework involves (Ummesalam, Rachana & Srinivas, 
2020, p. 358):  

o Data Acquisition System (DAS): data is collected through sensors, 
actuators, cameras, microphones, and much more. 

o Data Management System (DMS): this is where data is aggregated, stored, 
and retrieved by interaction with DAS.  

o Data Processing System (DPS): this involves data computation that 
typically takes place on the server-side. However, as the data becomes 
more comprehensive, the viable option is to use cloud-based services. The 
aim is to provide data prediction analysis and data visualization.  

Sensors and actuators distributed in smart houses and offices can make living 
more comfortable: lighting can be adjusted according to the time of day; heating 
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can be adapted to our preferences according to the weather; incidents can be 
avoided with appropriate monitoring and alarm systems; and energy can be 
saved by automatically switching off electrical appliances when they are not 
needed (Atzori, Iera & Morabito, 2010, p. 2795). 

In Figure 4 a net of possibilities how IoT applications within a smart building 
could be used is shown. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Net of possibilities how to use IoT in Smart Buildings, derived from 
memmori/smart building research (Meemoori, 2018) 
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 Cloud Computing 
„Cloud computing is a model for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction.” (Mell & Grance, 2011) 

Cloud Computing is “...the delivery of computational resources from a location other 
than the one from which you are computing.“ (Rittinghouse & Ransome, 2009, p. 28)  

The use of Web-Services and IT-Services has changed over the last twenty years. 
Technology has migrated from an on-premise model to the new cloud model 
where services are paid peruse. One reason to turn to cloud computing is that it 
offers cost-effective ways to quickly deliver marketable solutions for mission-
critical operations and services. Other benefits include increased availability of 
high-performance applications for small and medium-sized businesses and 
flexibility for global employees while reducing implementation and maintenance 
costs (Rittinghouse & Ransome, 2009, pp. 26-27). 

Concerning big data and IoT, cloud computing is the infrastructure that plays a 
leading role. Smart buildings consist of countless IoT devices and a large amount 
of data is constantly generated. The huge amount of data is a tremendous 
challenge regarding data management, storage, and analytics.  Software-as-a-
Service (SaaS), one of the three most important services in cloud computing, 
offers communication and interoperability methods for the IoT. SaaS users no 
more need to buy software licenses but purchase the services that the software 
provides to the users, to fulfill the requirements of the enterprise (Gao et al., 
2018, pp. 207-209). Another benefit for enterprises to use SaaS, is the data 
compatibility across the enterprise and this will ease enterprise-wide 
collaboration. All users have the same software version, which is automatically 
updated and patched. The Platform-as-a-Service (PaaS) concept in cloud 
computing allows to spare the setup and maintenance of different Software 
systems (platforms). Instead of installing the system on-premise, the entire 
platform is available ready to go, and easily scalable at any time in the cloud. 
Other than for SaaS applications, this service allows to build and run custom 
web-based applications, but still without any effort to take care of the underlying 
software system. With PaaS, all services and applications required to support the 
entire life cycle of a building are fully obtainable over the internet without 
software installation. With Infrastructure-as-a-Service (IaaS), businesses retain 
proprietorship and management of their applications, while hosting operations 
and infrastructure management are outsourced to the IaaS provider. Monitoring-
as-a-Service (MaaS) is used to outsource the deployment of security measures to 
protect against cyber threats. Maas is a specialized form of SaaS, that offers an 
easy way to involve expert know-how in the security aspects of Smart Buildings 
(Rittinghouse & Ransome, 2009, pp. 29-31, 154-157). 



22 

There are several other “as-a-Service” mutations, which sometimes is 
summarized as Anything-as-a-Service (XaaS), but basically every XaaS offer can 
be repatriated to one of the three basic forms of SaaS, PaaS or IaaS (Rittinghouse 
& Ransome, 2009, pp. 154-157) as can be seen in Figure 5 

 

 

 Cyber-physical Systems (CPS) 
Cyber-physical Systems (CPS) are defined by the national Science Foundation as 
“ ... engineered systems that are built from, and depend upon, the seamless integration of 
computation and physical components” (National Science Foundation, 2019). 

Virtual space and the physical world can be connected via CPS to create a real 
network connection world of physical objects. CPS provide computing for 
example sensing, analyzing, and predicting but also communications. This 
includes interaction, intervention, and interface management and controlling to 
reach intelligent systems that meet specific services needs such as smart 
electricity grid, smart factories, and smart buildings. Cloud-assisted Cyber-
Physical Systems (Cloud-CPS) can be seen as the link between physical 
components, processes, and the cyberspace (Alcaraz, Huang & Rome, 
2018, p. 13). 

 

 Security related standards and standardization bodies  
Generally speaking, standardization is understood to mean unification and 
harmonization. Certain characteristics that are considered suitable or essential 
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Figure 5: Web services made available through cloud computing and the internet 

Legend: 

IaaS: Infrastructure-as-a-Service 

PaaS: Platform-as-a-Service 

MaaS: Monitoring-as-a-Service 

SaaS: Software-as-a-Service 

XaaS: Anything-as-a-Service 
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are raised to a standard. It is often necessary to unify technical terms within the 
framework of standardization so that all persons involved understand the same. 
This ranges from the standardization of measurement methods like measures for 
temperature or common time or language to standardization of products, for 
example, the unification of sizes, dimensions, or shapes, including the size and 
shape of a plug. Or the standardization of communication protocols, like 
Hypertext Transfer Protocol (HTTP) which will enable the coding, decoding, and 
interpretation of the control signals necessary for communication unified. This 
enables manufacturer-independent communication. However, there are also 
standards for management systems. These attempts to establish uniform 
guidelines on how organizations structure certain aspects of their management. 
For example, they define which processes, procedures and basic management 
tools should be used by the organization to achieve certain goals (Brenner et al., 
2017, pp. 9-10).  

Standards can be divided into a normative and an informative category. 
Normative standards contain requirements which must be fulfilled in order to 
certify claims to conformity with the standard, whereas informative standards 
do not contain any requirements and claims to conformity cannot therefore be 
certified (Hatto, 2012, p. 7).  

Standardization bodies  

A body dealing with standardization and developing standards is called a 
Standard Body (SB). SB can be a standards development organization (SDO) or 
standards-setting organization (SSO). An SSO develops, coordinates, maintains, 
improves, publishes standards, or works on technical standards to meet the 
requirements of certain parties. This means, a standard body is a distinguished 
body on national, supranational, and international level that prepares, approves 
or accepts publicly available standards according to its statue (Simunic & Pavic, 
2020, pp. 18-19). Throughout this thesis, the term standardization bodies is used. 

There exists a broad variety of "formal" and "informal" and “private” standards-
organizations that publish standards. What they all have in common is that the 
published standards are selected and developed by the stakeholders on the field 
and not by the organizations themselves. This means the stakeholders select and 
drive the standards, their contents, and the direction of development. In this way, 
these communities, which are responsible for driving the development of 
standards, benefit most from its existence. Formal standards operate through 
national representation, national standards bodies (NSB) instead of organization 
or individual representation, as is the case with informal and private standards. 
The foremost NSBs, like in Germany DIN, German Institute for Standardization 
or in Austria, A.S.I., Austrian Standards International (the Standard is called 
ÖNORM) are combined in the membership of the ISO Technical Committee, 
whereas individuals or companies cannot become ISO members (Hatto, 
2012, pp. 4-5; Hatto, 2010, p. 7). 
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The three largest International/global acting SB and most established of these 
organizations are the International Organization for Standardization (ISO)(see 
subchapter 0), the International Electrotechnical Commission (IEC)(see 
subchapter 2.4.5), and the International Telecommunication Union (ITU)(see 
subchapter 2.4.8), each of which has been in existence for more than 50 years is 
part of the World Standards Cooperation (WSC) which was founded in 2001.The 
goal of the WSC is to strengthen and develop the standardization systems.  The 
WSC focuses on promoting the worldwide visibility of the international 
standardization of the three member organizations and works on the further 
development of the consensus-based International Standardization System 
(Simunic & Pavic, 2020, p. 85). 

Within this subsection, the respectively associated standards are listed according 
to the standardization bodies. Only security standards specific enough for this 
thesis and which are recognized international standards were considered. 

 The European Committee for Standardization (CEN) 
The European Committee for Standardization (CEN) is an association that brings 
together the national standardization bodies of thirty-four European countries. It 
is a private international non-profit organization based in Brussels. CEN 
officially recognized by the European Union and by the European Free Trade 
Association (EFTA) as being responsible for developing and defining voluntary 
standards at European level. It offers a platform for the development of European 
Standards and other technical documents and also provisions standardization 
activities in various sectors, such as air and space, chemicals, construction, 
consumer products, defense and security, energy, the environment, food and 
feed, health and safety, healthcare, ICT, machinery, materials, pressure 
equipment, services, smart living, transport, and packaging. At the start of 2020 
CEN has 2134 (active) technical bodies (CEN, 2020). Since 1990 there has been an 
agreement between CEN and ISO with the aim of avoiding duplication of 
standards. CEN has adopted several ISO standards which replace the 
corresponding CEN standards. The standards relevant for this thesis listed by 
CEN (CEN/CLC/JTC 13/ Cybersecurity and Data Protection/for example EN 
ISO/IEC 27001:2017 ) are distributed by ISO and are covered by ISO 27000  
family, see also the following subchapter (0) (SIS, 2018). 

 International Standard Organization (ISO) 
The international standard organization (ISO) develops and publishes 
international standards. It is an independent, non-governmental international 
organization located in Geneva, Switzerland and was founded in 1947. Today 
164 members representing ISO in their country. As for today, ISO has developed 
23157 international standards encompassing all aspects of technology and 
manufacturing (ISO, 2020). 
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ISO/IEC 27000 Information Security Management Systems contains the 
overview and vocabulary of information security management systems with 
reference to the family of standards for information security management 
systems (including ISO/IEC 27003 Information security management systems – 
Implementation Guidelines, ISO/IEC 27004 Information security management 
measurements  and ISO/IEC 27005 Information security risk management) with 
corresponding terms and definitions. The ISO/IEC family supports 
organizations of any kind to manage the security of assets for instance intellectual 
property, financial information, employee data, or information entrusted by 
third parties. The standards are structured in clauses and controls.  ISO 27000 
clause 3.64 defines risk assessment as a process of risk identification, risk analysis 
and risk evaluation. (Brenner et al., 2017, pp. 1-2; ISO, 2013, p. v). 

ISO/IEC 27001:2013 Information technology — Security techniques — 
Information security management systems (ISMS) — Requirements offering 
requirements for an ISMS. It specifies the requirements for establishment, 
implementation, maintenance, and continuous improvement of a documented 
ISMS, taking the context of an organization into account. The establishment and 
implementation of such a system are affected by the size and structure as well as 
the needs and goals of the organization. The same applies to the security 
requirements and the organizational processes used (ISO, 2013, p. 1). 

The standard contains requirements for the assessment and handling of 
information security risks and deals with the three pillars of information security: 
people, processes and technology (Brenner et al., 2017, p. 31). 

ISO 27002 ISO/IEC 27002:2013 Information technology — Security techniques 
— Code of practice for information security controls  “ISO/IEC 27002:2013 gives 
guidelines for organizational information security standards and information security 
management practices including the selection, implementation and management of 
controls taking into consideration the organization’s information security risk 
environment(s)” (ISO, 2013, p. 1). 

The framework components contain of 14 chapters (Kohnke, Shoemaker & Sigler, 
2016, p. 18):  

o Information security policies 

o Organization of information security 

o Human resource security 

o Asset management 

o Access control 

o Cryptography 

o Physical and environmental security 

o Operations security 
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o Communications security 

o System acquisition, development, and maintenance 

o Supplier relationships 

o Information security incident management 

o Information security aspects of business continuity management 

o Compliance 

ISO/IEC 27011:2016 Information technology — Security techniques — Code of 
practice for Information security controls based on ISO/IEC 27002 for 
telecommunications organizations (ISO, 2016). This recommendation is specific 
to telecommunications organizations and therefore not relevant for this thesis. 

 ISO/IEC 27007:2020 Information security, cybersecurity, and privacy protection 
— Guidelines for information security management systems auditing, providing 
information for ISMS internal or external audits (ISO, 2020). These guidelines are 
specific to ISMS audits and therefore not relevant for this thesis. 

 Building Smart (bSI) 
BuildingSMART was incorporated in 1995 and is a neutral, international forum 
for initiating, developing, creating, and adopting open digital standards for BIM 
processes. The headquarters are in Cambridge, United Kingdom. 
BuildingSMART is a global community of members, partners, chapters, and 
sponsors, and the international council consist of representatives from the 
chapters (buildingSMART, 2020). BuildingSMART is “… the international 
authority for a set of standards known as the Industry Foundation Class (IFC) which deal 
with process, data, terms and change management for the specification, management and 
effective utilization assets in the built asset industry” (buildingSMART, 2020)  

Industry Foundation Class (IFC) is an open, international standard ISO 16739-
1:2018 applicable for hardware devices, software platforms, and interfaces. It is 
applied for data sharing in the construction and facility management industries. 
The objective of the IFC schema specification is to foster open BIM through a 
standardized data model. It specifies for example physical components of 
buildings, manufactured products, mechanical/electrical systems, as well as 
more abstract structural analysis models, energy analysis models, cost 
breakdowns, work schedules. The IFC may also define how a facility or 
installation is built, used, and operated. Exchange of information and storage of 
data in centralized or linked databases represents one of the core values 
(buildingSMART, 2020). 

Since this is an ISO standard, it will be included in the section of the ISO 
standards body during the standards evaluation (see subchapter 4.2). 
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 Bundesamt für Sicherheit in der Informationstechnik (BSI) 
The Bundesamt für Sicherheit in der Informationstechnik (BSI) is the central IT 
security service provider for the federal government in Germany. The Federal 
Agency for Computer and Network Security (BSI) designs information security 
in digitization by prevention, detection and reaction for government, economy, 
and society. It is situated in Bonn, Germany and has employed 1,100 staff 
members (BSI, 2020). 

BSI-Standard 100(-1/-2/-3/-4) are used to provide technical support to users, 
experts, and consultants of information technology within an ISMS (BSI-
Standard 100-1) taking the recommendations in ISO Standards of the ISO 27000 
family into consideration. BSI-Standard 100-2 (Grundschutz Methodology) 
defines how information security management can be set up and operated. BSI-
Standard 100-3 including the new threat catalog T 0 Elementary Threats deals 
with the risk analysis based on IT-Grundschutz and finally the BSI-Standard 100-
4 (Business Continuity Management) supports in a systematic way how to 
develop, establish, and maintain a company-wide business continuity 
management system (BSI Grundschutz, 2020) (BSI ITGrundschutz, 2020) (BSI 
Risikomanagement, 2020) (BSI Notfallmanagement, 2020). 

Since the standard is based on the ISO 27000 family, it will be included in the 
section of the ISO standards body during the standards evaluation (see 
subchapter 4.2). 

 International Electrotechnical Commission (IEC) 
The international electrotechnical commission (IEC) prepares and publishes 
international standards and conformity assessment for all electrical, electronic, 
and related technologies. The IEC was founded in 1906, has 60 full members and 
his headquarters are in Geneva, Switzerland. The IEC's members are national 
committees, and they select experts and delegates coming from industry, 
government bodies, associations, and academia to take part in the technical and 
conformity assessment work of the IEC. The IEC cooperates with both ISO and 
ISA in the field of security.  Standards are each published under a common name 
(IEC, 2020).  

 International Society of Automation (ISA) 
The International Society of Automation (ISA), based in Durham, North 
Carolina, USA, was founded in 1945 and is a leading non-profit organization. ISA 
operates worldwide and currently has more than 40,000 members. Amongst 
other ISA develops commonly shared standards, offers training and education, 
and organizes conferences and exhibitions for automation professionals. ISA 
established the ISA Global Cybersecurity Alliance (isa.org/ISAGCA) to improve 
cybersecurity commitment and awareness in manufacturing and critical 
infrastructure facilities and processes. The Alliance unifies end-user companies, 
automation and control systems providers, IT infrastructure providers, services 
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providers, system integrators, and other cybersecurity stakeholder organizations 
to proactively address growing threats. ISA links the gap between standards and 
their implementation with the ISA Security Compliance Institute (isasecure.org) 
and the ISA Wireless Compliance Institute (isa100wci.org) (ISA, 2020).  

ISA/IEC 62443 standard series was developed by the ISA99 committee and 
adopted by IEC and it specifies security capabilities for control system 
components. ISA-62443-4-2 (technical security requirements for IACS 
components), which is based on the system security requirements for industrial 
automation and control systems (IACS), specifies security competencies that 
allow a constituent to mitigate threats to an assumed security level without the 
use of compensatory measures. The standard offers a common language for 
product suppliers and all other stakeholders responsible for control systems and 
streamlines the procurement and integration processes for the computers, 
applications, network equipment, and control devices that make up a control 
system. The Product Security Development Life-Cycle Requirement, ISA/IEC 
62443-4-1 “… specifies process requirements for the secure development of products used 
in an IACS and defines a secure development life cycle for developing and maintaining 
secure products. The life cycle includes security requirements definition, secure design, 
secure implementation (including coding guidelines), verification and validation, defect 
management, patch management, and product end of life” (ISA, 2018). These standard 
series are specific to industrial automation (production and manufacturing) and 
therefore not relevant for this thesis. 

 

  National Institute of Standards and Technology (NIST) 
The National Institute of Standards and Technology (NIST) is part of the U.S. 
Department of Commerce and was founded in 1901. The headquarters are 
located in Gaithersburg, Maryland, USA, and their mission is to boost U.S. 
innovation and industrial competitiveness by improving standards, 
measurement science, and technology to improve economic security and increase 
livability. This ranges from smart grids and electronic health records to atomic 
clocks, advanced nanomaterials, and computer chips. Comprehensive products 
and services are to a certain extent dependent on technology, measurements, and 
standards of NIST (NIST, 2020). 

NIST Special Publication 800-53 Revision 4 guides on how to manage 
information security risk at three security levels —the organization level, 
mission/business process level, and information system level. The security 
controls prescribed within these tiers are intended to “… protect the confidentiality, 
integrity, and availability of information that is processed, stored, and transmitted by 
those systems/organizations; and (ii) satisfy a set of defined security requirements.” 
(Blank, 2013, p. 1) 

NIST Special Publication 800-47 Security Guide for Interconnecting Information 
Technology Systems, provides guidance for the planning, establishment, 
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maintenance, and termination of connections between information technology 
(IT) systems owned and operated by different organizations. This publication 
addresses the four phases of the interconnection life cycle like planning, 
establishing, maintaining, and disconnecting (Grance et al., 2003). 

NISTIR 8286 (Draft) was issued by NIST in March 2020 as a draft version. This 
version combines the integration of cyber-security and Enterprise Risk 
Management (ERM). It enables organizations to better identify, assess, and 
control cyber-security risks to their mission and business objectives 
(NIST/NISTIR, 2020). 

Cybersecurity Framework (CSF) is a Framework for Improving Critical 
Infrastructure Cybersecurity. Version 1.1 was issued by NIST in February 2013 
to “… enhance the security and resilience of the Nation’s critical infrastructure and to 
maintain a cyber environment that encourages efficiency, innovation, and economic 
prosperity while promoting safety, security, business confidentiality, privacy, and civil 
liberties.” (NIST, 2014) This framework comprises various standards, guidelines, 
and best practices to manage cybersecurity risk. The three parts of the Core of 
CSF are functions, categories, and subcategories and includes five high-level 
functions namely identify, protect, detect, respond, and recover. The CSF is based 
on standards and was mainly created to support the easier application of these 
standards. 

 International Telecommunication Union (ITU) 
International Telecommunication Union (ITU) was founded in 1865 and is a 
United Nations specialized agency with headquarters in Geneva, Switzerland.  
The standardization of the use of Morse code and the world's first radio and fixed 
telecommunications networks were developed by ITU. ITU offers a platform for 
global public-partnerships including 193 member states and 900 companies. The 
ITU comprises three sectors: radio communication (ITU-R), which manages the 
international radio-frequency spectrum and resources in satellite orbit, the 
standardization sector (ITU-T), which standardizes global telecommunications, 
and the development sector (ITU_D), which contributes to the dissemination of 
sustainable and affordable access to information and communication 
technologies (ITU, 2020).  

ITU-T SERIES Y: Global Information Infrastructure, internet protocol aspects, 
and next-generation networks: Frameworks and functional architecture models, 
Y.2060/Y.4000 series: Internet of Things, clarifies the concept and scope of IoT, 
identifies the basic features and high-level requirements of IoT, and describes the 
IoT reference model. Classification of the requirements of IoT systems into 
categories, including security and privacy requirements, also the description of 
device and gateway PnP capability, firewall protection, security protection from 
a counterfeit device, PnP authorization, and access control are given. Suitable 
structures and possibilities for the integration of cloud computing and 
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considerations of large data volumes and their security are presented. (ITU, 2012; 
Miloslavskaya et al., 2019, pp. 8-9). 

 Further standards and recommendations for smart buildings 

   World Wide Web Consortium 
The World Wide Web Consortium (W3C) is an international community. It 
develops web standards in cooperation with its member organizations and the 
public. W3C was founded in 1994 at the Massachusetts Institute of Technology 
in collaboration with the Conseil Européen pour la Recherche Nucléaire (CERN), 
Defense Advanced Research Projects Agency (DARPA) and the European 
Commission and it has still the headquarters there. Today 429 members have 
joined the W3C. In 2012 a worldwide open standard principle was agreed to help 
improve the way people develop new technologies and innovate for humanity. 
Web for All and Web on Everything are design principles that guide the W3C’s 
work. W3C publishes documents that follow a formal process conceptualized to 
foster consensus, quality, fairness, and public accountability. At the end of this 
process, recommendations are published, which are regarded as Web standards. 
The W3C mission is “… to lead the World Wide Web to its full potential by developing 
protocols and guidelines that ensure the long-term growth of the Web” (W3C, 2020) 

Web of Things (WoT) Security and Privacy Guidelines, these guidelines were 
released under the auspices of W3C, Web of Things working group and focus on 
non-normative guidance on WoT security and privacy. To define the general 
security requirements a threat model is used. The main security stakeholder, 
security-relevant assets, possible attackers, attack surfaces, and threats for a WoT 
System are stipulated by W3C in this threat model (W3C_WorkingGroup, 2019). 

Although the W3C guidelines are often considered as a standard, they are not. In 
addition, their guideline approach in the security area, does not match the criteria 
for this thesis. Therefore, they have not been considered for the standards 
evaluation (see subchapter 4.2). 

  Object Management Group (OMG®) 
OMG was founded in 1989 and is an international, not for profit technology 
standards consortium for modeling standardization. OMG members include 
software end-users and every large organization in the technology industry. The 
headquarters are located in Needham, Massachusetts, USA. OMG standards are 
propelled by vendors, end-users, academic institutions, and government 
agencies. OMG develops enterprise integration standards for a wide range of 
technologies and industries. To execute and maintain software and processes and 
similarly to enable powerful visual design OMG’s has created modeling 
standards, including the Unified Modeling Language® (UML®) and Model 
Driven Architecture® (MDA®). OMG administers the Industrial Internet 
Consortium® (IIC™), the Industry IoT Consortium® (OMG, 2020). 
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  Software Engineering Institute (SEI) 
SEI was founded in 1984 and is located at Carnegie Mellon University in 
Pittsburgh, Pennsylvania, USA. It is a federally funded research and 
development center conducting research for the US government but also 
authorized to work with organizations from outside like the private sector or 
academia. Their mission is to support the national security by conducting 
research and development in software and cybersecurity.  
Capacity Maturity Model (CMM) for software is a framework and defines key 
elements of an effective software process. It describes an optimization path, how 
a process can improve over time, from an ad hoc, immature process to a mature, 
disciplined process. Key practices are: planning, engineering, and managing, 
software development and maintenance (Paulk, Wise & Withey, 1991, p. 7).  

“The Capacity Maturity Model defines a minimum of information in BIM according to 
the following categories: Spatial Capability, Roles or Disciplines, Data Richness, 
Delivery Method, Change Management or ITIL Maturity Assessment, Business Process, 
Information Accuracy, Lifecycle Views, Graphical Information, Timeliness and 
Response, Interoperability and Industry Foundation Class Support” (Volk, Stengel & 
Schultmann, 2014, p. 12) 

ISO 29481-1:2016 is specified by ISO as: “… a methodology that links the business 
processes undertaken during the construction of built facilities with the specification of 
information that is required by these processes, and - a way to map and describe the 
information processes across the life cycle of construction works” (ISO, 2016). This 
standard is intended to simplify the cooperation between all software 
applications used in all phases of the life cycle of buildings and provides a 
reliable, accurate basis for high-quality information exchange.  

The ISO/IEC 33000 family of standards defines the requirements and resources 
necessary for process evaluation. This international standard is part of a series of 
international standards that are intended to provide a consistent and coherent 
structure for the assessment of process quality characteristics based on objective 
evidence resulting from the implementation of the processes. This framework 
covers both processes used in the development, maintenance, and use of systems 
across the whole field of information technology and processes used in the 
design, transition, delivery, and improvement of services. 

The requirements defined can be applied to firstly facilitate self-assessment, 
secondly provide a basis for improving process performance and mitigating 
process-related risk, thirdly produce a rating of the achievement of the relevant 
process quality characteristic, and fourthly provide an objective benchmark 
between organizations.  

This international standard applies to all areas of application and company sizes 
(Jung, Varkoi & McBride, 2014, pp. 1-3) 
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ISO/IEC 19763-1:2015 Metamodel framework for Interoperability (MFI) offers 
a set of normative metamodels to enable the registration of numerous types of 
model. These metamodels are expressed as a UML Class Diagram. MFI is a 
family of standards and is evolving. It covers following parts (ISO, 2015):  

o Reference model  

o Metamodel for ontology registration  

o Metamodel for process model registration  

o Registry Summary  

o Metamodel for service registration  

o Metamodel for role and goal registration  

o On Demand Model Selection (ODMS) Technical Report 

o Core model and basic mapping  

o Metamodel for information model registration  

o Metamodel for forms registration 

ISO 55000 Series of International Standards comprises an overview of concepts 
and terminology in Asset Management (plant management). Within this series 
requirements for a management system for Asset Management are defined. The 
needed interpretation and guidelines for the alignment between financial and 
non-financial asset management functions are provided. The core consists of 
seven elements: Interrelationships of the company organization and their 
influences; Management, guidelines, strategy, and responsibility; Planning, 
planning reliability through risk management; Support factors such as resources, 
skills, communication, and documentation; Implementation of operational 
activities; Performance measurement of the plant management system; 
Improvement. The fields of Asset Management ranges from planning and new 
construction of plants/buildings, maintenance, conversion, extension and 
modification to decommissioning assets (plants/buildings) (Waite, 2014, p. 16) 
(Alvarez et al., 2019, p. 1). 

In this chapter the definition for smart buildings and their role among traditional 
and intelligent buildings has been described. The people and tools to maintain 
and manage a smart building have been introduced as well as their role, 
responsibilities, and purpose. Multiple technologies are used to form a smart 
building, an overview of the most common and recent has been provided. 
Standards in general and security standards that are relevant for this thesis have 
been listed using their standardization bodies as a grouping criteria. 
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3 Related work 
After discussing the necessary technologies for a smart building in Chapter 2, 
this chapter gives a general overview of the state of the art in security, 
standardization, and building data modeling in smart buildings and what role 
FM plays in it. 

 Security in Smart Buildings 
In this section, the focus will be on security in smart buildings and the advantages 
or disadvantages that can arise from it.  

The authors Ciholas et.al. found out that through the immense use of different 
protocols and technologies, which were introduced recently, the growing area of 
smart building security gets more and more complex. Their literature review 
shows that most of the papers talk about smart building security. Only a few 
consider general aspects of CPS or issues allocated with the IT systems in use in 
a smart building. More than half of the papers focus on defense and the 
remaining part is divided between attacks, vulnerability, discussions, and new 
systems/features. They point out that there is a lack of attention to non-technical 
characteristics regarding security in smart buildings. Moreover, although 
proprietorship and liability are not always apparent, social, organizational, and 
human factors, are key elements and have to be considered in future empirical 
evaluations (Ciholas et al., 2019, pp. 1-3).  

Wendzel stated in his work “How to Increase the Security of Smart Buildings?” 
that in recent years weaknesses concerning the security of smart buildings have 
been detected. Remotely controlled systems like cooling, heating, or video 
surveillance, among others, will no longer be a nice to have feature. On the 
contrary, in the nearer future, our society will trust these services. To make this 
possible, the smart building must have internet-based communication elements 
like IoT devices. But unlike IoT, the communication standards that are still in use 
are based on legacy communication standards. These communication standards, 
most of the time do not anticipate security features. Owing to that, smart 
buildings are vulnerable and easy to hit a target over the internet. The author 
noted active and passive attacks and their possible impact on a smart building. 
An active attack could be to get illicit access or on the contrary to lock the access 
by compromising an access control system. A passive attack could be to steal 
sensor data of a smart building. The adversary can achieve information about the 
presence of inhabitants, energy consumption, or other, even more, sensitive data. 
Other problems could occur with long-term software deployment. As for a smart 
building long term security is needed, legacy devices require a security concept 
and processes must be developed to gain information about outdated software. 
The only non-technical aspect that has been mentioned in the context of the 
security of smart buildings, is the lack of open access to related important 
standard documents. Wendzel determines, that free admission to documents, 
dealing with standards for building automation systems, would foster the 
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security of smart buildings (Wendzel, 2016, pp. 1-4). The focus of Wendzel’s 
work is on security technology for new and legacy buildings. To the best of the 
knowledge, his work neglects security threats caused by human interaction and 
the complexity of organizational structure in smart buildings. 

In “Analysis of Human Awareness of Security and Privacy Threats in Smart 
Environments” Caviglione et al. expounded their discoveries about the risks 
using ICT for smart environments with stress on networking and the role of 
stakeholders for affecting security deficits. Smart environments according to the 
authors are “…the result of a large interdisciplinary effort, ranging from civil 
engineering to cloud computing” (Caviglione et al., 2015, p. 166). The authors stated 
that for ICT-related areas security is a well-known factor and customers call for 
ongoing development. The situation is quite different in smart environments. 
There is a lack of security awareness among vendors and customers. For 
example, operators or facility managers of smart buildings lack the ability to 
perform sufficient IT security procedures for their BAS. First and foremost, they 
aim to guarantee the functioning of the BAS and the reliable and safe operation, 
like an intact fire alarm system. Security would be an additional effort for them. 
Even if they would receive extra training, like certificate programs for building 
management, these courses are usually short of any security aspects, as 
Caviglione et al. criticize. As smart vehicles, smartphones, smart devices, or 
smart buildings are used by different groups of stakeholders, such as vendors, 
customers, and operators, awareness for the deployment process must arise. 
Through the possibility of a wide variety of attacks in the near future, industry 
and academic research have to emphasize this topic, the authors concluded 
(Caviglione et al., 2015, pp. 171-172, 175).  

Boyes draws attention to cybersecurity concerning BIM. The definition of 
cybersecurity is: “… the collection of tools, policies, security concepts, security 
safeguards, guidelines, risk management approaches, actions, training, best practices, 
assurance and technologies that can be used to protect the cyber environment and 
organization and users’ assets” (Boyes, 2014, p. 4). The term cybersecurity does not 
only cover technology, it as well involves people, processes and governance 
issues, and their relationship. Just as important as suitable technical solutions are 
the non-technical aspects mentioned above. Due to the complexity of the 
interaction between these elements, all stakeholders involved in a BIM project 
must understand the cybersecurity connotations. The author differentiates 
between the cyber environment and the organization and users’ assets. 
Interconnected networks of electronics, the internet, telecommunication 
networks, computer systems, embedded processors and controllers, and a wide 
range of sensors, storage, and control devices are to be found in the cyber 
environment. This includes services, collaborative and business functions, and 
information that exist only in cyberspace. Regarding threats, the author 
distinguishes between external and internal threat agents and systems and 
business failures. Boyes argues that even single systems and isolated networks 
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are vulnerable, both from attacks by malicious users and from the introduction 
of malicious software via removable media or information storage devices. When 
it comes to organization and users’ assets, the ubiquitous use of the internet and 
E-mail has already changed the way organizations work. With the 
implementation of BIM, these technologies will be increasingly used, and 
understanding the importance of protecting key information, including plans, 
business cases, designs, tender specifications, financial models, and contracts is 
critical. 

General Security Objectives 

Confidentiality Integrity Availability 

Control and 
authorization of access 
to information or data 

Trustworthy operation 
of electronic and 
computer-based systems  

Software 

Business processes 

Assurance and 
authenticity of data or 
information 

Validity and retention of 
transactions including 
authentication and non-
repudiation 

Data 

Information 

Systems 

Processes 

Reliability 

Resilience 

Table 2: General security objectives, derived from "Building Information Modeling (BIM): 
Addressing the Cybersecurity Issues” (Boyes, 2014, p. 4)  

Cybersecurity includes the introduction of appropriate mechanisms, for 
example, security awareness, security policies, supporting business processes, 
and technical solutions. Considering the security objectives and depending on 
the threats and risks involved, the level of protection of cybersecurity will 
increase. Threat assessments, see for more information section (3.4), must 
therefore, be developed and updated over the entire life cycle of a building, 
considering changes in relevant factors. Threat analysis will determine the need 
for individual cybersecurity policies, processes, and technical solutions (Boyes, 
2014, pp. 4-6).  

Brooks et al. stated in their “Guidance for Protecting Organizations” that IBMS 
is driven by the greater number of building technologies and functions of the 
business. Regarding the security systems, the aspects of intruder detection, 
surveillance cameras, and access control will influence the security specialists 
and their skill to successfully protect against the rise in IBMS vulnerabilities. 
Depending on the types of facilities, various systems come to play. The authors 
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draw a distinction between small-scale systems- and large-scale systems up to an 
IoT system. A small-scale system provides a security access card system, where 
employees get access by swiping their id-card through a card reader. After access 
is granted, the entry lights are automatically turned on and will turn off as soon 
as the employee has passed to proceed to his working space.  

The enhanced version, the large-scale system, will also check with the human 
resource (HR) and payroll system to provide single data entry for all workspaces 
in the building agreed on. Simultaneously attendance and time information 
collected from that card swipe for each employee will be linked to the payroll 
system. IBMS can track external and internal conditions and in alignment with 
the number of registered employees make sure that the internal work 
environment is agreeable by steering on HVCA and lighting accordingly. The 
extended version Brooks et al. list is an IoT system, which gives the employees 
the opportunity to get access by using their smartphone. With the employee’s 
access credential, arriving by car, the employee can be guided to alternative 
parking spaces once the parking facility is occupied. At the same time, through 
the wireless connected, cashless entry machines, parking fees can be charged via 
automatic payroll deduction. The authors point out, that while on the one hand, 
the potential savings for organizations using these systems are multiple, on the 
other hand, the new vulnerabilities and threats arising can put the existence of a 
company at risk or can even be life-threatening. Not only the physical building 
can easily be attacked, but also company data and confidential information may 
fall into the wrong hands. 

Brooks et al. distinguish between vulnerabilities according to the IBMS 
architecture levels management, automation, and field devices. Within the 
management level the human interface connects to the communication network 
and enterprise software, this includes for example workstations, servers, and 
switches and provides the individualization of software for the users. The 
automation level contains control devices, like controllers and routers connecting 
the systems/physical devices and the human interface. Physical devices such as 
sensors or activators are found on the field device level. Light switches, fans, 
temperature sensors, and valves amongst others connect IBMS to their physical 
environment. The connectivity between all IoT devices will be attained through 
several communication networks. Only pertain to the technical aspects, already 
several common protocols are in utilization, like BACnet, LonWorks, Internet 
Protocol, and Hypertext Transfer Protocol. For this important communication, 
no specific standard exists, the authors stated (Brooks, Haskell-Dowland & 
Coole, 2018, pp. 3-4). 

Mundt & Wickboldt argues that as a matter of fact when it comes to 
vulnerabilities of systems used in smart environments the slightest crack can be 
noticed and exploited by hackers. The authors aimed to concentrate on 
commercial building automation systems (BAS) because they are not the focus in 
the debate about the security, so they stated. Attack vectors were collected to 
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conduct a security analysis in which they examined two buildings varying in age 
and technologies used. One of the used protocols, the Konnex (KNX) protocol 
did neither define authentication nor privacy procedures. As a result, the authors 
could easily track data about the social behavior of all persons, that had been 
present in the examined buildings. Through the mass of traffic and the high 
density of sensors, they could verify how long particular employees spent in 
specific areas. The authors were able to change desired temperatures, close and 
open window blinds, and switch on and off the lights via remote access. Due to 
the accessibility of the central building control system for all control devices and 
the access rights stored in it, it is widely available for forensic research – or 
hackers. Mundt & Wickboldt concluded that there was no overview of the 
installed systems and no one responsible for the security for the whole BAS. 
Between the IT department and FM, there was no or only sparsely exchange of 
information. Consequently, information was disseminated in several documents 
and often not updated once a device was replaced. Several external 
companies/suppliers installed various devices as part of the BAS at different 
times. Mundt & Wickboldt point out the need for a higher awareness of the 
above-mentioned problems and a security process model to be developed 
(Mundt & Wickboldt, 2016, pp. 3-5, 7-8). Although the authors did mention the 
human factor regarding the responsibility, they did not attempt to investigate 
deeper. 

Brooks takes a similar approach to this topic in his article “Security Threats and 
Risks of Intelligent Building Systems”. He highlights that many systems used in 
intelligent buildings (IB) are designed and installed by building engineers, 
operated by facility managers. Both groups have limited security ability and in 
most cases no security awareness at all. To protect an IB the author suggests 
mitigation strategies like (Brooks, 2012, pp. 8-9): 

o Security Risk Management: in consideration of physical and cyber 
situational threat assessment, identified vulnerabilities and system 
criticalities 

o Information System and Communication Protection: coverage of internal 
and external network isolation and partitioning 

o Physical and Environmental Security: validation and control of the critical 
parts of the IB using layered protection measures  

o Personnel Security: securing that all personnel, internal and external (third 
parties) maintaining and using the IB system are vetted 

o Continuity of Operation: emergency provision for critical IB functions and 
devices 

o Security Awareness: consciousness-raising of the risks and the 
vulnerabilities of IB across all hierarchy levels in close collaboration with 
IT and Computing, Physical Security, Personnel Security, and FM  
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The following factors must be taken into consideration: user resistance, upfront 
costs, effectiveness, ongoing maintenance costs, and defense mechanisms like 
prevention, detection, and delay security elements. Brooks specifies in his article 
a table of twenty specific security mitigation strategies mapping them with the 
above-mentioned factors. Regarding the human factor, the author highlights 
inter alia to utilize a risk management security policy that addresses, objectives, 
roles, and responsibilities. Further to apply threat and criticality assessment as 
an information base for decision-makers and to cover physical and 
environmental security by enforcing and verifying physical access authorizations 
for all IB access points. It is also crucial to secure keys and other physical access 
devices. As well as to change combinations on an organization-defined 
frequency, when credential or keys are lost, or internal or external parties are 
transferred or else terminated, the author argues. Individuals, that no longer 
need admission, should be cleared from the system by designated responsible 
persons, which must evaluate and approve access lists periodically. Further 
advantages for the security of IB would be granted by using open architectures, 
through the greater connectivity and interoperability. This would be driven and 
promoted by industry and standardization bodies Brooks concluded (Brooks, 
2012, pp. 2, 9-13).  

Related work in (Brooks, 2012), (Mundt & Wickboldt, 2016), (Brooks, Haskell-
Dowland & Coole, 2018), (Caviglione et al., 2015), (Wendzel, 2016) has developed 
research results about security in smart buildings. A serious limitation, however, 
is that hardly any of the before mentioned authors had considered the risks of 
threats arising from lack of standardized processes or standards in the context of 
human interaction in smart buildings. 

This thesis presents an approach to smart buildings and the potential threats 
occurring in complex organizational structures, dealing with the non-technical 
aspects with a huge emphasis on the human factor. 

 BIM and FM in Smart Buildings 
This subchapter deals on the one hand with BIM and how it can be used in a 
smart building and on the other hand what active role FM plays in this. 

BIM serves as a “central hub” for all functions, processes, and people involved in 
a smart building and is therefore relevant and must be considered regarding 
benefits and threats. 

In his article “Trends, Benefits, Risks, and Challenges for the AEC Industry”, 
Azhar affirms that BIM is not only a software, using three-dimensional intelligent 
models, but also reinforces the concept of integrated project delivery. It combines 
people, systems, practices, and business structures to reduce waste and optimize 
efficiency over all phases of the project life cycle in the architecture, engineering, 
and construction (AEC) industry. The author also stated that there are risks that 
must be considered by using or implementing BIM. He distinguishes these risks 
into legal and technical categories and process-related risks. One is the 
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determination of the ownership of all the data collected and the obligation to 
protect it. This could be avoided if ownership rights and responsibilities are 
determined in the contract documents. Another topic could arise over the 
accountability towards the entry of data into the model and the related problems 
of inaccuracies.  

BIM offers for different stakeholders a variety of benefits. For project owners for 
example, low financial risk through reliable cost estimation and reduction of 
change orders would be a gain. The possibility of 3D renderings and walk-
through animations could foster the marketing of projects. For project architects 
and engineers, better planning because of the systematic analysis of digital 
models and visual simulations and therefore valuable feedback from project 
owners could be achieved by using BIM. The project constructors in turn can use 
BIM for identifying design errors through clash detection and better on-site 
communication with all stakeholders involved. Lastly, facility managers will 
benefit from implementing BIM. They no longer will be swamped with piles of 
owner’s manuals and warranties, on the contrary, all critical information can be 
found in a single electronic file. By using their mobile devices, they can get quick 
information about any equipment, its warranties, the life cycle of the product, 
maintenance checks, replacement cost, installation, and repair techniques, or 
order for a replacement delivery online (Azhar, 2011, pp. 2, 21-23).  

Azhar et al. have also found hurdles that prevent the application of BIM. There 
are high implementation costs, a lack of skilled personnel, and a surpassingly 
learning curve, procrastination of stakeholders, and the lack of collaborative 
work processes, modeling standards and legal agreements which are barriers to 
overcome. The authors conclude that acceptable processes and policies will have 
to be developed to administer the issues of ownership and risk management and 
FM has to be integrated into this process at a much earlier stage, in which it will 
have influence (Azhar, 2011, p. 11) (Azhar, Malik & Maqsood, 2012, pp. 24-25).  

A study of BIM for existing buildings is presented by Volk et al. The authors 
found out, that over the last decades a growing interest in using building 
information models had arisen due to the need for resource savings during 
design, planning, and construction of new buildings in the construction sector. It 
is determined, so they stated, that the implementation of BIM in new and existing 
buildings causes deep changes of processes and information flows, but will also 
enhance advantages such as risk mitigation, better data management, limit costs 
and duration of FM or deconstruction measures. Owing to stakeholders’ 
requirements and since there are different types of usage for a building, an 
impact on the application of BIM is given. Examples of different building usage 
are infrastructural, commercial, municipal, or residential use. Also, there are as 
well varieties in proprietorship, for example, authorities, universities, private 
owners, or housing associations. The authors found out that FM requirements in 
existing buildings, like a cause-effect relationship, deterioration, and deviation 
modeling, or other uncertainties, are not considered so far. An integrated data 
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repository such as applied in BIM, to exchange project information, could help to 
implement functionalities. Stakeholders, for example, industry professionals, 
decontaminators, and authorities would gain from this approach. Frequently 
cited hurdles, concerning the cooperation between stakeholders are fragmented 
architecture, changes in processes and employment structures, only gradual 
adaptation of staff training, the lack of tailored cooperation systems, as well as 
current problems of liability, data security, and interoperability. Up to now, the 
authors argue, many processes used in FM are not based on BIM and therefore 
particular contracts have not been established and standardized for these issues. 
The authors noted that the application of BIM in existing buildings has hardly 
been mentioned in the literature so far and that, given the worldwide spread of 
BIM and the necessary changes in processes and regulations, little research has 
been done so far (Volk, Stengel & Schultmann, 2014, pp. 1-25). 

A recent paper from Tang et al. examines the present status and future trends on 
BIM and the integration of IoT devices. The authors draw attention to the fact 
that “… BIM and IoT data offer complementary views of the project that together 
supplement the limitations of each.” (Tang et al., 2019, p. 1). The connecting of data 
based on this approach is quite a new development. Moreover, the authors 
underline, that the concept of IoT is not only correlated to sensors or actuators 
but also the sharing of information through the internet. This requires a uniform 
framework, the authors argue. During the construction operation, resource 
monitoring with sensors, like Bluetooth, low energy sensors, and motion sensors 
could trail the movement of materials, equipment, and labors. This is also 
applicable to the building operation, and maintenance phase.  

With the integration of BIM, it is possible to track moving paths and consequently 
resource status and labor behaviors. BIM sub serves as a data repository for 
contextual information containing soft building information like building 
geometry, IoT devices' description, static information, and many more. The 
collected data derives from occupancy patterns and schedule figures like social 
media, occupant interactions, building feedback, room allocation, and weather 
forecast just to name a few. This so gathered data enables real-time information 
exchange, as well as the assessment of work progress and constraints and 
productivity. Knowing this relevant information, FM could easily maintain and 
control its assets on remote mobile devices for example improving user comfort 
by checking temperature and humidity information. Or track the energy 
consumption through BIM and geographic information systems to monitor 
geospatially referenced energy usage, so the authors argue. They traced advances 
in the development of BIM integration with IoT devices which can bring the 
decisive potential for example when linking BIM with BMS real-time building 
performance data. To manage and visualize these figures the building context 
data is adapted to web standards, enabling cloud-based applications and services 
such as energy management, building performance monitoring, and building 
operations management. Several methods have been deduced to find a solution 
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on how to integrate context data (stored in BIM/repository or IFC files) and time-
series data (collected with sensors/relational database) but this is a very technical 
view on this topic which is not pursued further in this master thesis. The authors 
concluded that BIM in cooperation with various types of sensors are effective 
tools once it comes to the detection of the indoor location of trapped victims. 
Through display location in BIM and real-time location data from the victim’s 
mobile devices, an evacuation path can be calculated. Unfortunately, most of the 
articles Tang et al. had reviewed, regarding FM and disaster and emergency 
response studies had a rather theoretical approach. Only prototype tests were 
carried out, which did not reflect the applicability in the real construction site or 
merely limited, and small-scale test scenarios have been conducted. Another 
limitation was identified; none of the reviewed papers offered solutions on how 
to control actuators through BIM (Tang et al., 2019, pp. 127-130). 

Although Tang et al.’s article is well-grounded the research has tended to focus 
on technical characteristics rather than on human-related security aspects. 

ISO defines FM as “… organizational function which integrates people, place and 
process within the built environment with the purpose of improving the quality of life of 
people and the productivity of the core business.” (ISO, 2017)  

Xu et al. assert in their paper that FM is a management function focusing on the 
development, maintenance, and improvement of physical assets that support 
and add value to the business processes of organizations. FM also supports the 
creation and maintenance of a physical workplace that provides optimal support 
for people and the work of organizations. Over the last three decades advanced 
technologies, software, and systems geared towards FM stimulated growth in 
intelligent initiatives and innovations. By adding automation and intelligence 
features to traditional, standard, physical "bricks and mortar" buildings, they 
become intelligent offering tenants more efficient, responsive, and 
environmentally friendly services. Different FM technologies and systems are in 
use (Xu et al., 2019, p. 1): 

o CMMS (computerized maintenance management system), 

o CAFMS (computer-aided facility management systems), 

o BAS (building automation system), 

o CAS (communication automation system), 

o SAS (security automation system), 

o FAS (firefighting alarm system), 

o BIM (building information modeling) 

o smart public transportations system 

This variety of FM technologies and systems presents a hurdle since they do not 
exchange information with each other the authors stated. The passiveness and 
the scarce awareness to the differentiated and changing requirements of tenants 
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in a facility of current FM systems leads to failure in providing satisfactory 
services to people, organizations, and businesses. Due to pre-programmed FM 
systems, it is not possible to react to changing situations in real life.   

 

 

 

 

 

 

 

 

 

 

 

 

Cognitive Facility Management aims at advancing the FM status and adding to 
FM an advanced active intelligence that imitates the mechanism of information 
processing in the human brain (Figure 6). Cognitive buildings show an integrated 
approach to the use of technologically improved solutions. Ambient Intelligence 
characterizes an environment embedded with technologies that responds to the 
presence of people. The authors stated that FM needs to be brought to a higher 
level with intelligence that corresponds to the cognitive abilities of humans, 
which means to perceive, to learn, and to act. In a cognitive system, perception, 
action, and learning are the crucial elements that empower active intelligence. 
The application of cognitive skills to FM has been studied, but none of the 
previous research could provide a detailed, systematic account of it (Xu et al., 
2019, pp. 2-4).       

BMS offers a graphical visualization of parameters and is, therefore, an effective 
tool for FM to get an overall view of all current operational values, the settings, 
and the functions of individual systems of the smart building. The parameters 
can be changed, and the system can react to current needs. The advantages of 
BMS lie in the simplification of operations and management. Especially the area 
of central control and monitoring of all technologies involved is streamlined. 
Other advantages are the unification of control of various types of technological 
equipment, remote control, the possibility of centralized interventions in the 
system in the event of a malfunction or dangerous situation in the building. Not 
to forget the time and cost savings of monitoring the functionality of the building 
technology in 24/7 operation. But the authors also emphasize the disadvantages 
that can arise from this. Given the size and structure of a smart building, several 

Figure 6: Cognitive FM interacting with ambient intelligence and smart, cognitive 
buildings, derived from “The relationship among concepts related to 
cognitive FM” Xu et al. (Xu et al., 2019, p. 2) Smart Building is 
representative of Smart Home and Intelligent Building. 
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people are usually involved in operating the BMS. If problems are caused by 
improper handling, it can be difficult to locate the person responsible for causing 
the incident. Or for example, the BMS is connected to a technology, whose system 
has implemented a faulty communication protocol or is insufficiently configured 
by the vendor, the functionality of the BMS may be exposed. This can for example 
lead to Denial of Services (DOS) attacks. Other problems are the various systems 
and the divergent system data management solutions. Due to the multitude of 
vendors, a standardized configuration and automatic backup of the BMS system 
is hardly possible. Also, the enormous amount of data stored in the BMS inhibits 
manual selection of information for reporting and processing. It is necessary to 
equip the system with special automation tools to enable intelligent data filtering 
and transmission between BIM and BMS. Operating these tools requires a well-
trained and highly skilled FM team. Pasek & Sojková concluded, that a modern 
FM must have highly professional abilities not only in technical but also in non-
technical disciplines. (Pasek & Sojková, 2018, p. 185). 

Pärn et al. step deeper into the topic of FM and the growing use of BIM. They 
stated that data integration, industry standardization, and interoperability play 
a major role in that regard. Numerous evolving standards cover building asset 
maintenance and management of buildings facilities, which are discussed in 
more detail in Processes and Security Standards in Smart Buildings. The authors 
found out that the costs for buildings' operations and management over the life 
cycle of a building amount to over 80%. Environmental impact, stricter 
environmental regulations, and economic crisis require more efficient resource 
management. BIM has been proclaimed as a facilitator for FM efficiency by 
boosting the integration of FM related information. The challenges faced by this 
integration are the rapidly evolving technology and the trained personnel 
required for it. Data within BIM for FM is not fully used for the intrinsic 
knowledge to support decision making Pärn et al. note. The literature they have 
reviewed on data integration between FM and BIM shows that software 
interoperability stays a substantial and persistent obstacle (Pärn, Edwards & 
Sing, 2016, pp. 45-52). 

In their report over Building Automation and Control Systems Brooks et. al assert 
that limited organizational awareness and understanding about threats and the 
silos of responsibilities remain a concern for a BAC System. There is a lack of 
definition or common understanding of the integration between security and 
facility professionals. This leads to misunderstandings and thus to further 
compartmentalization of the view of the associated security risks. The deficit of 
common understanding and linguistic clarity of BACS terms and practices 
results in different interpretations of meaning depending on the professional 
role. The authors suggest working with simple to read and apply guidelines to 
promote greater awareness of BACS and its threats, to improve cross-department 
liaison, like working groups, and to build partnerships with third-party BACS 
experts. (Brooks et al., 2017, pp. 1-5). 
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While Brooks et al. noted the importance of awareness and understanding of 
threats in BAC systems, they do not look at security standards and processes. 
Azhar sees the importance of BIM and divides the risks associated with it into 
technical, legal, and process-related, but from the point of view of the 
architecture, engineering, and construction industry. So do Pärn, Edwards & 
Sing, they focus on data integration, and industry standardization. Pasek & 
Sojková only mention the topic of processes and standards and their significance 
for the security of a smart building. Tang et al. had a very technical view on this 
topic and like Volk et al., and Xu et al., they had not considered the risks of threats 
arising from human interaction and the complex organizational structures in 
smart buildings.  

 Processes and Security Standards in Smart Buildings 
This subchapter takes a closer look at the related work on processes and security 
standards in smart buildings. 

Very recent research by Conzon et al. has presented a case study examining how, 
by using existing open industry standards and based on the use and extension of 
open source technologies, a framework can be created that is capable of 
developing and managing sophisticated IoT applications such as complex IoT 
scenarios in IB while ensuring the security and privacy of the data exchanged. 
The authors outline the challenges IoT systems must face in terms of 
dependability, security, privacy, and safety constraints. IoT solutions have 
limitations such as limited bandwidth, processing power, and battery power. 
However, traditional security protocols such as Transport Layer Security (TLS) 
and Datagram Transport Layer Security (DTLS) are designed for devices with 
unlimited power. This results in the convergence between IoT and CPS in a smart 
building scenario, presenting peculiar challenges for example for strict security 
requirements. This case study focuses on the technical aspect of security and is a 
continuing project that still needs to be tested in a complex use case scenario 
(Conzon et al., 2019, pp. 1-8). 

Bicaku et al. asserted, that for now there is no sufficient standard to meet the 
requirements obliged by challenges and issues in new technologies and Industry 
4.0. Although their work provides more insight into the industrial environment 
and the challenges manufacturing systems are facing, interoperability also plays 
a major part in smart buildings. Interoperability between technologies, like IoT, 
CPS, or cloud computing is crucial, and it is important that all components 
collaborate safely and securely and confirm this at any time. The existing 
approaches of legal-, security- or organizational standards, which have been 
established by various standard organization bodies, such as ISO or IEC over the 
last few years, are not able to meet the requirements of Industry 4.0. Security 
incidents like an interruption, modification, or even sabotage of an operational 
process with the aim to cause harm will have consequences on the whole system 
involved. Even though various frameworks and platforms to assist the 
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monitoring of IoT and CPS exist no accepted method, that allows mapping the 
security, safety, and organizational compliance. Organizational aspects are 
essential to avoid failures during business process execution. Existing standards 
and guidelines can foster to do audits and compliance checks of system 
configurations to achieve a valid state in proper business process execution 
(Bicaku et al., 2019, pp. 2-4). 

Given the increase in security breaches and the growing need to work with 
external providers, the use of ICT-wide frameworks to manage the 
implementation of integrated security controls is becoming a critical factor in 
reducing data breaches and data theft for companies. Kohnke, Shoemaker & 
Sigler have emphasized the importance of the idea of audit and control for IT 
operations and its rooting in well-known standard bodies of knowledge, such as 
ISO 27000, (see also section 0.), or NIST, (see also section 2.4.7). The need for a 
common understanding of best practice implies standardization, and the aim is 
to show how best practice frameworks can be used to ensure thorough control 
over IT assets and information resources. The authors point out that the process 
of cybersecurity today is far too important for a company to be just a 
technological issue, more so it can only be established and maintained through 
an organizational control process. Controls should ensure that the necessary 
professional diligence has been applied in the management, use, design, 
development, maintenance, or operation of cybersecurity processes. One of the 
most common objections in companies about the measures required to guarantee 
appropriate cybersecurity is, that they may have a negative impact on business 
processes. To facilitate this ongoing process, this cybersecurity function must be 
located at the top level of an organization, as policies and procedures must be 
created and enforced from top-down. Unfortunately, most top managers do not 
believe that cybersecurity is part of the company's strategic plan and therefore 
often shift responsibility to lower levels of management. This can lead to gaps in 
the security system because the level of authority of a manager is on the specific 
functional area only and therefore security measures are likely to be used 
uncoordinated. For example, the measures taken to ensure that the organization's 
employees are properly authorized are rarely consistent with electronic security 
measures. As a result, passwords are too easy or are never changed and 
redundant employees continue to have access to their old email accounts. The 
authors found out, that only 29 % of the breaches fall within the scope of 
traditional computer security, such as securing networks and operating systems. 
Over 70% of the losses were attacks that exploit human behavior. These include 
above all physical theft and insider trading of company data. None of these two 
cases can be avoided by electronic means. These are management problems and 
part of the human rules and regulations of a company. Amazingly enough many 
have neither a defined role and person responsible for the security nor have 
formal processes or policies to protect their properties from internal or external 
threats (Kohnke, Shoemaker & Sigler, 2016, pp. 12-15, 17-24). 
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Azhar (2011) draws attention to the lack of guidelines on how to implement BIM 
in new buildings and urgency to standardize the BIM process (Azhar, 
2011, pp. 10-11).  

Yilmaz et al. asserted that in recent years BIM standardization and policy 
development initiatives have been carried out by several countries around the 
world. Through their literature review, they identified eight different BIM 
capability and maturity models with the following limitations: Some models 
concentrate only on specific assessment purposes, making the model selection 
process time consuming for users. Most models do not cover the BIM 
applications conducted in the AEC/FM industry. The models are not widely 
used and accepted as they are not based on established standards. For this 
purpose, a Reference Model for BIM Capability Assessment (BIM-CAREM) has 
been developed, based on the meta-model of the ISO/IEC 33000 family, see also 
0, to be used for the assessment of BIM capability levels of AEC/FM processes. 
The authors concluded that BIM-CAREM was able to identify BIM capabilities of 
different AEC/FM processes (Yilmaz, Akcamete & Demiros, 2019, pp. 1-19). 

Hamilton outlines the importance of defending against cyber threats and that it 
is “… no longer enough for a building to be smart it must now be cybersmart” 
(Hamilton, 2017, p. 2). To retrofit an existing building into a smart building takes 
a strategic approach by defining a framework and security standards. NIST 
amongst others has issued initial best practices guidance for securing smart 
buildings, such as NIST800-53/8286 as described in section 2.4.7, but cyber 
regulation is not yet the norm in most sectors (Hamilton, 2017, pp. 2-10). 

A recent literature search conducted by Pohlmann on the subject of "Patents and 
Standardization" revealed that in the wake of Industry 4.0 and smart services, 
future technologies such as smart cars, smart homes, and smart energy or other 
increasingly patented technology standards such as 4G/5G, WLAN or NFC are 
being integrated into our everyday lives. A car, a robot, an electricity meter, or 
even a refrigerator that can be operated over 5G or WLAN connections to the 
internet uses patented technology standards. The participants in standardization 
are confronted with two major challenges. Firstly, standardization is cost-
intensive and is increasingly spread across many organizations and countries. 
Secondly, standardized technologies in communication technology are in many 
cases protected by patents. These so-called “standard-essential patents” are 
subject to a new and different legal framework that goes beyond the rights of 
regular patent law. Standardization means a costly private investment into a 
public good. As a result, standard producers are sometimes overstrained to 
develop and improve standards. But there is a growing need for interoperability 
which goes hand in hand with an increasing refinement of technology standards. 
The industry should pursue a common strategy for patenting and 
standardization to ensure that it is fully committed to the development of future 
technologies (Pohlmann, 2019, pp. 83-97). 
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Pärn et al. asserted in their paper that emergent standards like ISO 55000 
(determining conformity in asset management) or ISO:29481;1, (covering BIM 
information manual), as described in section 0, for example, are regarded as the 
main international documents which stress the standardization of data exchange 
formats for improved data interoperability. Insufficient data integration is a 
constant problem among building information modelers because of differences 
in syntax, schema, or semantics exist. When it comes to BIM and other systems 
to be integrated, data integration and interoperability are inseparable. Questions 
of data interoperability in connection with the integration of BIM data into 
existing FM systems can partly be solved by using ISO standards, such as ISO 
16739. Due to the increased use of IoT devices and the resulting data, the need 
for a new data management system has risen. This demand for data management 
within the industry has led to a shift in existing processes in the direction of more 
model-based collaboration, which affects the way buildings are operated and 
maintained. The authors conclude, that there are a lot of challenges and 
opportunities to handle and innovative solutions to be found to transform 
industry practice (Pärn, Edwards & Sing, 2016, pp. 48-52). 

A different approach was taken by Koh regarding standards and smart buildings. 
Lately, many researchers have demonstrated the potential of optimization and 
algorithmic operation of building systems to improve the quality of living and 
working environments by using dynamic detection and actuation functions. 
Smart buildings can be more energy-efficient, more accessible, and controllable 
for their occupants and can respond to different events such as changing weather 
conditions or even emergencies. However, due to the heterogeneity of building 
systems, the strategies for the information flow have been designed individually 
for each building. This leads to a diversity of metadata-structure which is 
generated and used by building management systems across various buildings. 
To apply any optimization procedure to a building, its different information 
convention, terminology, and the different configurations of its instruments must 
be considered. Consequently, the optimization procedure must be manually 
adapted to such a custom setting, and the inherent potential of the building as a 
sensor, computing, and actuation platform remains unused. There is no standard 
for the representation of resources and their usage methods, therefore the smooth 
deployment of applications in any building will be hindered, as the author notes 
(Koh, 2020, p. 173).     

Schoof stated the fiasco of major projects such as the Berlin airport or the Elbe 
Philharmonic in Hamburg has triggered the process of reflection among 
Germany's politicians as to whether Germany needs new planning processes and 
instruments, at least where billions are at stake. For example, looking at long term 
data storage: software program versions often have very limited upward and 
downward compatibility. Over time, this can be fatal if the planning team has to 
hand over the digital model of the building to the user for construction 
completion and fifteen years later wants to access certain building data again in 
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the event of conversion or extension. In his article on “BIM in architecture: Refuse 
or go ahead?” the author stated that more and more planning teams are 
exchanging their data via the so-called IFC standard, which was developed by 
buildingSMART, see also section 2.4.3, and is regarded as the PDF of the BIM 
world by now (Schoof, 2014, pp. 1-4). 

The German Federal Ministry of Construction issued 2017 a decree which states 
that digital support (BIM) must be implemented for new civil construction, 
conversion, and extension projects with an estimated construction cost volume 
of five million euros or more. The consistent application of BIM in all phases of a 
building's life cycle is intended to increase planning accuracy, minimize cost 
risks, and optimize the total cost of a structure from design through construction 
to operation and maintenance. This step-by-step plan is intended to make digital 
planning, construction, and operation more efficient. A key requirement of the 
phased plan is the use of open interfaces for data exchange between different 
software applications. With the so-called "Industry Foundation Classes" (IFC), 
the buildingSMART International (bSI) organization has created a worldwide 
accepted data exchange standard, that has been available as an ISO standard 
since 2005. Up to 2018, however, the IFC standard has only focused on building 
construction (BMVI, 2020). 

Mundt & Wickboldt gave already an insight into security in BAS, as mentioned 
in section 3.1, though the focus of standardization is primary on technical issues, 
such as the standardized network protocol (KNX, LON) for controlling devices 
in electrical installations in BAS. This is to some extent because, according to the 
authors, there are currently only loose recommendations for BAS security like 
BSI 100 standard or ISO/IEC 27001 standard, as described in section 0 and 2.4.4, 
but no comprehensive security process model. Many companies lack the problem 
awareness and the necessary organizational structures to deal with these security 
risks. The authors underline the importance of security of BAS and that a 
methodology and security process model has to be established (Mundt & 
Wickboldt, 2016, pp. 1-8). 

Brooks indicated in his paper that the European Committee for Standardization 
(CEN) divides IB communications into three layers: management level, 
automation level, and field level. This model has advantages because there is a 
clear separation of duties and a reduction of network traffic, the disadvantage is 
that the separation of networks is expensive. To enable interaction between 
devices in an intelligent building, requirements must be met. These requirements 
result in several specific IB network standards and protocols. Common protocol 
and hardware devices must be easily available so that designers, manufacturers, 
and system integrators can create systems where each subsystem can connect 
with the larger system. When an IB system is used, the equipment of the facilities 
is integrated through common and open data communication protocols and 
hardware, exposing them to both external and internal threats. Using open 
architecture due to their connectivity and more cohesion, including out-of-the-
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box interoperability and the capability to replace components without having to 
adapt a system can have an advantage but also bear risk because such open 
systems are easier to learn and therefore, easier to hack into (Brooks, 2012, pp. 4-
12). 

Hedian & Neto question the credibility of standardized risk management in 
respect of business activities. The aim of information security risk assessment is 
to guarantee the evolving need to protect the digital information of companies 
that have gradually substituted physical forms of data. Technology is driving the 
move towards e-commerce and e-government, creating many security threats. 
The present standards on information security are among others NIST SP 800 xx, 
ISO/IEC 2700x. NIST defines cyber supply chain risk management as “… the 
process of identifying risk, assessing, and mitigating the risks associated with the 
distributed and interconnected nature of IT/OT product and service supply chains. It 
covers the entire life cycle of a system (including design, development, distribution, 
deployment, acquisition, maintenance, and destruction) as supply chain threats and 
vulnerabilities may intentionally or unintentionally compromise an IT/OT product or 
service at any stage” (NIST, 2020). Information security risks arise from the 
likelihood of security incidents and the related monetary losses in the 
organization's assets which can be split into physical environment, hardware, 
software, and management facilities. The authors ascertain that over the years 
many standardization bodies have developed at international level. But it is 
precisely this variety of standards that casts doubt on the credibility of the 
standards applied by different organizations, as it is unfeasible to agree on a 
single method or definition across cultural and sectoral barriers. Moreover, risk 
assessment is often seen as a technocratic hurdle that ignores public concerns and 
may be influenced by those involved in the process and having a special interest 
in it. The authors developed a framework which was tested on the context of the 
security information risk assessment on the standards ISO/IEC 27005, see also 
section 0 and the NIST 800-30, see also section 2.4.7. Their findings validate the 
claim that there are deficiencies in the theory and practice of risk management 
and risk assessment, that international standards in risk assessment and risk 
management neglect to address risk uncertainties properly (Hedian & Neto, 
2014, pp. 4, 10, 95).    

All the papers mentioned above have one thing in common, they deal with 
standards and processes, but only regarding technical issues (Koh, Pärn et al., 
Pohlmann, Hamilton, Yilmaz et al., Azhar, Bicaku et al., Cozon et al.). Kohnke, 
Shoemaker & Sigler is the exception, but in their paper, the focus is only on 
individual companies and not on a smart building with several companies. 
However, to address the concerns mentioned in research question Q.1 (1.3), a 
holistic approach to security must be agreed upon, focusing on the human 
(people), and procedural aspects. 
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 Security risk assessment  
Risk assessment is that part of risk management which provides a structured 
process to identify how objectives may be affected, and to analyze the risk and 
their probabilities before deciding on whether further action is required 
(Rausand, 2013, pp. 8-10).  

The steps in an ISO information security risk assessment (see subchapter 2.4.2) 
according to ISO 27001:2013 Clause 6.1.2 are: 

o Establish a risk assessment framework 

o Identify risks 

o Analyze risks 

o Evaluate risks 

o Select risk management options 

The risk assessment should be embedded in the context of the organization’s 
wider risk framework, for example ISMS (see subchapter 2.4.2) and include 
regulatory, legal, and contractual requirements (ISO, 2013, pp. v, 3). 

A model-based approach like STRIDE (see subchapter 3.4.2)  aims to support a 
holistic view of the threat and risk situation in complex, interconnected systems 
such as those found in a smart environment.  

Model Validity:  

Risk assessments are carried out as mentioned above to assist in decision-
making, for example in the allocation of risk mitigation expenditure. What they 
all have in common is the necessity to define what is to be measured and how it 
is to be evaluated. To what degree risks are measured, will define what 
information can be extracted from risk analysis and how valid the conclusions 
are (Rausand, 2013, p. 77). 

 Quantitative Risk Analysis (QRA): 
A QRA aims to develop a suitable model for determining the numerical risk for 
different exposed groups. To this end, the relevant technological, organizational, 
and human factors are evaluated in relation to a given risk. (Steijn et al., 
2017, p. 321). Quantitative risk analysis is a numerical estimation of the general 
impact of risk on project objectives such as cost and schedule targets. 

 Qualitative Risk Analysis: 
The qualitative concept evaluates risks based on the ability to correctly identify 
threats and vulnerabilities. In contrast to the quantitative approach, no precise 
values are needed, and risks are recorded in terms of descriptive variables such 
as high, medium, strong, weak. The basic idea is that the consequences of certain 
types of loss, corruption, or change in data cannot be expressed in terms of 
monetary values or discrete events (Bennett & Kailay, 1992, p. 66). 
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Common methods for risk evaluation are for example STRIDE and DREAD. 
STRIDE and DREAD are ways to classify threats by providing catalogs and 
checklists.  

STRIDE is an acronym for Spoofing, Tampering, Repudiation, Information 
Disclosure, Denial of Service, and Elevation of Privilege and a threat classification 
model to help find threats to a computer system, it provides a cue for security 
threats in six categories. 

STRIDE 

Threat Desired property 

S Spoofing When a person or program successfully 
masquerades as another by falsifying data 
in order to gain an illegitimate advantage 

Authenticity 

T Tampering The act of deliberately altering data through 
unauthorized channels 

Integrity 

R Repudiation When an application or system fails to 
implement controls to properly track and 
log user actions, allowing malicious 
tampering or falsifying identification of new 
actions 

Non-
repudiability 

I Information 
disclosure 
(privacy 
breach or 
data leak) 

An attack, such as a violation of privacy or 
data leakage, that results in an information 
system disclosing sensitive information that 
should not be disclosed 

Confidentiality 

D Denial of 
Service 

A cyber-attack in which the perpetrator 
attempts to render a computer or network 
resource inaccessible to the intended users 
by temporarily or indefinitely interrupting 
the services of a host connected to the 
internet 

Availability 

E Elevation of 
Privilege 

To grant an attacker an authorization that 
goes beyond the authorizations originally 
granted 

Authorization 

Table 3: STRIDE Model (Microsoft, 2010) 
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DREAD was originally proposed for threat modeling by Microsoft (BSI, 
2016, p. 29) and is a mnemonic checklist for prioritizing threats based upon their 
severity.  

DREAD 

D Damage potential  How great is the damage if the vulnerability is 
exploited? 

R Reproducibility How easy is it to reproduce the attack? 

E Exploitability How easy is it to launch an attack? 

A Affected users As a rough percentage, how many users are affected? 

D Discoverability How easy is it to find the vulnerability? 

Table 4: DREAD Model, Microsoft (Microsoft, 2010) 

When a given threat is assessed using DREAD, each category is given a rating 
from 1 to 10. As a rule, a scale of 0-10 is used in all categories, except for 
discoverability, which is usually set at 10 on the bases that every threat will be 
detected at some point. 

The STRIDE catalog is specifically applicable to computer systems and cannot be 
used for the risk assessment of smart buildings because the predefined format 
does not comply with their specific requirements. 

A DREAD evaluation can only be carried out based on a specific system since all 
environment parameters must be known and available.  
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4 Empirical work 
In the previous chapters, the background of facility management, smart 
buildings, and the technologies used for them have been described in detail. A 
large part of this work has also been devoted to related work. This chapter 
focuses on the research question Q1 (see subchapter 1.3). 

 Security threats in smart buildings 
In section 3.1 the state of the art of security in smart buildings was reported in 
detail. This section deals with question Q1.1. (see subchapter 1.3) 

A threat is a potential cause of an event that can lead to a violation of the security 
of IT systems. This can cause damage to an organization or its assets and can be 
divided into, tangibles, and immaterial values. This goes beyond physical goods 
such as PCs, servers, and office equipment. Networks and people involved, 
knowledge, concepts, ideas, information, and brands are examples of immaterial 
forms of values.  A direct or indirect attack on data can have a severe impact on 
the organization and the organization’s business and can result in damage, 
disclosure, modification, and loss of information or its accessibility (Palega & 
Knapinski, 2018, p. 106). 

Different sources may have an interest in attacking a smart building, including 
cybercriminals, states, and government-sponsored groups, hackers, or malicious 
insiders. There could be an economic interest, (for example to obtain information 
from a competitor), for social reasons, (for example to attract attention and glorify 
themselves), for political, military and terrorist reasons, and financial reasons, 
(for example to extort money to destabilize a company, a region or a whole 
country). Attacks on smart buildings, which range from the physical facility to 
the digital environment and its BMS, IBMS, BEMS, BAS, or BAC, can pose a high 
risk and come from outside or inside (IoTSF, 2019). The definition of an insider 
threat is known as a past or present employee or contractor having privileged 
access to protected or confidential information, data, systems, or networks. This 
threat can be intentional or unintentional. Insiders could provide critical 
information to external attackers (third parties) in order to exploit vulnerabilities 
as they know the vulnerabilities in the system and know how the system works. 
Motivation can be personal- or financial gain, and revenge. In many cases, 
unintentional misuse of access and the resulting circumvention of cyber defense 
has been caused by improper use, lack of training, negligence, ignorance, or 
exploitation of personal electronics or data storage devices (Yerdon et al., 
2019, p. 4; Abomhara & Koien, 2015, p. 78). 

Vulnerabilities are weaknesses in a system that allow an intruder to perform 
unauthorized activities. Vulnerabilities can be present in different areas of the 
systems. These can be weaknesses in the system hardware or software, 
weaknesses in the organization's policies and processes, or weaknesses of the 
system users themselves (Abomhara & Koien, 2015, pp. 71-72). 
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To carry out a successful attack, the attackers must collect various information. 
Within a smart building, several data are relevant to gain insight. This could be 
the topology of the network, to get to know where switches or temperature 
sensors are located, or the espionage of the configuration data and the unique 
address of each device. Gaining private information about the presence of 
employees and their social behavior by getting information through BMS, IBMS, 
BEMS, BAS, or BAC and looking at the data generated by user interaction. Often 
legacy BACS, which were not originally interconnected, and therefore were not 
designed with logical security as a priority concern or requirement are 
vulnerable. 

An attack vector is a method of how an attack is executed. There are various 
attack vectors like the exploitation of vulnerabilities in communication protocols 
to intercept traffic, DOS, or social engineering. Social engineering attack means 
when people are tricked into obtaining confidential information such as 
passwords and login details (Mundt & Wickboldt, 2016, p. 4) (Lopez & Rubio, 
2018, p. 46) (Boyes, 2014, pp. 4-5) (Brooks et al., 2017, p. 13).  

 Common security threats, vulnerability, and attack 
vectors in smart buildings 

To better understand the concept of threats, vulnerabilities and attack vectors for 
smart building, some examples are given below. The following threat scenarios, 
which focus either on the smart building, the people or the data are conceivable, 
among others:  

Threat scenarios 

1) Prematurely aging of components or system overload: mechanical 
destroying and electrical overloading. Such as motors which are forced to 
work constantly (like window blinds), transformers overloaded by 
simultaneously switching large consumers on and off with the high initial 
current, or neon lights which are forced to switch repetitiously (Mundt & 
Wickboldt, 2016, p. 4) 

2) Impairment of office users/tenants: locking or unlocking 
doors/building/components, lighting shut on/off. Locking in people can 
cause confusion and/or panic and can have health effects on the tenants. 
Or damaging vehicles entering/leaving the parking lot when the barrier 
closes while a car is passing (Mundt & Wickboldt, 2016, p. 4) 

3) Manipulating air condition and/or heating (HVAC attacks): people 
getting breathing problems if there is too little oxygen. Higher or lower 
temperature than indicated can cause panic and damage electrical devices, 
for example, servers (Mundt & Wickboldt, 2016, p. 4) 

4) Malicious code infiltration: viruses and/or worms, infected storage 
device inserted by a trusted employer (Brooks et al., 2017, p. 70) 
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5) Destruction of devices: workstation, switches, servers through DOS 
(Denial of Service) attacks (Brooks et al., 2017, p. 70) 

6) Capturing data transferred between two people or systems (Man in the 
middle attacks): these attacks affect the authenticity of the communicated 
information, which threatens the privacy and identity of users. Such as 
wiretapping (physically: copper or fiber-optic cables) allows traffic 
monitoring and analysis of network and all connected systems through 
cutting the cable and plugging in a remote workstation with a router 
switch. Or communicating via a messenger app, an email conversation, or 
a user’s browser and a website (Brooks et al., 2017, pp. 14, 70-71) (Mundt 
& Wickboldt, 2016, pp. 3,5).  

7) Cyber espionage: deals with the theft of information through and from 
computer systems. For example, radio frequency identification (RFID) is 
used to monitor the status of a physical area. Or data encryption, data 
information theft, loss of data confidentiality, integrity or availability: 
ransomware attack infecting devices, attackers often demand payment 
before delivering a key to decrypt the encrypted data (Caviglione et al., 
2015, p. 166) (IoTSF, 2019, p. 7) (Van der Kleut, 2020). 

Vulnerabilities 

i) Device and network: physical access to the automation equipment or 
hardware, workstations, and communication networks. Limited or no 
physical protection to restrict access to device internals or tap wired 
networks (Brooks et al., 2017, p. 14) (IoTSF, 2019). 

ii) Firmware/Software (applications): common and open protocols and 
restricted encryption. No or poor cryptographic key management 
policies and procedures (Brooks et al., 2017, p. 14) (IoTSF, 2019). 

iii) Usage of software: insufficient control over the implementation and 
usage of software products. Missing or inconsistent processes for 
updating the software and firmware of products or applying patches 
on a routine basis (IoTSF, 2019) (Kohnke, Shoemaker & Sigler, 
2016, pp. 101,116). 

iv) Procurement and integration of devices: monitoring equipment with 
standard usernames and passwords and the use of insecure protocols 
(IoTSF, 2019). 

v) Training: lack of or inconsistent security best practice training (IoTSF, 
2019). 

vi) Role definitions: little or no expertise to select, implement, and 
maintain security controls (Kohnke, Shoemaker & Sigler, 2016, p. 9) 

vii) Security state: lack of visibility of the cybersecurity state of connected 
products and systems (IoTSF, 2019). 
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viii) Inadequate security for device discovery features: allow attackers to 
perform investigation activities. These could be, for example, 
identification of devices of a certain type, such as sensors, and their 
location within a smart building (IoTSF, 2019). 

ix) None or insufficient security processes and misconfigurations that 
result in devices that are then disclosed via Universal Plug and Play 
(UPnP). Very often standard passwords are used, or the same 
passwords are used across systems, or remote access is configured 
incorrectly or incompetently (IoT Security, 2019).  

Attack Vectors         

a) Baiting: is the way to layout a hook, for example, a USB stick with 
malware, labeled with confidential or private. As soon as the victim 
becomes curious and plugs in the USB stick the malware will inject itself 
to the computer (NortonLifeLock, 2020; Bisson, 2019; Paganini, 2020; Jelen, 
2019; Green, 2019). 

b) Email hacking or contact spamming: the spreading of malware is the goal 
and by using email contact addresses of friends and acquaintances it is 
easy to trick the victims (NortonLifeLock, 2020; Green, 2019). 

c) Phishing: is widespread but still very effective. People are conditioned to 
respond to authority. Phishing-E-mails, often the sender is a trusted 
source such as a bank, send a link that the victim should follow. On this 
fake website, the victim is requested to type in the credentials 
(NortonLifeLock, 2020; Bisson, 2019; Paganini, 2020; Jelen, 2019; Green, 
2019).  

d) Vishing: this fraud is like phishing, but this time the victim is tricked with 
a phone (NortonLifeLock, 2020; Jelen, 2019; Green, 2019). 

e) Spear phishing, whaling: these attacks specifically select the victims to 
obtain internal company data or confidential data about the victims. A 
victim is led to believe that the email comes from a high-ranking superior 
or legitimate authority and in good faith, unknowingly passes on 
information that could be highly confidential (NortonLifeLock, 2020; 
Paganini, 2020; Jelen, 2019; Green, 2019). 

f) Pretexting: getting an email with an interesting pretext, for example, the 
announcement to receive an inheritance. For this purpose, you will be 
asked to provide personal information and thus make money account 
details available (NortonLifeLock, 2020; Bisson, 2019; Paganini, 2020; 
Jelen, 2019; Green, 2019). 

g) Quid pro quo: This is often the case with technical IT support. Someone 
pretends to offer help, and the victim exchanges the login credentials to 
his computer in return (NortonLifeLock, 2020; Bisson, 2019; Paganini, 
2020; Jelen, 2019; Green, 2019). 
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h) Tailgating: This vector is also known as “piggybacking”. An attacker 
enters a restricted area that has no proper authentication system. The 
attacker follows a person who has authorization to access the area. For 
example, the attacker mimics a delivery and asks an entering employee to 
hold the door open to bring in the fake delivery (Paganini, 2020; Jelen, 
2019). 

This subsection discussed threats as a potential cause of incidents that can 
compromise smart buildings, attack vectors as methods for carrying them out, 
and vulnerabilities that make these attacks possible. 

 Catalog of security vulnerabilities and threats with 
focus on human interaction 

After describing common security issues for smart buildings in subchapter 4.1.1, 
the following extracts the vulnerabilities and threats that are caused by 
inadequate human interaction with the smart building system. The focus is on 
human activities that can be defined, directed, or prevented, under the 
assumption that sufficient processes are established through the organization of 
the smart building. These processes are individual for the distinct situation of 
each smart building and are “best execution policies” to achieve an ideal target 
status according to a matching description in security standards.  

Security threats for smart buildings constantly increase, due to the rising 
complexity and inclusion of new technologies. A list of all existing threats and 
vulnerabilities, besides its vast nature, would only be a temporary snapshot with 
limited suitability as a source to derive systematical countermeasures from it.  

Clustering the obtained threats and vulnerabilities into categories provides a 
much better foundation to gain a sufficient overview of the security landscape of 
smart buildings. The categories are assembled into a security catalog.  

The security catalog can be used by smart building organizations as a model to 
identify threats and vulnerabilities for their specific situation, which is an 
important step in the security risk assessment process. The principle is similar to 
the STRIDE model (see also subchapter 3.4.2) but designed specifically for the 
needs of smart buildings. The categories make it possible to find adequate target 
descriptions in standards, which puts smart building organizations in a position 
to derive individual business processes to counteract security threats and reduce 
or mitigate vulnerabilities. In this way, the experience and expertise used to 
create the standards are incorporated into local security processes. To ensure that 
this collection of categories covers the spectrum of threats and vulnerabilities, 
scientific work that contain security threats is searched, using a category system 
as described in subchapter 1.4.2. The paper of the Security Foundation (IoT 
Security, 2019, p. 9-10) is used to create the initial set of categories. All threats and 
vulnerabilities found are assigned to one of the categories in case they are related 
to human interaction according to the definition in the thesis. These sources are 
referred to in the following detailed description of the final catalog categories. 
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1) Security catalog category: Updates and patches 

While standard office software meanwhile is much better kept updated 
automatically, special software like the one used in smart buildings often needs 
to be updated manually. Especially firmware of IoT devices is usually a weak 
point in terms of updates or applying patches (IoT Security, 2019, p. 9). This issue 
was also stated by the German Federal Office for Information Security in the 2019 
Management Report. There is a persistent problem with unmanaged devices 
using IoT applications. These could theoretically be patched, but the updates are 
not performed because security officers do not recognize them as a vulnerability 
(BSI Bundesamts für Sicherheit in der Informationstechnik , 2019, pp. 14-15,17). 
In this context, another problem arises from contracts with third parties. If the 
building management system has been installed by an external integrator 
company, Rios and McCorkle indicated that the integrators often configure the 
management systems insecurely and neglect to install patches for the control 
systems. In 2013 security researchers could hack the building management 
system for a building that belongs to Google, the Google Wharf 7 in Australia, 
and hence gained access to subsystems and their properties via the Tridium 
Niagara AX Framework. Although Tridium had released a patch for the system 
to mitigate vulnerabilities, it was not patched (Rios & McCorkle, 2013). Missing 
or inconsistent processes, for updating the software and firmware of products or 
for routine application of patches were also reported by the IoT Security 
Foundation and Kohnke, Shoemaker, & Sigler (IoTSF, 2019; Kohnke, Shoemaker 
& Sigler, 2016, pp. 101,116). See also threats scenarios: 1, 3, 4, 7, vulnerabilities: i, 
iii, or attack vectors: in subchapter 4.1.1  

2) Security catalog category: Insecure protocols and devices 

Smart building technologies are advancing rapidly and allow to continuously 
improve the capabilities of the smart building. On the other hand, a new device 
can also mean implementing a potential new vulnerability if the device has not 
been reviewed and controlled by a security expert. And even if the checking has 
taken place, if the implementation is done without changing the default 
username and password along with documentation of this step, the new device 
is very vulnerable. Some devices require certain protocols to function and are 
only implemented later in the life cycle of the smart building, for example, 
because they are required by a newly added device. Like the corresponding 
hardware, the protocol software must also be tested and revised prior to use. 
(IoTSF, 2019, p. 9). Mundt & Wickboldt found out that one of the used protocols 
in a smart building, the Konnex (KNX) protocol did neither define authentication 
nor privacy procedures. This allowed the authors to easily trace data on the social 
behavior of all persons present in the buildings studied (Mundt & Wickboldt, 
2016, pp. 3-5, 7-8). When an intelligent building system is used, the equipment of 
the facilities is integrated through common and open data communication 
protocols and hardware, making them vulnerable to both external and internal 
threats. The use of open architectures because of their connectivity and greater 
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coherence, including out-of-the-box interoperability and the ability to replace 
components without having to adapt a system, can have an advantage but also 
pose a risk because such open systems are easier to learn and therefore easier to 
hack. Other authors also confirmed the vulnerability of insecure protocols and 
devices, as these devices are used to perform complex tasks that require a high 
level of intelligence. The more sensors or actuators are used in a smart building, 
the more complex the network and the associated protocols become. On the other 
hand, wireless communication between devices is often used, which facilitates 
electronic eavesdropping, and this is an added weakness. (Atzori, Iera & 
Morabito, 2010, p. 2801; Ciholas et al., 2019, pp. 1-3, 34; Brooks, 2012). Jurran 
stated another example regarding the default username and/or password. 
Loxone Smart Home Systems offer easy remote control via mobile phone. 
Unfortunately, Loxone not only delivers his control centers with a poorly secured 
access, the default username and password is “admin”, which is not obligatory 
to change before the first contact with the internet, it also provides a guide to all 
systems connected to the internet. This opens an enormous potential for 
attackers, since Loxone Smart Home Systems not only handle sensors and 
actuators for lighting, energy, heating, and cooling but also security-critical 
components such as alarm systems, IP cameras, and access systems for doors and 
garages (Jurran, 2016, pp. 72,73). See also threats scenarios: 1, 2, 3, 4, 6, 7, 
vulnerabilities: iv, viii, or attack vectors: in subchapter (4.1.1) 

3) Security catalog category: Security trainings 

Awareness of the risks and consequences of security threats and the correct 
handling of the complex work processes and settings in a smart building cannot 
be achieved by writing and distributing work instructions alone. Besides, a 
sufficient level of frequent best practice training is required for each member of 
staff (IoTSF, 2019, p. 9). Kohnke affirms this statement to the effect that 71% of 
the losses in CPS were due to either physical theft or insider malfeasance 
(Kohnke, Shoemaker & Sigler, 2016, p. 15). Palega and Knapinski stated that a 
significant group of information security threats results from inadequate 
knowledge and the contribution of executives in information security 
management issues. This as well influences the behavior and attitude of other 
employees in the company. The lack of staff training is undeniably a serious 
problem in companies, as it is much easier to manipulate human nature and the 
social interactions that someone has than technologies (Palega & Knapinski, 
2018, p. 115). Caviglione et al. criticize that there is a lack of security awareness 
among vendors and customers. For example, operators or facility managers of 
smart buildings lack the ability to implement sufficient IT security procedures 
for their BAS. Their primary aim is to ensure that the BAS is functional and that 
it operates reliably and safely, as with an intact fire alarm system. Security would 
be an additional expense for them. Even if they were to receive additional 
training, such as certificate programs for building management, these courses 
usually lack the security aspects. This statement is also supported by Brooks. He 



60 

highlights that many systems used in intelligent buildings (IB) are designed and 
installed by building engineers but operated by facility managers. Both groups 
have limited security know-how and in the majority of cases no security 
awareness at all (Brooks, 2012, pp. 8-9). Risk assessment is often seen as a 
technocratic hurdle that ignores public concerns and may be influenced by those 
involved in the process and having a special interest in it.  In many cases, the 
unintentional misuse of access and the resulting circumvention of cyber defense 
has been circumvented through improper use, lack of training, negligence, 
ignorance or exploitation of personal electronics, or data storage devices 
inferring.  (Yerdon et al., 2019, p. 4; Caviglione et al., 2015). See also threats 
scenarios 4, 6, vulnerabilities: v, viii, ix, or attack vectors: a, b, c, d, e, f, g in 
subchapter (4.1.1) 

4) Security catalog category: Connected systems 

A smart building is by design embedded in a framework of other systems, that 
are connected to the smart building or each other. Other systems in this context 
include external devices, such as cloud services, external sensor systems, and 
other technical environments that are not directly part of the smart building. Of 
course, the smart building organization has no direct influence on the security 
status of these systems, but it must ensure that it receives and documents valid 
information about the security status before making a connection (IoTSF, 
2019, p. 9). Rittinghouse & Ransome point out that with the cloud model SaaS 
smart business organizations lose control over physical security because of 
sharing computing resources with other companies. In a shared pool outside the 
smart building, there is no control over how and where the assets are stored. The 
SaaS service conveys benefits to users, but due to its complexity it now also poses 
challenges to the development of technology and methodologies. This includes, 
for example how to ensure the security of user data, how to meet users' 
personalized needs, and how to objectively evaluate SaaS services to make it 
easier for users to find the needed services (Rittinghouse & Ransome, 
2009, pp. 158-160). The findings of the Sophos Threat Report 2020 indicate even 
that off-the-shelf solutions offered by cloud operators for remote maintenance 
and administration tools, can contain vulnerabilities that can lead to compromise. 
A common mistake in cloud security is also the wrong configuration. 85% of 
breached records in 2019 were due to incorrectly configured Could Servers and 
incorrectly configured systems. (SophosLab, 2019, pp. 18-19; MySecurityMedia, 
2020). Similar challenges for the use of connected systems and cloud computing 
are seen by various authors such as Gao et al., Bicaku et al. and Caviglione et al.  
(Gao et al., 2018, p. 120; Caviglione et al., 2015, p. 11; Bicaku et al., 2019, pp. 2-4). 
See also threats scenarios: 4, 6, vulnerabilities: vii, or attack vectors: c, f in 
subchapter (4.1.1). 

5) Security catalog category: Physical access 

Although the vast majority of attacks happen remotely, the threat of allowing 
intruders to get physical access to smart home controls or devices must not be 
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underestimated. Manipulated hard- or software in the smart building might have 
a serious impact on the data security or functionality of the smart building 
(IoTSF, 2019, p. 9). IoT devices are usually unattended and can therefore easily 
be physically attacked, as loss or theft of laptops, personal devices, or other 
effects as described in chapter 4.1. But forgetting to change the combination when 
keys or credentials are lost or no longer need to be approved for external 
companies, or when employees are laid off and there are no approved access lists 
and the people responsible for them, will allow unwanted physical access and 
contributes to the vulnerability of a smart building. This is also mentioned in 
various sources such as (Atzori, Iera & Morabito, 2010, p. 2801; Brooks, 
2012, pp. 9-13; Ciholas et al., 2019, p. 19; Kohnke, Shoemaker & Sigler, 
2016, pp. 9-10,15; Brooks, Haskell-Dowland & Coole, 2018, pp. 3-4). See also 
threats scenarios: 4, vulnerabilities: i, vi in subchapter (4.1.1)  

6) Security catalog category: Network and device exposure 

A smart building with all the IoT and other devices connected via a network is 
difficult to maintain and overlook for administrators. Consequently, techniques 
such as Simple Network Management Protocol (SNMP) are in use to ease the 
administration (McCormick, 2001). On the other side of such supporting 
techniques, it might expose the network info, for example, the location or type of 
devices, to the outside. Knowing the location (network addresses) and/or the 
type of device makes it easier for intruders to exploit known vulnerabilities of 
that specific device (IoTSF, 2019, p. 9). The often-used wireless communication 
between the devices, which makes electronic eavesdropping fluent is a 
vulnerability for smart buildings. Jäger describes an attack scenario executed via 
an electrical device, a Philipps light bulb. By resetting the light bulb to factory 
settings, it is possible to integrate this light bulb into another network, which may 
be kilometers away, to control it from there (Jäger, 2018, pp. 52-53). This kind of 
network and device exposure was also noted by (Atzori, Iera & Morabito, 
2010, p. 2787; Boyes, 2015b, pp. 4-6; Brooks, 2012, pp. 3-4; Wendzel, 2016, pp. 1-4; 
Sethi & Sarangi, 2017, pp. 9-10,16-17) (Gao et al., 2018, pp. 207-209; Mundt & 
Wickboldt, 2016, pp. 3-5, 7-8; Ciholas et al., 2019, p. 34). See also threats 
scenarios: 7, vulnerabilities: vi, vii, viii, ix in subchapter (4.1.1) 

7) Security catalog category: Access management configuration and 
encrypted key management  

System access via stolen credentials (username/password), devices, and 
software that are exposed to the internet for example via UPnP or remote access 
functionalities are classical threats/vulnerabilities. Settings and configurations 
are typically complex and administrator interfaces change constantly. A clear set 
of rules on who may change what, strict documentation of all changes, and 
frequent audits are required to keep configuration errors to a minimum (IoTSF, 
2019, p. 10). The allocation and control of access rights are also considered very 
important by Palega & Knapinski. Very often a weak password is in use, or the 
credentials are sent by e-mail or noted on Post-it and left in places that can easily 
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be seen by unauthorized persons. Veit, a technology specialist from Sophos Lab 
stated that too many employees have too many access rights. The person with 
the most rights is often the apprentice or trainee who moves from one 
department to another. To apply an optimization procedure to a building, its 
different information conventions, terminology, and the different configurations 
of its instruments must be considered. The authorizations of users, peripherals, 
or programs must be securely managed and regularly updated. Without security 
awareness, people will continue to be the weakest link in the security chain 
(Rittinghouse & Ransome, 2009, p. 166).  Because there is no standard for the 
representation of resources and their usage methods, the smooth deployment of 
applications in smart buildings is hindered, Koh concluded. (Koh, 2020, p. 173; 
Palega & Knapinski, 2018, p. 116; Franz, 2019, pp. 34-35; Van Zadelhoff, 2016).  

Cryptographic keys are the backbone of cybersecurity systems. Thus, the 
management of the keys, the procedures, and policies who, when, and how keys 
are created, shared, and renewed is highly sensitive. One stolen key might open 
the entire system for intruders, overriding all other security measurements 
(IoTSF, 2019, p. 9; SophosLab, 2019, pp. 15,19). See also threats scenarios: 7, 
vulnerabilities: i, ii, vi, vii, or attack vectors: g in subchapter (4.1.1)  

 Security catalog 
After clustering the security threats with human interaction into seven categories, 
the most important information is summarized in the form of a security catalog 
which is seen in Table 5 below.  

Security Catalog 

Security Category 
Name 

Short-Description 

1. Updates and 
Patches 

Not or insufficient patched devices. 
Forgotten or not performed updates because not seen as 
critical. 

2. Insecure 
protocols and 
devices 

Implementing untested new devices or using default 
credentials. No or insufficient secure protocols. Using 
open systems out of the box which are easier to hack. 

3. Security 
trainings 

No or insufficient trainings, inadequate knowledge, no 
security awareness, negligence, ignorance or exploitation 
of personal electronics or data storage devices. 

4. Connected 
Systems 

Loss of control over assets that are processed via cloud 
services with incorrect configuration. Use of cloud 
solutions with insufficient security standards. 
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Security Category 
Name 

Short-Description 

5. Physical 
access 

Forgetting to change combination of keys or credential for 
third parties or employees laid off. No approved access 
lists and responsible people for access control. 

6. Network and 
device 
exposure 

 

Remote access and maintenance exposure of the network 
and the devices used within. Knowledge of device 
location and type allows to exploit known vulnerabilities 
of these devices. 

7. Access 
management 
configuration 
and 
encrypted 
key 
management 

No or inadequate rules on who, when and how access is 
granted. Weak passwords, credentials are sent by e-mail 
or noted in a way that is visible for everyone (e.g. Post-it 
on PC screen). Stolen cryptographic keys open the entire 
system for intruders, overriding all other security 
measurements. 

Table 5: Security Catalog 

The Security Catalog provides a comprehensive overview of known security 
threats to smart buildings resulting from the misconduct of people associated 
with the smart building. 

The catalog makes it possible to search for matching controls, practices, or rules 
in security standards that are suitable to counter the threat categories in the 
catalog. This mapping exercise is performed in subchapter (4.2.2).  

A smart building organization can use the security catalog to identify 
vulnerabilities that apply to the specific building. Based on this security analysis, 
specific processes to counteract the threats can be introduced or adapted. In case 
there are matching entries in a security standard, the processes can be derived 
from the standard. In this way, state-of-the-art countermeasures are 
implemented, and the knowledge and experience of experts are used to keep the 
standards constantly up to date.  

 Standards Evaluation  
In section 4.1 the security threats in smart buildings were discussed. This section 
is devoted to standards and answers the question Q1.2 in chapter (1.3). 

A standard is a documentation, which defines the requirements for a service or 
product or process. Standardization is understood to mean unification and 
harmonization. Certain characteristics that are considered suitable or essential 
are raised to a standard. It is often necessary to unify technical terms within the 
framework of standardization so that all persons involved have a common 
understanding. This ranges from standardization of measurement methods like 
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measures for temperature or common time, or language, to standardization of 
products as described in detail in chapter (2.4.) and (2.5). 

 Security standards in smart buildings 
Standards and norms play an important role in digital transformation and are 
crucial for the dissemination of new technologies. Various standards such as 
interface standards, standards for quality and safety and security, standards as a 
basis for certification, and ethical standards, to name but a few, are a factor in this 
context. There are also standards for management systems, which attempt to 
establish uniform guidelines for how organizations structure certain aspects of 
their management. For example, they specify which processes, procedures and 
basic management tools should be used by the organization to achieve certain 
goals (Mangelsdorf et al., 2019, pp. 1-3; Brenner et al., 2017, pp. 9-10; Pärn, 
Edwards & Sing, 2016, pp. 45-46). In the case of security standards, the aim is to 
find proven, state-of-the-art controls that enable organizational processes to be 
optimized and thus better prepared for security challenges.     

 Security standards - security catalog mapping 
In this subsection, the before listed security categories will be matched with 
existing standards such as listed in chapter 2.4. The purpose of this mapping is 
to filter out whether the standard contains a control mechanism or a defined rule 
that fits one of the security categories in the catalog. The classification is “Yes”, 
in case there is an equivalent in this standard series, family or collection, or “No”, 
in case there is no sufficient equivalent. The following standards were considered 
relevant to answer the question Q1.2, subchapter (1.3). 

The mapping is based on findings from other works (Kohnke, Shoemaker & 
Sigler, 2016, pp. 14, 92; ISO, 2020; Miloslavskaya et al., 2019, pp. 6-9) or has been 
done directly with the relevant standard (IsecT, 2020; Irwin, 2020; Blank, 
2013, pp. 9,17,22,D-5-D-8).  

o ISO/IEC 27001, 27002:2013 Family Information Security Management see 
also 0. ISO/IEC 27001 requirements: (sections: 11 physical and 
environmental control/14 control sets of Annex A; Information security 
policies; Organization of information security; Human resource security; 
Asset management; Access control; Cryptography; Physical and 
environmental security; Operations security; Communications security; 
System acquisition, development, and maintenance; Supplier 
relationships; Information security incident management; Information 
security aspects of business continuity management; Compliance). 
ISO/IEC 27002:2013 contains advice on how to select the security controls 
in ISO/IEC 27001 requirements. 

o ITU Y 2060/4000 series/IoT see also 2.4.8 (functional requirements for data 
capturing, storing, transferring, aggregating, and processing and 
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provision of services/role description of participants/UPnP of 
IoT/capabilities for integration of cloud computing, big data, security). 

o NIST 800-53/800-53A Rev 4 see also 2.4.7 (Physical and Environmental 
Protection Control Family; Maintenance; Planning; Personnel Security; 
Risk Assessment; System and Communication Protection; System and 
Information Integrity). 

o NIST 800-47 see also 2.4.7 (Security Guide for Interconnecting Information 
Technology Systems; Maintain clear lines of communication; Maintain 
equipment; Manage user profiles; Conduct security reviews; Analyze 
audit logs; Report, and respond to security incidents; Coordinate 
contingency planning activities; Perform change management; Maintain 
system security plans) 

Table 6: Standard Mappings 

Security standards - security catalog mapping 

 

Security 
Category 
Name 

Standards containing control mechanism/rule 

ITU 

 Y 2060/4000 series 

ISO/IEC 27000 Family 
Information Security 
Management 

NIST 800- 
collections 

Updates and 
Patches YES YES YES 

Insecure 
protocols and 
devices 

YES YES YES 

Security 
trainings NO YES YES 

Connected 
Systems YES YES  

YES 
Physical 
access NO YES YES 

Network and 
device 
exposure 

NO YES YES 

Access 
management 
configuration 
and 
encrypted 
key 
management 

YES YES YES 
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The mapping exercise results in two main findings: 

On the positive side, two of the three researched standard 
family/series/collection provide controls or rules for all security threat 
categories in the catalog. This means that sufficient coverage is existing, that can 
be used to create smart building specific processes to counteract the threats and 
reduce vulnerabilities. 

On the other hand, the mapping exercise has shown that it is a challenge and 
time-consuming effort to find the necessary controls within the extensive and 
complex structured standard documentation. All three standards cover several 
thematic areas and are organized in separate documents without a unique 
structure that would allow easy and targeted searching.  

 Sample process 
This subchapter shows an example of a business process for a smart building that 
contains security controls derived from a security standard. The process is 
abstract, meaning that it is not based on a specific smart building organization. 
Instead of departments and persons of an existing organization, simplified role 
models are used to which the tasks in the process are assigned.  

Since the purpose of the sample process is to show how security threats can be 
limited by implementing sufficient controls and how these can be derived from 
standards, the organizational structure is not relevant for this example. The 
threat posed by the implementation of untested new devices in the category 
"insecure protocols and devices" from the security catalog is the basis for building 
the sample process. New devices extend the smart building system or replace an 
existing device from another supplier or series.  

The basic business activities, that are involved into implementing a new type of 
device are: the request (for the device), the business decision (approval and 
budget), purchase and implementation. In case a process would be built from 
these activities without security measurements a high risk for the entire system 
would occur. Therefore, the sample process uses ISO/IEC 27002:2013 to derive 
security measures. The ISO/IEC 27000 family, as shown in subchapter 4.2.2, 
contains controls to cover the full range of security threats identified in the 
security catalog.  

Beyond the sample process in this chapter, the aim was to identify standards 
capable of addressing all security threats in the security catalog, which is not the 
case with ITU standards. NIST standards have been the remaining alternative, 
but due to the higher relevance in Europe, the choice was ISO. ISO/IEC 
27002:2013 provides a much higher detail level for describing the security 
controls than ISO/IEC 27001:2013, therefore the controls of this standard are used 
to extend the sample process with the necessary security level. 
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Security relevant controls for this sample process are shown. 

The example process is shown in Figure 7, followed by a description of the steps 
where security controls have been applied.  

Figure 7 Sample process: security relevant change process for smart building systems derived from 
ISO/IEC 27002:2013 standard (ISO, 2013, pp. 13-66) 
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Sample process tasks and applied controls out of ISO/IEC 27002:2013 

 

Task name: Proceed business approved request 

Applied Control: (i) Control 12.1.2 Change Management (ISO, 2013, pp. 39-40) 

Control details: identification and recording of significant changes   

Rationale for selection: Prior to implement a new device, it must be requested 
and get approved from a business perspective (for example to check if the budget 
is available). This is common to purchase activities in organizations. To add a 
new device or replace an existing one with a new type of that device in a smart 
building system is a change management activity. The related ISO control 
advises to identify and track such changes to make sure the change does not 
cause harm for the assets of the organization. The new device poses a potential 
risk; therefore, this risk must be evaluated and treated accordingly. In the 
example process, this is done by including risk management in the process and 
forwarding the request to a risk manager. This way the planned change and 
related, potential risks, are identified, recorded, and handled. 

 

Tasks name: Perform pre-check for potential risk 

 Match request with inventory 

 Request Security check 

Applied Control: (ii) Control 12.1.2 Change Management (ISO, 2013, pp. 39-40) 

Control details: planning and testing of changes 

Rationale for selection: The task and the application of the control have to be 
seen in conjunction with the following tasks. The risk responsible has been 
informed about a planned change and starts measurements to evaluate, if there 
is a risk existing by matching the requested device type with the inventory of 
existing devices (see details in the following task description). In case the same 
device type has been used previously, there is no risk, as this device type has 
already passed the security check in the past. Otherwise, a security check for the 
new device type by an expert is requested.   

 

Task name: Match request with inventory 

Applied Control: (iii) Control 8.1.1 Inventory of assets (ISO, 2013, pp. 13-14) 

Control details: The asset inventory should be accurate, up to date, consistent & 
aligned with other inventories. 
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For each of the identified assets, ownership of the asset should be assigned, and 
the classification should be identified  

Rationale for selection: The statement about the risk potential resulting from the 
comparison with the inventory of all assets (see previous task description) can 
only be valid if the criteria of the associated control are met. Consequently, the 
application of this control requires and forces the implementation of an inventory 
of all assets, if such an inventory is not yet available. This strengthens the ability 
of smart building organizations to have an overview of all devices in use, so that 
security vulnerabilities can be better identified and eliminated. For example, the 
inventory of assets can be part of BIM (see chapter 2.2.2). 

 

Task name: Perform security check 

Applied Control: (iv) Control 12.1.2 Change Management (ISO, 2013, pp. 39-40) 

Control details: assessment of the potential impacts, including information 
security impacts, of such changes 

formal approval procedure for proposed changes 

verification that information security requirements have been met 

Rationale for selection: If the new device type has not been tested before, this 
decisive step must now be carried out in accordance with the control description. 
The person or team performing the test must have sufficient knowledge and 
experience. 

 

Task name: Implement System Hardware Process 

Applied Controls: (v) Control 9.1.1 Access control policy (ISO, 2013, pp. 19-20) 

(vi) Control 15.1.1 Information security policy for supplier relationships 

Control details: An access control policy should be established, documented, and 
reviewed based on business and information security requirements. 

Asset owners should determine appropriate access control rules, access rights 
and restrictions for specific user roles towards their assets, with the amount of 
detail and the strictness of the controls reflecting the associated information 
security risks. Access controls are both logical and physical and these should be 
considered together. Users and service providers should be given a clear 
statement of the business requirements to be met by access controls. 

Rationale for selection: These controls will be relevant for a number of processes 
in an organization. Implementation of devices, in the context of smart building 
systems, means, among other things, that an internal or external team of people 
needs access to the system. This is generally a highly security relevant activity, 
which is covered by control 9.1.1. In case the implementation of the device is done 
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via an external party, control 15.1.1 (ISO, 2013, pp. 62-63) must be used in 
addition. 

 

Task name: Update inventory 

Applied Control: (vii) Control 8.1.1 Inventory of assets (ISO, 2013, pp. 13-14) 

Control details: The asset inventory should be accurate, up to date, consistent & 
aligned with other inventories. 

For each of the identified assets, ownership of the asset should be assigned, and 
the classification should be identified 

Rationale for selection: Like control 12.1.2. this control is relevant for more than 
one process step. To meet the requirements of the control, the inventory must be 
updated whenever something changes in the smart building system. In the 
context of this process, this means the entry of the new device including all 
relevant parameters.  

 

Task name: communicate change 

Applied Control: (viii) Control 12.1.2 Change Management (ISO, 2013, pp. 39-40) 

Control details: communication of change details to all relevant persons 

Rationale for selection: From the change management perspective, it is 
important that all relevant stakeholders are informed about changes to adapt 
future activities that might be related to the change. How the information is 
passed to the stakeholders and who is a relevant stakeholder depends on the 
individual organization of a smart building and therefore is not described for the 
sample process.  

This subchapter has shown an example of a business process for a smart building 
that includes security controls derived from the security standard ISO/IEC 
27002:2013. Four different controls were identified and assigned to the respective 
tasks.  

In response to Q1.2 (see 1.3) and based on the experience of empirical work, it 
can be said that important criteria for standards are: 

o unified standards  
o easy to find  
o easy to search  
o easy to understand  
o easy to apply 

 

This chapter dealt with security standards in smart building, the security catalog 
mapping, and a sample process. In summary, it can be said that the evaluation of 
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security standards is a challenging task that requires either a great deal of prior 
knowledge or a lot of time. Consequently, mapping is as laborious an 
undertaking as deriving a building-specific process from a standard. 
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5 Conclusions 
 

Smart buildings are an emerging global trend that is rapidly advancing with 
Industry 4.0 and digitization. Through the growing use of IoT, for example, low-
cost sensors and wireless technologies, smart buildings are progressively 
confronted with security threats. In a complex environment of a smart building, 
where each device could theoretically interact and collaborate with every other 
device and share historical and real-time data, security is crucial. 

In such smart buildings, there is not only the technology but also complex human 
interaction between several tenants, building organization, building 
management, facility management, smart building owners and third parties all 
acting internally and externally. Furthermore, social, organizational, and human 
factors are key elements, even if ownership and liability are not always obvious. 

This thesis analyzed the threats for smart buildings with focus on the human in 
the loop. The main question addressed in this paper is: How can security 
standards counteract the security threats for smart buildings, caused by human 
interaction and the complexity of organizational structures? 

To this end, a detailed overview of the background and fundamentals of smart 
buildings was first given, providing an in-depth look at building management 
systems, IoT and cloud computing. Also, BIM was described in the chapter 
related work. The Implementation of BIM in existing buildings is at a nascent 
stage and a lack of standardization in this field was also reported, but this was 
not the focus of this thesis. 

The literature research conducted in this thesis has shown that in many cases 
vulnerabilities are caused by human error, such as ignorance, sloppiness, 
disinterest, little or no security training or awareness, improper use, negligence, 
exploitation of personal electronics or data storage devices. This human 
misconduct can be found among employees of individual companies in a smart 
building as well as among operators and employees who are responsible for the 
smart building, but also among third-party suppliers.  

Although the existing literature shows that security threats for smart buildings 
caused by human misconduct are a highly relevant issue, there is little distinct 
scientific work on the subject. 

Before the literature search was conducted, it was not evident that there was 
neither a clear word nor a term for this vulnerability caused by the human factor 
and the complexity of organizational structures in a smart building. Further 
research is needed here, and a term needs to be defined. As well a distinct 
thematic area like “security in smart buildings” does not exist. 

There has been little or no evidence for factual cases, which does not limit the risk 
for smart buildings. On the contrary, it increases the risk because the topic is 
scarcely visible and therefore might be underestimated by smart building 
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organizations. It is concluded that many of these incidents are not reported by 
smart buildings organizations because they fear reputational disadvantages by 
making organizational shortcomings public. Besides, incidents caused by human 
misconduct are often combined with vulnerabilities that have a merely technical 
background. Technical vulnerabilities are easier to describe, track, and classify, 
and are usually not directly related to the smart building organization. Therefore, 
available use cases tend to focus on the technical part while the root cause of 
human misconduct is not reported.  

In the qualitative content analysis, a threat catalog was created from the obtained 
data, which shows the threat potential for various resources of smart buildings. 
The collected threats have been clustered into seven categories to provide a better 
overview and enable the following matching with security standards.  

The purpose of the matching of catalog categories with standard controls, rules, 
or patterns was, to find out, if or to which extent existing standards provide 
adequate information, how to handle the security threats that apply for an 
individual smart building organization. The information found in the standards 
should enable smart building organizations to derive individual processes to 
counteract security gaps and reduce or mitigate vulnerabilities.  

Standards from relevant international standards organizations have been 
considered for the mapping. Most mapped standards contain the required 
information but lack to enable smart building organizations to derive adequate 
processes from it. One reason for this is the extensive and complex structure of 
standards which is fragmented into multiple parts and therefore difficult to 
browse and overview. Smart buildings would benefit from a uniform standard 
to avoid security risks that arise from the complex interplay between the 
technologies in use and the people and organizations which are involved. 

A sample process was design and a standard from the ISO family was used. The 
designed process was not based on a specific smart building organization. 
Instead of departments and persons of an existing organization, simplified role 
models were used, to which the tasks in the process were assigned. Four different 
controls were identified and assigned to the respective tasks. By creating the 
sample process and working out which clauses and controls to apply, it can be 
said that mapping is as laborious and undertaking as deriving a building-specific 
process from a standard. Due to the complexity, the implementation of these 
standards requires specific internal or external expertise. Given that smart 
buildings are cost effective, these small to medium sized businesses cannot afford 
to buy multiple standards and hire experts to apply them properly.  

Even if the affected systems can withstand attacks from a technical perspective, 
human interaction in a complex smart building environment will remain the 
weakest link in this network.  

The most important contribution of this thesis is a security catalog compiled from 
the obtained data, which shows the threat potential for various resources of smart 



74 

buildings. This security catalog can be used by smart building organizations as a 
model to identify threats and vulnerabilities for their specific situation, which is 
an important step in the security risk assessment process. 

Summarizing, the security threats related to human misconduct are a highly 
relevant risk for smart buildings but are often underestimated by those 
responsible because the topic is invisible. The actors involved must recognize that 
this type of threats does not disappear when it is negated or when people look 
away. Since it affects people, but also originates from people, it is important to 
increase knowledge about risky behavior.  

The implementation of state-of-the-art processes by the smart building 
organization is a good approach to reduce these risks. Although security 
standards contain the information from which such processes can be derived, 
they lack a suitable method to make this information easily accessible, 
considering the limited resources of smart building organizations.  
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6 Future Work 
 

The European Union is striving for the uniformity of standards. Due to the 
immense number of standards available on the market and the difficulty of 
coordinating with all EU member states for each standard, decisions take a long 
time and often the submission of the standard is rejected or withdrawn. A 
stronger cooperation between industry and the standardization organization 
should be a future goal so that there are uniform standards that are easily 
accessible and understandable and thus also easy to use for operators of smart 
buildings.  

Moreover, it might be interesting to investigate deeper how human interaction 
in smart buildings takes place in everyday life. Furthermore, smart buildings 
give rise to new highly specialized professions. Research on the roles and 
responsibilities or on what educational pathways are required, would contribute 
to the development of these professions. 

Also, additional surveys are necessary on how BIM can be integrated into 
existing buildings as the cornerstone of a smart building.  

Because of the limitation to the maintenance/operational phase in smart 
buildings of this thesis, future research proposals that address the limitations of 
this study should be considered. Since it is such a current topic and even more 
and more smart buildings will be built in the future, more scientific work has to 
be done on this topic.  
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