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CTSC started five 
years ago.

One of my first 
talks was here at 
ISI.

What did I get right 
and what do I wish 
I knew then?

*For simplicity, I’ll use “I” a lot in this talk, but 
my co-PIs and the CTSC team contributed 
much to this understanding then and now. 

Full 2013 talk:
http://www.vonwelch.com/pubs/CTSC-ISI-MAR2013
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First, what is CTSC?
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Andrew Adams, Kay Avila, Jim Basney, Robert Cowles, Jeannette Dopheide, Terry Fleury, Grayson Harbour, 
Randy Heiland, Elisa Heymann, Craig Jackson, Scott Koranda, Mark Krenz, Jim Marsteller, Prof. Barton Miller, 

Warren Raquel, Susan Sons, Amy Starzynski Coddens, Von Welch, John Zage
http://trustedci.org/who-we-are/



 

Center for Trustworthy Cyberinfrastructure
The NSF Cybersecurity Center of Excellence

Mission 

Provide the NSF community a coherent 
understanding of cybersecurity’s role in producing 

trustworthy science and the information and 
know-how required to achieve and maintain 

effective cybersecurity programs.

5



 

6

CTSC Initial 
funding

2012 2016

2013 2017

Restarted NSF 
Cybersecurity 

Summit

Funding as NSF 
Cybersecurity Center of 

Excellence

5th NSF Cybersecurity 
Summit organized. 

Requests for 
engagements surpass 

our ability.
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We don’t make the technology,
We help you make sense of it.

Provides cybersecurity 
leadership and guidance.

Helps community tackle 
problems and form 
consensus.

http://security.ncsa.illinois.edu/s3i2/



 

CCoE Thrusts

Sharing Knowledge
Guide to Developing Cybersecurity Programs for NSF Science 
and Engineering Projects, Identity Management Best 
Practices, Cyberinfrastructure Vulnerabilities, Training, OSCRP

Building Community
NSF Cybersecurity Summit, Monthly Webinars, Blog, Email 
Lists, Partnerships, Benchmarking Survey

Collaboration to Tackle Challenges: Engagements
LIGO, SciGaP, IceCube, Pegasus, CC-NIE peer review, DKIST, 
LTERNO, DataONE, SEAD, CyberGIS, HUBzero, Globus, LSST, 
NEON, U. Utah, PSU, OOI, Gemini, Array of Things, IBEIS, 
SciGaP, US Antarctic Program...
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CTSC Engagements



 

Back to that talk from 2013...
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A key missing attribute: 
project lifecycle.

Projects have very different 
needs and methods of 
engagement at different 
stages.
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Who know who 
else is in the NSF 
ecosystem?

NSF

FacSec, LFO, 
OCA are all key.

Program officers 
need to 
understand 
cybersecurity too.

Plus NSF runs CI:
US Antarctic Program.
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Too much emphasis on 
managing risks.
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1. Select a reasonably scoped, prioritized, and evidence-based 
baseline control set.

E.g. CIS Critical Security Controls (aka the Top 20). 
2. Determine the relevance, feasibility, and current 

implementation state of these controls.
3. Fill gaps (unique/unusual science CI) with analysis-based 

controls.
E.g. https://trustedci.org/oscrp/

From my 2017 NSF Cybersecurity 
Summit update...

Translation: Do a good baseline set of 
cybersecurity controls, but be flexible, and then 
worry about the advanced stuff.
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All of these are true.

But I missed 
some things...
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Health data is pushing its way into research computing, 
either in NSF science directly or via NIH $$$ to research 
computing sites.
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Cybersecurity matters 
because if we don’t do it, 
someone else will tell us 
how to do it.
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The criminals figured out how to 
make all data valuable to them.
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I don’t think of myself as an 
optimist, but oh boy...
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https://www.darkreading.com/risk/security-no-mans-land/d/d-id/1139036

What makes a cool URI?
A cool URI is one which
does not change.

What sorts of URI change?
URIs don't change:
people change them

https://www.w3.org/Provider/Style/URI

A moment 
of silence 
for a fallen 
URL.
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All organizations 
are now big 
enough to be 
interesting 
thanks to 
Ransomware.

(But they all still cannot afford specialized IT 
security staff.)
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Successes: Cybersecurity summit, CPG, OSCRP, some 
projects sharing their experiences, etc.

At trustedci.org

Ongoing challenges: 
Projects still hesitate 
to share operational 
details - only some 
breaches talked 
about.
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I don’t think of myself as an optimist, but oh boy...
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Very hard to bridge research and operational communities. 
Takes a very active person spending lots of time engaging 
with both communities.

Other in 
community 
having an impact. 
e.g. Florence 
Hudson and Alec 
Yasinsac.
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Research workflows are challenging. 

Services targeting research are having an impact.

Others are sometimes difficult to apply.
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Making these 
services useful 
for the NSF 
community, 
without a lot of 
dedicated IT 
security 
professionals, is 
challenging.
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Our Mission Now... 

Provide the NSF community a coherent 
understanding of cybersecurity’s role in producing 

trustworthy science and the information and 
know-how required to achieve and maintain 

effective cybersecurity programs.
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Maybe the only 
slide I would not 
change.
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This is still true.

But needs to change. We are starting to 
push the 
community that 
some things - 
baseline controls, 
budget - just 
need to be 
standard.
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These plus...

Early stage 
projects need 
ongoing advice 
rather than a 
challenge 
addressed.

Assessments 
versus creation.

General vs 
specific (code 
review, IdM).

Paid for services: Some projects 
would rather pay for our services 
than take best effort. 
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If a principle were 
easy to do, it 
wouldn’t need to 
be a principle.

Project management is key.

Red flags: lack of commitment, solving the wrong problem, 
change of personnel.
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Early days: we’re 
drumming us 
business and 
supply outpaced 
demand.

Now: More demand for engagements than we deliver on. 
Need to choose - this is hard. Basically we’re a review 
committee - need to be transparent, clear, and prepared to 
deal with upset rejected applicants.
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Hard: Takes someone who knows 
both teaching to students and NSF 
CI cybersecurity.
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The big challenge is finding venues. It’s hard to get 
cybersecurity training into general CI conferences or 
material. Most of our training is through the NSF 
Cybersecurity Summit and occasional PI meetings.

We found lots 
of pend up 
demand for 
training.
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Some last thoughts….
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It takes time to build 
trust.

Around year four the 
community started to 
really trust us.
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The annual NSF Cybersecurity Summit is critical to 
building our community.
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Our best metric is client satisfaction.

Community survey to measure long-term impact.

Hard to get consistent survey responses.

Metrics
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Leadership

We are shifting from serving the community to 
leading the community - e.g. setting expectations.

In five years I’ll know more about this...
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NSF makes >500 
awards each year at 
$1m+.

We will never grow big 
enough to impact them 
all.

Our strategy: empower 
university information 
security offices to 
support all forms of 
research.
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Many Thanks!

The whole CTSC team, past and present.

NSF: Anita, Kevin, Cliff, Irene, FacSec, and the LFO.

NSF Cybersecurity Summit PC, presenters, and attendees.

The CSTC advisory committee, past and present.

Enagees and other clients.

Collaborators: SGCI, ESNet, AARC, I2, STEM-TREK.

Everyone else who has supported, advised, and helped us.
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