
 

 

  



IMPROVED MATCHING OF CYBERSECURITY PROFESSIONALS’ 
SKILLS TO JOB-RELATED COMPETENCIES: AN EXPLORATORY 

STUDY 
 

 

by 

John S. Galliano 

 

 

JAMES O. WEBB, JR, Ph.D., Chairperson of Dissertation Committee 

SANDRA FONSECA-LIND, D.B.A., Committee Member 

KATHLEEN M. HARGISS, Ph.D., Committee Member 

 

 

A Dissertation Submitted in Partial Fulfillment 

of the Requirements for the Degree 

Doctor of Information Assurance 

 

 

University of Fairfax 

August 2017

 

  



COPYRIGHT STATEMENT 

Copyright 2017 John S. Galliano 

 

All rights reserved.  No part of this publication may be reproduced, stored in a retrieval system 

or media, or transmitted, in any form or by any means, electronic, mechanical, photocopying, 

recording, or otherwise, without the prior written permission of the author.  



ABSTRACT 

 

 

 

 

Despite the documented shortage of cybersecurity professionals, there is scant rigorous evidence to 

inform managers and organizations on the most effective ways to assess candidate original 

contribution to knowledge was to begin addressing this knowledge gap by conducting a Delphi 

design study and to assay the consensus of a panel of experts in the State of Hawai’i using 

unstructured, open-ended interviews and two rounds of online surveys were used to investigate 

how hiring managers evaluated cybersecurity candidates for job openings.  Cybersecurity expert 

practitioners were recruited from the Information Systems Security Association Hawai’i chapter.  

During the interviews peer reviewed/pilot tested questions were presented to the panel experts, 

designed to ascertain the qualities and practices that were deemed sufficient and which methods if 

any, could be improved.  The researcher analyzed expert narrative using a structured qualitative 

method and thematic analysis and documented the expert’s reasoned opinions.  The findings 

revealed the cybersecurity qualities, assessment techniques, and practices that can help to 

efficaciously assess candidates.  The findings may also inform the development of hands-on 

exercises and other candidate assessment materials and policies. 

Keywords: Assessment, candidate, certification, competencies, cybersecurity, evaluation, 

experience, job openings, matching, qualifications, skills, social interaction, soft skills.
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Chapter 1 

Introduction

 

 

 

Since the rise of the Internet, society has moved to conducting large portions of life and 

business online, resulting in entire industries dis-intermediated and galvanizing William Gibson’s 

famously coined term ‘cyberspace’ from the 1984 novel Neuromancer, into the public 

consciousness.  Accordingly, protecting cyberspace has grown dramatically in importance 

(Baller, Dutta, & Lanvin, 2016; Hanouz, 2016) producing a historical demand for skilled 

cybersecurity professionals that has outstripped available supply (Cisco, 2015; Furnell, Fischer 

& Finch, 2017; Kauflin, 2017).  In addition, the advanced skills needed to operate effectively in 

the cybersecurity field can require years of honing and refinement (Anderson, 1982; Assante & 

Tobey, 2011; Baker, 2016; Conklin, Cline, & Roosa, 2014; Libicki, Ablon, & Webb, 2015).  

Therefore, evaluating the candidate to job opening match in the hiring process may be crucial to 

an organization’s overall ability to effectively secure its’ cyberspace and protect its’ intellectual 

property and critical information assets. 

Operating in and defending cyberspace is predicated upon the availability of highly 

skilled cybersecurity professionals (Libicki et al., 2015; Choucri & Jackson, 2016) while at the 

same time the tactics, techniques, and procedures continually evolve and new vectors of cyber-

attack arise (Applegate, 2012; Harris & Morris, 2016).  In a 2016 report detailing critical global 

risks, the World Economic Forum found that three of the four technology-related risks were 

directly attributable to cybersecurity: the breakdown of critical information infrastructure and 

networks, large-scale cyber-attacks, and the massive theft of data (Hanouz, 2016).  
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Concordantly, the number and frequency of data breaches and cyber-attacks (Moyle & Loeb, 

2017), a patchwork of legal and regulatory requirements (Thaw, 2012), and the deficit of 

cybersecurity talent (Lewis & Timlin, 2016) have challenged organizations to keep pace in the 

digital world of cyberspace.   

The complexity of the cyber threatscape and the need for advanced skills coupled with 

the worldwide shortage of cybersecurity personnel (Mclaughlin, Arcy, Cram, & Gogan, 2017; 

Spidalieri & Kern, 2014; Weiss, Boesen, Sullivan, Locasto, Mache, & Nilsen, 2015) and the fact 

that organizations are not filling applicant pools with sufficient qualified candidates (Mclaughlin 

et al., 2017; Moyle et al., 2017) highlight the importance of improved approaches to recruiting, 

selecting, and hiring skilled cybersecurity professionals in general and in selecting the right 

people (Campbell, Saner, & Bunting, 2016) in particular.   

The critical need to match the right candidate to the right job opening captures the 

importance of conducting research to transform the evaluation of cybersecurity candidates within 

the overall hiring process.  Therefore, relying on old or inefficient methodologies and practices 

may not provide the best approach to finding and matching cybersecurity skills and talent to job 

openings in the resource constrained 21st-century business environment.   

 This chapter provides an introduction including the context of the study, the background 

of the study, the problem statement, the purpose of the study, related research questions, 

accompanying definitions, and a conceptual framework for the study.  Establishing the 

background of the study will lay the groundwork for the problem statement. 

1.1 Background 

 

 A recent SysAdmin, Audit, Network, and Security Institute (SANS) Incident Response 

survey focused on cybersecurity talent, revealed two-thirds of 507 respondents cited staffing and 
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skills shortages as the number one impediment (Torres & Williams, 2015) faced by 

organizations.  LeClair, Abraham, and Shih's (2013) data demonstrated that most of the 12,396 

information security managers surveyed perceived a shortage of cybersecurity personnel, and 

Mclaughlin et al. (2017) revealed that most managers attributed the problem to an inability to 

find candidates that were qualified for information security matters.  Further, these managers felt 

the challenge in finding appropriate information security professionals was a primary factor in 

under-staffing.  In addition, and further accentuating the shortage, the Information Systems Audit 

and Control Association (ISACA) 2017 Workforce Study established that many corporate job 

openings received from 60 and as high as 250 applicants while only 59% of the surveyed 

organizations received five or more cybersecurity applicants (Downs, Angichiodo, & Marano, 

2017).  This stark contrast between many corporate jobs and cybersecurity positions underscores 

the earlier perceptions of managers across the industry. 

Complicating the under-staffing challenge is the dire need to implement and maintain an 

adequate security posture within an organization.  Finding the cybersecurity professionals that 

can inculcate and successfully translate security into meaningful business requirements while 

also protecting the privacy of individuals and an organization's intellectual property is a non-

trivial task (Hasib, 2014).  In response to these needs and to protect and defend sensitive 

information and systems from internal and external threats, organizations have steadily allocated 

increased resources to staffing and personnel (Filkins & Hardy, 2016).  While apportioning 

added resources to the problem is an improvement, the research needed to focus those resources 

is lacking and may represent a crucial gap for many organizations. 

Locating the personnel with the requisite skills and talent is but a single challenging 

aspect of the problem.  Inefficient hiring practices that contribute to poorly matching candidates 
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to job openings represents another important financial burden to organizations.  The Harvard 

Business Review declared nearly 80% of all employee turnover is the result of poor hiring 

practices (Morgeson, 2015).  Per the U.S. Department of Labor, the estimated average cost of a 

bad hire can equal 30% or more of an individual's first year compensation (Holmes, 2013).  

Other researchers including Morgeson believe the cost is higher, in the range of 50 to 150% of 

annual salary representing a meaningful opportunity for improvement.  For a single cyber 

professional salaried at $120,000 per annum, the sunk cost can potentially reach $36,000 or more 

to replace a single employee.  Further, Morgeson found that candidates who are a better fit to a 

job opening are more likely to remain in the organization, thus decreasing staff turnover.   

 Failing to adequately match cybersecurity candidates to job openings can be costly 

(Yager, 2012) but also disruptive to an organization.  A poor match may result in degradation or 

failure of the mission or business purpose.  An investigation by PriceWaterhouseCoopers 

disclosed that failed hires led to missed opportunity costs, increased compensation costs, lowered 

workforce morale, and lengthened hiring time lines (Morgeson, 2015).  Based on data that 

revealed one-third of 2,100 executives surveyed felt inefficient skills matching was the leading 

cause of failed hires, selecting candidates remains too dependent on individual judgment based 

on outdated hiring methods (Maurer, 2015).  The effects from burgeoning demand combined 

with inadequate skills to job matching represents a real-world problem worthy of research. 

Throughout this study, the relevant justification for the research methods employed and 

the use of a Delphi design based on established research will be provided.  With the introduction 

and background of the study established, the problem statement can now be articulated. 

1.2 Problem Statement 

 

Organizations have multiple challenges in recruiting, selecting, and hiring skilled 
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cybersecurity professionals (Campbell et al., 2016; Dunsmuir, 2015; Fourie, Sarrafzadeh, Pang, 

Kingston, & Watters, 2014; Lo, 2015; Morris & Waage, 2015; Vogel, 2015).  Many researchers 

(Campbell et al., 2016; Kessler & Ramsay, 2013) have found that matching cybersecurity 

professionals' skills to job-related competencies is a challenging and error-prone activity (Tobey, 

2015) for hiring managers and may lead to poor on-the-job performance, costly failed hires 

(Yager, 2012; Klosters, 2014), and could degrade or compromise an organization’s mission. 

Kessler et al. (2013) and (Campbell et al., 2016) supported the idea that hiring the right 

cybersecurity professional for the right cybersecurity job opening is an essential organizational 

responsibility.  Conversely, when errors in matching candidates to jobs occur, the repercussions 

are felt by management, staff, customers, and other stakeholders.  In addition, organizational 

operations may become degraded or compromised.  Unfortunately, scant empirical research 

exists that supports the identification of the assessment qualities deemed essential in the 

matching of cybersecurity candidates to job openings.   

1.3 Purpose 

 

The goal of this qualitative exploratory study was to investigate the opinions among 

cybersecurity Subject Matter Experts (SMEs) in the State of Hawai’i leading to consensus 

regarding the identification and assessment of the qualities that are most effective when 

evaluating cybersecurity candidates for job openings.  Studying the qualities that hiring 

managers should assess to achieve a useful candidate to job opening fit is a first step to 

developing an improved approach to mitigating failed hires, optimizing human capital resources, 

and facilitating the organization's ability to operate in and defend its’ cyberspace.   

The exploratory method selected for this study was based on the purpose to examine how 

the experiences, opinions, and perceptions of cybersecurity SMEs understood the need to address 
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the matching of skills to job openings.  In this study, the researcher leveraged the general study 

population and research site to address the research problem through an integrated and 

successively refined series of interviews and questionnaires to build consensus (Carlton & Levy, 

2015; Fletcher & Marchildon, 2014).   

The research was conducted among a sample of cybersecurity experts using a Delphi 

design to explore and evaluate consensus in determining the essential qualities for employers to 

assess in cybersecurity candidates, ranking and confirming these qualities, and asked for 

suggestions on the methods to use in evaluating and assessing these qualities.   

Selection of an appropriate research site was evaluated from among the information 

security oriented professional organizations with active chapters located in the State of Hawai’i.  

Four groups were considered:  ISACA Hawai’i, the International Information System Security 

Certification Consortium (ISC)2 of Hawai’i, the Information Systems Security Association of 

Hawai’i (ISSA-Hawai’i), and the Hawai’i Information, Communications, and Technology 

Association (HICTA).  ISSA-Hawai’i represented the optimum choice based on: (1) a relatively 

large active population when compared to the other groups, (2) a salient mixture of information 

security, information assurance, (3) cybersecurity professionals from a broad swath of industry in 

the State of Hawai’i, that included personnel in both technical and management roles, and (4) the 

researcher possessed pre-existing and established relationships with the membership. 

 ISSA-Hawai’i was chartered in 1992 as a not-for-profit professional security association 

comprised of security practitioners and management personnel devoted to furthering the 

profession of information security and cybersecurity in the State of Hawai’i (ISSA-Hawai’i, 

2016).  Headquartered in the metropolitan area of Honolulu on the Island of Oahu, the chapter is 

comprised of approximately 100 active members devoted to furthering the profession of 
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information security and cybersecurity in the State of Hawai’i (ISSA-Hawai’i, 2016).  ISSA-

Hawai’i offers educational and networking opportunities that enhance the knowledge, skills, and 

professional development of the membership. 

The membership of ISSA-Hawai’i (2016) includes cybersecurity practitioners involved in 

hiring cybersecurity personnel across the public and private sectors that represent many different 

industry sectors and a wide array of businesses and organizations.  The membership includes 

those involved in and affected by the recruiting, selecting, and hiring of skilled cybersecurity 

personnel. 

 This study was conducted in the second and third calendar quarters of 2017.  Study 

participants were selected based on the cybersecurity industry experience criteria found in 

Subsection 3.1, Table 2:  holds a particular cybersecurity related job title (Sherman et al., 2017); 

holds one or more industry-recognized certifications (Furnell et al., 2017); holds a formal 

educational degree in, or teaches cybersecurity, information security, or information assurance 

(Ogbeifun et al., 2016; Sherman et al., 2017); organizes, volunteers, or participates in 

cybersecurity competitions or exercises (Ricci & Gulick, 2017); or has contributed peer reviewed 

academic quality publications on the topic of cybersecurity (Janke, Kelley, Sweet & Kuba, 

2016). 

1.4 Significance of the Study 

 

Given the well documented increase in the importance of cybersecurity in organizational 

activities and the industry consensus on a shortage of cybersecurity professionals (Vogel, 2015), 

the relevance of this study is substantial.  Defending the network, protecting intellectual 

property, and safeguarding sensitive data requires high level cybersecurity expertise (Libicki et 

al., 2015).  Staying relevant and competitive in the marketplace (Fazel-Zarandi & Fox, 2012; 
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Finch, Hamilton, Baldwin, & Zehner, 2013) is an additional and equally important driver.  Both 

areas demand an ongoing, concerted effort on the behalf of organizations to identify highly 

trained and experienced personnel so that personnel are effectively matched to the right job 

openings (Campbell et al., 2016). 

This study fills a gap in the cybersecurity and information security research field by 

determining the qualities important to the matching of cybersecurity candidates’ skills to job 

openings and in identifying which practices and techniques are effective and can be improved.  

The original contribution to knowledge of this study was to begin addressing this knowledge gap 

by conducting a Delphi design study and seeking the consensus of a panel of experts in the State of 

Hawai’i.  The study findings were expected to clarify the most important qualities that hiring 

managers should evaluate when assessing and matching candidates to cybersecurity job openings 

as determined by SMEs in the State of Hawai’i through consensus judgment.  Further, 

investigating the practices and techniques suggested by the same SMEs in matching 

cybersecurity candidates to job openings may enable organizations to make the most of a 

constrained supply of candidates and limited budgets in defending and protecting cyberspace. 

 The research is significant to the practice due to an identified gap in the literature that 

exists in the matching of cybersecurity candidates to job openings and because of the real-world 

importance to the cybersecurity industry.  Insights gained from this study will benefit 

organizations in recruiting, selecting, and hiring skilled cybersecurity professionals and 

businesses by way of improved cybersecurity personnel hiring practices.  Practitioners who can 

create or revise the policies and practices used to match skills to job openings based on the study 

results may benefit.  Cybersecurity candidates whose experience and improved ability to assess 

and evaluate readiness, to recognize strengths and weaknesses, and to cultivate the knowledge, 
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skills, and abilities (KSAs) needed to obtain the job or position of choice may also benefit. 

 The study is valuable to future researchers because the findings presented here may be 

used as normative reference data for conducting new or supplementary research, or in testing the 

validity of the current findings.  This study may also provide background of the factors deemed 

relevant by SMEs when matching cybersecurity candidate's skills to job openings.  The results 

may inform the practice of educators in the field by providing pertinent information for programs 

and curriculum to develop the skills deemed indispensable to the cybersecurity industry.  Finally, 

the entire security community will benefit by the publication of this original research. 

1.5 Nature of the Study

 

Given the imperative of cybersecurity defense, organizations have a bona fide need to 

improve the recruiting, selecting, and hiring of skilled cybersecurity professionals.  This 

exploratory research study investigated consensus techniques and practices that hiring managers 

used to evaluate and assess candidates' skills.  The purpose was to build understanding of the 

qualities that SMEs believed essential in matching cybersecurity skills to job openings and the 

practices that may strengthen or improve the matching process. 

 Preliminary research uncovered limited accessible and available data.  In addition, 

variables were not enumerated or well defined, thus quantitative methods and mixed methods 

were not suitable for this study.  The study utilized exploratory inquiry in a qualitative approach.  

Fletcher et al. (2014) noted that while the Delphi method is typically perceived as primarily 

quantitative in application, modifying traditional Delphi designs may contribute to improved 

qualitative understanding.   

In contrast to purely quantitative or mixed methods studies, this study will not use 

identifiably independent or dependent variables, nor hypotheses.  Rather, as noted by Ogbeifun, 
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Agwa-Ejon, Mbohwa, and Pretorius (2016), the Delphi technique is a hybrid approach that 

bridges the traditionally accepted and well defined qualitative and quantitative study 

methodologies.  Utilizing a hybrid approach, the researcher can integrate elements of both 

qualitative and quantitative methodologies to achieve improved alignment with a research 

problem.  Regarding data analysis, the emphasis for this study was placed on non-numerical, 

opinion-based data interpreted using thematic analysis and pattern matching coupled with 

simplistic statistical methods (Avella, 2016). 

Respondents were selected using purposive expert sampling following the examples of 

other researchers (Baker & Edwards, 2012; Fletcher et al., 2014) who selected sample frames 

from predefined criteria.  For Delphi design studies, Day and Bobeva (2005) first established that 

participants should also be recognized as SMEs in one or more of the areas of expertise, 

knowledge, occupation, qualification, and position according to predefined guidelines.  The key 

constraint was for the researcher to enumerate these predefined criteria before the data collection 

phase began.  Thus, the process of building consensus via a first round that consisted of 

qualitative, open-ended interview questions, followed by a more quantitative-like definition and 

ranking in the two subsequent rounds was wholly appropriate (Avella, 2016; Carlton et al., 

2015). 

The researcher explored the development of consensus in determining the essential 

qualities for employers to assess in candidates, ranking and confirming these qualities, and asked 

for suggestions on the methods to utilize in evaluating and assessing these qualities.  A 

qualitative study methodology using a Delphi design accomplished the exploratory inquiry in 

building consensus among a panel of experts and led to important new insights regarding the 

research problem.  To provide added insight into the study’s purpose, the research questions will 
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now be discussed. 

1.6 Research Questions 

 

Evaluating a candidate to determine the degree of fitness for a job opening has 

historically been more of a subjective than an objective process, one fraught with personality-

driven judgments and in some cases insider favoritism.  The overall goal of this research was to 

offer organizational managers and personnel involved in the hiring process improved insights 

and methods to assist in objectively determining how well candidates meet the skill and 

competency requirements of cybersecurity job openings. 

Traditional candidate evaluation methods relied primarily on human judgment and 

knowledge measurement as promulgated by McClelland (1973).  McClelland’s seminal work 

likened the process of assessing readiness to obtaining a driver's license.  By design, examiners 

required a hands-on demonstration of driving ability in addition to a knowledge-based 

examination.  McClelland's argument is no less relevant and compelling today.  Not unlike 

driving a car, performing many cybersecurity job functions requires certain advanced skills and 

capabilities that are best assessed through hands-on or simulated demonstrations (Assante et al., 

2011; Libicki, Senty, & Pollak, 2014) that go beyond mere comprehension based examinations. 

Assante et al. (2011) and Conklin et al. (2014) defined a cybersecurity professional as a 

person that had amassed 10,000 or more hours of practice in the trade, while Anderson’s (1982) 

seminal work asserted that to achieve a reasonable level of cognition for a single skill requires 

100 or more hours of practice.  Taken together, these two definitions capture the substance of the 

experience component that goes well beyond basic knowledge or even that of many certification 

examinations. 

More recent investigation suggests the perceptions of cybersecurity practitioners are a 
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prime factor in organizational employment screening and candidate selection (Libicki & Senty et 

al., 2014) while Khan, Masrek, and Nadzar (2015) observed that it is essential to evaluate a 

candidate’s skills prior to selection.  Based on these findings, it is appropriate to evaluate the 

perceptions among practitioners as part of cybersecurity candidate assessment during the hiring 

process.  The current study proposes to investigate the problem using the cybersecurity body of 

knowledge and the extant literature, and to help bridge the gaps in the literature regarding the 

need for improved matching of cybersecurity candidates’ skills to job openings via the following 

research questions.

Research Question: What qualities do subject matter experts in the State of Hawai’i 

perceive as important in matching cybersecurity professionals' skills to job-related 

competencies? 

 

Issue Question 1: Which practices and techniques that subject matter experts in the State 

of Hawai’i use for matching skills to job-related competencies can be deemed sufficient? 

 

Issue Question 2: What practices and techniques for matching skills to job-related 

competencies do subject matter experts in the State of Hawai’i feel can be improved? 

 

1.7 Conceptual Framework 

 

Building on the existing research this exploratory study sought to better understand the 

effective practices used to match cybersecurity candidate’s skills to job openings and the 

practices and techniques by identifying the experiences of cybersecurity professionals in the 

State of Hawai’i.   

The broad theoretical area in which the research falls within the cybersecurity field is 

inexplicable given the recency of the emerging cybersecurity field.  Kleinberg, Reinicke, 

Cummings, and Tagliarini (2015) declared that cybersecurity does not have an identifiable 

theoretical basis as such.  Nonetheless, organizations must defend information, information 

systems, and networks from a growing number of threats and the increasing frequency of attacks, 
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while simultaneously confronted by an explosion of technology and a shortage of cybersecurity 

personnel.  Kleinberg et al. (2015) advanced an approach similar to that of the area of 

responsibility of USCYBERCOM, one not restricted by physical or geographic boundaries per 

se, but encompassing all dimensions of cyberspace.  Indeed, Stiennon (2015) among many other 

academics and scholarly writers described cybersecurity as the fifth domain of warfare.   

Even so, the theoretical framework for this study is modest and related to the 

identification and assessment of the qualities that are most effective when evaluating and 

matching cybersecurity candidates for job openings and is represented in Figure 1. 

 

Figure 1. Theoretical framework of the current study. 

  

 The framework represents the conceptual thinking behind matching cybersecurity 

candidates’ skills to job openings.  The conceptual framework is premised on the research and 

literature review coupled with SME’s knowledge, experiences, and consensus forming the two 
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primary criteria used to determine the most essential qualities of cybersecurity candidates in 

ensuring an adequate skill to job opening match.  The conceptual framework here is rooted in the 

seminal work of McClelland’s (1973) aptitude based approach to skills assessment and Tobey’s 

(2015) employment of job performance modeling. 

 Cybersecurity can be characterized contemporaneously by a plethora of important issues, 

perspectives, and controversies in the field including the areas of attack attribution, big data 

analytics, cyber conflict and warfare, engineering secure software and systems, identity 

management, information provenance, insider threats, machine and artificial intelligence, 

predictive and large-scale surveillance, and threat intelligence and sharing.  Each of the areas 

shares at least two common themes: the need for further research and the need for a well-trained 

and professional cybersecurity workforce.  The focus of this research is on enabling 

organizations to match cybersecurity candidates’ skills to job openings to maximize the 

effectiveness of every hire. 

The challenge of traditional hiring methods is a heavy reliance on human judgment. 

Macan (2009) observed that interviews are favored among organizations worldwide as an 

employment screening and selection methodology.  Other researchers have found that an 

emphasis on the knowledge component of screening methods (McClelland, 1973; Kuncel, 

Klieger, & Ones, 2014) occurs at the expense of competence. 

 Administering an examination or technical interview primarily focuses on measuring 

knowledge but asking a candidate to demonstrate a skill focuses on competence.  From this 

perspective, competence expresses the additional expertise inherent in the proficiency of hands-

on skills (Winterton, Delamare-Le Deist, & Stringfellow, 2005). 

 Skills are characterized by Upton and Trim (2013) and Carlton; et al. (2015) as the sum 
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of knowledge and ability coupled with experience (hands-on performance) while Tobey (2015) 

defined competency as the application of skills to successfully complete the specific tasks 

required by a role or function.  Competency then can be described as the refinement and 

application of skill over time (Tobey, 2015).  Traditionally, those involved in the hiring process 

have matched candidates to job openings by assessing knowledge as an indicator of competence 

(Andel & McDonald, 2013; Setalvad, 2015) which may fall short as a relative measure and may 

contribute to the underlying problem of the current research effort. 

 The difficulty of matching professional skills to job-related competencies and the 

potential for degraded on-the-job performance also affects cybersecurity professionals with 

specific high level skills (Campbell, O'Rourke, & Bunting, 2015; Potter & Vickers, 2015; 

Radermacher, Walia, & Knudson, 2014).  Poor on-the-job performance of skilled cybersecurity 

professionals may lead to undetected and unmitigated vulnerabilities that place organizations' 

sensitive information at greater risk of compromise (Campbell et al., 2016; Rowe, Lunt, & 

Ekstrom, 2011). 

 Well documented shortfalls existing between the recruitment, selection, and hiring 

processes and on-the-job performance notwithstanding, the extant literature provides a dearth of 

empirical research regarding organizational practices employed in matching cybersecurity 

professionals' skills to job-related competencies (Vogel, 2015).  However, research specific to 

other fields may be cross-cutting (Ahsan, Ho & Khan, 2013; Watkins, Newcomer, Marion, 

Opengart & Glassman, 2016) as the problem of skills matching is not entirely unique to the 

cybersecurity profession.   

Intrinsically, an evidentiary gap regarding how qualifying candidates are screened and 

deemed suitable for employment in the cybersecurity field exists (Vogel, 2015).  The void in the 
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empirical research could result in the perpetuation of ineffective recruitment, selection, and 

hiring practices and lead to sparse guidance for human resources staff and hiring managers.  This 

exploratory study represents a first step towards the improved matching of cybersecurity skills to 

job openings. 

1.8 Definitions 

 

The following definitions are applicable to this study:

1.  Adversary: An opponent or competitor in a contest, conflict, or dispute.  In the context of 

cybersecurity, describes the full range of actors including hackers, criminals, hacktivists, 

terrorists, and Nation state-sponsored entities seeking to deny or disrupt an organization. 

2.  Aptitude: Natural traits which can be correlated to success in cybersecurity roles and 

characterized by attention to detail, logical extrapolation, parsing capabilities, and learning 

technical principles to solve problems (Shropshire & Gowan, 2015; SANS, 2016).  Aptitude 

testing may be used to gauge general readiness (Campbell et al., 2016). 

3.  Competency: Expressed as the ability to apply learned skills to successfully complete the 

specific tasks required by a role or function and described as the refinement and application 

of skill over time (Tobey, 2015) and demonstrated by achievement to complete narrow and 

limited tasks within a highly structured field of study or work under direct supervision or 

guidance (Collett, 2017). 

4.  Cybersecurity: The application of confidentiality, integrity, and availability to assure 

information systems and information resources are protected from unauthorized disclosure, 

unauthorized use, and denial of access (Vogel, 2015).   

5.  Cybersecurity practitioners: Personnel that perform the analyze, collect and operate, 

investigate, operate and maintain, oversight and development, protect and defend, and 
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securely provision functions outlined in the U.S. Department of Homeland Security (DHS) 

National Initiative for Cybersecurity Education (NICE) National Cybersecurity Workforce 

Framework (NCWF) (2016).  Practitioners are considered professional when at least 10,000 

hours of practice in the trade is acquired (Assante et al., 2011; Conklin et al., 2014) and used 

synonymously with cybersecurity expertise (Libicki et al., 2015). 

6.  Cybersecurity skills: Correspond to an individual, and experience encompassing the hardware 

and software required to execute information security in mitigating cyber-attacks (Choi et al. 

2013). 

7.  Cyberspace: The global and interconnected digital network consisting of the digital 

information and underlying infrastructure known as the Internet (Kittichaisaree, 2017) and the 

notion of conducting one's entire life digitally. 

8.  Expert: People with cognitive reasoning and systematic thinking traits accompanied by above 

average to exceptional technical skills and competencies (Summers & Lyytinen, 2013). 

9.  Knowledge: Generally defined as the result of learning and frequently used as an indicator of 

competency (Andel et al., 2013; Setalvad, 2015). 

10.  Knowledge, skill, and abilities (KSAs): According to Watkins et al. (2016) the unique 

collection of elements aligned to specific tasks supported by a certification, formal 

education, and on-the-job experience. 

11.  Proficiency: Defined by Manson, Pusey, Hufe, Jones, Likarish, Pittman, & Tobey (2015) as 

a measure of the comprehension of conceptual understanding and application of competency 

to an activity. 

12.  Skills: The sum of knowledge and ability coupled with experience (Upton & Trim, 2013; 

Carlton et al., 2015). 
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13.  Soft Skills: The oral and written communication, presentation, and leadership qualities 

primarily focused on teamwork and social interactions (Radermacher et al., 2014).

1.9 Assumptions 

 

There were several assumptions associated with this study.  First, security professionals 

in general must rectify often conflicting motivations and concerns regarding information 

disclosure surrounding organizational purpose, processes, and practices.  These issues may 

present further constraints resulting from legal restrictions and non-compete or non-disclosure 

agreements.  Nonetheless, the primary assumption made in the study was that panel member 

participants would contribute sincere, reliable, and genuine data to the research.  In addition, it 

was assumed that all panel members would respond to data collection in a non-biased manner 

and would answer questions thoroughly and to the best of their ability and that the contributions 

were accurate, relevant, current, and related to the cybersecurity field. 

 A second assumption was predicated on participants having gained sufficient expertise to 

facilitate contributions to an improved understanding of the qualities required for matching 

cybersecurity candidates to job openings.  Specifically, participant selection was based on the 

following parameters: Each Delphi panel member was required to have access to a telephone, 

computer with an Internet connection and email, and to be committed to participating in the 

open-ended discussion and survey rounds of the Delphi process. 

 Due to the relative immaturity of the cybersecurity field, particularly the recent advent of 

cybersecurity workforce tenets and frameworks that are in the early stages of development, these 

assumptions regarding panelist contributions and expertise were necessary to complete the study.   

1.10 Scope, Limitations, and Delimitations 

 

The scope of this study was to determine effective practices in the matching of 
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cybersecurity candidates’ skills to job openings in the State of Hawai’i.  Specifically, these 

effective practices were expected to focus on the qualities deemed important, ranking these 

qualities and asking for suggestions on the best methods of assessing the qualities and leveraging 

resources.  This focus was selected because the nine themes of the literature review revealed 

many varying approaches to the identification of the knowledge, skills, abilities, and 

competencies of cybersecurity professionals. 

This research study was delimited to a group within the State of Hawai’i and therefore 

excluded consideration of the research questions in other geographical regions or settings.  

Including other teams, groups, or agencies inside or outside of the State of Hawai’i would likely 

have contributed to a study with an expansive scope and resulted in an unfocused research effort.  

Although the findings were not expected to be generalized beyond the State of Hawai’i, the study 

methodology may have potential for other researchers’ work in different settings. 

 In addition to the assumptions, several limitations exist within this study.  Foremost 

among these limitations is the homogeneous background among the researcher and the study 

participants.  The researcher is a cybersecurity practitioner and thus preconceived ideas and 

biases represented an important factor limiting the objectivity of the researcher as Alshenqeeti 

(2014) noted when conducting interviews as part of the study methodology.  Therefore, to 

maintain objectivity, mitigate the introduction of bias, and minimize any unwanted influences on 

the interview process, the researcher was required to set aside any preconceived notions 

regarding the study topic. 

 A secondary limitation of this study was linked directly to the Delphi study design in that 

participant’s opinions could change depending on the mixture of participant’s experiences.  In 

practice, this is likely to manifest if the study is repeated or applied to different groups and could 
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result in a differing consensus outcome.  Although this research yielded valuable information and 

recommendations, that is not to say that future researchers should be dissuaded from building 

upon the current work; only that different but still relevant information may result.  For example, 

this researcher was cognizant of the constraints in certain industry sectors such as Federal, State 

and local government structures that artificially limit hiring flexibilities.  Hence, a sample that 

does not include these sectors may produce very different results. 

A third limitation of this research study was the scope of limited access to an interested 

sample of participants.  Notwithstanding approval, the ISSA-Hawai’i chapter is relatively small 

(approximately 100 members) not all of which were eligible to take part based on the predefined 

inclusion criteria listed in Table 3.  In addition, some members were not interested in 

participating in the study.  The implications of garnering a complete and sufficient sample were 

considered, but it should be noted that sample sizes in qualitative studies are usually smaller 

(Baker & Edwards, 2012) than in quantitative research.  Sample size requirements in qualitative 

research are driven by the concept of saturation (Fusch & Ness, 2015) where the researcher 

focuses more on data quality than on data quantity. 

The saturation concept in qualitative research methodology provides the advantage of 

focusing collaboratively with a smaller sample size.  During the proposal phase of the study, the 

recommended sample size based on the Delphi method (Avella, 2016) was six to twelve 

cybersecurity professionals.  During the recruitment phase, 15 people volunteered however three 

people were screened out.  Thus, the remaining 12 participants formed the sample frame and 

served throughout Round 1 and Round 2.  One volunteer did not continue to Round 3.  During 

analysis of the Round 3 data it became apparent that data saturation had been achieved and 

additional rounds would produce diminishing results.  Therefore, following Patton (1990), 
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qualitative sample size was adjudicated by considering the time allotted, the resources available, 

and the study objectives.  By accounting for these measures and noting that consensus had been 

reached among the panelists, data saturation was ensured. 

One disadvantage of using smaller sample sizes is the researcher’s ability to generalize 

the findings may become limited.  Wakefield and Watson (2014) concluded a smaller number of 

participants might present a limitation to a study regarding respondent mortality, but 

acknowledged that in a Delphi design study the expertise of panelists is outweighed by the 

number of members participating.  For this research, participants were screened to ensure a high 

level of knowledge regarding the subject area and focus of the study.  Thus, because the study 

employed a qualitative approach and a Delphi design, the relatively small number of participants 

achieved saturation (Sullivan, 2012) for the population under study and allowed the mitigation of 

risk associated with participant mortality. 

 In addition, qualitative research can be limited when generalizing findings to a wider 

population.  Rather than extrapolation, qualitative research offers a richer and deeper 

understanding of human experiences (Trochim, Donnelly, & Arora, 2016).  All respondents 

shared a common membership in ISSA-Hawai’i, yet represented diversity of business industry, 

organizational types, and to a lesser degree subject demographics.  It should be noted that the 

goal of the research here was not generalizability, but exploring new insights into the issues and 

experiences encountered by those seeking to improve the matching of cybersecurity candidates’ 

skills to job openings within the State of Hawai’i.  In that context, generalizing beyond the 

research site to a wider population was not a requirement for the study (Trochim et al., 2016).  

Rather, the reasonable efforts to reach saturation and the intent to provide results to be used as 

guidelines or recommendations within the research setting met the study requirements regarding 
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generalizability. 

 Data collection must be assessed to determine the potential risk to human subjects under 

the Institutional Review Board (IRB) process.  These risks consider the potential for legal, 

physical, psychological, and social harm (Bhattacharya, Dhiman, & Chaturvedi, 2016) to study 

respondents.  Confidentiality of individuals' participation and survey responses is of utmost 

concern, particularly among a population whose focus is understandably high on privacy and 

data security. 

 Potential respondents are likely to experience some reluctance to share perceived 

sensitive data concerning organizational setting.  Report data was not linked to identifiable 

parameters.  Participants' involvement in the study was appropriately masked, notes and 

questionnaires were protected from view or alteration by personnel outside of the study or 

without a valid need-to-know, and strong encryption for data at rest and data in transit was 

utilized to strengthen and protect anonymity. 

 Another limitation of this study was related to respondents' availability and time.  First, 

information security professionals are busy people and may not check email frequently, or 

research related correspondence may not be pressing or urgent.  Second, respondents could be 

overwhelmed by workload or a perceived lack of time to participate.  Third, availability may be 

affected by seasonal variations including the summer vacation period, or around major holidays.  

This latter limitation impacted the data collection phase of the study since execution occurred 

over the U.S. Memorial Day holiday in late May and continued into the summer of 2017. 

 Respondent candor and bias represented a potential limitation translating into how 

willingly security professionals may or may not have shared perceived organizational 

weaknesses in screening and hiring processes.  Respondent bias can introduce errors in the data, 
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particularly if respondent opinions are not objective and truthful.  For example, respondents may 

seek to impress during interviews.  Imprecise survey questions may lead to confusion or 

inconsistent responses.  To address these issues, interview and survey questions were vetted for 

clarity and conciseness.  In addition, participants were offered the opportunity to explain inputs 

and could opt-out (Trochim et al., 2016) altogether thus strengthening respondent candor while 

minimizing bias. 

 Questions were validated for content reliability and validity.  Reliability was strengthened 

by utilizing a small group of trusted SMEs in successive rounds to achieve consensus (Avella, 

2016; Carlton et al., 2015).  A group of participants screened for relevant knowledge and 

expertise in cybersecurity (Avella, 2016) is considered to increase reliability and validity.   

For validity, face and content validity tests per the seminal works of Straub (1989) and 

Bernard (1995) were employed.  Face validity is an uncomplicated method to determine if 

questions seem to measure what is intended to be measured.   

Content validity by contrast, is a more complex comparison ensuring that the interview 

questions correctly sample from the greater body of potential questions.  Bernard described 

content validity as asking the right questions.  Peer review/pilot testing was conducted by SMEs 

in the information technology and security industry who specialized in the International 

Information System Security Certification Consortium (ISC)² Common Body of Knowledge 

(CBK) eight information security domains (2015), a standard broadly accepted across the 

security industry. 

1.11 Summary 

 

The importance of protecting cyberspace has continued to expand resulting in an 

expanded demand for skilled professionals.  Operating and defending in cyberspace is a never-
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ending contest for cybersecurity professionals (Libicki et al., 2015; Choucri et al., 2016; Harris et 

al., 2016) leading to an increase in the number and frequency of data breaches and cyber-attacks, 

legal and regulatory requirements (D. Thaw, personal communication, July 18, 2017).  

Concurrently, the availability of cybersecurity talent has severely constricted (Lobel et al., 2012) 

and challenged organizations to keep pace. 

 The complexity of the cyber threatscape and the need for advanced skills requires a new 

approach to recruiting, selecting, and hiring skilled professionals.  Matching the right candidate 

to the right job opening is a critical cybersecurity hiring activity.  Thus, a reliance on outdated 

methods and practices may not provide the best approach to finding and matching cybersecurity 

talent in the 21st-century cyber realm. 

 How organizations hire personnel to meet the increasing human capital requirements is 

the prime concern of this study.  Inefficient hiring practices may lead to failures in adequately 

matching candidates to job openings that can be both costly (Yager, 2012; Klosters, 2014) and 

disruptive to an organization, and ultimately may degrade the mission or business purpose.  This 

real-world problem leads to the following problem statement: Organizations have multiple 

challenges in recruiting, selecting, hiring, and retaining skilled professionals (Campbell et al., 

2016; Dunsmuir, 2015; Fourie et al., 2014; Lo, 2015; Morris et al., 2015; Vogel, 2015).  Many 

researchers (Campbell et al., 2016; Kessler et al., 2013) have found that matching professionals' 

skills to job-related competencies is a challenging and error-prone activity (Tobey, 2015) for 

hiring managers and may lead to poor on-the-job performance. 

 The study was conducted using a qualitative method and Delphi design to develop 

consensus among recognized cybersecurity experts in the State of Hawai’i regarding the qualities 

considered important for the essential aspects of hiring, including the most effective techniques 
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and other best practices that can be utilized to identify these fundamental qualities.  The general 

population of the study consisted of the membership of the ISSA-Hawai’i Chapter, a professional 

organization dedicated to information security and cybersecurity. 

 Chapter one serves as an introduction to include the context of the study, background, 

problem statement, and purpose of the study, related research questions, definitions, and a 

conceptual framework for the study.  Chapter two contains a review of the literature as it relates 

to the research questions.  Chapter three addresses the study methodology.  Chapter four 

discusses the data collection plan and data analysis.  Chapter five presents and the findings and 

implications.  Throughout this study, the relevant justification for the research methods used and 

the design of the Delphi based on established research will be provided.  A review of the 

literature of related areas of research is presented in the next Chapter.  
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Chapter 2 

 

Literature Review 

 

 

The purpose of this chapter is to provide a review of the literature relative to the research 

questions identified in this qualitative Delphi study.  The research questions are as follows:

Research Question: What qualities do subject matter experts in the State of Hawai’i 

perceive as important in matching cybersecurity professionals' skills to job-related 

competencies? 

 

Issue Question 1: Which practices and techniques that subject matter experts in the State 

of Hawai’i use for matching skills to job-related competencies can be deemed sufficient? 

 

Issue Question 2: What practices and techniques for matching skills to job-related 

competencies do subject matter experts in the State of Hawai’i feel can be improved?

This chapter is comprised of the literature review and is divided into the following 

sections: Title searches, articles, research documents, and journals researched, an historical 

overview, current findings, and conclusions.  The studies presented in this chapter represent a 

comprehensive review of the current literature in a cross-disciplinary approach with varying 

purposes and methodologies.  The content and scope of this literature review revealed nine broad 

themes, organized into the following three domains: 

 

1. Preparation and inherent factors consisting of aptitude, competency, and education. 

2. Identification factors consisting of competitions, skills assessments, and talent identification. 

3. Process related factors consisting of best practices, job analysis, and the pipeline. 
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2.1 Title Searches, Articles, Research Documents, Journals Researched 

 

The proxy web server at American National University (ANU) and the University of 

Fairfax (UoF) library websites were used as the primary means to elicit relevant research for this 

literature review.  This was essential for accessing academic content found behind pay walls.  

The problem of too limited a depth of literature sources was mitigated in part by utilizing the 

University of Hawai’i at Mânoa Sinclair Wong Library via a community member affiliation.  

Additionally, these libraries were supplemented with Google Scholar, Mendeley Desktop version 

1.16, and the social media research site ResearchGate.net. 

All works reviewed were published in recognized, peer reviewed journals.  The 

Association for Computing Machinery (ACM) Digital Library, Educational Resource 

Information Center (ERIC), Google Scholar, Institute of Electrical and Electronic Engineers 

(IEEE) Computer Society Digital Library, and ProQuest Computer Science Collection 

represented the databases utilized most frequently through the University online library systems.  

Articles were generally available in full-text format or Portable Document Format (PDF).  

Dissertations were reviewed for format and content.   

The first approach used was gaining insight into the topic area with an effective keyword 

search.  The keywords used were culled from the researcher’s personal notes and annotated 

bibliography.  Keywords structured in the initial searches included aptitude; cybersecurity; 

cybersecurity education; cybersecurity training; cyber range; cyber competition; competency; 

competency management; human resources management; information assurance; information 

technology; job matching; job performance; knowledge, skills, and abilities; security; security 

professional; skills; skills management; skills ontology; and, talent management.  Keyword 

searches were iterated multiple times using Boolean logic operators (e.g., AND, OR, NOT) and 
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wild-carding root words (Bhattarcherjee, 2012) to yield the broadest results. 

Next, a backward reference search was employed by reviewing the citation references of 

the articles from the keyword searches.  This technique yielded the seminal works encountered 

and provided the foundation and historical underpinnings of the study.   

 Given the extent of the cybersecurity shortage and to establish the baseline in which the 

findings from this study might be framed, an exhaustive literature review considered 65 sources 

in total was conducted.  Each source was evaluated using a three-pass methodology for inclusion, 

adapted from Haq (2014) and Ebrahim (2016) wherein the researcher considered the parameters 

of relevance, specificity, depth, utility, alignment, and linkage.   

The three-pass methodology was quite effective at determining high quality sources.  

Even so, countering the effects of selection bias, in which only the selection of primary sources 

supporting the researcher’s prior beliefs was recognized as a threat against validity.  Thus, as 

recommended by Booth, Sutton, and Papaioannou (2016) selection bias was countered by using 

a cross-disciplinary and systemic approach, and sources were selected based on the criteria listed 

above with specificity, depth, utility, alignment, and linkage collectively comprising the 

necessary rigor of the sources used in the review of the literature.  Sources that did not meet the 

criteria outlined were not included as part of the literature review. 

 In the first pass, a preliminary review for relevance was conducted to determine if the 

source explicitly studied ‘skills-based matching’ by an individual or group.  Sources were 

examined for specificity regarding whether ‘skills-based matching’ was the focus in whole or in 

part of the study.  A second pass of each source was conducted to refine the initial analysis for 

depth and utility.  In this pass sources were examined to determine if the researchers went 

beyond a superficial description or commentary, if the source was normative or empirically 
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based, and if the research could be classified as inquiry, investigation, or descriptively treated the 

role of ‘skills-based matching’ as applied to cybersecurity skills to job matching.  Utility was 

evaluated regarding the contribution of the source to the understanding of how ‘skills-based 

matching’ could be operationalized in the cybersecurity sector to facilitate improved hiring 

practices.   

The third pass was designed to glean any specific study implications, an evaluation of the 

alignment of strength to the problem statement, and the degree of linkage of the source related to 

the research questions.  The latter property was evaluated by characterizing the degree of linkage 

using a simple 1, 2, or 3 rating scale, where the lower the rating the stronger the observed linkage 

that existed between the source reference and the research question. 

 From that body of academic investigation, 32 sources were determined to be relevant to 

the problem statement and the research questions.  An interdisciplinary approach was utilized, 

reviewing work in the fields of aviation, artificial intelligence, cybersecurity, defense, 

economics, homeland security, information security, information technology, psychology, and 

software engineering.  The literature was grouped into similar categories based on the primary 

thrust of the study and the cross-disciplinary scope.   

Nine themes emerged from the literature review.  These nine themes were then logically 

grouped and organized into three domains: Preparation and inherent factors, consisting of 

aptitude, competency, and education; identification factors, consisting of competitions, skills 

assessments, and talent identification factors; and process related factors, consisting of best 

practices, job analysis, and the pipeline.  Ten of the studies reviewed exhibited cross-disciplinary 

scope.  Conceptual relationships among the factors is represented in Figure 2. 
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Figure 2. Relationships among the factors discovered in the literature review. 

 

2.2 Historical Overview 

 

Cyberspace has evolved rapidly in the years since the ARPANET went live in 1969.  In 

that nearly 50-year span, the field of cybersecurity has emerged from an origin within the fields 

of information technology, information security, and information assurance.  Cybersecurity has 

progressed from these formative disciplines in which highly technical and often expensive 

systems were largely relegated to those wearing lab coats to one permeating every aspect of 

society and crucial to average citizens, businesses, and governments alike.  With such broad 
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applicability cybersecurity professionals from many different fields and backgrounds are needed, 

yet job openings are still largely consigned to information technology people (Singer & 

Friedman, 2014).  These details are indicative of the large-scale trends within the field.   

Three macro trends gleaned from this literature review are influencing the development 

of the cybersecurity profession: (a) the ongoing maturation of the field; (b) that emerging 

ontologies and taxonomies specific to cybersecurity are beginning to take hold; and (c) that there 

is a need for a greater business and management focus among cybersecurity professionals. 

First, cybersecurity is a nascent field, incubated over the past ten to twenty years.  Over 

the same period, the overall threat emerged at a faster rate, and was characterized by a broad 

range and categories of adversaries.  Beidel and Magnuson (2011) highlighted that the United 

States' enemies were operating unseen, including all manner of hackers and criminals operating 

in cyberspace.  Beidel’s et al. use of the term ‘unseen’ speaks to the nature of attribution in 

cyberspace, a principle observed by Applegate (2012), as using anonymity and misdirection to 

mask cyber actions, thus making these actions difficult to detect and defend against.  These 

unseen attackers have increased in sophistication, are relentless, and involve several Nation 

states with advanced cybersecurity capabilities, including China, Iran, and Russia.   

On logical grounds, there is no compelling reason to argue that maturity has been 

achieved and despite the progress of the past two decades, the rapidly changing environment has 

stunted normalization of the cybersecurity field. 

Only in the past five or so years has cybersecurity emerged as Boyson (2014) observed, 

with distinct theoretical foundations, practices, and specialties.  Further, the formal recognition 

of cybersecurity as a distinct profession can be argued as a point in favor of maturity by the merit 

of the policy and structure within the National Security Presidential Directive 54 (NSPD-
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54)/Homeland Security Presidential Directive (HSPD-23).  In addition, the Department of 

Defense (DoD) adopted the NSPD-54/HSPD-23 definition of cybersecurity and mandated the 

use of the term in lieu of information assurance only recently (Mills & Goldsmith, 2014). 

As a rebuttal to the maturity of cybersecurity, it could be argued that the field lacks the 

defining characteristics of an advanced profession, a position buttressed by The National 

Research Council (NRC).  The NRC (2013) defined professionalization as the social 

transformation of an occupation that generally includes the hallmarks of training, education, 

knowledge, and performance testing that can be used to establish the baseline standards of 

workforce quality for the profession.  Interestingly, the NRC considered but ultimately did not 

approve a recommendation at the time to endorse a formal professional credentialing program 

until the cybersecurity field could be further stabilized.  The NRC decision and logic were both 

cogent and prescient.  Further, the NRC assessment has not been revisited at the time of this 

writing. 

Second, the advent of cybersecurity ontologies and taxonomies are just beginning to take 

hold across the profession.  NICE including the NCWF, delineated cybersecurity personnel 

requirements with definitions, descriptions of cybersecurity roles and functions, and the 

alignment of cybersecurity roles into the categories of analyze, collect and operate, investigate, 

operate and maintain, oversight and development, protect and defend, and securely provision 

(DHS, 2016).  Less concrete is whether the NCWF will solidify as the standardized cybersecurity 

taxonomy, or if another framework will supplant the NCWF. 

Third, many practicing cybersecurity professionals require a background of highly 

technical training and experience, acquired over years of effort and thus have not always focused 

on the important business drivers from a management perspective.  Not unlike other professions, 
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cybersecurity personnel need a defined career path that includes a strong management focus and 

responsibility that bridges the technical aspects and the business drivers of an organization as 

portrayed in the U.S. Department of Labor (2014) Cybersecurity Industry Model (CIM).   

These trends of the ongoing maturation of cybersecurity, the influence of emerging 

ontologies and taxonomies specific to cybersecurity, and the recognized need for greater 

business and management focus in the profession form the macro trends that underscore the 

changing nature of the profession and point to a level of professionalization and stability that has 

not yet been achieved in cybersecurity.  In addition, the trends are important to the current study 

by framing the greater context in which the skills and talent gaps exist. 

Categorizing the roles and functions within cybersecurity has occurred through the 

development of ontologies and taxonomies which serve to describe the field in greater depth.  

Defining the required skills and competencies can be facilitated through techniques such as 

writing detailed job descriptions and task analyses after McClelland (1973).  This study builds on 

these earlier efforts by laying the groundwork that can be used to target the matching of 

candidates’ skills to job openings.  Figure 3 graphically depicts the placement of this study in the 

broader historical context. 
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Figure 3. Study placement in the historical context of the literature. 

 

With the historical context established and an understanding of how the current study is 

placed in relation to previous works, it is now appropriate to visit the domains introduced earlier 

in the chapter: The preparation and inherent factors, the identification factors, and the process 

related factors.  To begin the discussion of the extant literature, the preparation and inherent 

qualities of aptitude, competency, and education will be examined. 

Aptitude, competency, and education comprise the preparation and inherent factors that 

are notable for developing and implementing testing instruments combining general cognitive 

testing with an opportunity to demonstrate the ability to perform a task.  Grouped together, these 

qualities were the focus of 10 of the 32 papers examined and accounted for 34% of all qualities 

reviewed. 
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 Aptitude.  Aptitude is widely recognized as an innate quality that is an essential element 

of success in cybersecurity roles and is characterized by attention to detail, logical extrapolation, 

parsing capabilities, and the ability to learn technical principles to solve problems (Shropshire & 

Gowan, 2015; SANS Institute, 2016).  An important measure of a candidate’s innate 

cybersecurity abilities then can be attributed to the quality of aptitude. 

McClelland’s (1973) seminal work was the first to recognize the importance of aptitude 

by tying the measure not solely to testing intelligence but to the notion of testing ability through 

demonstration and represented a transformation of long held testing practices at the time.  

McClelland’s underlying argument in favor of demonstration-based testing was based on 

cataloging the activities of a given job role, then using that data to formulate a testing construct 

that more closely quantified a candidate’s aptitude to perform that job’s activities.   

Along similar lines, Beidel and Magnuson (2011) later argued that aptitude should be 

valued higher over good grades for entry level cybersecurity graduates because educational 

background holds little merit if the cybersecurity candidate is unable to hack.  It follows that 

McClelland’s conceptual framework is an important underpinning of the current study in 

establishing the need to understand a role, develop measures tailored to that role, and to test 

candidates against those measures when matching skills to job openings. 

Similarly, Watkins et al. (2016) supported this position and expanded on the definition of 

aptitude by embracing the concept of learned skills.  The differentiation between skills and the 

learned skills outlined by Pfleeger, Sasse, and Furnham (2014) included a deeper understanding 

of social situations, characterized as the sum of knowledge and ability coupled with experience 

(Upton & Trim, 2013; Carlton et al., 2015).  Watkins et al. premised this expanded definition of 

aptitude on the position that adding skills facilitated a more comprehensive understanding of 
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aptitude by accounting for the knowledge and experience people gain over time and through 

multiple roles and positions. 

Along similar lines Saner, Campbell, Bradley, Pandza, and Bunting (2016) further 

enlarged the understanding of aptitude in the extant literature and honed that understanding to 

apply to cybersecurity.  Saner et al. listed the six factors of measuring the mental capacities, 

skills, personality traits, beliefs, and knowledge, and directly linking those factors to 

cybersecurity.  Further, Saner et al. broadened aptitude by adding the ability to discover and 

recognize relationships among the six factors and to predict outcomes based on those 

relationships.  The latter concept is important since this allowed Saner et al. to associate aptitude 

to the cognitive abilities, dispositions, and skills that were significant to cybersecurity in the 

study.   

Saner et al. however diverged from the NWCF with the Cyber Job Model (CJM), in 

which two axes, one representing ‘initiate and respond’ and a second representing ‘real-time and 

exhaustive’ are used to place all cybersecurity jobs into one of four quadrants.  The efficacy of 

the CJM is not fully realized given that work remains in defining task analyses, defining the 

attributes that lead to success in cybersecurity training, and building profiles to aid in the 

matching and selection of personnel for certain job openings. 

Based on the evidence currently available, it seems fair to suggest that Caldwell (2013) 

recognized that aptitude could be discerned by conducting internal skills reviews to identify 

talent for cybersecurity positions.  Caldwell argued on this basis for vectoring those personnel 

with the inherent aptitude as established by Watkins et al. (2016) into the most critical 

cybersecurity roles.  With a rich definition gleaned from the extant literature, it follows logically 

to determine how to recognize and test for aptitude. 
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 Aptitude testing was the primary focus of Trippe, Moriarty, Russell, Carretta, and Beatty 

(2014) that advocated for one approach to addressing the shortfall in cyber candidates, gaps in 

cyber knowledge, and confronting cyber threats was to identify aptitude.  In the study, the 

researchers developed and recommended cybersecurity-specific changes to the military’s 

existing Armed Services Vocational Aptitude Battery (ASVAB) Technical and the ASVAB 

Armed Forces Qualification Test standardized testing instruments.   

The ASVAB instruments are used by all branches of the U.S. military to identify aptitude 

and to vector recruits into the appropriate career track based on military requirements.  Two 

important components of the Trippe et al. findings included the development and pilot testing of 

a cyber knowledge measurement, and the validation of cyber knowledge test scores against the 

final school grades of recruits for selected technical training courses at the U.S. Air Force basic 

recruit training course and the U.S. Navy cryptologic technician networks course. 

Trippe et al. (2014) observed that network-centric warfare integrates computers and 

information technology to a high degree to leverage a competitive advantage against the 

adversary and Stiennon (2015) noted that as the U.S. military migrated to a network-centric 

warfare (NCW) model, computer and network security issues and vulnerability identification and 

mitigation increased dramatically in importance.  The causal effect of the developing dependence 

on a net-centric strategy resulted in an increased need for cybersecurity recruits; however, the 

primary tool for identifying aptitude, the ASVAB instrument, had changed little over this same 

period (Trippe et al., 2014).   

Recognizing the need to update the ASVAB, the U.S. Department of Defense initiated a 

series of reviews that culminated in the development and pilot testing of a cybersecurity 

knowledge test.  A key part of the effort was distinguishing aptitude, defined earlier and an 
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essential aspect that Trippe et al. included, was conducting SME interviews in which basic 

cognitive reasoning was highlighted as an important success factor for cybersecurity related 

training. 

Competency.  Competency was defined by Assante et al. (2011) and Conklin, Cline, & 

Roosa (2014) as amassing 10,000 or more hours of practice in a trade, while Anderson’s (1982) 

seminal work asserted that to achieve a reasonable level of proficiency for a cognitive skill 

requires at least 100 or more hours of practice.  It follows then that competency is the final 

cognitive development of knowledge, practice, and skill as outlined by Carlton and Levy (2015) 

and shown in Figure 4.   

 

Figure 4. Skill development stages over time. Adapted from M. Carlton and Y. Levy, 2015, in 

Proceedings of the IEEE SoutheastCon 2015, April 9 - 12, 2015, p. 3. Reprinted with permission.   

  

Assante et al. (2013) defined cybersecurity as a “contest of competence” (p. 6) and 

conveyed that the research showed that many professions where competence is the prime driver 

encounter trouble with identifying performance over the spectrum of expertise.  Cybersecurity as 

a competence-based field is highly adaptive, or situational as the interplay between attacker and 
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defender occurs over time.  According to Assante, Tobey, and Vanderhorst, “mission-critical in 

cybersecurity must be defined at increasing depth of detail to align with the conceptualization 

and action repertoires of masters, experts, competent practitioners, proficient students, beginners, 

and novices” (2013, p. 7).  Thus, while defining competence is straightforward, measuring 

competence in practice can be complex. 

Completing an examination or technical interview quantifies knowledge (Andel et al., 

2013; Setalvad, 2015) but demonstrating a skill proves and quantifies competence.  Formal 

cybersecurity programs exhibit a wide variance of coverage regarding important topics and as a 

result, graduates are produced with a wide range of capabilities.  Carlton et al. (2015) suggested 

that this pronounced variance was due to misalignment of the courses offered and the 

competencies required by industry, and may result in an inability to perform certain tasks well. 

Conversely, Andel et al. (2013) noted the wide variance of coverage is beneficial due to 

the varying needs of employers, but also argued that as the nature of cyber threats becomes more 

complex, so to must the capabilities of cyber personnel.  Thus, a systems approach combining 

hardware and software in cybersecurity education may be helpful with the important caveat that 

students and employers must fully understand cybersecurity qualifications and skill sets. 

Carlisle, Chiaramonte, and Caswell (2015) found that the demonstration of competence is 

required to conduct cybersecurity operations.  In a field study of United States Air Force 

Academy cadets, competitions were incorporated into the existing Academy curriculum.  Among 

the important findings, the researchers revealed that student motivation increased and learning 

improved.  Hands-on activities provided students an opportunity to better understand cyber-

attacks and offered tangible methods to determine the best response actions from a defensive 

cybersecurity perspective.  Several different competitions ranging from large-scale jeopardy 
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style activities to multi-day exercise style force-on-force events offered students the opportunity 

to experience both offensive and defensive roles. 

 Using alternative approaches such as those researched by Carlisle et al. (2015) to assess 

cybersecurity candidates may optimize and improve matching within the hiring process.  Skills-

based assessments were established as an important tool that enabled managers to efficaciously 

gauge candidate suitability or the degree of match, to a given cyber job opening.  Other 

researchers (Hoffman, Burley, & Toregas, 2011; Klosters, 2014; Watkins et al., 2016) found that 

optimizing cyber hiring processes may allow the redirection of savings to other priorities, 

including the expansion of cyber defenses, and was crucial to attracting and retaining the best 

cyber talent.  Consequently, organizations are better equipped to hire the right cyber person with 

the right cyber skills for the right cyber position (Campbell et al., 2016) and may benefit 

substantially from adopting improved cyber hiring processes and practices. 

Most research to date has focused on the establishment of cybersecurity taxonomies, 

ontologies, and frameworks with little in the way of practical techniques for evaluating and 

matching skills to job openings.  Watkins et al. (2016) provided the first research to leverage the 

matching of job requirements and qualifications as measured by KSAs.  Watkins et al. 

enumerated that formal education is not an alternative for experience, that experience is additive 

in nature and actuates formal education, that standards of competence are important, and that 

certifications can validate knowledge as well as capabilities.  However, there is insufficient 

research to support any firm conclusions that certifications validate capabilities in addition to 

knowledge (Sherman et al., 2017).  Nonetheless, in relation to the other themes, the data 

presented by Watkins et al. showed that experience was perceived as the most important, then 

education, followed by certification. 
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The findings of Watkins et al. (2016) are compelling since cybersecurity, like the aviation 

industry has also struggled at times to hire the right people for the right positions.  Analogously, 

human resources components in aviation traditionally have relied on knowledge, skills, and 

abilities (KSAs) for both hiring and retention decisions, but without the validation of hands-on 

assessments techniques.  Thus, the researchers asserted a critical need to correctly match 

applicants and job competencies.  Similarly, the current study reinforces and applies that 

assertion for the cybersecurity industry. 

Competency was the focus of two studies by Fazel-Zarandi et al. (2012) and Fazel-

Zarandi and Fox (2013) that highlighted two important aspects regarding competencies.  First, 

information about candidates may be inaccurate, incomplete, or even outdated; and, second that 

competencies change over time.  This research suggests that a candidate’s competencies as 

relayed via a resume or other on-boarding and collection tools may not be entirely representative.  

The need for continuous skills assessments was additionally highlighted to bridge the gap 

between paper and reality.  These two findings from Fazel-Zarandi et al. are important to this 

study for underscoring the shortfalls in legacy hiring methodologies prevalent in the current 

research site. 

Education.  Education was another common theme for providing a widely accepted 

foundation and an important source of new cybersecurity personnel emanating from the 

traditional academic track (Andel et al., 2013; Beidel & Magnuson, 2011; Beuran, Chinen, Tan, 

& Shinoda, 2016; Conklin et al., 2014; Kessler et al., 2013; Rademacher, Walia, & Knudson, 

2014; Rowe et al., 2011).  These researchers focused on standardizing curriculum, introducing 

new cybersecurity-specific programs of study, and of significance to this research, adjusting 

current programs of study based on industry requirements.   
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The importance of education must be underscored.  Beidel and Magnuson (2011) 

observed an acute shortage of cybersecurity professionals in government, exacerbated by a 

distinct lack of an identifiable applicant pool.  At least part of the reason for the lack of an 

applicant pool is that insufficient computer science graduates are produced.  According to the 

Abell Foundation’s Cybersecurity Jobs Report (2013), surveys showed that 83% of 300,000 

cybersecurity job vacancies in 2013 required a bachelor’s degree or higher.  Schmidt, Connell, & 

Miyake et al. (2015) likewise discovered that commercial enterprises prefer to hire personnel 

with a baccalaureate degree, but according to a 2016 report by the National Science Foundation, 

data indicated just over 51,500 Baccalaureate degrees were conferred, a figure far short of 

demand (Cisco Advisory Services, 2015; Furnell et al., 2017; Kauflin, 2017). 

A common theme regarding education in the literature was identifying and remediating 

the gaps that exist between academia and industry.  These gaps are present in the sense that the 

pipeline is insufficient but also includes the skills taught by academia versus the requirements of 

industry.  This latter issue represents a conundrum faced by cybersecurity graduates in finding a 

cybersecurity position for which little-to-no practical experience has been accumulated.  Pheils 

(2014) referred to the cybersecurity field as comprised of positions primarily consisting of 

“experience required” (p. 64).  Predictably, this closed cycle model is difficult for students and 

career changers to break into successfully.   

Recognizing the need for positive change, Pheils (2014) advocated for using a 

community project approach.  Such projects involve community service in not-for-profit 

organizations in which cybersecurity is applied to an organizational problem.  Implementing a 

Virtual Private Network (VPN) or writing a disaster response plan are two examples of the 

cybersecurity solutions that Pheils championed.  Pheils built on the 2013 ACM InfoSec 
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Curriculum Development Conference Proceedings, in which the community projects approach 

was first detailed in a cybersecurity context.  An important component of the community projects 

approach according to Pheils is affording students the opportunity to plan, manage, and 

implement security solutions in real-world situations and to apply classroom learning in real-

world scenarios while fulfilling a need for participating organizations. 

The community projects approach has broad applicability across undergraduate and 

graduate programs as well as certificate training courses.  In the context of this study, community 

projects focus on the important aspect of hands-on skills and competency building.  The 

community projects approach also bolsters the entire breadth of skills required of cybersecurity 

professionals with an emphasis on project management.   

In addition to challenges faced by students and career changers that lack experience, 

existing cybersecurity positions are continually shorted due to the demand caused by attacks 

exploiting the reliance on computing as a way of life.   

Andel et al. (2013) observed that the supply of cybersecurity professionals remains 

constrained in part due to the increased demand resulting from the sophisticated and expanding 

frequency of attacks that are exploiting the reliance on computing as a way of life.  The 

normative research conducted by Andel et al. focused on four-year cybersecurity education 

programs with interest in the application of a systems approach to education.   

Formal cybersecurity education programs as noted by Andel et al. (2013) exhibited a 

wide variance of concentration and therefore resulted in graduates with a broad range of 

capabilities.  This was deemed largely beneficial due to the varying needs of employers, but as 

cyber threats became increasingly sophisticated, the need for cyber personnel with advanced 
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capabilities was increasingly evident (Andel et al., 2013).  As a result, applying a systems 

approach to educational curriculum that combines hardware and software may have merit. 

The topical area comprising competitions, skills assessments, and talent identification 

were the most frequently researched topical areas encountered, accounting for 72% of all topics 

reviewed.  Competitions, skills assessments, and talent identification comprise the recognition 

and attraction elements that are best suited to surfacing candidates that might otherwise be 

overlooked. 

Competitions.  Competitions comprised one of the two most common themes overall.    

There are two principal aspects to be considered.  First, from a general suitability of the 

cybersecurity field and second, a discernment of suitability for a specific job or job family. 

Tobey's (2015) work was important as the first empirical research in the field to integrate 

mission-critical role definitions with cybersecurity competition programs and techniques, thus 

enabling substantial improvements in identifying cyber talent.  The need to explore other existing 

practices for matching cybersecurity professionals’ skills to job-related competencies emanates 

from the ever-changing goals, measures, and strategies in the cyber field; thus, a need to explore 

which, if any, of these practices are sufficient and how the practices can be improved is palpable 

among cybersecurity professionals in the field. 

Assante et al. (2013) recognized that aside from industry certifications, the dearth of tools 

for identifying talent was beginning to change.  Consequently, cyber competitions are a leading 

methodology to identify talent and competency and have become a major focus area for 

organizations bringing cybersecurity personnel into the field.  According to Hoag (2015), cyber 

competitions include a wide variety of approaches including capture the flag events, cyber 

defense simulations, and jeopardy style skills assessments, while Rowe et al. (2016) championed 
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the use of case studies to perform retrospective analysis.  Provided a solid approach is employed, 

competitions have merit and could lead to the ability to rapidly scale the available pool of 

candidates by concentrating on talent and cognitive ability, while the longer-term pipeline fed by 

the education system slowly expands to meet industry demand. 

In addition, competitive events incorporate the concept of gamification (Beuran, Chinen, 

Tan, & Shinoda, 2016; Boopathi, Sreejith, & Bithin, 2015) and play an important role not only in 

identifying the personnel with the innate aptitude required of potential cybersecurity candidates 

and existing practitioners, but also in attracting and increasing interest in cybersecurity as a 

career choice.  Cyber competitions represent a promising method to increase the pool of 

available candidates (Assante, Tobey, & Vanderhorst, 2013; Beidel & Magnuson, 2011; Beuran, 

Chinen, Tan, & Shinoda, 2016; Conklin et al., 2014; Herr & Allen, 2015; Hoag, 2015; Morris et 

al., 2015; Tobey, 2015) from non-traditional sources. 

Beuran, Chinen, Tan, Shinoda (2016) outlined the training deficiencies and a shortage of 

80,000 skilled cybersecurity professionals in a study within the nation of Japan.  The dual issues 

led the Government of Japan to pursue multiple cybersecurity education efforts, aimed at both 

university students and IT professionals.  The Japanese, according to Beuran et al. recognized 

that the shortfalls included the areas of penetration testing, forensics analysis, and incident 

handling skills.  Beuran et al., also focused on providing improved skills to university students 

via hands-on training in cybersecurity topics including the hardening of operating systems, of 

networks, and of “malware-related countermeasures and technologies” (p. 3) relating to the 

shortfall areas described earlier. 

 Of interest to the current study is the CYDER (CYber Defense Exercise with Recurrence) 

program designed to improve overall competence concerning cyber-attacks.  CYDER uses 
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training scenarios, focusing on hands-on training to teach incident handling (Beuran et al., 2016).  

Participants are required to analyze a cyber-attack, develop a defensive strategy, report the 

incident, and conduct a detailed forensics investigation.  The Japanese has also fostered several 

other cybersecurity training and education events.  Most events utilize the Capture the Flag 

(CTF) format, including the use of the SANS NetWarsTM program. 

 The Hardening Project is another team-based training event with a goal of maximizing 

cyber defensive techniques.  An interesting aspect of the project’s events is that teams are 

comprised of individuals based on self-declared skills.  This is important to the current study 

since in many cases hiring officials are considering candidates based upon a review of the 

candidate’s own self-assessed skill levels as stated on resumes and in interviews.  The Hardening 

Project provides an assessment to participants on how well the measured skills agree with the 

self-assessment (Beuran et al., 2016) and this may provide insights into how employers might 

use a similar construct to evaluate a candidate's skills (Khan et al., 2015) during the hiring 

process. 

 Beuran et al. (2016) evaluated security-related skills in three main categories: individual 

skills, team skills, and Computer Security Incident Response Team (CSIRT) skills.  The Beuran 

et al. study is most concerned with individual skills as particularly pertinent to hiring managers 

during the candidate evaluation process.  The researchers discovered that desktop-based training 

and simplified virtual machine based environments are the most common modality used to 

conduct individual skills evaluations.  These modalities could be employed by organizations with 

limited resources and with minor overhead and thus may prove useful in assessing candidate's 

skills when matching to job openings.  This finding is congruent with those of Knowles, Such, 

Gouglidis, Misra, and Rashid (2017) that highlighted virtual environments used in competency 
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assessments were lesser utilized techniques albeit perceived as more effective. 

 Several recommendations were offered with the most relevant being that hands-on 

training for developing practical abilities are best for ensuring candidates can deal with real-

world cybersecurity scenarios.  Regarding implementation, an important consideration is 

sustainability.  That is, modifying content and adding new content must be relatively easy and 

managing the environment should be automated to the greatest degree possible. 

Skills Assessments.  Skills assessments constituted the other most common theme in the 

literature.  Skills assessments are an important methodology central to the research question 

(Bublitz, 2015; Conklin et al., 2014; Hoag, 2015; Kleinberg, Reinicke, & Cummings, 2014; 

LeClair et al., 2013; Morris et al., 2015; O'Neil, Assante, & Tobey, 2012; Rademacher, Walia, & 

Knudson, 2014). 

Kessler et al. (2013) highlighted the frequency, intensity, and severity of cybersecurity 

threats and cited the “national shortage of cybersecurity expertise” (p. 36).  Further, the 

researchers acknowledged there is no recognized accreditation body for cybersecurity.  The 

researchers introduced a conceptual model of paradigms that outline three planes of study in the 

context of defensive and offensive cybersecurity as applied to homeland security programs.  One 

finding was the need to provide technical literacy with an emphasis on problem and puzzle 

solving skills and ultimately leading to the formal accreditation in cybersecurity. 

Radermacher et al. (2014) conducted an empirical study of skill gaps between academia 

and industry.  The researchers interviewed 23 managers and hiring personnel from the U.S. and 

Europe about new employees and specific skill deficiencies that might result in non-selection 

during the hiring process.  The context of the study focused on software development.  Of 

interest to the current study, was the finding that a lack of problem solving skills was the most 
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likely reason for not hiring.  Radermacher et al. noted that subjects possessed a useful 

understanding of skills but did not necessarily apply skills effectively on-the-job.  The study 

highlighted the role of education in shaping the cybersecurity skills gap, provided academia and 

industry are aligned. 

Rowe et al., 2011 outlined the ability to think like an attacker and the ability to 

comprehend the broader view as important cyber skills.  While the classification of these two 

parameters as 'skills' is arguable, they are nonetheless important because they can lead to more 

definable skills such as attribution and the reinforcement of defensive cyber operations.  Of 

interest was the discussion of “hands-on exposure” (p. 117) including the use of labs as effective 

teaching tools.  In the context of the current study, these elements will likely form the basis of 

conducting demonstrative skills assessments.  Rowe et al. furthered this line of reasoning by 

introducing cybersecurity exercises and war-gaming and noted collaboration activities and case 

studies as important tools.  These activities afford the opportunity to prepare for known and 

unknown scenarios and perhaps more importantly the ability to retrospectively examine past 

cyber-attacks. 

Conklin et al. (2014) revealed that attacks on US government systems had increased by 

650% over the 5 years preceding 2014, making skills assessments not only necessary in 

evaluating candidates, but in addition that a greater scrutiny of skills is imperative when 

evaluating cybersecurity personnel.  While the challenges are many, Conklin et al. and Hoag 

(2015) recognized that cybersecurity requires both breadth and depth in understanding 

technology, security principles, and business requirements translating to candidates that must 

possess broad information technology experience.   

 Talent Identification.  Talent identification was represented in four studies (Campbell, 
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O’Rourke, & Bunting, 2015; Morris et al., 2015; Suby & Dickson, 2015; Vogel, 2015).  The 

literature revealed that the standard practice among hiring managers assessing candidates for 

cybersecurity job openings, was principally through knowledge testing (Trippe, Moriarty, 

Russell, Carretta, & Beatty, 2014).  Researchers have observed that talent identification is 

important to cybersecurity because employers value cognitive ability assessments through testing 

(Campbell, O’Rourke, & Bunting, 2015).  These observations led Campbell et al. to develop a 

model incorporating critical thinking and job specific components. 

Assante and Tobey (2011) presented a model incorporating four key elements: 

assessments, simulations, customization, and support systems.  The researchers recognized two 

underlying issues at play within the cybersecurity workforce, ill-defined competencies and 

“disjointed development programs” (p. 12).  Further, Assante and Tobey correctly portrayed the 

experience component, insofar as building a competent cybersecurity expert takes years of 

broad-based IT maturity across a range of KSAs.  Identifying KSAs established a taxonomy of 

performance. 

Campbell et al. (2016) defined 79 tasks grouped by networking and telecommunications, 

computer operations, security and compliance, and software programming and web design.  The 

mostly civilian oriented tasks were aligned with the entry level accession requirements by 72 

military SMEs.  Of importance to the current study, the military SMEs identified cognitive 

ability (Campbell et al., 2016) as a leading concern in evaluating recruits.  Tripp et al. (2014) 

conducted a pilot test of 684 Air Force and Navy recruits concluding that the inclusion of 

knowledge-based cybersecurity items to the ASVAB was likely to be a useful predictor of future 

performance in military training for cyber related jobs. 

Assante and Tobey (2011) proposed the idea talent was equal to the sum of the 
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component KSAs with a delineation between an expert reliant on skills, and apprentices, entry-

level, and journeyman workers who rely primarily on knowledge. 

Baker (2016) focused on the relationship assessments play in measuring competency.    

Cybersecurity as a field and therefore many cybersecurity positions are still under development 

leading to an absence of standardized criteria.  Consequently, organizations are disadvantaged 

when validating that a candidate meets the expected proficiency levels required to successfully 

perform the duties for a given job opening.  Assessment standards notwithstanding, the NCWF 

addressed the need for a standard terminology, cybersecurity positions, and specific 

cybersecurity roles (DHS, 2016).  An apparent next step that remains unaddressed is to define 

standardized assessment techniques. 

Fazel-Zarandi et al. (2013) and the seminal work of O'Reilly, Chatman, and Caldwell 

(1991) argued for the need to refine and improve the assessment and matching of candidates' 

skills and competencies for job openings.  A more complete understanding of how skills and 

competencies differ from that of knowledge and conducting qualitative assessments based on job 

requirements rather than on poorly focused r reviews, word-of-mouth recommendations, or 

interviewing techniques is important to optimizing the evaluation of cybersecurity candidates.  

Arguably one of the more important aspects Assante and Tobey (2011) revealed was “attempts to 

assess skill have used questions of general cognitive knowledge and reasoning” (p. 12). 

 Achievement tests are not new and have gained in general application across many fields.  

Nevertheless, these instruments have limited predictive capability and do not measure beyond 

the knowledge of a given task or domain.  O recommended that research continue to validate the 

predictive accuracy of the Job Performance Modeling (JPM) technique developed during the 

Secure Power Systems Professional project.  This effort sought to validate the predictive 

https://www.google.ca/search?rlz=1C5CHFA_enUS710US710&espv=2&q=define+résumé&sa=X&ved=0ahUKEwjygvzrwOHSAhUp7oMKHYT_A0cQgCsIKzAA
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capability of the JPM in relation to job roles, responsibilities, and expertise.  One finding of 

Tobey's subsequent study revealed that competence can be accurately differentiated from lower 

levels of knowledge by the speed and accuracy of incident pattern recognition and classification 

by cybersecurity professionals and is highly predictive of skill levels (2015). 

Best practices, job analysis, skills matching, and the pipeline comprised the process 

related factors, notable for an approach based on improving existing practices and processes and 

represented roughly 31% of all topics encountered during the review of the literature. 

Best Practices.  Best practices were represented in three studies (Campbell et al., 2016; 

Hoffman, Burley et al., 2011; Kessler et al., 2013).  The primary contribution of the best 

practices factor was in recognizing that the development of cybersecurity personnel from a 

holistic point of view is a national security priority per Hoffman et al.  The lack of an industry-

wide recognized method for establishing cybersecurity accreditation bodies hampers any efforts 

that aim to standardize and hasten the maturation of the field (viz., Kessler et al., 2013) and is 

demonstrative of the current state of the cybersecurity field. 

 Tobey's research provides the conceptual and operational definitions of the criteria above 

(Assante, Tobey, & Vanderhorst, 2013; O'Neil, Assante, & Tobey, 2012) though it should be 

noted that Tobey emphasized the use of the job performance model to define related mission-

critical job roles over cost reduction (2015).  Establishing the degree of correlation between the 

application of Tobey's job performance model and cost savings, if any, represents one potential 

outcome of this study. 

Regarding measurement, Tobey (2015) provided the results of the Advanced Threat 

Response (ATR) and Operational Security Testing (OST) job performance panels.  Tables 1, 2, 

and 3 within Tobey’s discussion of findings (p. 36) revealed the response goals and ability 



 

63 

requirements for the areas covered.  The results may be germane to ISSA-Hawai’i by providing a 

methodology to be emulated in mapping job performance model vignettes to help identify talent. 

A challenge lies in extending and embracing existing best practices across the 

cybersecurity industry in a logical and repeatable manner.  Limited progress has been realized as 

suggested by the literature.  Prior solutions are aligned mainly into one of the three areas 

previously discussed: the preparation and inherent factors, the recognition and attraction factors, 

and the process related factors. 

 Job Analysis.  Job analysis represents a constructive solution in that a better definition of 

the positional requirements of job openings could lead to improved matching than would ill-

defined or out of date job descriptions (Cowley, 2014; Potter et al., 2015; Tobey, 2015).  In 

addition, job analyses are closely related to skills matching (Beidel & Magnuson, 2011; Vogel, 

2015).  Matching professionals' skills to job-related competencies is a challenging and error-

prone activity (Tobey) for hiring managers and may lead to degraded on-the-job performance 

(Beidel et al., 2011; Vogel, 2015). 

 Pipeline.  The pipeline was represented in three studies (Conklin et al., 2014; Rowe et al., 

2011; Vogel, 2015).  Given the magnitude of the shortage of cybersecurity professionals (Beidel 

& Magnuson, 2011; Mclaughlin et al., 2017) and Vogel’s observation that it is likely a multi-

decade effort to bolster the supply, the pipeline factor is advanced to bolster the pool of eligible 

candidates. 

The fundamental idea is to identify potential candidates with the experience and skill sets 

deemed compatible with cybersecurity and to recruit those individuals into the field.  Rowe et al. 

(2011) cited a dramatic and growing deficit of cybersecurity professionals in the U.S as the 

underlying need to provide students out of the pipeline with the requisite skills and Harris et al. 
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(2016) advanced that line of reasoning to embrace recruitment of cybersecurity talent as early as 

middle school in the U.S., but on a broader level than current programs such as the Air Force 

Association’s CyberPatriot program.  Expanding recruitment to begin at an earlier age could lead 

to an increase in the longer-term pipeline by feeding colleges and trade schools. 

However, it is not merely a matter of hiring more cyber professionals as there is no 

readily available pool from which to draw currently.  Libicki and Senty et al. (2014) noted that 

the shortage of cybersecurity personnel with 10 to 15 years' experience is particularly acute. This 

constricted supply together with historic demand has forced private firms and governments into 

fierce competition with one another (Harris et al., 2016) further accentuating the shortages. 

Conklin et al. (2014) focused primarily on the mismatches between industry and the 

major education pipelines.  The researchers described a recent National Security Agency (NSA) 

approach predicated on knowledge units (KUs) that promised to help higher education 

organizations to modularize and standardize curriculum.  The KU concept is part of the NSA's 

Centers of Academic Excellence in Information Assurance Education (CAEIAE) program.  The 

CAEIAE program fosters the development of cybersecurity programs at NSA-recognized 

schools and employs KU’s across a broad range of differing curriculum.  Modularity is achieved 

by using core component KU’s supplemented with KU specialization components.  Given the 

broad expectations of industry, schools can specialize and tailor curriculum to focus in specific 

job areas.  This approach provides flexibility that allows schools to better match educational 

offerings to industry needs, thus placing the correct graduates into the pipeline. 

 Another contributing factor is a lengthy and unwieldy hiring processes, particularly 

within government (Libicki & Senty et al., 2014; Darmory, Smith, & Lipsey, 2016).  Many 

government professionals lament the constraints faced by hiring managers and the onerous and 
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lengthy process to obtain security clearances.  Demand has continued to exceed available supply 

while the pool of qualified applicants is not being fed rapidly enough by the education sector.  

Within government, bureaucratic hiring processes and lengthy waiting periods for clearance 

investigations further delay the time to hire component and act as a barrier, likely dissuading 

some otherwise qualified candidates (Francis & Ginsberg, 2016).  

 One means Beidel et al., (2011) recommended to deal with the shortage of cybersecurity 

personnel is by working to expand the size of the cybersecurity personnel pool by non-traditional 

sources.  The notion of appropriation from other professions is hardly a new idea.  Assante and 

Tobey (2011) observed that information technology professionals have long been a feeder source 

for cybersecurity personnel and there is strong support among practitioners for a broad-based 

foundation in information technology as an entry requirement for the profession.   Information 

technology as a long-established source aside, Carlton et al. (2015) explained the nature of 

cybersecurity does not constitute a narrowly defined occupation, thus tapping into other related 

and suitable fields (e.g., engineering, intelligence, the military) may allow organizations to 

shortcut the lengthy period required to develop cybersecurity professionals through the 

appropriation of personnel from other professions. 

 Increasing the number of feeder personnel available for cyber job openings may be a 

promising approach.  Nonetheless, bringing people in from feeder disciplines is not particularly 

well suited to positions requiring the most advanced cybersecurity skills nor for those positions 

requiring personnel with 10-15 years of experience as Libicki and Senty et al. (2014) noted.  The 

arguments supporting this strategy do not account for concerns that a skills gap similarly impacts 

the information technology (Denning & Gordon, 2015) and intelligence fields (Collier, 2017). 

 Another method of effectively increasing the pool of available candidates is to streamline 
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hiring time lines by reducing bureaucratic and inefficient processes (Francis & Ginsberg, 2016).  

Regarding government cybersecurity positions, some mechanisms already exist and could be 

employed if authorized by Congress or the Office of Personnel Management (OPM).  Hiring 

flexibilities including Direct Hire Authority and implementing the Excepted Service construct 

could eliminate the requirement to compete specially designated job openings on merit, thus 

reducing the time required to hire.  In addition, a range of pay flexibilities could also be 

creatively offered in attracting the right talent at market competitive wage and salary levels.   

 A barrier to attracting and hiring cybersecurity personnel observed by the Departments of 

Defense and Homeland Security are the waiting periods and extensive processes incurred during 

background investigations and the award of security clearances (Francis et al., 2016; Tomchek, 

Bakshi, Carey, Clarke, Cross, Cudby, & Myers, 2016).  The U.S. General Accounting Office 

found 22% of DHS cybersecurity positions were vacant citing challenges in obtaining security 

clearances (GAO, 2013).  Improvement is needed to lessen this barrier without sacrificing the 

rigor of the background investigation system used to certify access to U.S. National Security 

Systems.  Assigning entry level personnel to positions that do not require a clearance or 

conversely, at the lowest level of background investigation may help to alleviate the bottleneck 

associated with clearance processing. 

2.3 Current Findings 

 

There are gaps in the literature that represent opportunities for this study and for further 

research to be conducted.  The identified gaps included the lack of a standardized or 

comprehensive definition of cybersecurity roles; a general deficiency on the part of hiring 

managers to fully recognize the qualifications and skill sets required for specific job openings; 

determining the correlation of training and certifications when compared to the effectiveness of 
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preparation for, and the execution of the duties aligned to cybersecurity job roles; identifying the 

fields external to information technology that are best suited as the feeder fields for additional 

cybersecurity talent; and, comprehensive work undertaken in the population under study to 

comparatively analyze the effectiveness of skills-based testing instruments. 

Defining cybersecurity roles.  None of the 32 sources reviewed provided an empirical 

treatment of a standardized or comprehensive definition of cybersecurity roles, although it can be 

argued that the work has been largely accomplished by the U.S. Federal Government, and to a 

lesser extent the Government of Japan. 

The U.S. DHS (2016) developed a common baseline reference for cybersecurity roles 

that can be applied throughout the public and private sectors.  As the Federal government’s 

executive agent for the NCWF, the DHS categorizes cybersecurity roles by alignment with the 

knowledge, skills, and abilities attributed to specific cybersecurity specialties and tasks.  The 

NCWF framework delineates cybersecurity personnel requirements by providing definitions, 

descriptions of cybersecurity roles and functions, and alignment of cybersecurity roles into the 

seven categories (DHS, 2016) outlined previously.  It follows then that the NCWF may emerge 

as the de facto standardized cybersecurity taxonomy, and with sufficient empirical research 

could be adopted across the field. 

The U.S. DoL further conceptualized the NCWF with the Cybersecurity Industry Model 

(CIM), intended to assist organizations with identifying and quantifying the competencies that 

cybersecurity professionals require to secure an organization's cyberspace (DoL, 2014).  The 

CIM model is a conceptual depiction of increasing workforce specialization, showing the 

properties and relationships between the concepts and categories.  Tiers 4 and 5 of the model are 

closely aligned with the seven NCWF categories.  Combining the CIM and NCWF provides a 
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standardized cybersecurity ontology that may represent a useful starting point for most 

organizations, as shown in Figure 5. 

 

 

Figure 5. Cybersecurity Industry Model. Reprinted from Cybersecurity Workforce Framework, 

by Department of Homeland Security (DHS), 2016. Retrieved from https://niccs.us-cert.gov/ 

workforce-development/cyber-security-workforce-framework. Reprinted with permission. 

  

Qualifications and skill sets.  Other notable gaps in the literature included a general 

deficiency on the part of hiring managers to fully recognize or identify the qualifications and 

skill sets required for specific job openings and further, to accurately detail the tasks, methods, 
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and tools in such a way that fostered improved matching of candidates to job openings. 

Knowles et al. (2017) investigated the problem of the burgeoning offerings of 

cybersecurity qualifications and specifically, the techniques surrounding competency assessment 

of cybersecurity professionals from the employer's perspective.  Citing the growing 

cybersecurity skills shortage, the researchers noted that previous research sought to frame the 

issue as industry professionalization, competency frameworks, training pedagogy, and the role of 

gamification competitions but lacked focus on assessing the competency of cybersecurity 

personnel.  Knowles et al. summed the crux of the problem as, “We must seek to ensure that 

those who have undergone cyber security training and development are able to effectively turn 

theory into practice, and that individuals have achieved an appropriate level of expertise” (p. 

116).   

The question of how qualifications may be used to efficaciously assess the competencies 

of cyber security professionals underpin the research by Knowles et al. (2017).  An analysis of 

74 cybersecurity qualifications was performed and the researchers attempted to narrow down 

how competency was assessed in the field by cybersecurity practitioners and managers.  In this 

setting, Knowles et al. defined competency assessments as the techniques used to generate 

evidence providing the assurance of the qualities regarding a candidate’s level of expertise. 

From this initial effort, Knowles et al. (2017) identified five techniques of competency 

assessment which in turn provided the basis for a qualitative survey measuring the effectiveness 

of the techniques as perceived by 153 industry experts.  The five techniques enumerated by 

Knowles et al. included “paper-based examination (multiple choice), paper-based examination 

(narrative form), oral examination (viva voce), virtual lab examination, and employment history 

and qualification review” (p. 116). 
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Germane to the present study, multiple choice knowledge-based examinations were 

perceived as the least effective, yet most relied on (60 of the 74 qualifications examined), while 

lesser utilized techniques such as virtual lab examinations were perceived as more effective.  

Knowles et al. (2017) found that only the virtual lab examination technique exceeded 15% in the 

‘excellent’ category regarding perceived effectiveness, while multiple choice garnered just 0.7% 

effectiveness rating (p. 120).  The key finding of the Knowles et al. study revealed that 

traditional approaches to competency assessment were perceived to be mostly ineffective by 

industry stakeholders. 

A prominent motif in the study was the emphasis placed on competency framework 

models, which were deemed useful for indicating the requirements background and capabilities 

needed for cybersecurity positions Knowles et al. (2017).  An important constituent part of the 

competency frameworks may be the basis that professional certifications can serve in defining a 

standards-based approach.  The researchers identified “the lack of research on approaches to 

assess competency within cyber security qualifications, particularly on how effective current 

practices to assess competency are” (p. 117) as a significant gap in the literature. 

Of the five assessments techniques, the virtual lab assessment stands out for many hiring 

managers as a ‘hands-on’ assessment technique and thus was positively perceived by 76% of the 

116 respondents as an effective assessment technique.  Knowles et al. (2017) correctly observed 

however, that virtual lab assessments are highly variable in implementation, ranging from the 

single task, multi-duration qualification assessments like the CompTIA Security+ or the 

CompTIA Advanced Security Practitioner (CASP) to the 24-, 48- and 72-hour intensive and 

immersive Offensive Security examinations.  Based on the research by Knowles et al. 
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organizations considering virtual lab employment would do well to carefully deliberate the 

qualifications under assessment and to choose an appropriate and cost-effective technique. 

Qualifications and skill sets represent a general deficiency on the part of hiring managers 

to fully recognize or identify the qualifications and skill sets required for specific job openings. 

Closely related but distinct is the gap that exists regarding training and certifications. 

Training and certifications.  A gap exists in determining the correlation of training and 

certifications when compared to the effectiveness of preparation for and the execution of, the 

duties aligned to specific cybersecurity job roles. 

 Using Table 1 of Knowles et al (2017), Competency Assessment Techniques Used 

Within Qualifications, may be a practical guideline in determining the qualifications in relation 

to certifications held by a candidate.  However, Knowles et al. acknowledged the implementation 

is neither detailed nor rigorous.  In addition, there seems to be no compelling reason to argue that 

Table 1 can be employed to select the best-fit certifications for specific cybersecurity job 

openings.  What is needed is a methodology that can be used to validate how a certification 

meets the job opening requirements. 

For example, to validate the EC Council Licensed Penetration Tester (LPT) certification, 

Knowles et al. (2017) recommended examining the candidate’s employment history, and to 

perform a qualification review to assess the candidate's qualifications.  The foregoing discourse 

implies that a candidate holding the LPT certification is qualified to do so, in accordance with 

the certifying body’s criteria; however, it does not follow that holding the LPT certification 

qualifies a candidate for the specific job opening in question.  That linkage can only be made 

following a comprehensive job performance analysis per McClelland (1973) and Tobey (2015). 
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Although it can be argued that the Knowles et al. table recommendations show promise 

as a first step in addressing the gap, additional work is needed to stipulate the certification(s) an 

individual job role or position requires, and then to utilize the Knowles et al. criteria in Table 1, 

or a version tailored to the organization.  The latter may be appropriate for medium to large 

enterprises where the roles and duties are highly decomposed or specialized.  Hence, the 

challenge is a complex and not altogether simple one for organizations to tackle.  While some of 

the groundwork has been accomplished in the cybersecurity field, the arduous work of job 

performance modeling and establishing the standardized performance indicators remains.  In the 

interim, hiring managers are prone to rely on other less exact measures. 

Tobey (2015) and Campbell et al. (2016) observed that due to the absence of standardized 

performance indicators, organizations default to professional industry certifications when 

evaluating talent.  The problem, as Tobey noted, is the lack of distinction between certifications 

which are indicative of knowledge, and performance which is indicative of skill, while Campbell 

et al. felt the issue was more closely aligned to the fact that certifications and testing failed to 

provide a useful measure of potential.   

Tobey further revealed that KSAs are the three key dimensions of competency and that 

competency is formed by the repetitive application of knowledge and skill over time and 

therefore captures the experiential component of a given job opening, while Carlton and Levy 

(2017) added that ability, knowledge, and experience are the building blocks of skill, which 

practiced over time represents competency.  Even so, this observed gap between performance 

and potential might be bridged by assessing cognitive ability and aptitude and may lead to a 

broader pool of potential candidates, especially those personnel who do not yet possess advanced 

certifications and experience as Campbell et al. observed. 
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 A methodology for classifying cyber jobs that focused on using cognitive skills to match 

higher quality candidates to jobs based on measured aptitude was proposed by Campbell et al. 

(2016).  The researchers stated an important challenge for the cybersecurity field was the 

quantity of candidate selections.  In addition, the researchers suggested the problem can be 

addressed by “assessing aptitude in addition to current skills” (p. 25).  Previous efforts to 

characterize cyber jobs culminated in the NICE framework, but still fell short of addressing 

cognitive requirements. 

To address this shortfall, the researchers developed a framework called the Cyber 

Aptitude and Talent Assessment (CATA) framework.  The principle innovation behind the use of 

CATA is to provide categories for use in assessing the cognitive requirements of cyber job 

openings.  Current best practices select cybersecurity personnel based on credentials, knowledge, 

and skills (Campbell et al. 2016).  The researchers advocated for augmenting these practices with 

cognitive testing of general abilities and aptitudes, with the purpose of broadening candidate 

pools.  The CATA framework uses dimensions of cybersecurity jobs and tasks, arranged into 

four quadrants.  Campbell et al. posited organizations could make good use of the CATA 

framework to bin positions and, thus how assessments are employed. 

 Identifying feeder fields.  Another gap was observed in identifying the fields outside of 

information technology that are best suited as the feeder fields for additional cybersecurity talent.  

To wit, Campbell et al. (2016) observed that otherwise cognitively qualifying candidates may be 

screened-out from participating in cybersecurity based on the lack of exposure or experience to 

the cybersecurity field. 

Skills-based assessments.  The researcher is not aware of any comprehensive work 

undertaken in the population under study to comparatively analyze the effectiveness of skills-
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based testing instruments, nor to enumerate skills in terms of the activities performed and the 

measurable attributes of those activities.  Regarding how to improve matching cybersecurity 

professionals’ skills to job openings, tailored skills assessments may provide the best 

methodology available to organizations. 

2.4 Conclusion

Based on the research outlined in this chapter, the primary driver is recognized as finding 

the optimum methods to match competent cybersecurity professionals to job openings.  A 

secondary interest lies in improving existing procedures and practices to streamline and optimize 

the recruitment, selection, hiring, and retention of skilled cybersecurity candidates.  The solution 

options outlined below address these drivers. 

Solution options are aligned with the literature review factors.  Preparation and inherent 

factors may be considered using standardized testing instruments.  For example, Campbell, 

O’Rourke, & Bunting (2015) advanced a model closely aligned with cybersecurity doctrine, 

including dimensional quadrants for attacking (offensive cyber operations) and defending 

(defensive cyber operations) combined with development and exploitation.   

Campbell et al. (2015) plotted typical cybersecurity jobs into the model’s four quadrants.  

Such an approach could lead hiring managers to develop testing instruments that allow a talent 

profile to be overlaid on the applicable quadrant of interest.  The talent profile and job opening 

definition could be compared to determine the degree of matching present and ultimate drive a 

hiring decision. 

Considering the employment of cyber competitions and skills assessments will address 

the areas of recognition and attraction factors.  Tobey (2015) asked how to effectively 

incorporate the evolving cybersecurity environment into usable scenarios.  In outlining the 
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importance of mission-critical roles, Tobey provided the analogy that cybersecurity is a contest 

of competence and envisaged “outperforming an adversary provides the ultimate indicator of a 

player's competence” (p. 32) in outlining that cyber competitions are primarily educational but 

can also play a major role in recruiting and selecting the workforce.  By scaffolding graduated 

and more complex outcomes, cyber competitions offer an excellent skills assessment tool and 

may provide a precedent for the application of Tobey's methodology to the research site.  

 For the area of process related factors, aligning job analysis of specific positions and the 

DHS NICE framework is likely to yield positive results while also supporting the viable skills 

assessments.  Beidel and Magnuson (2011) advocated moving beyond finding talent from 

experienced human capital already in the industry by tapping into fields outside of computer 

security, expediting and clarifying the hiring process, and reforming the security clearance 

system.  The latter is commonly accepted as specific to governmental positions, but may have 

applicability to corporate background investigative processes. 

 Recent trade publications reveal an emerging emphasis on automation.  First, many 

software tools incorporating Artificial Intelligence (AI) have surfaced.  To date, the tools 

concentrate on improvements to resume screening, performing the initial follow-up contacts with 

candidates, and locating potential candidates for job openings via social media platforms.  One 

tool in this category Beamery, supplements existing tracking mechanisms and purports to reduce 

recruitment team staffing by employing data mining techniques in finding and parsing data for 

candidate profiles (Dickson, 2017).  Data mining techniques leverage big data to find the best 

candidates.  The software is currently used by the large technology firms Facebook and VMware. 

Other approaches focusing on AI are offered by Alexander Mann Solutions, a recruitment 

outsourcing and consultancy services provider that leverage AI to create enhanced candidate 
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profiles largely from resume processing; and, ThisWay Global that focuses on gathering skills 

data to match requirements (Dickson, 2017). 

Another area of development is the advent of AI-powered chatbots such as Mya, that 

promises to automate up to 75% of recruiting tasks for organizations.  Mya provides candidates 

an indigenous communication channel or the more well-known messaging applications like 

Facebook Messenger.  JobBot is another chatbot, designed to plug-in to the Craigslist online 

platform (Dickson, 2017).  JobBot uses AI to assess and rank candidates and to schedule 

interviews, focusing on providing responsive feedback to applicants.  In a tight cybersecurity 

employment market, this could have a positive impact since candidates that do not receive timely 

feedback are likely to move on to the next employer. 

Interestingly, the advent of AI may improve both sides of the recruitment process.  

Candidates also have new tools such as Yodas and Jobo.  These systems will provide an 

assessment of a potential employer and utilize an existing LinkedIn profiles to find openings 

tailored to a candidate’s unique skill set.  Even more forward leaning is the EstherBot project 

that uses a candidate's resume as an input and interacts directly with potential employers in much 

the same way a human recruiter would. 

Organizational requirements determine the degree to which the problem is addressed or 

resolved by a solution.  The feasibility and efficacy of the proposed solution are the critical 

factors.  Due to the high cost of bringing people from the mainland to Hawai’i f identifying and 

selecting personnel outweighs the costs of failed hires. 

 In general, solutions addressing the recruitment, selection, hiring, and retention of skilled 

cybersecurity personnel have met with varying success.  Presently there is little rigorous, 
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research-based empirical evidence to suggest a standardized approach to optimizing and 

improving the matching and hiring process has been implemented in any meaningful way

2.5 Summary 

 

Chapter two contained a review of the literature as it related to the research questions and 

presented studies representing a comprehensive review of the current literature with varying 

purposes and methodologies.  This chapter was divided into the following sections: Title 

searches, articles, research documents, and journals researched, an historical overview, current 

findings, and conclusions.  The studies presented in this chapter represent a comprehensive 

review of the current literature in a cross-disciplinary approach and with varying purposes and 

methodologies.   

An interdisciplinary approach was utilized, reviewing work in the fields of aviation, 

artificial intelligence, cybersecurity, defense, economics, homeland security, human relations, 

information security, information technology, psychology, and software engineering.  The 

content and scope of this literature review revealed ten broad themes, organized into three 

domains.  First, the preparation and inherent factors consisting of education, competitions, and 

assessments; the identification factors consisting of job analysis and competency factors; and 

third, process related factors, consisting of talent, supply, and best practices. 

 McClelland’s seminal work regarding standardized testing and hand-on skills 

demonstration was discussed, followed by a review of the three domains leading into the NCWF.   

Based on the research outlined in this chapter, the primary driver was recognized as finding the 

optimum methods to match competent cybersecurity professionals to job openings. 

Chapter three addresses the study methodology.  Chapter four discusses the data 

collection plan and data analysis.  Throughout this study relevant justification for the research 
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methods used and the design of Delphi design based on established research was provided.  A 

brief review of the study methodology is presented in the next Chapter.
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Chapter 3 

Research Methods

 

 

The methods section provides the structure for how the study was conducted and 

addresses the Delphi methodology, the selection of the panel of experts, and the identification, 

collection, and analysis of the data in a narrative form.  An improved understanding of the 

attributes and determining factors that may lead to the improved matching of cybersecurity 

professionals’ skills to job-related competencies was gained.  Utilizing a Delphi study to obtain 

consensus on the opinions of industry SMEs revealed those qualities and factors deemed most 

essential in improved skills matching and may lead to new techniques and processes the research 

site can implement. 

The literature review demonstrated that prior research work in the area on improved skills 

to job openings matching within the cybersecurity field is deficient.  The field is in that phase of 

development that will likely distinguish cybersecurity from that of information security and 

information assurance.  Data indicates that over the period from 2002 to 2012, nearly half of the 

candidates entering the field from information technology roles had decreased to under a third 

(United Kingdom Sector Skills Council Ltd, 2013).  The trend suggests that many cybersecurity 

roles are increasingly filled from within the field by experienced and developing professionals, 

indicating progress is being made while demonstrating the linkage to information technology 

remains important.  Thus, the immaturity and changing nature of the cybersecurity field and the 

dearth of empirical research begets an exploratory approach. 
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3.1 Research Method and Design Appropriateness 

 

This study used an exploratory approach, qualitative methodology, and a Delphi design to 

determine the qualities that cybersecurity SMEs in the State of Hawai’i considered important in 

improving the matching of cybersecurity skills to job openings.  Avella (2016) explained the 

threefold purpose in building consensus among a Delphi panel of experts: solving problems, 

choosing the best course of action, and establishing causation.  As a technique formulated to 

develop and measure consensus, Avella observed that the Delphi method is primarily qualitative 

in scope but may also possess a quantitative element.  A qualitative approach was advanced here 

since the proposed research is chiefly exploratory in nature.  The research methodology 

framework is depicted in Figure 6. 

 

Figure 6. Research methodology framework. 
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Day and Bobeva (2005) were among the first scholars to describe the Delphi technique as 

lacking an authoritative and rigorous definition.  Day et al. affirmed the Delphi method was 

appropriate in gathering the range of subjective opinions via consensus building.  Perhaps the 

most significant contribution to the body of knowledge was Day et al.’s deconstruction of the 

Delphi technique into seven distinct categories (pp. 104-05):  the purpose, number of rounds, 

participants, mode, anonymity, media, and concurrency.  These descriptive categories and 

applicability to the current study are summarized in Table 1. 

Table 1. 

Summary of Delphi Technique Categories, Description, and Applicability 

Category Description Applicability 

Purpose Characterized by a research 

purpose designed to build, 

explore, test, and evaluate. 

Study explored and evaluated. 

Number of Rounds Characterized by successive 

rounds varying between two 

and ten. 

Study employed three rounds. 

Participants Drawn from homogeneous or 

heterogeneous groups defined 

by expertise, knowledge, 

occupation, qualification, and 

position. 

Study participants were drawn 

from a heterogeneous 

population sharing the 

descriptive qualities. 

Mode Characterized as in-person or 

conducted remotely, with 

participation via standard mail 

or postal or electronic means. 

Study employed open-ended 

interviewing/discussion in via 

remote access and Internet-

based questionnaires. 
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Category Description Applicability 

Anonymity Characterized as partial or full. Study utilized full anonymity. 

Media Characterized by data storage 

medium including electronic 

communications conducted 

through computer-mediated 

studies. 

Study was computer-mediated 

with all data stored on 

electronic media. 

Concurrency Sequential or asynchronous. Study used three Delphi 

sequential rounds. 

Note: Adapted from A generic toolkit for the successful management of Delphi studies, 

Electronic Journal of Business Research Methods, 3(2), p. 104. 

 

3.2 Population, Sampling, and Data Collection Procedures and Rationale 

 

A population of participants with both salient experiences as hiring managers and 

knowledge of the specific hiring practices representative of a broad range of organizations, 

ISSA-Hawai’i was determined to be a suitable setting for the proposed research.  ISSA-Hawai’i’s 

membership has experience ranging from consultancies and small firms up to and including 

large corporations and contains managers who periodically assess new hires for suitability as 

cybersecurity professionals.  The ISSA-Hawai’i membership of security professionals and 

practitioners were deemed qualified to participate in the study based on industry expertise, 

professional focus, and a strong commitment to ethical behavior and best practices. 
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ISSA-Hawai’i was chartered in 1992 as a not-for-profit professional organization of 

information security professionals and practitioners living within the State of Hawai’i (ISSA-

Hawai’i, 2016).  The targeted chapter was comprised of approximately 100 active members 

devoted to furthering the profession of information security and cybersecurity within the State of 

Hawai’i.  The governance structure consisted of a President, Vice President, Treasurer, 

Corresponding Secretary, Recording Secretary, and an Immediate Past-President.  In addition, 

three Directorships included a Military Liaison, a Webmaster, and a Youth Activities (ISSA-

Hawai’i, 2016) director. 

Selection of this research setting was based on the knowledge of the cybersecurity 

profession held by the membership.  Members of ISSA-Hawai’i associate with one another to 

exchange ideas, share experiences and opportunities, engage in professional development 

activities, and to serve the Hawai’i information security community.   

ISSA-Hawai’i is a highly regarded professional organization characterized by an 

objective information security SME expertise that supports sound decision-making and industry 

best practices.  Chapter members must adhere to the ISSA Code of Ethics, published ethics 

principles unique to the information security profession.  ISSA’s guiding ethical principle to 

promote information security best practices and standards is particularly germane to the current 

study (2016). 

The researcher was a member of ISSA-Hawai’i but did not hold any official position, 

paid or unpaid, and did not wield any undue influence over the membership nor the officers or 

elected directors of the association.  Membership in the organization facilitated contact, but there 

were no positional or other power differentials that caused ethical concerns during the participant 
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solicitation process.  The primary contact for the study at the research site was the incumbent 

Treasurer, an officer of the chapter (ISSA-Hawai’i, 2016). 

As outlined in the NCWF (DHS, 2016), cybersecurity practitioners are generalized as 

personnel with job functions or tasks that fall within the Tier 4 (Industry-Wide Technical 

Competencies) and Tier 5 (Industry-Sector Functional Areas) of the DoL CIM.  Applying the 

NCWF construct to the approximately 100 ISSA-Hawai’i members that self-identified as 

cybersecurity practitioners uniquely defined the study population. 

The study population was defined as those ISSA-Hawai’i members that self-identified as 

cybersecurity practitioners.  In general, cybersecurity practitioners analyze, collect and operate, 

investigate, operate and maintain, oversee and develop, protect and defend, and securely 

provision (DHS, 2016).  These individuals were also cognizant of the recruiting, selection, and 

hiring of skilled cybersecurity professionals. 

The targeted chapter of ISSA-Hawai’i consisted of approximately 100 active members 

who contributed to the information security and cybersecurity profession within the State of 

Hawai’i.  Cybersecurity practitioners from within the ISSA-Hawai’i membership possessing 

experience with, and knowledge of the recruiting, selection, hiring, and retention of skilled 

cybersecurity professionals comprised the sample frame.  Based on notional information 

gathered during past membership activities, an estimated 40% of the membership met the criteria 

for the sample frame and provided the pool of qualified SMEs for the Delphi design. 

The sample frame was impacted by the study problem as cybersecurity practitioners that 

work with, manage, and lead other cybersecurity personnel.  Thus, the sample frame stood to 

gain from the improved matching of skills to job-related competencies through the hiring and 
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retention of better-qualified candidates.  In addition, the sample frame may have benefited from 

making better decisions about talent identification and mitigating the risk of a bad hire, while 

simultaneously ensuring candidates were closely aligned with organizational goals. 

 Recruitment was initiated through liaison with the Chapter’s treasurer, an incumbent 

officer (ISSA-Hawai’i, 2016) who served as the gatekeeper.  All members of ISSA-Hawai’i were 

invited to participate in the study via two Chapter sanctioned official membership 

communications.  Volunteers that responded to the communications were initially screened by 

the researcher on first contact.  The researcher deliberatively reviewed each participant’s 

background for the indicators of expertise desired in prospective panel experts per the selection 

criteria shown in Table 2, following the demographics collection phase.  Those individuals 

meeting one or more of the qualifying criteria were requested to participate in the study. 

Table 2. 

Subject Matter Expert Acceptance Criteria for Delphi Panel 

Criteria for Selection Examples Meeting Criteria 

Holds a particular job title (Sherman et al., 

2017). 

 

Auditor; CISO/CSO; Cybersecurity or Security 

Analyst, Architect, Director, Engineer, 

Specialist; Ethical Hacker; Forensics 

Investigator; Information Security Manager, 

Officer, or Specialist; Network Architect or 

Engineer; Penetration Tester; Security or IT 

Director or Manager; or Systems 

Administrator. 

Holds one or more industry-recognized 

certifications (Furnell et al., 2017). 

CASP, C|EH, C|HFI, CCNA/CCIE Security, 

CISA, CISM, CISSP, CRISC, CSA+, CSSLP, 

E|CIH, E|CSA, GCFA, GCFE, GCIA, GCIH, 

GPEN, GSLC, GSNA, OCSP, Security+, 

SSCP. 
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Criteria for Selection Examples Meeting Criteria 

Holds a formal educational degree in; or, 

teaches cybersecurity, information security, or 

information assurance (Ogbeifun et al., 2016; 

Sherman et al., 2017). 

At the undergraduate or graduate level. 

Organizes, volunteers, or participates in 

cybersecurity competitions or exercises (Ricci 

& Gulick, 2017). 

Capture the flag, jeopardy, force-on-force, 

forensics, operational, and policy competitions. 

Published on the topic of cybersecurity (Janke, 

Kelley, Sweet & Kuba, 2016). 

Peer reviewed journal/other academic quality 

sources. 

Screening for cybersecurity SME expertise ensured that all potential participants fit within 

the sample frame.  Personnel from among the study population accepted as participants for the 

study possessed professional recognition related to the performance in and contributions to the 

field of cybersecurity in the State of Hawai’i be required to exercise a defined span of control, 

although certain duty titles shown in Table 2 were used as qualifying criteria.  The parameters 

explained here describe purposive sampling techniques. 

Purposive non-probability expert sampling was appropriate to this research effort because 

each participant possessed SME expertise in the cybersecurity field as outlined in the work of 

Fink & Kosecoff (1985) and later reinforced by (Etikan, Musa, & Alkassim, 2016).  A sample 

size of 12 experts was selected from the population using the purposive expert sampling 

technique.   Purposive sampling is often used when the researcher’s limitations include resources, 

time, and workforce considerations.  In addition, this study did not attempt to generalize findings 

beyond the research site (Trochim, Donnelly, & Arora, 2016). 

Data collection techniques were assessed to determine the potential risk to human 

subjects under the Institutional Research Board process.  Risks to human subjects include the 

consideration of the potential for legal, physical, psychological, and social harm (Sieber, 1998) 
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to the study respondents.  Confidentiality of individuals' participation and survey responses was 

of the utmost concern, particularly among a population of security SMEs with an enhanced 

awareness of privacy and data security. 

The researcher made every effort to maintain the confidentiality of any information 

collected during this research study, and any information that could identify human subjects as 

participants.  Confidentiality was protected by minimizing the identifying information in the data 

from this Delphi Study.  Best effort to maintain the confidentiality of all information collected 

during the research study, particularly information that can identify individual participants was 

judiciously exercised.  Information was not disclosed during the study and will only be disclosed 

in the future with the requisite permission or as required by law.  

All data collected remained confidential.  Privacy was maintained in gathering, storing, 

and handling the data.  Participants were not identified in the study or the data by name.  All data 

collected during study execution was staged on the SparkLit FourEyesTM server, accessible only 

by the researcher.  Data was removed after the study and a password-protected export of the data 

for backup purposes was placed in a computer file in the researcher's office. 

Participant’s email addresses were collected and stored for later contact during the study 

in cases where participants did not respond during the requested time frame between each of the 

Delphi Rounds.  The researcher maintained participant’s names and email addresses in a log 

stored on a password-protected flash media drive, secured in a locked cabinet available only to 

the researcher. 

The data retention period was established as a period of three years.  Following that 

period, all materials will be destroyed.  Release of the data during the three-year period is 
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restricted to certain personnel only, comprised of the Faculty Chair, two dissertation committee 

reviewers, and the University of Fairfax Institutional Research Board members.  In addition, the 

researcher, any authorized University of Fairfax staff, the faculty chair, and those government 

agencies overseeing human subject research may have access to research data and records for 

monitoring purposes.  Any research documentation provided to authorized, non-UoF individuals 

will be de-identified or all sensitive information will be purged or redacted.  Publications and 

presentations that result from this study will not identify participants by name. 

The primary constraints and limitations of this study were related to respondents' 

availability and time.  First, information security professionals are busy people and may not 

check email frequently, or research related correspondence may not be pressing or urgent.  

Second, respondents may have been overwhelmed by workload or a perceived lack of time to 

participate.  Third, availability may have been affected by seasonal variations including the 

summer vacation period, or around major holidays. 

Respondent candor and bias represented a potential limitation that translated into how 

willingly security professionals may or may not have shared perceived organizational 

weaknesses in the screening and hiring processes.  Respondent bias can introduce errors in the 

data, particularly if respondent opinions are not objective and truthful.  For example, respondents 

may have sought to impress the researcher during interviews.  Imprecise survey questions may 

have led to confusion or inconsistent responses. 

3.3 Validity 

 

Internal validity was a concern during the literature review.  Per Booth et al. (2016) 

countering the effects of selection bias, in which the research selects primary research sources 
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that only support prior beliefs, a cross-disciplinary and systemic approach was utilized.  Sources 

included in the study were chosen based on the selection criteria noted in Chapter 2: relevance 

and rigor.  Relevance was primarily a factor of the use of keywords and initial reading while 

rigor was achieved through the three-pass approach to source review (Haq, 2014; Ebrahim, 

2016).  In addition to the literature review, the interview questions used in Round 1 posed a 

validity concern. 

Interview and survey questions were vetted to formalize content reliability and content 

validity.  For validity, face and content validity tests per Straub (1989) were employed.  Face 

validity is an uncomplicated method employed to determine if the questions seem to measure the 

researcher’s intent.  Content validity in comparison, ensures the interview questions correctly 

sample from the greater body of potential questions.  Bernard (2011) described content validity 

as asking the right questions; likewise, Carlton et al. (2015) spoke to the need to present clear 

questions in a Delphi technique research-based study and Avella (2016) explained that a group of 

participants screened for relevant knowledge and expertise is considered to increase reliability 

and validity.  Thus, the researcher screened ten trusted associates who served as a peer review of 

the interview questions and pilot testing of the survey instruments ensured all questions were 

salient and clear-cut prior to use with the study participants.   

After the interview and survey questions were initially formulated, trusted associate 

cybersecurity SMEs from outside of the research site population were used to establish content 

and face validity of the interview questions.  Peer review/pilot testing by these trusted associates 

established that the interview and survey content fell within the (ISC)2 (2015) eight domains of 

information security, a standard broadly accepted across the industry.  In addition, the trusted 
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associates were asked to evaluate if the interview and survey questions were formatted 

coherently, were stated with clarity, were ethical, and were relevant to the research topic.  

Feedback from the trusted associate review was analyzed and adjustments to the interview and 

survey questions were made as needed.  The results of the trusted associate peer review are 

shown in Section 4.1, Table 3. 

For reliability, a potential limitation involves the researcher inadvertently or explicitly 

imposing his or her preconceptions on the respondents.  The researcher is a cybersecurity 

practitioner and thus preconceived ideas and bias represented an important limiting factor as 

noted by Alshenqeeti (2014) when conducting interviews as part of the study methodology.  

Moreover, Avella (2016) ascertained that a Delphi design in which a researcher generates Round 

1 questions based on a review of the extant literature to be especially vulnerable to researcher 

bias.  To overcome this phenomenon, the researcher incorporated open-ended interviews with the 

study participants in Round 1.  Analysis of the interview audio transcripts were used to generate 

the twenty-four qualities and factors deemed important by the study participants.  The researcher 

did not inject any other topics into the study. 

The Round 2 and Round 3 survey instruments were pilot tested per Avella (2016), not to 

prove statistically-based validity or reliability, but to ensure the instrument design was 

executable.  This was an important consideration given the survey instruments were researcher-

designed.  Both survey instruments were provided to the trusted associates for a functionality 

review prior to use with the study participants.  Feedback from the trusted associates was 

incorporated into the survey instruments prior to use. 

Following data collection and coding, a secondary analyst confirmed the results of the 
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analysis through cross-member checking as suggested by Creswell (2000).  The study consisted 

of two forms of data, including open-ended responses and attitude based responses.  Although 

the attitude based responses were not subject to the introduction of bias or misinterpretation, the 

qualitative interview response data were not similarly protected from these potential harms.  To 

ensure that researcher closeness to the topic and pre-existing biases did not influence the coding 

and thematic evaluation of the open-ended responses, the secondary analyst reviewed the 

interview transcripts and conducted a separate analysis of the data.  Comparing the results of the 

primary and secondary analyst’s findings revealed a consistent interpretation of the interview 

transcripts, thus confirming accuracy and further, that no biases were present. 

3.4 Data Analysis 

 

The Delphi technique is an accepted and widely used method to acquire practical 

knowledge via converging expert opinion in topic areas as defined in early application and 

reaffirmed by later researchers (Linstone & Turoff, 1975; Carlton et al., 2015; Avella, 2016).  

Many scholars agree that three or more rounds provide sufficient iteration for experts to reach 

consensus (Asselin & Harper, 2014; Fletcher et al., 2014; de Lo researchers have found the 

Delphi technique appropriate to the exploration and correlation of areas not yet thoroughly 

studied but where practitioner experience and knowledge is prevalent and exists as a kind of de 

facto authority (Fletcher et al., 2014; Carlton et al., 2015).  For these reasons and as the literature 

review revealed a sparsity of empirical research on matching cybersecurity skills to job openings, 

the Delphi technique was well suited to this study.   

 The Delphi technique was chosen as the data collection method for the study with 

modification to accommodate delivery of Round 2 and Round 3 via the Internet.  Using an 
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electronic modality introduces several advantages concerning cost, time, and travel.  First, the 

associated costs were minimized.  Access to the SparkLit online survey tool, FourEyesTM was 

obtained, and allowed survey creation, delivery, and preliminary analysis to be performed at the 

cost of $175.  Second, potential delays and turn-around time for coordinating, disseminating, and 

receiving expert inputs was streamlined.  Third, the need for scheduling, transit, and conducting 

meetings was eliminated, while simultaneously minimizing impacts on respondents' schedules. 

The Delphi methodology was conducted in three rounds.  Round 1 utilized open-ended 

interviews while survey questions were presented in Rounds 2 and 3.  The Delphi method was 

employed to determine the range of opinions on the research topic, explored the convergence of 

opinions and established areas of consensus, areas in which disagreement existed, or in which 

clarity in understanding was needed.  The process used for peer review/pilot testing is shown in 

Figure 7, and represents a flow diagram of the Delphi design used in this study.  The terminating 

connectors for each process indicate a transition to Rounds 1, 2, or 3 processes (Figure 8).  
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Figure 7. Delphi peer review/pilot testing flow diagram. 

The process used for conducting Rounds 1, 2 and 3 is shown in Figure 8, and represents a 

flow diagram of the Delphi design used in this study.  The terminating connectors for each 

process indicate a transition to pilot testing (Figure 7) or the findings (Figure 8).  
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Figure 8. Delphi rounds 1, 2, and 3 design flow diagrams.

 

This study utilized a Delphi design, based on the social-constructivist framework.  The 

social-constructivist framework in research was first advanced by Berger and Luckmann (1967) 

and is important to this study since such a framework facilitates a cooperative approach to 

meaning using interviewing techniques (Edwards & Holland, 2013; Creswell, 2013).  For this 

reason, the first round consisted of open-ended interview questions and free flowing discussion 

between each panel expert and the researcher.  The initial results garnered during Round 1 were 

utilized in constructing the Round 2 survey instrument.  Likewise, the Round 2 survey results 

were used as the input for the Round 3 survey instrument in building towards consensus. 

Qualitative studies are closely aligned to social-constructivist frameworks in that research 
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meaning is data-dependent while quantitative studies focus on the measurement and testing of 

hypotheses (Edwards & Holland, 2013).  The Delphi method was used to explore and collect 

data from volunteers selected from the research site with experience in cybersecurity and with 

exposure to candidate evaluation and hiring, making it an appropriate method of qualitative 

inquiry for the study.  In addition, a qualitative approach aligned well with the proposed research 

question and the conceptual framework. 

The original plan for open-ended questioning and surveying in multiple rounds reflected 

the study-connected goals of exploring what is important that potential employers know about 

the research problem, ranking and confirming these qualities, and asking for suggestions on how 

best to assess the qualities, leading to new contributions to improving the matching of 

cybersecurity candidates. 

Ergo, employing open-ended interviewing and discussion in Round 1 allowed the 

panelists to express views related to the matching of cybersecurity skills to job openings based 

on expert opinion and viewpoints.  A key element of the Delphi method is obtaining a balance of 

inputs from all panelists without confrontation and achieved through the isolation of the panel 

experts from dominant or overly influential participants (Carlton et al., 2015).  Hence, the current 

study employed one-on-one interviewing during Round 1 and individually conducted surveys in 

Rounds 2 and 3.  Following Round 1, the initial results formed the basis of the two subsequent 

rounds utilizing sequential questionnaires in leading the panel of experts to consensus was 

employed (Avella, 2016).   

Compilation highlights that occur with the Delphi method were a concern for this study.  

If little or no consensus could be achieved, there was a high level of risk that the data collection 
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had not been properly validated, that the participating experts were not the best qualified or 

experienced, or that incomplete information or information not of decision grade quality had 

been relied upon.  Alternatively, divergence in opinions may have indicated the need for further 

research. 

Participant mortality with Delphi studies occurs when respondents end participation prior 

to the study conclusion or simply do not reply to contact (Rubin, 2016).  No coercion techniques 

were applied and any non-participating respondent was removed from further study coordination 

and communications.  In this study, participation by the expert panelists remained stable through 

Round 2.  A single panelist did not continue to Round 3. 

While there are no established rule sets for determining the number of rounds needed for 

a Delphi study within the extant literature, many scholars consider two rounds as only marginally 

acceptable (Avella, 2016) preferring three or more rounds for increased reliability.  Thus, three 

rounds were deemed essential for this study. 

This study used interviews and a series of questionnaires presented to SMEs (i.e., panel 

of experts) to establish the importance and relevancy of the qualities deemed important in 

cybersecurity candidates.  Topics found in the literature and relating specifically to the research 

outlined in Chapter 2 formed the basis of the research and guided the construction of the 

interview questions and probing avenues utilized.  The researcher, acting as facilitator collected 

and analyzed the data to identify the common and conflicting viewpoints.  Successive rounds 

continued to converge towards the grouped that researchers use either technique advantageously, 

particularly with researcher-designed surveys.  Since employing field tests and pilot studies with 

Delphi instruments were considered as non-traditional, outside expertise in reviewing the 
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interview and survey questions prior to implementation was used and ensured the instruments 

were addressed comprehensively. 

Delphi expert panels do not have a standardized or specific composition, although Avella 

(2016) noted that panel sizes of less than 10 are rare.  This study utilized a sample size of 12 

respondents for each of the three rounds.  For the Round 1 interviews, seven questions were 

drafted for consideration by the cybersecurity panel of experts.  The interview questions were 

vetted via a peer review consisting of ten respondents not connected with the study population.  

Following the peer review, recommended changes were incorporated into the finalized interview 

questions and those refined questions were available for IRB final approval.  Peer review 

respondents did not participate in any of the Delphi rounds or data collection and analysis. 

Once the peer review and development of the interview questions was finalized, the three 

Delphi rounds commenced.  The panel of experts were expected to follow instructions and to 

present views and opinions that were truthful and complete.  Each of the 12 screened participants 

completed the Informed Consent form (refer to Appendix C), which was presented only once to 

each respondent prior to completion of the Demographics Collection component.   

 The Demographics Collection component (refer to Appendix D) was presented only once 

to each respondent, just prior to conducting the Round 1 open-ended interviews and discussion. 

Twelve questions were posed to each participant, including age, gender, highest level of 

education achieved, degree in or teaching cybersecurity of information security, involvement in 

cybersecurity gamification events such as competitions, published works on cybersecurity or 

information security topics, current/past titles held, industry certifications held, years of industry 

experience, role in the hiring cybersecurity candidates, level of management represented, and 
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primary business type. 

In questions 1, the respondent was asked to indicate age using radio buttons aligned to the 

options of ’18 to 29’, ’30 to 49’, ’50 to 64’, and ‘65 and over’.  Question 2 required the respondent 

to indicate gender, with radio buttons for the choices of ‘Prefer not to say’, ‘Female’, or ‘Male’.  

Question 3 was used to ask the respondent to indicate the highest level of education attained.  

Respondents used radio buttons to choose from the following options; 'Post graduate degree', 

'Some college', 'College graduate', 'High school graduate', 'Trade/technical/vocational training', 

'Some postgraduate work', and 'Prefer not to say'.  Question 4 was used to inquire of respondents, 

'Do you hold a formal education degree in or teach cybersecurity, information security, or 

information assurance?' 

 In question 5, respondents were asked to indicate ‘yes’ or ‘no’ to the question, ‘Have you 

organized, volunteered, or participated in cybersecurity competitions or exercises (i.e., capture 

the flag, jeopardy, force-on-force, forensics, operational, and policy competitions)?’  Question 6 

was, ‘Have you published on the topic of cybersecurity, information security, or information 

assurance in a peer reviewed journal or other academic quality source?’ and respondents 

indicated ‘yes’ or ‘no’.  In question 7, ‘Which title most accurately describes your current 

position?’ was asked and respondents chose from a grid of possible items, including: Auditor, 

CISO/CSO, Cybersecurity or Security Analyst, Cybersecurity or Security Architect, 

Cybersecurity or Security Director, Cybersecurity or Security Engineer, Cybersecurity or 

Security Specialist, Ethical Hacker, Forensics Investigator, Information Security Manager, 

Information Security Officer, or Specialist, Network Architect or Engineer, Penetration Tester, 

Security or IT Director or Manager, Systems Administrator. 
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Question 8 was designed for the respondent to provide information regarding 

certifications, ‘Which Industry Certifications Do You Hold?  The options included CASP, C|EH, 

C|HFI, CCNA/CCIE Security, CISA, CISM, CISSP, CRISC, CSA+, CSSLP, E|CIH, E|CSA, 

GCFA, GCFE, GCIA, GCIH, GPEN, GSLC, GSNA, OCSP, Security+, and SSCP.  Question 9 

was used to gauge the respondent's level of experience in the cybersecurity hiring process.  

Respondents could choose from the following: ‘Less than 3 years’, Between 3-5 years’, or ‘5 

years or more’.  Selections were made using a drop-down list.  Question 10 was used to 

determine the respondent’s role in the cybersecurity hiring process using a multiple-choice 

question set.  Selections included ‘directly responsible’, ‘play a role’, ‘influencer’, and ‘none’.  

Respondents could only choose a single selection.  Question 11 asked the respondent to indicate 

their level of management and whether that level was past, current, or not applicable.  

Respondents selected from a multiple-choice grid.  Question 12 asked the primary business type, 

ranging from consultancy to Fortune 1000 and selections were made using a radio button. 

A final screening review based on the demographics instrument was conducted.  Only 

after ensuring each potential panelist met the criteria listed in Chapter 3.3.3, was an interview 

scheduled for Round 1.  If any respondent opted-out to the informed consent form or, after a 

review of the respondent's demographics collection component, the researcher determined the 

individual did not qualify to participate in the study, the volunteer was thanked for participating 

up to that point, but not scheduled for a Round 1 interview.  Following the informed consent 

signing and demographics collection, each screened and consented respondent was interviewed. 

The primary focus of the Round 1 interviews and open-ended discussion was to allow the 

expert panelists to express a free flow of ideas, opinions, thoughts, and viewpoints.  In addition, 
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panelists were asked for suggestions on the practices and techniques deemed important and that 

could be used to improve the matching of cybersecurity candidates to job openings.  The audio 

recordings from Round 1 were transcribed, then coded and analyzed using the QSR International 

Nvivo for MacTM qualitative analysis suite.  Data from all three rounds was handled using the 

analysis process shown in Figure 9. 

 

 

Figure 9. Qualitative analysis process diagram. Adapted from Dixon H, 2014, Qualitative Data 

Analysis Using NVivo. Belfast, Northern Ireland: Queen's University. Reprinted with 

permission.

 

After the Round 1 interviews, the expert’s responses were analyzed for qualitative 

thematic trends and patterns and revealed 24 factors of importance.  The Round 2 questionnaire 

was built from this analysis and given to the trusted associates for pilot testing.  After 
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incorporating feedback from the trusted associates, the finalized survey instrument was presented 

to the panel of experts for an opportunity to review the earlier group consensus, reflect on 

individual responses, and indicate any changes of opinion or perceptions in the rankings.  

Providing the views of others to each participant and inviting reflection on previous responses is 

an accepted methodology for achieving consensus. 

Responses from Round 2 were coded and analyzed.  The average of the responses (mean) 

and the distribution of responses (standard deviation) were computed for each response.  The 

resultant data was incorporated into the Delphi Round 3 questionnaire, which consisted of the 

top 10 most important factors.  The Round 2 data collection questionnaire was configured using 

the SparkLit FourEyesTM survey platform.  Where appropriate, the survey question options were 

presented in randomized order (Rubin, 2016, p. 160-64).  Respondents were asked not to share 

the link with others.  Survey inputs by non-authorized personnel and duplicate attempts were 

removed.  Each section of the questionnaire is discussed below. 

Round 2 of the Delphi study included two parts: fourteen clarifying questions and one 

ranking component (refer to Appendix E) designed to gauge the expert’s level of agreement with 

statements and ranking of the qualities related to the Round 1 interviews.  The experts were 

directed to indicate agreement with each of the first thirteen questions.  In question #14, 

respondents were asked for clarification on the practice of evaluating cybersecurity candidates 

using a hands-on assessment tool or via an in-person hands-on demonstration.  If the respondent 

selected the ‘Yes’ option, branching was used to present Question #15, “Are the hands-on skills 

assessments utilized tied to the specific job announcement or job description?”  If the respondent 

chose any other option in Question #14, then Question #15 was not presented. 
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 In the second part of the Round 2 survey instrument, experts were directed to rank each 

of the 24 factors that emerged from Round 1 for improving the matching of cybersecurity 

candidates to job openings.  Lower rankings indicated the strongest level of positive resonance 

and therefore the most important quality or factor for each of the Delphi expert panelists. 

The Ranking Evaluation Factors component was subject to the changes discovered during 

the post survey data analysis phase following Round 2.  Questions were not changed materially, 

with the exception that as consensus developed the number of factors dropped from 24 down to 

10 factors.  Those factors deemed unimportant by the expert panelists were dropped from further 

consideration.  Questions 1 and 2 asked the respondent about candidate qualifications and the 

respondent’s workplace requirements.  Question 1 was a ‘yes’ or ‘no’, radio button selection that 

asked if formal schooling is required of candidates.  Question 2 asked the respondent to gauge a 

candidate’s required experience level by assigning a percentage to the categories of ‘Important’, 

‘Critical’, ‘Not Important’, and ‘Relevant.’  The total of all choices summed to 100%. 

Questions 4 and 5 asked the respondent about candidate aptitude.  Question 4 queried the 

respondent to indicate if an industry certification was required.  Question 5 was used to clarify 

the respondent’s perception on the following statement: “Cyber talent is not necessarily a 

function of experience or training, but a result of cognitive ability.” 

 Questions 6, 7, and 8 asked the respondent about screening candidates using skills 

assessments to determine the respondent’s perception of the following statement: “Evaluating 

and assessing the competencies of cyber candidates during the hiring process is important to my 

organization.”  Question 7 was a ‘yes’ or ‘no’, radio button selection that asked if the respondent 

utilized a hands-on assessment tool or an in-person demonstration to evaluate a candidate’s skills. 
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Question 8 was a multiple-choice selection that asked the respondent if skills assessments 

were comprised of the demonstration of cyber competencies tied to job announcements or job 

descriptions.  Respondents could choose from, ‘Yes’, ‘We don't use hands-on skills assessments’, 

‘We don’t use hands-on skills assessments but we do measure knowledge competency via [cyber 

related] examination’, ‘We use a standardized hands-on skills assessment for all cyber positions’, 

‘We don't use hands-on skills assessments but we do measure knowledge competency via 

examination (non-cyber related)’ or ‘Other (please specify)’. 

During Round 3, the expert panelists were instructed to review the group consensus and 

compare it with previous responses.  Participants were afforded the opportunity to change 

individual responses.  Ten of the items ranked important by the expert panelists in Round 2 were 

retained and formed the basis of the Round 3 survey instrument.  The Round 3 instrument 

consisted of two questions.  In question #1, panelists were asked to revisit the top ten items 

retained from round 2 and to rank-order those ten items. 

Responses from Round 3 were coded and analyzed and provided a complete picture of 

the data collection when combined with the earlier coding of data from Round 1 and Round 2.  

Strong group consensus was observed and the results of the third round were used to draft a 

finalized compilation, representing the panel of experts’ consensus opinions and leading to the 

study findings. 

3.5 Summary 

 

Chapter three provided an overview of the methodology used in this study as related to 

the research questions and presented the structure for how the study was conducted.  In addition, 

the Delphi methodology as addressed, as was the selection of the panel of experts, and the 
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identification, collection, and analysis of the data in a narrative form.  This chapter was divided 

into the following sections: research method and design appropriateness; population, sampling, 

and data collections procedures and rational; internal and external validity; and, data analysis. 

The research methodology selected was an exploratory approach, qualitative method, and 

a Delphi design used to gain an improved understanding of the attributes and determining factors 

that may lead to the improved matching of cybersecurity professionals’ skills to job-related 

competencies.  Justification to indicate that the Delphi method is an effective methodology to use 

in achieving consensus regarding the matching of cybersecurity candidates to job openings was 

provided.  Utilizing a Delphi study to gain consensus on the opinions of industry SMEs matter 

experts revealed those factors deemed most essential in determining improved skills matching 

and may lead to new techniques and processes that the research site can implement. 

A review of the population, sampling techniques, and the scope of the panel identification 

and selection was presented.  The study population was defined as members of the professional 

organization, ISSA-Hawai’i that self-identified as cybersecurity practitioners.  Selection 

procedures and criteria for the expert panelists were reviewed in Section 3.2 and Table 2, 

respectively.  Each volunteer was screened to ensure the selection criteria was met or the 

volunteer was not accepted into the study.  

Data collections and procedures and rational were explained.  Data collection techniques 

were assessed to determine the potential risk to human subjects under the IRB process.  Data 

protection, retention, and release conditions were stipulated.  

A discussion on internal and external validity was provided.  Internal validity was a 

prime concern per Booth et al. (2016) primarily in ensuring the effects of selection bias were 
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adequately countered by utilizing a cross-disciplinary and systemic approach to the literature 

review.  Interview and survey questions were vetted to formalize content reliability and content 

validity per Straub (1989).  Content validity followed Bernard (2011) and Carlton et al. (2015), 

thus the researcher employed a peer review process to ensure the questions exhibited clarity and 

that all responses were salient to the research topic.  In addition, trusted associates examined 

interview questions for formatting and ethical concerns.   

Per Avela (2016), the trusted associates were screened for relevant knowledge and 

expertise in cybersecurity to further strengthen reliability and validity.  To overcome the 

researcher's preconceptions on the respondents, per Alshenqeeti (2014) and Avella the qualities 

for consensus building were not based on a review of the extant literature, rather those qualities 

were gleaned from the Round 1 open-ended interviews. 

Data selection and analysis techniques were covered.  The Delphi technique is an 

accepted and widely used methodology to acquire practical knowledge via converging expert 

opinion in topic areas and is appropriate to the exploration and correlation of areas not yet 

thoroughly studied but where practitioner experience and knowledge is prevalent and exists as a 

type of de facto authority (Fletcher et al., 2014; Carlton et al., 2015).  Since the literature review 

revealed a sparsity of empirical research on matching cybersecurity skills to job openings, the 

Delphi technique was well suited to the current study.   

The Delphi methodology was conducted in three rounds: Round 1 utilized open-ended 

discussion while survey questions were presented in Rounds 2 and 3. Round 1 data was analyzed 

for qualitative thematic trends and patterns and used to build the Round 2 questionnaire.  The 

panel of experts were provided 24 factors for rank their level of agreement, where lower rankings 
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indicated the strongest importance.   

The resultant top 10 most important factors were incorporated into the Round 3 

questionnaire, and the expert panelists were instructed to review the group's consensus and 

compare it with their previous responses.  Participants were afforded the opportunity to change 

individual responses.  Strong group consensus was formed and the results of the third round were 

then used to draft a finalized compilation, representing the panel of experts’ consensus opinions 

and leading to the study findings. 

A review of the study results and findings is presented in the next Chapter.
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Chapter 4 

Results and Findings 

 

 

The problem area researched in this study was the multiple challenges faced by 

organizations in recruiting, selecting, and hiring skilled cybersecurity professionals (Campbell et 

al., 2016; Dunsmuir, 2015; Fourie et al., 2014; Lo, 2015; Morris et al., 2015; Vogel, 2015).  

Many researchers (Campbell et al., 2016; Kessler et al., 2013) have found that matching 

cybersecurity professionals' skills to job-related competencies is a challenging and error-prone 

activity (Tobey, 2015) for hiring managers and may lead to poor on-the-job performance, costly 

failed hires (Yager, 2012; Klosters, 2014), and could degrade or compromise an organization’s 

mission. 

Therefore, the purpose of this study was to explore and define the essential opinions 

among cybersecurity SMEs from the research site, leading to consensus regarding the 

identification and assessment of the qualities and practices that are most effective when 

evaluating cybersecurity candidates for job openings.  Studying the qualities that hiring 

managers should assess to achieve a prime candidate to job opening fit is a first step in 

developing an improved approach to mitigating failed hires, optimizing human capital resources, 

and facilitating the organization's ability to operate in and defend its’ cyberspace. 

Further, research was conducted to establish whether the Delphi method was the most 

appropriate data collection means to clearly identify competency and objective areas for the 

research topic and research problem.  The Delphi technique was predicated on gathering the 

opinions of expert panelists in a sequential series of questions, ostensibly leading to consensus.  

Qualitative research plays on important role when coupled with the Delphi technique in 
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identifying stakeholder outcomes, in facilitating the relative ranking of those outcomes, and in 

determining the scope of those outcomes (Keeley, Williamson, Callery, Jones, Mathers, 

Jones, … & Calvert, 2016). 

This chapter describes the data analysis to be employed followed by a discussion of the 

study findings.  The findings are expected to relate to the research questions that will guide the 

study.  Data was analyzed to identify, describe, and explore the relationship and effectiveness 

between matching skills and competencies to job openings as revealed by the Delphi panel of 

experts.  The data presented in this chapter includes the results from the Delphi rounds conducted 

in the study to identify and present consensus on the research topic and questions. 

This narrative will examine the demographic information about the expert panel, the 

professional experiences and backgrounds related to cybersecurity, and the results from the three 

Delphi rounds.  Detailed information about the expert panel members are revealed within this 

chapter through the data collected using a demographic survey instrument.  This data addresses 

the study requirements regarding the needed background and experience, as well as descriptive 

information about the panel members and their response rates to the different questionnaires. 

Following that, each round of the Delphi is reviewed to display information and 

knowledge gained from that round.  The goal of Delphi consensus building was revealed for each 

round through the analysis and procedures employed. 

The following questions drove this study and were answered through the Delphi 

technique features of confidentiality, iteration, and feedback (Carlton et al., 2015) for drawing 

consensus through expert response:
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Research Question: What qualities do subject matter experts in the State of Hawai’i 

perceive as important in matching cybersecurity professionals' skills to job-related 

competencies? 

 

Issue Question 1: Which practices and techniques that subject matter experts in the State 

of Hawai’i use for matching skills to job-related competencies can be deemed sufficient? 

 

Issue Question 2: What practices and techniques for matching skills to job-related 

competencies do subject matter experts in the State of Hawai’i feel can be improved?

 

Participant Demographic Information.  Prior to recruiting any panelists for the study, 

all materials were sent to the IRB at the University of Fairfax in Vienna, Virginia (refer to 

Appendix G).  The study received approval and the corresponding materials were readied in 

preparation to contact the research site, ISSA-Hawai’i Chapter.  All potential panelists were 

approached via a ‘Call for Participation’ that was posted to the ISSA-Hawai’i membership, 

through the gatekeeper. 

The request for study participants was circulated three times, once each on March 22, 

April 17, and May 16, 2017; a total of 15 members expressed interest in participating in the 

study.  While the number of interested participants exceeded the desired 12-member sample, 

application of the screening criteria eliminated three potential volunteers from participation in 

the study.  Regarding the correct panel size, Avella (2016) maintained there is no standard, yet 

also noted that typical panels can range in size from 10 to 100, “depending on stakeholder 

interest” (p. 308).  Therefore, given a total population of approximately 100 and an estimated 

sample frame size of 40, twelve respondents was deemed sufficient for the study. 

The twelve members were sent email correspondence with instructions for completing 

the demographics survey instrument hosted on the FourEyesTM platform (see Appendix D).  The 

researcher provided access to the demographics survey only to those individuals that appeared to 
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meet the study criteria after an initial discussion with the volunteer regarding qualifications and 

experience.  All 12 members completed the demographics survey instrument for a return rate of 

100%.  Once the results were examined all 12 members were invited to further take part in the 

study.  The members, now referred to as expert panelists, were sent requests to complete the 

Informed Consent form (refer to Appendix C) using the DocuSignTM service for managing 

documents and digital signatures. 

Of the 12 respondents taking part in the demographics survey, 75% were male and 25% 

female.  Many of the respondents fell into the 50 to 64 age group (58.3%) and 30 to 49-year age 

range (25%), with one in the 65 years and older category (8.3%) and one preferred not to say 

(8.3%).  The likely reason for the predominance of these age groups was that the volunteer pool 

was comprised from the ISSA-Hawai’i chapter membership, a group primarily composed of 

cybersecurity and information security professionals within industry.  This inference is further 

supported by the duty titles selected by respondents, which were comprised mainly of upper or 

senior management personnel.  Figure 10 summarizes the demographic information of the expert 

panelists in terms of age and gender distribution. 
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Figure 10. Cross-tabulation of panel experts for age and gender. 

 

 The panelists exhibited a broad range of cybersecurity education and expertise, with the 

majority (75%) completing a college degree and 41.7% of respondents holding a degree in, or 

were currently teaching or had taught cybersecurity, information security, or information 

assurance at the College/University level.  In addition, 25% had published one or more 

academic, peer reviewed publications and 50% had organized, volunteered, or participated in 

cybersecurity competitions or exercises, including capture the flag, jeopardy style, force-on-

force, forensics, operational, and policy competitions.  Figure 11 summarizes the demographic 

information of the expert panelists regarding the highest level of education completed and 

involvement in cybersecurity industry education and training efforts. 
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Figure 11. Cross-tabulation of panel experts for educational attainment and effort. 
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For industry certifications, 43.3% of respondents held the ISACA Certified Information 

Systems Auditor (CISA) or the (ISC)2 Certified Information Systems Security Professional 

(CISSP), while another 41.7% held the CompTIA Security+ certifications.  Figure 12 portrays 

the relationship between position title and the certifications held by the panel experts.  The 

colored bubbles depict the relative number of respondents per position title vs. the industry 

certification held.  For example, the largest red bubble is correlated to two respondents with the 

position title of CISO/CSO and that also hold the CISSP certification.  All other bubbles 

represent a one-to-one ratio of position title to certification.  It is important to note that the 

greatest frequency of certifications seen was the CompTIA Security+, with five respondents 

holding the certification, across a broad range of position titles. 

 

 

Figure 12. Cross-tabulation of panel experts for title and certifications held. 
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Among the entire panel population, 66.7% of the panelists indicated more than 15 years 

of cybersecurity experience.  Only 16.7% had between 3 to 5 years and 5 to 7 years of 

cybersecurity experience.  No participants selected less than 3 years’ experience.  Most of the 

sample (75%) indicated direct responsibility for evaluating and hiring cybersecurity candidates 

or played a role in the process (reviewing, recommending, interviewing), while 8.3% influenced 

the hiring manager (evaluated or wrote job descriptions, or performed human capital functions). 

Not surprisingly, 16.7% of respondents, all with 5 to 7 years’ experience or less, indicated 

no role in the hiring process.  Of interest, 66.7% of respondents indicating they were directly 

responsible for evaluating and hiring cybersecurity candidates held the ISC2 CISSP certification.  

Figure 13 summarizes the demographic information of the expert panelists in terms of 

experience and role distribution. 
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Figure 13. Cross-tabulation of panel experts for experience and role. 

 

The sample was derived from ISSA-Hawai’i organization, with nine of the respondents 

residing on the Island of Oahu and three living on the outlying Islands of Maui and Hawai’i (the 

Big Island).  Sole proprietorships and consultancies represented the largest industry sector 

(33.4%) with medium to large enterprise organizations and small businesses each comprised of 
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25%, followed by Federal, State, and Local governments consisting of 16.7%.  Approximately 

36.4% of the respondents currently served as executive management and 55.6% served as 

technical managers.  Figure 14 summarizes the demographic information of the expert panelists 

in terms of sector. 

 

 

Figure 14. Cross-tabulation of panel experts for industry sector. 

 

4.1 Methods of Data Analysis and Presentation of Data 

 

 Following the initial development of the interview questions in April 2017, the questions 

were peer reviewed with ten trusted associates during the period from May 1 to May 12, 2017, to 

establish face validity.  The trusted associates, who were not part of the sample population and 

did not take part in the data collection rounds, were asked to evaluate the proposed interview 

questions per the following six guidelines:

 

1. Is the content of the questions appropriate for the audience? 
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2. Are any of the survey items intrusive, invasive, potentially embarrassing, or of a 

sensitive nature? 

3. Are there any potential ethical concerns associated with the questions? 

4. Are any of the questions unclear, poorly worded, or inappropriate? 

5. Do you feel respondents will have difficulty with comprehension and the format of 

the questions? 

6. Do you have any other comments? 

 

 The evaluation was conducted online using a customized Google Forms implementation 

to present a short background, introduce the research question, present the proposed interview 

questions, and gather feedback from the trusted associates.  Feedback collected from the form is 

summarized in Table 3.

Table 3. 

 

Trusted Associate Peer Review of Round 1 Interview Questions

 Criteria Question 

Reviewer Q1 Q2 Q3 Q4 Q5 

1 Yes No No No No 

2 Absolutely Not at all None at all  For questions 

1-3, recom-

mend chang-

ing the first 

word to “con-

sider.”  The 

questions are 

clear, well 

worded, and 

appropriate.  

Not at all 

3 Yes No No 

 

No No 
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 Criteria Question 

Reviewer Q1 Q2 Q3 Q4 Q5 

4 Gathering a 

pool of quali-

fied candidates 

is key. 

None None No response No 

5 Well thought 

out.  Requires 

a respondent 

to think about 

answers. 

Not in my opin-

ion. 

None that I 

see. 

No, well writ-

ten and con-

cise. 

Should not be 

an issue. 

6 Yes very 

much.  First 

question is 

tremendous. 

None evident 

unless some of 

the processes 

and or specific 

skill sets are 

company/con-

tractor propri-

etary. 

None that I 

can see. 

Questions are 

very well 

worded and 

well thought 

out. 

Only 

consideration 

would be for 

the scope of 

some of the 

questions as 

they in them-

selves are 

quite vast a 

detailed an-

swer might 

make for an 

extended re-

sponse to an-

swer properly 

from an 

industry pro-

fessional. 

7 Yes None are par-

ticularly intru-

sive, invasive, 

potentially em-

barrassing, or 

of a sensitive 

nature. 

No No These ques-

tions are for-

matted per-

fectly to touch 

at the depth 

needed with-

out isolating 

getting to 

technical and 

facilitate the 

discussion 

needed. 

8 Questions ap-

pear appropri-

ate. 

No No Questions4 

and 6 are long 

and awkward. 

Can you give 

examples of 

skills (e.g., 
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 Criteria Question 

Reviewer Q1 Q2 Q3 Q4 Q5 

firewall, infor-

mation assur-

ance...) 

9 Yes, these 

questions 

cover most 

things. 

No, not at all. None It is clear to 

me. 

No 

10 Yes No No No  

No 

 

 

During the peer-review/pilot-testing, the trusted associates revealed minor concerns with 

what was considered the consistency of phrasing between interview questions 1 – 3 and 4 – 7.  

Interview Questions 1 – 3 were edited to standardize the phraseology used.  For interview 

questions 4 and 6, one respondent expressed reservations that the questions were too long and 

awkwardly worded.  It should be noted that the examples supplied in parentheses were removed.  

The examples were only included to show the intention to employ probing techniques by the 

interviewer as needed to draw from the respondents any added details on a case-by-case basis 

during the interview sessions.  Criteria question 5 yielded several discerning observations from 

the trusted associates regarding the nature of the question; nonetheless, changes to the interview 

question was not warranted.  The responses are noteworthy in underscoring the study-connected 

research question.   

Feedback from the trusted associates was reviewed, and incorporated into the edited 

interview questions as needed.  The interview questions developed for use in the Round 1 

interviews are summarized in Table 4. 



 

120 

 

Table 4. 

Proposed and Edited Round 1 Interview Questions 

Proposed Questions After Peer Review Edits 

Considering the qualities you think are 

important when evaluating cybersecurity 

candidates' skills for job openings.  Which do 

you deem the most important and why? 

Consider the qualities you think are important 

when evaluating cybersecurity candidates' skills 

for job openings.  Which do you deem the most 

important and why? 

Considering the practices, tools, and 

techniques you use for matching skills to job-

related competencies.  Which do you consider 

sufficient? 

Consider the practices and techniques you use 

for matching skills to job-related competencies.  

Which do you consider sufficient? 

Considering the practices, tools, and 

techniques you use for matching skills to job-

related competencies, which do you feel can be 

improved upon? 

Consider the practices and techniques you use 

for matching skills to job-related competencies, 

which do you feel can be improved upon? 

Consider the process you used to develop or 

employ assessments that supported the 

assessment of candidates' skills.  As you 

reflect, what effective practices emerged (e.g., 

effective practices regarding assessment types, 

the number of assessments, when assessments 

are used, etc.)? What would you do 

differently? 

Consider the process you used to develop or 

employ assessments that supported the 

assessment of candidates' skills.  As you reflect, 

what effective practices emerged? What would 

you do differently? 

Consider the processes you used to identify 

and implement relevant resources and activities 

that supported the assessment of candidates' 

skills.  What effective practices emerged?  

What would you do differently? 

Consider the processes you used to identify and 

implement relevant resources and activities that 

supported the assessment of candidates' skills.  

What effective practices emerged?  What would 

you do differently? 

Are there any other effective practices that 

come to mind regarding the evaluation of 

cybersecurity candidates 

Are there any other effective practices that 

come to mind regarding the evaluation of 

cybersecurity candidates 

Are there other experts from within the 

research site you would recommend to 

participate in this study? 

Are there other experts from within the research 

site that you would recommend to participate in 

this study? 

Interviews were conducted to engage the volunteer experts about matching candidate’s 

skills to job openings to discover, document, and describe their opinions.  The interviewees were 
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offered the choice of conducting the interview in-person or via telephone.  All 12 participants 

opted for telephone interviews.  A pre-established interview length was not employed, although 

an estimate of 20 minutes was communicated to the participants and 30 minutes was scheduled 

with three of the busiest respondents.  No interview was prematurely terminated, including for 

those respondents that provided a 30-minute scheduled time slot.  The duration of the interviews 

was between approximately 19 minutes and 40 minutes with a median length of 23 minutes.  The 

iOS application CallRecorder ProTM and a dedicated digital audio recording device were 

employed to capture the audio transcripts. 

The researcher conducted all interviews, began each interview by explaining the purpose 

of the study, verified that the informed consent to participate had been signed, and that 

demographic information had been collected about the subject's education background, 

cybersecurity experience, and industry sector.  Active listening techniques, probing and follow-

up questions were asked as appropriate after each scripted question concluded. 

A single interview protocol was developed consisting of seven questions.  The goal of 

each question was to encourage the subjects to reveal the importance of matching cybersecurity 

candidate’s skills to job openings by asking the respondents to talk about experiences and to offer 

opinions and viewpoints.  First, the researcher established rapport with the subject, then 

delivered the questions in the same order to all 12 subjects.   

Probing techniques were employed to draw additional discussion from subjects.  Subjects 

were encouraged to explain or clarify what they meant, the reasons behind their answers, and the 

meanings of any industry-specific terms utilized.  Prompting continued until subjects reported 

that they could provide no further explanation.  Conceptually rich and open-ended discussion 

was fostered.  The following examples at Table 5 are representative of the dialog encountered 
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during the interview sessions:

Table 5. 

Example Interview Researcher-Subject Dialogs 

Sample A Sample B 

Subject: We take them to Dave and Busters play 

games informally.  I observe video games and 

the way they react to winning and losing and 

then how they interact with other people on a 

competitive nature and social interaction. 

Subject: We keep building IT folks and we're not 

building security folks.  I think it needs to be the same 

person at the same time.  

Researcher: I find that interesting because of the 

gamification aspect, where people look to 

identify talent.  Are there other practices that 

came out of that, that you did not expect? 

Researcher: Would it be fair to say that you are of the 

belief that a cybersecurity professional is someone 

who is not necessarily educated that way or trained 

that way but somebody who must have a broad base of 

experience in information technology? 

Subject: It allows me to learn a lot about the 

candidates that I would never be able to discern 

in interviews.  I know they're going to not just 

socially work well but technically work well.  

Subject: I'm a good security person and that would be 

a fair characterization.  I think that's the way we've 

been building them and I think that's not the way we 

need to go. 

 Researcher: Tell me more about that. 

 Subject: From the ground up.  If someone is interested 

in programming, part of that skill set must be on the 

security side.  You know it [security] is not something 

that you can add on.   

 

The Round 1 interviews were recorded.  Interviews were conducted in an unstructured 

manner, allowing participants to speak freely, relate their experiences, tell stories, and no attempt 

was made to take notes or create a transcript of participant’s responses.  A digital audio recording 

of the entire interview audio was transcribed via machine-generated speech-to-text transcription.  

Audio sessions were captured using a digital recording format, either from a dedicated portable 

digital audio recording device or by using the iOS CallRecorder ProTM application.  No attempt 

to edit recordings during the sessions or to transcribe notes was made, to facilitate naturally 

smooth and free flowing interviews. 
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Transcription software was employed to convert interview sessions from audio to textual 

format for use during the qualitative analysis.  Raw audio files were uploaded to the VoiceBaseTM 

transcription service which accepts files in the following formats: *.mp3, *.mp4, *.flv, *.wmv, 

*.avi, *.mpeg, *.aac, *.aiff, *.au, *.ogg, *.3gp, *.flac, *.ra, *.m4a, *.wma, *.m4v, *.caf, *.cf, 

*.mov, *.mpg, *.webm, *.wav, *.asf, and *.amr.  VoiceBaseTM individual web accounts provide 50 

hours of machine transcription at no cost, with additional services billed at 2¢ per minute.  

VoiceBaseTM exports a machine-generated transcription using the JavaScript Object Notation 

(JSON)1 a lightweight, human-readable data-interchange format.  JSON is designed for ease of use 

in reading and writing by humans and to improve machine parsing.   

Once transcribed, the textual data required further normalization before the qualitative data 

analysis phase could begin.  The researcher found that the VoiceBaseTM machine-generated 

transcription was surprisingly accurate, although it did fall short with certain accents, pauses in 

speech, and human colloquialisms.  In addition, the machine generation tended to repeat certain 

words and phrases frequently.  In general, machine transcription required from 5 to 10 minutes to 

convert a 25-minute interview session, or roughly a 3-to-1 conversion ratio.  The researcher was 

required to spend an additional 30 to 60 minutes manually editing the machine-generated output to 

remove errors in translation, incorrect punctuation, and repetitive or nonsensical words.  Still, 

given that no cost was incurred for the machine-generated conversion and that the cost and turn-

around time needed for human-conversion is expensive by comparison, this was an acceptable 

trade-off for the study.  A secondary analyst reviewed these finalized transcriptions for general 

readability and comprehension; this review resulted in no changes to the transcripts. 

 

1  JSON is based on a subset of the JavaScript Programming Language, Standard ECMA-262, 

3rd Edition (used with permission).  Available at www.json.org/. 
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Analysis of the interviews was conducted using the QSR International Nvivo for MacTM 

qualitative analysis suite and a thematic analysis approach.  The researcher is an expert 

practitioner in terms of cybersecurity experience.  Interview content was manually reviewed for 

overarching themes initially.  A second pass was made of each interview to code the content 

within QSR International Nvivo for MacTM.   

Following the thematic review and coding, the researcher carried out a line-by-line 

reading to develop a thorough understanding of each subject’s reasoning.  Through the careful 

review of the interview data, the researcher could analyze the data in a more targeted way.  This 

analysis of the interview data provided the content used to create the Round 2 survey instrument.  

The researcher will expand on the analysis results in Section 4.2 and in Chapter 5. 

Data generated from the questionnaires was analyzed to determine how the panelists 

viewed the important factors in the matching of cybersecurity skills to job openings.  Initial 

limited qualitative pattern checking was performed on the respondents’ comments.  Basic 

measures of mean and standard deviation were used to validate ranking and the significance of 

that ranking to the study.  The transcribed audio data, converted to normalized textual format 

was imported into the QSR International Nvivo for MacTM qualitative data analysis software, for 

coding and analysis. 

QSR International Nvivo for MacTM allowed the researcher to assign qualitative meaning to 

the data and to allow a secondary analyst a platform for reviewing the content underpinning each 

of the identified themes.  The two principal benefits were to provide a more thorough and rigorous 

coding and interpretation of the data, and to provide enhanced data management.  For this study, 

the basic unit of analysis was the individual interview transcripts.  Demographic data were coded 
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as attributes and assigned to each case (person).  This approach allowed the researcher to discern 

patterns across demographic groups that might not otherwise have been clear.  

Richards (2014) described qualitative data as “confusing, contradictory, multi-faceted...rich 

accounts of experience and interaction” (p. 5) in which the researcher seeks to interpret patterns 

and recognize ideas, grounded in solid coding and cataloging.  Qualitative data analysis used the 

processes of gathering, sorting, coding, classifying and comparing the data.  Once collected, the 

data was decomposed to classify and manage more effectively.  Coding is a heuristic process 

(Saldaña, 2015) utilized to tag similar pieces of data with descriptive meta data that helps to 

categorize and compare the data to reveal meaning and the research context. 

Round 2 consisted of a 17-question survey instrument hosted on the SparkLit FourEyesTM 

survey platform.  Peer review of the proposed Round 2 survey instrument was conducted June 3 

through June 6, 2017.  Several minor spelling errors were highlighted and corrected.  In addition, 

one peer contributor recommended adding clarifying language to Question 16 that asked the 

expert panelists to rank the 24 factors that emerged from the Round 1 interviews.  After re-

writing the stem of Question 16, the Round 2 instrument was finalized for deployment.  A 

request for participation went out on June 6, with the survey open through June 9, 2017.  Two 

follow-up reminders were sent, one each on June 7 and June 9, 2017.  Twelve Round 2 survey 

submissions were received for a completion rate of 100%.  Respondents on average, completed 

the Round 2 survey in 13 minutes. 

After Round 2 was completed, the ranked factors were assessed to determine which were 

the top ten most important factors noted by the expert panelists.  Once the top ten were 

determined, the Round 3 survey was created to verify the accuracy of these factors.  Round 3 
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utilized a ten-question survey instrument that was hosted on the SparkLit FourEyesTM survey 

platform.  Since the generation and creation of the Round 3 survey was pulled directly from the 

top ten factors that were identified in the Round 2 survey, there was no peer review conducted on 

the survey instrument prior to administration.   

A request for participation was sent to expert panelists on June 14 indicating the Round 3 

survey would be live through June 20, 2017.  Follow-up reminders were sent in two day 

increments, indicating the time left to complete the survey, on June 16, June 18, and June 20, 

2017.  Round 3 provided an opportunity for expert panelists to change the prior responses or to 

rearrange the order of importance for the top ten factors identified in the Round 2 survey.  Eleven 

Round 3 survey responses were recorded during that time period for a completion rate of 

91.67%.  Respondents on average completed the Round 3 survey in five and a half minutes.

4.2 Discussion of Findings 

 

Presentation of the data describes the practices and attitudes of hiring personnel 

pertaining to the formal education, certification, and skills assessments of prospective 

cybersecurity candidates.  Multiple themes emerged from the Round 1 interviews (refer to 

Section 1.8 for an explanation of selected cybersecurity terms and concepts).  The themes were 

grouped into the three categories of desired qualities, improved practices, and current challenges.  

A secondary analyst’s review of the data resulted in highly similar themes, with semantic 

discrepancies, but a near perfect conceptual match.  Review of the secondary analyst’s coding 

results revealed that there was no discernable influence of bias, as this secondary researcher was 

not entrenched in the interview topics and did not have any expectations of the data, yet still 

determined the same themes as the primary researcher. 
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Desired qualities.  A nearly overarching quality expressed during the interviews by the 

expert panelists as critical for cybersecurity candidates was the need for positive and constructive 

social interactions, people skills, and soft skills (Mclaughlin et al., 2017).  The following excerpt 

illustrates one participant’s articulation of the need for soft skills: “I feel like we can take most 

candidates and build on their skill sets but it's much harder to teach someone how to 

communicate effectively or to deal with management.” 

A second quality that ranked high among the expert panelists was the need for experience 

and analytical/critical thinking skills and this finding agrees with research conducted by 

Mclaughlin et al. (2017).  To the expert panelists, these seemed to go hand-in-hand with the job 

requirements.  Experience within the cybersecurity field helped establish familiarity and a certain 

knowledge-base that was required to fulfill the position.  One participant even noted that as a 

part of the interview process, he or she would administer a quantitative assessment to gauge their 

skill level.  Analytical/critical thinking skills (Trippe et al., 2014; Mclaughlin et al., 2017) was 

important to expert panelists because, as one participant noted, “They have to be able to take lots 

and lots of data, and be able to logically think through and analyze that data successfully.” 

The need for candidates to have a curiosity and desire to learn often complex and far-

reaching cybersecurity concepts was the third-most highly ranked quality among the expert 

panelists.  Participants spoke of these qualities as lifelong learning, a thirst for knowledge, and a 

strong commitment to professional development. 

A fourth quality expressed by half of the expert panelists was the need for candidates to 

exhibit strong character-based qualities including integrity and loyalty.  The following excerpt 

illustrates one participant’s view about how integrity and loyalty were more valuable than 
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technical skill, “I feel that technical skills can be learned, but integrity and loyalty come from 

value systems, [something] that most young people are hard to find with.”   

The fifth through eighth qualities highlighted by the expert panelists included the need 

for candidates to have or demonstrate job rotations and progression, broad-based experience in 

information technology, the ability to apply cybersecurity to the business need, and the ability to 

translate governance, policies, and regulations into technical implementation and systems 

engineering implementation.  One respondent put it this way: “You have to know the policy 

aspects, the regulations and the statutory requirements followed by the technical procedures on 

how to implement the policies.” 

Improved practices.  The second major area that emerged from the expert panelists were 

those observations and opinions that are categorized as improvements.  These included third-

party screening and background checks, using gaming/competitions to evaluate technical skills, 

the need to use assessments in evaluating skills, technical-based interview questions, employing 

weighted and double-blind scoring methodologies, and using internships and probationary 

periods. 

There was favorable agreement among the panelists on the need to conduct screening and 

background checks.  Particularly concerning background checks, the respondents relied on a 

trusted third-party to provide the investigative accesses and records checking required.  In the 

cases of government positions, these services were delivered by the Office of Personnel 

Management (OPM) or the newly formed National Background Investigations Bureau (NBIB). 

The second area that emerged was the concept of utilizing gamification and competitions 

as a methodology to surface those candidates with the requisite talent and experience.  One 
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panelist stated, “We take them to Dave and Busters play games informally where I can quantify 

that social interaction aspect.  I can observe video games and the way they react to winning and 

losing and how they interact with other people on a competitive nature as well as social 

interaction.” 

Regarding the need to use assessments in evaluating skills a curious dichotomy was 

observed in the panelists responses.  Nearly all respondents agreed that assessments were a 

critical factor in evaluating candidates, exhibiting strong opinions on the subject area.  However, 

very few used any form of skills assessment in practice.  The data yielded by this study shows 

that the practices shared by the expert panelists were immature or lacked the necessary rigor to 

objectively and quantitatively assess a candidates’ skills. 

Next, the interviews revealed that several panelists argued for using technically-based 

interview questions citing a move in recent years to behavioral-based interviewing and in some 

cases excluding technical staff from the interview process altogether as noted by one panelist, 

“I've tried to argue for keeping technical-based questions and for seating technical people on the 

interview boards.” 

Another area of improvement was in the methodology used to rate, rank, or score 

candidates during the hiring process.  Surprisingly, few respondents employed any ranking 

system but many felt it could add value to the overall process.  For example, a weighted category 

scoring methodology could help an organization to find the correct personnel as noted by one 

respondent, “We rate each candidate's resume per a weighted category score sheet.  We then 

carry that forward and add additional scoring during the interviews.” 

Cronyism and favoritism was noted by Pintz and Morita (2017) as often connected to the 
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State of Hawai’i, thus reinforcing the observation of one respondent and the suggestion to use 

double-blind scoring to help prevent the perceived negative aspects of networking. 

A final area mentioned by two of the respondents involved the use of internships and 

probationary periods as ways of bringing new talent to the organization while affording the 

organization an extended candidate evaluation period before committing to full employment. 

Current challenges.  The third major area that emerged from the expert panelists are 

those observations and opinions that are categorized as challenges.  This included utilizing 

legacy hiring practices and techniques such as resume screening, interviewing, and evaluating 

work samples; the pluses, pitfalls, and perils of certifications; and employing cybersecurity 

competitions. 

For legacy hiring practices, there was wide acceptance of the traditional methods of 

racking and stacking resumes and conducting interviews.  Some innovation was noted, primarily 

with how the panelists handled resume screening tasks.  A few of the panelists had outsourced 

resume screening to third-party services including Afintus.com, HackerRank.com, and 

Ziprecuriter.com.  While generally satisfied with the results provided by these third-party service 

providers, several panelists lamented the lack of a cybersecurity industry focus, citing a general 

human relations approach used by these service providers. 

Certifications were an area of strong contention.  Nearly all the panelists agreed that 

certifications were a necessary component of experience but also pointed out that certifications 

may come with important limitations including cost, upkeep, relevancy, and the general lack of 

hands-on technical focus.  First, cybersecurity managers and leaders are divided in their opinions 

on which certifications have value.  One respondent stated, “During resume screening, I often 

see a mismatch between the certifications and the work experience of candidates and to me that 
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equals a failure to leverage those certifications.”  Other respondents cited the lack of a hands-on 

assessment that characterizes most certifications today, but many professionals do concede that 

Security+ covers the security industry fundamentals (Zurkus, 2016) and view the Security+ 

certification as the de facto certification for entry level candidates. 

Arguably, the most disconcerting area regarding certifications for the study respondents 

centered on the proliferation of certification issuing bodies and the fragmentation of 

certifications (Spidalieri et al., 2014) in the marketplace today.  These two factors combine to 

make it difficult for employers to understand the array of credentials, but more importantly how 

to map the competencies needed to a candidates’ credentials.  Fortunately, a national effort is 

underway to inculcate a credentials framework.  This new framework is vendor agnostic and 

provides a methodology for mapping credentials to competencies.  Collett (2017) outlined the 

unique framework that follows the formula of Knowledge + Skills (Specialized + Personal + 

Social) = Competency.  The formula is especially germane to the current study since most 

respondents highlighted social or soft skills (Mclaughlin et al., 2017) as an important quality for 

cybersecurity candidates. 

The explosion of certifications and certifying bodies within cybersecurity is reflective of 

the professionalization efforts in the field.  These efforts are useful for establishing the skill 

requirements of specific cybersecurity occupations and roles, as seen in Tobey's (2015) JPM 

framework (Knowles et al., 2017).  Of note, several researchers have observed that current 

cybersecurity professionalization vectors by the existing and highly fractured standards and 

certification organizations must be collapsed into a single and overarching professional body 

(Burley, Eisenberg, & Goodman, 2014; Reece & Stahl, 2015). 

Finally, there appeared to be a general positive view of and enthusiasm for employing 
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cybersecurity competitions.  Some of the expert panelists expressed concerns with the potential 

costs and overhead in employing cybersecurity competitions, but still liked the idea of fostering a 

healthy competitive environment where candidates could demonstrate their skills and potential 

value to the organization. 

The objective of Round 2 was to focus on the 24 factors identified during the Round 1 

interviewing and to establish a first attempt at achieving consensus among the expert panelists.  

Respondents were presented a ranking question consisting of the 24 factors and asked to arrange 

the factors from 1 to 24, where 1 represented the most important factor and 24 the least important 

factor.  Two strong bands of consensus emerged: a very strong consensus among the bottom 

eight questions (17 – 24); and, the top ten ranked factors ranged (1 – 10).  The factors between 

11-16 were highly variable and consensus was the weakest. 

For the top 10 factors, the expert panelists agreed strongly that character traits such as 

integrity, loyalty, and honesty were the single most important factor for cybersecurity candidates.  

This factor had an average ranking among the 12 panelists of 4.45, a full one point lower than the 

next most important factor.  Eleven of the 12 respondents ranked the factor no lower than ‘6’ 

while a single respondent ranked the factor as ‘22’.  Due to the one respondent’s ranking, the data 

was considered an outlier and if discarded, resulted in an even stronger average ranking for the 

factor of 2.45. 

The case for discarding the outlier value was bolstered by question #7 of the survey that 

asked respondents to rate the following statement, “Thinking of cyber candidate's qualifications, 

how important is it for a candidate to possess character traits such as integrity, loyalty, or 

honesty?”  All 12 respondents chose “Agree Strongly”.  Even so, since the ranking exercise was 
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to list the factors in order of importance, this strongly showed the expert panelists believed that 

integrity, loyalty, and honesty was the most important factor when considering cybersecurity 

candidates. 

Of interest the number four ranked quality, soft skills, social interactions, and people skills, 

emerged from the interviews as an important quality mentioned almost universally by the 

respondents (Mclaughlin et al., 2017) but the factor did not rank within the top three factors 

within Round 2.  Industry-recognized certifications (#3), formal schooling (#5), knowledge 

examinations (#8), and hands-on competency assessments (#10) all fell within the top ten factors 

as expected.  Broad-based experience in information technology (#13) did not materialize as an 

important factor among the panelists.  Table 6 depicts the top ten factors by ranking and average. 

Table 6. 

Round 2 Consensus Among the Most Important Ten Factors 

Rank Factor Average 

1  Integrity, loyalty, honesty, and other character traits 4.45 (2.45 adj.) 

2  Background checks and reference validation  5.45 

3 Industry-recognized certifications 6.09 

4 Soft skills Social interactions and people skills 6.18 

5 Formal schooling (e.g., college degree, trade/vocational school) 7.18 

6 Critical thinking and data analysis skills 9.00 

7 Knowledge examinations 9.27 

8 Curiosity and a desire to learn 10.27 

9 Translating governance, policy, and regulations to the business 10.45 

10 Hands-on competency assessments 10.55 

These top ten factors were presented to the expert panelists during Round 3 of the Delphi 

study.  Participants were provided an opportunity to rate the top ten factors that they felt were the 
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most important to least important.  Round 3 provided the expert panelists an opportunity to 

amend or confirm their previous ratings based on the top ten factors.  Table 7 highlights these 

confirmatory ratings.

Table 7. 

 

Round 3 Consensus Among the Top Ten Factors 

 

Rank Factor Average 

1 Integrity, loyalty, honesty, and other character traits 1.73 

2 Critical thinking and data analysis skills 2.45 

3 Curiosity and desire to learn 3.73 

4 Background checks and reference validation 3.91 

4 Soft skills, social skills, and people skills 3.91 

6 Industry-recognized certifications 5.27 

7 Formal schooling (e.g., College degree, trade/vocational school) 5.36 

8 Hands-on competency assessments 5.73 

9 Translating governance, policy, and regulations to the business 6.18 

10 Knowledge examinations 6.73 

The results of the Round 3 survey confirmed the prevalence of the most important factor, 

integrity, loyalty, honesty, and other character traits, as remaining in the first rank.  However, 

there were significant changes that occurred between Tables 6 and 7 concerning the placement of 

several of the factors.  The top three factors that emerged from the Round 2 survey were nearly 

entirely missing from the top three that emerged from the Round 3 survey, except for integrity, 

loyalty, honesty, and other character traits.  These stark changes indicated to the researcher that 

the expert panelists were more flexible about the importance of rudimentary factors when more 

options were presented to them.  In the case of the Round 2 survey, there were a total of 24 
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factors presented to the expert panelists as opposed to the Round 3 survey where only ten factors 

were listed to the expert panelists. 

4.3 Summary 

 

Three broad themes emerged from the analysis of the Round 1 interviews: Desired 

qualities, improved practices, and current challenges.  These themes provided the content to 

construct the Round 2 survey that was peer reviewed and administered to the expert panelists. 

This survey helped identify the most important factors that expert panelists took into 

consideration when evaluating cybersecurity candidates.  Once the researcher assessed expert 

panelists’ beliefs about the top ten most important factors, the Round 3 survey was generated to 

confirm these were the top ten factors for expert panelists. 

Participants agreed on several principles for effective practices regarding the matching of 

cybersecurity candidates’ skills to job openings, several principles for effective practice 

regarding developing assessments; and several principles for effective practice regarding 

identifying and leveraging resources. 

While consensus was the goal of the study, some areas of disagreement reflected the 

unique contexts of individual candidate evaluation techniques.  Where the areas of disagreement 

existed, respondents noted philosophical differences in approaches to candidate evaluation.  

These findings thus provide opportunity for expansion of this premise in the form of further 

guidance to practitioners, researchers, and industry alike.  In Chapter 5, the implications and 

conclusions of the research will be discussed. 
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Chapter 5 

Implications and Conclusions 

 

This chapter contains a summary of the overall research methodology used to identify 

essential qualities, practices, and techniques for matching candidate's skills to job openings in the 

State of Hawai’i.  The final sections of this chapter identify the overall research findings of the 

study, explain implications, draw conclusions, and advance recommendations.  

The problem area investigated in this study was the multiple challenges faced by 

organizations in recruiting, selecting, and hiring skilled cybersecurity professionals (Campbell et 

al., 2016; Dunsmuir, 2015; Fourie et al., 2014; Lo, 2015; Morris et al., 2015; Vogel, 2015).  

Many researchers (Campbell et al., 2016; Kessler et al., 2013) have found that matching 

cybersecurity professionals' skills to job-related competencies is a challenging and error-prone 

activity (Tobey, 2015) for hiring managers and may lead to poor on-the-job performance, costly 

failed hires (Yager, 2012; Klosters, 2014), and could degrade or compromise an organization’s 

mission or purpose. 

The three research questions were all addressed within the study, and the findings provide 

insights into and recommendations for the research site: 

Research Question: What qualities do subject matter experts in the State of Hawai’i 

perceive as important in matching cybersecurity professionals' skills to job-related 

competencies? 

 

Issue Question 1: Which practices and techniques that subject matter experts in the State 

of Hawai’i use for matching skills to job-related competencies can be deemed sufficient? 

 

Issue Question 2: What practices and techniques for matching skills to job-related 

competencies do subject matter experts in the State of Hawai’i feel can be improved?
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This study gathered a panel of experts to develop a consensus of the qualities and factors 

that a panel of experts considered essential when matching candidates’ skills to job openings.  

The expert's consensus provided answers to a need that had not been previously met.  This need 

is outlined as restating the problem and purpose of the study, as well as the methodology 

employed to identify and achieve consensus through a Delphi design. 

The review of the literature in Chapter 2 revealed nine themes of interest in the extant 

research.  These nine themes translated into the top ten most important qualities, techniques, and 

procedures revealed during the Delphi consensus building rounds.  The relationships between the 

nine literature review themes and the Delphi top ten factors are shown in Figure 15. 

Figure 15. Relationships between the literature review and Delphi consensus rounds. 
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The top ten essential qualities that emerged from the panelists during Round 3 answered 

research question number one.  Research questions number two and number three were answered 

by the practices and techniques that were deemed sufficient and those specific practices and 

techniques that participants feel could be improved.  Each practice and technique was identified 

through consensus building methods and identified through the Delphi process by using experts 

in the fields of cybersecurity with exposure to evaluation and hiring processes. 

Through a three-round Delphi process, the results of the study revealed ten important 

themes centered on qualities, practices, or techniques.  The consensus view seems to be that 

these qualities, practices, and techniques can be grouped into three significance areas:  three 

areas of traits, three areas of aptitude, skills, or competencies, and four areas of measures as 

shown in Table 8.  

Table 8. 

Compilation of Significant Qualities, Practices, and Techniques 

Factor Quality, Practice/Technique 

Integrity, honesty, and loyalty Traits 

Critical thinking and data analysis skills Aptitude, Skills, or Competencies 

Curiosity and desire to learn Traits 

Background checks and reference validation Measures 

Soft skills, social skills, and people skills Traits 

Industry-recognized certifications Aptitude, Skills, or Competencies 

Formal schooling (e.g., College degree, 

trade/vocational school) 

Measures 

Hands-on competency assessments Measures 

Translating governance, policy, and regulations 

to the business 

Aptitude, Skills, or Competencies 

Knowledge examinations Measures 



 

139 

 

The study offers valuable insights into the expert openings in the State of Hawai’i.  The 

areas of traits, aptitude, skills, or competencies, and measures recurred throughout the 

interviews, surveys, and within the qualitative dataset. 

Contribution to knowledge made by the research.  Unfortunately, little empirical 

research has been conducted supporting how to effectively screen and match cybersecurity 

candidates to job openings.  The research to date has not adequately addressed questions such as 

the qualities that need to be considered, which of those qualities are judged to be the most 

important by SMEs, nor the variables that may influence the priorities of hiring managers.  This 

lack of empirical research places industry practitioners at a disadvantage when attempting to 

attract and hire cybersecurity candidates, and does not adequately support the process of 

matching of candidates as a core responsibility of managers involved in hiring cybersecurity 

professionals.   

The study results were remarkable because up to this point there has been no established 

research into the qualities, practices, or techniques for the State of Hawai’i.  In addition, the 

research needed to focus resources properly is lacking and may represent a crucial gap for many 

organizations.  Thus, all the research here is newly generated information. 

The results of this study do support and expand upon the previously limited empirical 

research related to the qualities considered essential to determine in the screening and hiring 

process of cybersecurity professionals.  It should be noted that other sources of information 

utilized by the experts to identify the core qualities of cybersecurity candidates identified in this 

study were congruent with the limited empirical research.  However, since the literature review 

did not find research supporting the connection of candidate screening to the essential qualities, 
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any direct research connection is problematic without further exploration.  Correlation 

notwithstanding, the significance of the consensus building component of the study related to the 

research questions is important to the profession at large. 

5.1. Implications 

 

An initial objective of the study was to explore and define the essential opinions among 

cybersecurity SMEs from the research site, that might lead to a consensus regarding the 

identification and assessment of the qualities and practices that are most effective when 

evaluating cybersecurity candidates for job openings.  As previously noted, studying these 

qualities and practices is a first step in developing an improved approach to mitigating failed 

hires, optimizing human capital resources, and facilitating the organization's ability to operate in 

and defend its cyberspace. 

Implications for practitioners and policy-makers in the field.  A key finding of the 

study was revealed by the four items that were repeated in Round 1 by more than one panel 

member as qualities considered essential in the matching process.  Social interactions, people 

skills, and soft skills had 12 submissions in Round 1 and appeared to be an essential quality.  

This and the remaining results of the Round 1 interviews were used to identify the following 

emergent themes:  desired qualities, improved practices, and current challenges.  The Round 2 

and Round 3 surveys asked participants to rank the 24 emergent factors and the top ten factors 

respectively, in the matching process to identify which factors were considered the most 

essential. 

The quality of social interactions, people skills, and soft skills that surfaced in the limited 

amount of empirical research was strongly considered during the interviews.  Social interactions, 

people skills, and soft skills were referred to in studies conducted by Klosters (2014), Potter et al. 
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(2015), Radermacher et al. (2014), and Mclaughlin et al. (2017).  The mean for the quality social 

interactions, people skills, and soft skills after the Round 3 survey analysis was 3.91, well below 

three other qualities and indicating that although the experts exhibited strong convictions about 

this trait during the interviews, when offered the opportunity to rank the trait among other 

important factors, the respondents tempered their initially strong feelings as the group opinion 

converged throughout subsequent rounds. 

Of the essential qualities submitted by the panel, the following were considered most 

important (Round 3 mean ranking values of 4.0 or less): integrity, loyalty, honesty (Mclaughlin 

et al., 2017), and other character traits; critical thinking (Mclaughlin, et al.) and data analysis 

skills; curiosity and desire to learn; background checks and reference validation; and soft skills, 

social skills, and people skills (Mclaughlin, et al.).  One of the expert panelists captured a 

recurring sentiment from many of the participants: “I think one of the important areas is the soft 

skills aspect.  I feel like we can take most candidates and build on their skill sets but it is much 

harder to teach someone how to communicate effectively or to deal with management.”  The 

remaining Round 3 qualities considered most essential were related to industry-recognized 

certifications; formal schooling (e.g., college degree, trade/vocational school); hands-on 

competency assessments; translating governance, policy, and regulations to the business; and, 

knowledge examinations. 

A second key finding of this study included strong consensus among the experts on 

candidate character-based traits that included integrity, honesty, and loyalty, the need for a 

curiosity and a desire to learn, and the need for soft skills, social skills, and people skills 

(Mclaughlin et al., 2017). 
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First, integrity, honesty, and loyalty were traits ranked as most important (#1 of 10) 

among the experts, when the rankings were averaged.  Avella (2016) explained that the Delphi 

method consensus standard is 70% agreement, with a typical range of agreement between 55% 

and 100%.  A closer look at the data shows that when the rankings were converted to a weighted 

score, consensus building was better depicted by scoring the top three rankings regarding the 

number of respondents that voted for any given rank value.   

From this perspective, nine of the 12 respondents ranked the integrity, honesty, and 

loyalty trait as #1, (4 votes), #2, (4 votes), #3 (0 votes), and #4 (1 vote) indicating a Delphi level 

of consensus of 86.46%, and shown in Table 9.  Likewise, the consensus standards for the 

remaining two qualities and practices characterized as traits are shown in Tables 10 and 11

Table 9. 

Delphi Weighted Scoring for Integrity, Honesty, and Loyalty 

Integrity, honesty, and loyalty 

Rank Weight Votes Value % of Top 3 

1 50 4 200 

86.46% 
2 45 4 180 

3 40 0 0 

4 35 1 35 

5 30 0 0  

6 25 2 50  

7 20 0 0  

8 15 1 15  

9 10 0 0  

10 5 0 0  

 275 12 480  

  

 



 

 

143 

 

Table 10. 

Delphi Weighted Scoring for Curiosity and a Desire to Learn 

Curiosity and a desire to learn 

Rank Weight Votes Value % of Top 3 

1 50 3 150 

71.79% 
2 45 2 90 

3 40 1 40 

4 35 0 0 

5 30 1 30  

6 25 2 50  

7 20 0 0  

8 15 1 15  

9 10 1 10  

10 5 1 5  

 275 12 390  

Table 11. 

Delphi Weighted Scoring for Soft Skills, Social Interactions, and People Skills 

Soft skills, social interactions, and people skills 

Rank Weight Votes Value % of Top 3 

1 50 1 50 

74.65% 
2 45 0 0 

3 40 1 40 

4 35 5 175 

5 30 0 0  

6 25 1 25  

7 20 1 20  

8 15 3 45  

9 10 0 0  

10 5 0 0  

 275 12 355  

 

A third key finding of the study included medium consensus among the experts in the 
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areas of aptitude, skills, or competencies, and included critical thinking (Mclaughlin et al., 2017; 

Trippe et al., 2014) and data analysis skills, industry-recognized certifications and translating 

governance, policy, and regulations to the business.  Examining the data for these items revealed 

nine of the 12 respondents ranked critical thinking (Mclaughlin, et al.) and data analysis skills as 

#1, (2 votes), #2, (4 votes), and #3 (3 votes), indicating a Delphi level of consensus of 86.02% 

and shown in Table 12.  Similarly, the consensus standards for the remaining two qualities and 

practices characterized as aptitudes, skills, and competencies is shown in Tables 13 and 14.

Table 12. 

Delphi Weighted Scoring for Critical Thinking and Data Analysis Skills 

Critical thinking and data analysis skills 

Rank Weight Votes Value % of Top 3 

1 50 2 100 

86.02% 2 45 4 180 

3 40 3 120 

4 35 0 0  

5 30 2 60  

6 25 0 0  

7 20 0 0  

8 15 0 0  

9 10 0 0  

10 5 1 5  

 275 12 465  

 

Table 13. 

Delphi Weighted Scoring for Industry-Recognized Certifications 

Industry-recognized certifications 

Rank Weight Votes Value % of Top 3 

1 50 0 0 
65.00% 

2 45 1 45 
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Industry-recognized certifications 

3 40 2 80 

4 35 2 70 

5 30 0 0  

6 25 2 50  

7 20 0 0  

8 15 2 30  

9 10 2 20  

10 5 1 5  

 275 12 300  

    

Table 14. 

Delphi Weighted Scoring for Translating Governance, Policy, and Regulations 

Translating governance, policy, and regulations  

Rank Weight Votes Value % of Top 3 

1 50 0 0 

72.09% 

2 45 0 0 

3 40 0 0 

4 35 1 35 

5 30 2 60 

6 25 0 0 

7 20 3 60  

8 15 2 30  

9 10 2 20  

10 5 2 10  

 275 12 215  

As expected for industry-recognized certifications (average rank, #6) and translating 

governance, policy, and regulations (average rank, #9), the Delphi level of consensus was of 

medium strength, falling in the upper half of Avella’s (2016) range recommendation for finding 

Delphi consensus.  
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A fourth key finding of the study included low consensus among the experts in the areas 

of measures and included background checks and reference validation, formal schooling, hands-

on competency assessments, and knowledge examinations.  Reviewing the data for these items 

revealed only five of the 12 respondents ranked the background checks and reference validation 

measure as #1 (0 votes), #2 (1 vote), #3 (3 votes), and #4 (1 vote) indicating a Delphi level of 

consensus of 54.79%, and shown in Table 15.  Similarly, the consensus standards for the 

remaining three qualities and practices characterized as measures are shown in Tables 16, 17, 

and 18. 

Table 15. 

Delphi Weighted Scoring for Background Checks and Reference Validation 

Background checks and reference validation 

Rank Weight Votes Value % of Top 3 

1 50 0 0 

54.79% 
2 45 1 45 

3 40 3 120 

4 35 1 35 

5 30 4 120  

6 25 0 0  

7 20 2 40  

8 15 0 0  

9 10 0 0  

10 5 1 5  

 275 12 365  

 

Table 16. 

Delphi Weighted Scoring for Formal Schooling 

Formal schooling     

Rank Weight Votes Value % of Top 3 
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Formal schooling     

1 50 1 50 

55.17% 
2 45 0 0 

3 40 1 40 

4 35 2 70 

5 30 1 30  

6 25 1 25  

7 20 3 60  

8 15 0 0  

9 10 0 0  

10 5 3 15  

 275 12 290  

  

Table 17. 

Delphi Weighted Scoring for Hands-on Competency Assessments 

Hands-on competency assessments 

Rank Weight Votes Value % of Top 3 

1 50 1 50 

48.98% 

2 45 0 0 

3 40 1 40 

4 35 0 0 

5 30 1 30 

6 25 1 25  

7 20 3 60  

8 15 1 15  

9 10 1 10  

10 5 3 15  

 275 12 245  

     

Table 18. 

Delphi Weighted Scoring for Knowledge Examinations 

Knowledge examinations 

Rank Weight Votes Value % of Top 3 

1 50 0 0 53.85% 
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Knowledge examinations 

2 45 0 0 

3 40 0 0 

4 35 0 0 

5 30 1 30 

6 25 3 75 

7 20 0 0 

8 15 2 30 

9 10 6 60  

10 5 0 0  

 275 12 195  

Again, as expected due to the relative rankings of the measures items for formal 

schooling (average rank, #7), hands-on competency assessments (average rank, #8), and 

knowledge examinations (average rank, #10), the Delphi level of consensus was of low strength, 

falling in the bottom half of Avella’s (2016) range recommendation for deciding Delphi 

consensus.  In fact, only formal schooling met the minimum threshold, while knowledge 

examinations and hands-on competency assessments were just below the lower end of the 

recommended range of 55%.  Thus, consensus was not met among the experts in the research site 

for these two measures.  

The outcome of the weighted Delphi consensus values indicates that the expert panelists 

may have placed too little emphasis on the qualities and practices categorized as aptitudes, skills, 

and competencies, as well as that of measures.  This finding is consistent with the overall themes 

in the Round 1 interviews however, and may reinforce the lack of an objective approach to 

matching candidate’s skills to job openings among the experts. 

A fifth key finding was in effective practices.  Further analysis of the data related to the 

research questions revealed a strong trend in the underlying issues of hiring practices 
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encountered by the expert panelists.  Common themes relating to matching skills to job 

competencies among the experts included employing subjective evaluation of soft skills coupled 

with objective assessments of technical skills while aligning those assessments to the 

corresponding competencies.   

Regarding skills assessments, there are many options available to managers and hiring 

personnel for use in evaluating candidates.  As outlined in the Chapter 2, the review of the 

literature, skills assessments can take several different forms, including hands-on 

demonstrations, virtual environments, and competitions.  Alignment was observed between the 

literature review and the expression of strong opinions among the respondents that skills 

assessments were a critical factor in evaluating candidates.   

However, during the interviews most of the respondents admitted to not using formal 

skills assessments in practice and when presented the opportunity to rank skills assessments 

among other qualities and practices, the respondents placed hands-on competency assessments 

relatively low in priority at #7 out of 10 in consensus.  Although the final ranking improved 

between Round 2 and Round 3, it was significant that only one respondent indicated using a 

formal competency-based examination during the candidate evaluation process with the caveat 

that the examination was not cybersecurity related. 

The SANS Cyber Assessment tool can be implemented by the research site to streamline 

the hiring process.  The SANS tools are developed using statistical and psychometric techniques 

to emphasize skills over knowledge (Shuftan & Michaud, 2016).  SANS envisioned the 

employment of the tool as a replacement for resume reviews and as a methodology for 

organizations to embrace a single interview construct.  The SANS tool is comprised of six web-

based assessments, two aimed at identifying talent and four designed to measure skills and 
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competencies.  The latter category includes:  Cyber Defense, Digital Forensics, Penetration 

Testing, and Application Security.  The assessments are delivered via web-based instruments, 

and consist of 30 questions delivered from the SANS Global Information Assurance Certification 

(GIAC) question bank in a 60-minute time frame.   The assessments are sold in increments of 25 

at a cost of $3,750 (Shuftan et al.) which could be beyond the reach of sole proprietorships, 

consultancies, and other small businesses.  Still, if the quality of hires is improved or just one bad 

hire averted, it may be a cost-effective strategy.  It should also be noted that the individual 

assessments can be tailored to meet organizational needs or used as an off-the-shelf, turnkey 

solution. 

The lack of rigor in hands-on skills and competency assessments may represent an 

opportunity for further research, since at the time of this study, there was insufficient empirical 

data regarding the effective methods for developing assessments in matching cybersecurity 

candidate’s skills to job openings.  Normative data suggests that if hiring managers were 

presented with a methodology to employ assessments, a greater number would do so.  Although 

two models were noted in the research literature, Tobey’s (2015) JPM and Trippe et al. (2014) 

CJM as preparation for the evaluation of competency, neither the specific approach nor an 

analogue was mentioned by any of the participants as an effective practice. 

Regarding the use of third-party screening and background checks, this effective practice 

was the only practice that ranked in the respondents top five.  This suggests that the high value 

respondents placed on the character traits mentioned above needed independent validation.  All 

remaining effective practices were ranked six through ten, including industry-recognized 

certifications; formal schooling; translating governance, policy, and regulations to the business; 
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and knowledge examinations.  These rankings were congruent with the respondent interviews 

conducted during Round 1, in which people and character-based qualities trumped technical-

based skills and the effective practices used to measure these qualities. 

Implications for future research.  At the time of this study, normative research helped 

in the development of a list of essential qualities, yet nothing was targeted towards the State of 

Hawai'i.  This list of qualities, practices, and techniques is potentially useful.  Since a panel of 

experts created the list of competencies and objectives, it is already appropriate for the research 

site and could be put into practice almost immediately. 

Another implication of the study is based on the literature review from chapter two, in 

which a need for conducting job performance analyses that lead to hands-on skills and 

competency assessments, particularly in the State of Hawai'i was evident.  The current research 

contributes to the matching of cybersecurity candidate’s skills to job openings in the State of 

Hawai’i and may also be relevant for other populations if applied during future studies. 

 The study results here provided several important qualities related to a set of qualities, 

practices, and techniques created by experts within the field and the results additionally add to 

the body of literature, thereby lending support to the developing cybersecurity field. 

5.2. Conclusions 

 

At the close of the study, the three rounds of the Delphi study thoroughly addressed all 

three research questions.  The panel of experts created a prioritized and ranked list of qualities, 

practices, and techniques for matching cybersecurity candidate’s skills to job openings. 

The primary constraints and limitations of this study were related to respondents' 

availability, time, and respondent bias.  Although not foreseen, an added limitation arose from 
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the limited number of volunteer participants with experience matching cybersecurity skills to job 

openings in the State of Hawai’i.  

The study is valuable to future researchers for presenting findings that may be used as 

normative reference data for conducting new or supplementary research, provides the 

background of the factors deemed relevant by SMEs when matching cybersecurity candidate's 

skills to job competencies, may inform the practice of educators in the field by providing 

pertinent information for programs and curriculum to develop the skills deemed indispensable to 

the cybersecurity industry, and will likely benefit the entire security community by the 

publication of original research. 

Regarding changes to educational curriculum, the findings presented here provide 

valuable insights into the need for emphasizing soft skills such as communication, collaboration, 

and presentation in cybersecurity education programs as noted by Radermacher et al., 2014.  

Moreover, the areas noted by Rademacher et al. are congruent with the consensus rankings of the 

Delphi panelists. 

Conclusions that are derived from the results of the study.  First, respondents' 

availability, and time represented a major challenge to the study.  As noted previously, 

cybersecurity and information security professionals are busy professionals and largely                                                                                                                                                                                 

did not check (or respond to) emails frequently, or study related correspondence was not deemed 

to be pressing or urgent.  No volunteer expressed an overwhelming workload but four of the 

volunteers were impacted by seasonal variations including the summer vacation period and 

major holidays.   

Second, respondent candor and bias represented a limitation insofar as the willingness of 

security professionals were to share organizational weaknesses in screening and hiring processes.  
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Two respondents prefaced their interview remarks with non-disclosure agreements or 

government clearance restrictions.  Of minor concern was respondent bias that potentially 

introduced errors into the data set, although no indications of non-objective or untruthful 

responses were detected.  Interview and survey questions were peer reviewed/pilot tested for 

clarity and conciseness and served to mitigate the possibility of imprecisely worded questions 

leading to confusion or inconsistent responses by the panel of experts. 

Third, study results were based on the experiences and opinions of the expert panelists 

who may have a limited point of view based on the specific cybersecurity contexts in which they 

have experience.  The main limitation of the findings presented here involves the use of 

perception, a subjective measure, and therefore must be interpreted judiciously.  This factor was 

mitigated to the greatest degree possible during the volunteer recruitment and screening period 

by soliciting a good mixture of industry representation.   

Demographics indicated the industry breakdown was Consultancy, 18.2%; Small to 

Medium Business (SMB), 18.2%; Medium to Large Enterprise, 27.3%; Government/Public 

(Federal or National), 9.1%; Government/Public (below the Federal or National level), 9.1%; and 

Sole Proprietorship/Small business, 18.2%.  This mixture was considered nearly optimal for the 

study, particularly if the two government sectors were combined into a single percentage 

measure. 
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The Delphi panelists offered much insight into avenues of improvement for the research 

site.  To place these improvements into the proper context, it is necessary to revisit the historical 

context of the study as depicted in Chapter 2, the review of the literature.  Figure 16 juxtaposes 

the recommendations based on the Delphi panelist interviews and survey responses to the earlier 

historical context. 

 

Figure 16. Recommendations for Improvement. 

 

In keeping with the nascent development of the cybersecurity field, Figure 16 portrays 

the building-block approach observed thus far.  First, organizations should embrace the NICE 

NWCF to categorize cybersecurity jobs and roles.  Second, managers should implement Tobey’s 

(2015) JPM or Saner et al. (2016) CJM techniques to define the skills and competencies of the 

jobs within the organization.  Third, personnel involved with hiring should write specific and 

realistic job announcements, measure skills using hands-on demonstration, and compare the 

results to the requirements to facilitate an objective, rank ordering of cybersecurity candidates 
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that is focused on how well each candidate meets the job competencies of the position under 

consideration.  Further, it can be concluded that given the common themes related to the 

matching of cybersecurity candidate’s skills to job openings, a methodology combining the 

subjective evaluation of character traits coupled with the objective assessments of skills using 

standardized hands-on assessments aligned to the corresponding competencies of the position to 

be filled has important merit in addressing the problem outlined in this study. 

Assessment of the extent to which the research objectives were achieved.  Further 

research in matching of cybersecurity candidates’ skills to job openings is needed.  As the 

worldwide shortage of skilled cybersecurity professionals sharpens even further (Mclaughlin et 

al., 2017) future research may help determine whether the qualities identified in this study 

positively impact skills matching outcomes.  While this research study was needed to enumerate 

effective practices based on current practitioners’ opinions, continued research efforts from the 

perspective of others in the cybersecurity industry can inform competency-based practices 

development.  Applying this research to other settings may prove beneficial. 

In addition, follow-up research to ascertain whether assessment based skills matching 

meets employer expectations is highly recommended.  Future researchers may pursue a 

quantitative approach following Carlton and Levy’s (2017) approach and establish variables 

following Collett’s (2017) beta credentials framework: Knowledge + Skills (Specialized + 

Personal + Social) = Competency. 

Finally, the outcome and results of this study are used here to provide lessons learned on 

how the researcher might constitute the study differently, were a follow-on or like study to be 

conducted in the future.  These lessons learned focused the list of qualities, practices, and 
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techniques, utilizing more than a single panel of experts, and increasing the number of experts in 

future qualitative studies. 

First, based on the list of qualities, practices, and techniques revealed by the Delphi panel 

of experts in this study, it would be advisable to incorporate these into cybersecurity educational 

curriculum and competitions to better prepare candidates for cybersecurity roles.  As noted 

earlier in this Chapter, infusing emphasis on the soft skills qualities of communication, 

collaboration, and presentation may address the concerns of the panelists. 

Second, the researcher suggests using two or more panels of experts from different 

organizations.  Because ISSA-Hawai'i is composed of a primarily practitioner-based 

membership, broadening the panels may provide interesting data to compare that of other 

industry members, along with educators and researchers.  Such an endeavor would not be 

difficult given the presence of the University of Hawaii system. 

Third, the researcher suggests utilizing a larger number of experts to form a panel to 

ascertain how a larger panel of experts may modify the results.  For example, a larger group 

sample might provide improved diversity and represent additional areas of expertise, which 

could provide notable results.  In addition, larger panel numbers may also deepen the amount and 

quality of the data collected and more readily lend towards a qualitative study framework. 

  Fourth, this research has identified several important qualities and practices that can be 

used to develop improved matching of cybersecurity skills to job openings in organizations.  

Although consensus was reached in the study, the researcher found that some variations were 

likely due to the individualized philosophy behind an organization’s approach to candidate 

evaluation.  As more organizations employ and refine assessment based skills evaluations, this 

research can inform development efforts as practitioners explore effective practices in the 
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development of cybersecurity candidates’ skills to job matching. 

As more organizations represented by the members of ISSA-Hawai’i seek to fill critical 

positions requiring skilled cybersecurity professionals, this study provides an important 

foundation for evaluating candidate qualities and effective practices.  This foundation can guide 

practice development as the cybersecurity field continues to grow and mature.  The areas in 

which consensus was reached can provide a resourceful database of important qualities and 

practices that managers and leaders can use to guide their improvement efforts. 

   



 

 

158 

 

REFERENCES 

 

 

 

Ahsan, K., Ho, M., & Khan, S. (2013). Recruiting Project Managers: A comparative analysis of 

competencies and recruitment signals from job advertisements. In Project Management 

Journal, 44(5), 36 

Alshenqeeti, H. (2014). Interviewing as a data collection method: A critical review. In English 

Linguistics Research, 3(1), 39. 

Andel, T. R., & McDonald, J. T. (2013). A systems approach to cyber assurance education. In 

Proceedings of the 2013 on InfoSecCD ’13: Information Security Curriculum 

Development Conference (p. 13:13-13:19). New York, NY: ACM. https://doi.org/ 

10.1145/2528908.2528920 

Anderson, J. R. (1982). Acquisition of cognitive skill. In Psychological review, 89(4), 369. 

Applegate, S. D. (2012). The principle of maneuver in cyber operations. In Proceedings of the 

4th International Conference on Cyber Conflict, Retrieved from 

http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6243974. 

Assante, M. J. & Tobey, D. H. (2011). Enhancing the cybersecurity workforce. In Information 

Technology Pro (February), 12(15). New York, NY: IEEE Computer Society. Retrieved 

from https://www.academia.edu/7388768/Enhancing_the_Cybersecurity_Workforce. 

Assante, M., Tobey, D. H., & Vanderhorst, T. (2013). Job competency modeling for critical roles 

in advanced threat response and operational security testing. In Council on CyberSecurity 

and Department of Homeland Security Mission Critical Role Project, SIGMIS-CPR. New 

York, NY: ACM. https://doi.org/10.1145/2751957.2751963. 

 



 

 

159 

 

Asselin, M., & Harper, M. (2014). Revisiting the Delphi technique: Implications for nursing 

professional development. In Journal for Nurses in Professional Development, 30(1), 11-

15. doi: 10.1097/01.NND.0000434028.30432.34 

Avella, J. R. (2016). Delphi panels: Research design, procedures, advantages, and challenges, 11, 

30511/IJDSv11p305-321Avella2434.pdf 

Baker, M. (2016). Striving for effective cyber workforce development. Software Engineering 

Institute. Pittsburgh, PA: Carnegie Mellon University. Retrieved from 

http://resources.sei.cmu.edu/ 

Baker, S. E., & Edwards, R. (2012). How many qualitative interviews is enough? In National 

Centre for Research Methods Review Paper, 142. https://doi.org/10.1177/ 

1525822X05279903 

Baller, S., Dutta, S., & Lanvin, B. (2016). The global information technology report 2016: 

Innovating in the digital economy. Geneva, Switzerland: World Economic Forum. 

Retrieved from www.weforum.org/gitr 

Bernard, H. R. (2011). Research methods in anthropology: Qualitative and quantitative 

approaches. (3rd ed.). Walnut Creek, CA: AltaMira Press. 

Beidel, E., & Magnuson, S. (2011). Government, military face severe shortage of cybersecurity 

experts. In National Defense, 96(693), 32 

Berger, P. L., & Luckmann, T. (1967). The social construction of reality. London, United 

Kingdom: Allen Lane. 

Beuran, R., Chinen, K., Tan, Y., & Shinoda, Y. (2016). Towards effective cybersecurity 

education and training. Research report (School of Information Science, Graduate School 



 

 

160 

 

of Advanced Science and Technology, Japan Advanced Institute of Science and 

Technology). Osaka, Japan. Retrieved from http://hdl.handle.net/10119/13769 

Bhattacharya, S., Dhiman, N., & Chaturvedi, J. (2016). Informed Consent in Human Research. 

In Int. J. Adv. Res. Biol. Sci, 3(2), 181-186. 

Bhattarcherjee, A. (2012). Social Science Research: Principles, Methods, and Practices. Open 

Access Textbooks. http://doi.org/10.1186/1478-4505-9-2 

Bodeau, D., & Graubart, R. (2013). Characterizing effects on the cyber adversary. Mitre 

Technical Report Mtr130432, (November). Retrieved from https://www.mitre.org/sites/ 

default/files/publications/characterizing-effects-cyber-adversary-13-4173.pdf 

Boopathi, K., Sreejith, S., & Bithin, A. (2015). Learning cyber security through gamification. In 

Indian Journal of Science and Technology, 8(7), 642-649. 

Booth, A., Sutton, A., & Papaioannou, D. (2016). Systematic approaches to a successful 

literature review. London, United Kingdom: Sage Publications. 

Boyson, S. (2014). Cyber supply chain risk management: Revolutionizing the strategic control of 

critical IT systems. In Technovation, 34(7), 342-353. Atlanta, GA: Elsevier Inc. doi: 

10.1016/j.technovation.2014.02.001 

Bublitz, E. (2015). Matching skills of individuals and firms along the career path. Retrieved from 

http://voxeu.org/article/matchingskillsindividualsandfirmsalongcareerpath 

Burley, D. L., Eisenberg, J., & Goodman, S.E. (2014). Would cyber-security professionalization 

help address the cybersecurity crisis? In Communications of the ACM, 57(2), 24- 27. New 

York, NY: ACM. 10.1145/2556936. http://doi.org/ 10.1145/2556936 

Caldwell, T. (2013). Plugging the cyber-security skills gap. In Computer Fraud & Security, 

2013(7), 5–10. http://doi.org/10.1016/S1361-3723(13)70062-9 



 

 

161 

 

Campbell, S. G., O’Rourke, P., & Bunting, M. F. (2015). Identifying dimensions of cyber 

aptitude: The talent assessment. In Proceedings of the Human Factors and Ergonomics 

Society Annual Meeting (Vol. 59, pp. 721–725). New York, NY: ACM.  

Campbell, S. G., Saner, L. D., & Bunting, M. F. (2016). Characterizing cybersecurity jobs: 

applying the cyber aptitude and talent assessment framework. In Proceedings of the 

Symposium and Bootcamp on the Science of Security (pp. 25–27). New York, NY: ACM. 

https://doi.org/10.1145/2898375.2898394 

Carlton, M., & Levy, Y. (2015). Expert assessment of the top platform independent 

cybersecurity skills for non-IT professionals. In Proceedings of the IEEE SoutheastCon 

2015, April 9 - 12, 2015. Fort Lauderdale, FL. https://doi.org/10.1109/ 

SECON.2015.7132932 

Carlton, M., & Levy, Y. (2017). Cybersecurity skills: Foundational theory and the cornerstone of 

Advanced Persistent Threats (APTs) mitigation. In Online Journal of Applied Knowledge 

Management, 5(2), 16m https://www.researchgate.net/publication/ 318276855_ 

Cybersecurity_skills_Foundational_theory_and_the_cornerstone_of_advanced_persistent_

threats_APTs_mitigation 

Choucri, N., & Jackson, C. (2016). Perspectives on Cybersecurity: A collaborative study. MIT 

Political Science Department Research Report No. 2016-2. Boston, MA: MIT. 

https://doi.org/dx.doi.org/10.2139/ssrn.2734336 

Cisco Advisory Services. (2015). Mitigating the cybersecurity skills shortage. Cisco, Inc.: San 

Jose, CA. Retrieved from http://www.cisco.com/c/dam/en/us/products/collateral/security/ 

cybersecurity-talent.pdf 



 

 

162 

 

Collett, S. (2017). Making sense of cybersecurity qualifications: Organizations push for equitable 

and transparent credentials. Computer Security Online. Framingham, MA: IDG, Inc. 

Retrieved from http://www.csoonline.com/artic 

Collier, J. (2017, April 5). Getting Intelligence Agencies to adapt to life out of the shadows. 

Council on Foreign Relations [Weblog]. Retrieved from https://www.cfr.org/blog-

post/getting-intelligence-agencies-adapt-life-out-shadows 

Conklin, W. A., Cline Jr., R. E., & Roosa, T. (2014). Re-engineering cybersecurity education in 

the US: An analysis of the critical factors. In 47th Hawai’i International Conference on 

System Science (HICSS 2014), 9. https://doi.org/10.1109/HICSS.2014.254 

Cowley, J. (2014). Job Analysis Results for Malicious-Code Reverse Engineers: A Case Study. 

Pittsburgh, PA: Carnegie Mellon University. https://doi.org/CMU/SEI-2014-TR-002. 

Creswell, J. W. (2013). Research design: Qualitative, Quantitative, and mixed methods 

approaches. (2nd Ed.). Thousand Oaks, CA: Sage Publications, Ltd. 

Creswell, J. W., & Miller, D. L. (2000). Determining validity in qualitative inquiry. In Theory 

into Practice, 39(3), 7. Columbus, OH: College of Education, The Ohio State University. 

https://doi.org/10.1207/s15430421tip3903_2  

Day, J., & Bobeva, M. (2005). A generic toolkit for the successful management of Delphi 

studies. In Electronic Journal of Business Research Methods, 3(2), 103–116.  

de Loë, R. C., Melnychuk, N., Murray, D., & Plummer, R. (2016). Advancing the state of policy 

Delphi practice: A systematic review evaluating methodological evolution, innovation, 

and opportunities. In Technological Forecasting and Social Change, 104, 78–88. 

Retrieved from https://doi.org/10.1016/j.techfore.2015.12.009 



 

 

163 

 

Department of Homeland Security (DHS). (2016). Cybersecurity Workforce Framework | 

NICCS. Retrieved from https://niccs.us-cert.gov/workforce-development/cyber-security-

workforce-framework 

Denning, P. J., & Gordon, E. E. (2015). A technician shortage. In Communications of the ACM, 

58(3), 28 ACM: New York, NY. https://doi.org/10.1145/2723673 

Dickson, B. (2017). How artificial intelligence optimizes recruitment. [Weblog]. The Next Web. 

Retrieved June 3, 2017, from https://flipboard.com/@thenextweb/-how-artificial-

intelligence-optimizes-r/f-f36dbb0d89%2Fthenextweb.com 

Dixon, H. (2014, March 20). Qualitative Data Analysis Using NVivo. Belfast, Northern Ireland: 

Queen's University [PowerPoint slides]. Retrieved from https://www.academia.edu/ 

23077439/Qualitative_Data_Analysis_Using_NVivo 

Downs, T. F., Angichiodo, J., & Marano, M. (2017). State of cyber security 2017: Workforce 

trends and challenges. Rolling Meadows, IL: ISACA. Retrieved from 

www.isaca.org/state-of-cyber-security-2017 

Dunsmuir, L. (2015). The FBI can't hire enough cyber specialists because it doesn't pay enough. 

Business Insider. Retrieved from http://www.businessinsider.com/r-fbi-understaffed-to-

tackle-cyber-threats- says-watchdog-2015-7?IR=T 

Ebrahim, N. (2016). Research tools: Scientific writing tools for writing literature review and 

http://doi.org/10.6084/m9.figshare.2082625 

Edwards, R., & Holland, J. (2013). What is Qualitative Interviewing? What is? (Vol. 7). 

https://doi.org/10.5040/9781472545244 

Etikan, I., Musa, S. A., & Alkassim, R. S. (2016). Comparison of convenience sampling and 

purposive sampling. In American Journal of Theoretical and Applied Statistics, 5(1), 1-4. 



 

 

164 

 

Fazel-Zarandi, M., & Fox, M. S. (2012). An ontology for skill and competency management. In 

Frontiers in Artificial Intelligence and Applications, 239(1), 89 

Fazel-Zarandi, M., & Fox, M. S. (2013). Inferring and validating skills and competencies over 

time. In Applied Ontology, 8(3), 131i.org/10.3233/AO-130126 

Filkins, B., & Hardy, M. (2016). IT security spending trends. A SANS Survey. SANS Institute. 

Finch, D. J., Hamilton, L. K., Baldwin, R., & Zehner, M. (2013). An exploratory study of factors 

affecting undergraduate employability. In Education + Training, 55(7), 681 

Fink, A. & Kosecoff, J. (1985). How to conduct surveys: A step-by-step guide. London, United 

Kingdom: Sage Publications. 

Fletcher, A. J., & Marchildon, G. (2014). Using the Delphi Method for qualitative, participatory 

action research in health leadership. In International Journal of Qualitative Methods, 

13(200911), 1–19.  

Fourie, L., Sarrafzadeh, A., Pang, S., Kingston, T., & Watters, P. (2014). The global cyber 

security workforce 2014 Global Business and Technology Association Conference (pp. 

173rchbank.ac.nz/bitstream/10652/2457/1/Cyber2.pdf 

Francis, K. A., & Ginsberg, W. (2016). The Federal Cybersecurity Workforce: Background and 

Congressional oversight issues for the Departments of Defense and Homeland Security 

CRS Report R44338. Washington, DC: Congressional Research Service. Retrieved from 

http://digitalcommons.ilr.cornell.edu/key_workplace 

Furnell, S., Fischer, P., & Finch, A. (2017). Can’t get the staff? The growing need for cyber-

security skills. In Computer Fraud & Security, 2017(2), 5–10. https://doi.org/10.1016/ 

S1361-3723(17)30013-1 



 

 

165 

 

Fusch, P. I., & Ness, L. R. (2015). Are we there yet? Data saturation in qualitative research. In 

The Qualitative Report, 20(9), 1408–1416. 6 http://www.nova.edu/ssss/QR/QR20/ 

9/fusch1.pdf 

Gibson, W. (1984). Neuromancer. New York, NY: Ace. 

Hanouz, M. D. (2016). The Global Risks Report 2016: 11th Edition. Geneva, Switzerland. 

Retrieved from http://wef.ch/risks2016 

Haq, K., (2014). Managing and Reviewing the Literature. Strategies. Retrieved from 

http://www.postgraduate.uwa.edu.au/__data/assets/pdf_file/0010/2507788/Managing-and-

reviewing-the-literature-booklet-Feb-14.pdf 

Harris, B. R. D., & Morris, J. D. (2016). Cyber talent for unified land operations. Bethesda, MD: 

Small Wars Foundation. Retrieved from http://smallwarsjournal.com/printpdf/15584 

Hasib, M. (2014). Cybersecurity leadership: Powering the modern organization. 1st Ed. [Kindle]. 

Baltimore, MD: CreateSpace Independent Publishing Platform.  

Herr, C., and Allen, D. (2015). Video games as a training tool to prepare the next generation of 

cyber warriors. In Sigmis-Cpr ’15, 10(13), 23–29. http://doi.org/10.1145/ 

2751957.2751958 

Hoag, J. (2015). An analysis of academic background factors and performance in cyber defense 

competitions. In Information Security Education Journal, 2(1), 1-10. Retrieved from 

http://socio.org.uk/isej/fulltext/v2n1/1.pdf 

Hoffman, L. J., Burley, D., & Toregas, C. (2011). Thinking across stovepipes: Using a holistic 

development strategy to build the cybersecurity workforce. In IEEE Security and Privacy, 

1(13). Washington, DC: The George Washington University. 



 

 

166 

 

Holmes, R. (2013). The unexpectedly high cost of a bad hire. LinkedIn Pulse. [Weblog]. 

(November), 1–7. Retrieved from https://blog.hootsuite.com/high-cost-of-a-bad-hire-rh/. 

ISSA-Hawai’i. (2016). Information Systems Security Association. Honolulu, HI: ISSA. 

Retrieved from http://www.issahawaii.org/ 

Janke, K. K., Kelley, K. A., Sweet, B. V, & Kuba, S. E. (2016). A Delphi process to define 

competencies for assessment leads supporting a Doctor of Pharmacy program. In 

American Journal of Pharmaceutical Education, 80(10), Article 167. 

Kauflin, J. (2017). The Fast-Growing job with a huge skills gap: Cybersecurity. New York City, 

NY: Forbes, 4–6. Retrieved from https://www.forbes.com/sites/jeffkauflin/2017/03/16/ 

the-fast-growing-job-with-a-huge-skills-gap-cyber-security/#683e18a95163 

Keeley, T., Williamson, P., Callery, P., Jones, L. L., Mathers, J., Jones, J., … & Calvert, M. 

(2016). The use of qualitative methods to inform Delphi surveys in core outcome set 

development. In Trials, 17, 230. http://doi.org/10.1186/s13063-016-1356-7 

Kessler, G. C., & Ramsay, J. (2013). Paradigms for cybersecurity education in a homeland 

security program. In Journal of Homeland Security Education, 2(2013), 35–44. Retrieved 

from http://commons.erau.edu/db-applied-aviation/12 

Khan, A., Masrek, M. N., & Nadzar, F. M. (2015). Analysis of competencies, job satisfaction 

and organizational commitment as indicators of job performance: A conceptual 

framework. In Education for Information, 31(3), 125–141. https://doi.org/10.3233/EFI-

150954 

Kittichaisaree, K. (2017). Future prospects of public international law of cyberspace. In Public 

International Law of Cyberspace, 335-356. Geneva, Switzerland: Springer International 

Publishing. 



 

 

167 

 

Kleinberg, H., Reinicke, B., & Cummings, J. (2014). Cyber security best practices: What to do? 

In 2014 Proceedings of the Conference for Information Systems Applied Research, 1(8). 

Baltimore, MD: Education Special Interest Group of the AITP. Retrieved from 

https://www.aitp-edsig.org 

Kleinberg, H., Reinicke, B, Cummings, J., & Tagliarini, G. (2015) Building a Theoretical Basis 

for Cyber Security Best Practices. In Annals of the Master of Science in Computer Science 

and Information Systems at UNC Wilmington, 9(2). Retrieved from 

http://csbapp.uncw.edu/data/mscsis/full.aspx 

Klosters, D. (2014). Matching skills and labour market needs: Building social partnerships for 

better skills and better jobs. In World Economic Forum Global Agenda Council on 

Employment. Retrieved from http://www3.weforum.org/docs/GAC/2014/ 

WEF_GAC_Employment_MatchingSkillsLabourMarket_Report_2014.pdf 

Knowles, W., Such, J. M., Gouglidis, A., Misra, G., & Rashid, A. (2017). All that glitters is not 

gold: On the effectiveness of cyber security qualifications. Washington, DC: IEEE 

Computer Society. In IEEE Computer, 47(4), 116-125. doi:10.1109/mc.2014.79 

Kuncel, N. R., Klieger, D. M., & Ones, D. S. (2014). In hiring, algorithms beat instinct. Harvard 

Business Review. 

LeClair, J., Abraham, S., & Shih, L. (2013). An interdisciplinary approach to educating an 

effective cyber security workforce. In Proceedings of the 2013 on InfoSecCD ’13 

Information Security Curriculum Development Conference, InfoSecCD ’13, 71–78. 

https://doi.org/10.1145/2528908.2528923 



 

 

168 

 

Lewis, J. A., & Timlin, K. (2016). Hacking the skills shortage: A study of the international 

shortage in cybersecurity skills. Washington, DC: Center for Strategic and International 

Studies. Retrieved from http://csis.org/ 

Libicki, M. C., Ablon, L., & Webb, T. (2015). The defender’s dilemma: Charting a course 

toward cybersecurity. [Kindle]. Washington, DC: Rand Corporation. Retrieved from 

http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA620191 

Libicki, M. C., Senty, D., & Pollak, J. (2014). Hackers wanted: An examination of the 

cybersecurity labor market. Washington, DC: Rand Corporation. Retrieved from 

http://www.rand.org/content/dam/rand/pubs/research_reports/RR400/RR430/RAND_RR4

30.pdf 

Linstone, H. A., & Turoff, M. (Eds.). (1975). The Delphi method: Techniques and applications 

(Vol. 29). Reading, MA: Addison-Wesley. 

Lo, J. (2015). The information technology workforce: A review and assessment of voluntary 

turnover research. In Information Systems Frontiers, 17(2), 387-411. 

Lobel, M., & Loveland, G. (2012). Cybersecurity: The new business priority. Retrieved from 

http://www.pwc.com/us/en/view/issue-15/cybersecurity-business-priority.html 

Macan, T. (2009). The employment interview: A review of current studies and directions for 

future research. In Human Resource Management Review, 19(3), 203 

Manson, D., Pusey, P., Hufe, M. J., Jones, J., Likarish, D., Pittman, J., & Tobey, D. (2015, June). 

The cybersecurity competition federation. In Proceedings of the 2015 ACM SIGMIS 

Conference on Computers and People Research (pp. 109-112). New York, NY: ACM. 

 McClelland, D. (1973). Testing for competence rather than for intelligence. In The American 

Psychologist, 28(1), 1–14. https://doi.org/10.1037/h0038240 



 

 

169 

 

Mclaughlin, M., Arcy, J. D., Cram, W. A., & Gogan, J. (2017). Capabilities and skill 

configurations of information security incident responders. In Proceedings of the 50th 

Hawaii International Conference on System Sciences (pp. 4918–4927). Retrieved from 

http://hdl.handle.net/10125/41760 

Mills, S., & Goldsmith, R. (2014). Cybersecurity challenges for program managers. In Defense 

AT&L: September (41-43). Belvoir, VA: Defense Acquisition University. Retrieved from 

https://acc.dau.mil/ 

Morgeson, F. P. (2015). Does your applicant have what it takes? In Long-Term living: For the 

continuing care professional, 64(5), 38-40. 

Morris, J., & Waage, E. (2015). Cyber aptitude assessment: Finding the next generation of 

enlisted cyber soldiers. In The Cyber Defense Review, 16(6). 

Moyle, E., & Loeb, M. (2017). State of cyber security 2017: Part 2 – current trends in the threat 

landscape. Rolling Meadows, IL: ISACA. Retrieved from https://www.f-

secure.com/documents/996508/1030743/cyber-security-report-2017 

Maurer, R. (2015, June-July). Morale, productivity suffer from bad hires. HR Magazine. 

Alexandria, VA: Society for Human Resource Management. Retrieved from 

https://www.shrm.org/ 

National Science Board. (2016). Chapter 2. Higher education in Science and Engineering, 

Science and Engineering Indicators (SEI) 2016, Appendix Table 2.1. (NSB-2016-1). 

Arlington, VA: National Science Foundation.  

Ogbeifun, E., Agwa-Ejon, J., Mbohwa, C., & Pretorius, J. (2016). The Delphi technique: A 

credible research methodology. In Proceedings of the 2016 International Conference on 



 

 

170 

 

Industrial Engineering and Operations Management Kuala Lumpur, Malaysia, March 8-

10, 2016. Retrieved from http://ieomsociety.org/ieom_2016/pdfs/589.pdf 

O'Neil, L. R., Assante, M., & Tobey, D. (2012). Smart grid cybersecurity: Job performance 

model report (No. PNNL-21639). Richland, WA: Pacific Northwest National Laboratory. 

Patton, M. Q. (1990). Qualitative evaluation and research methods. Thousand Oaks, CA: SAGE 

Publications, Inc. 

Pfleeger, S. L., Sasse, M. A., & Furnham, A. (2014). From Weakest Link to Security Hero: 

Transforming Staff Security Behavior. In Journal of Homeland Security and Emergency 

Management, 11(4), 489–510. https://doi.org/10.1515/jhsem-2014-0035. 

Pfleeger, S. L., Sasse, M. A., & Furnham, A., 2014). 

Pheils, D. (2014). Making the community project approach work in your community. In National 

Cybersecurity Institute Journal, 1(2), 1–73. Albany, NY: Excelsior College. Retrieved 

from https://www.nationalcybersecurityinstitute.org/journal/ 

Potter, L. E., & Vickers, G. (2015). What skills do you need to work in cyber security? A look at 

the Australian market. In Proceedings of the 2015 ACM SIGMIS Conference on 

Computers and People Research (pp. 67). New York, NY: ACM. https://doi.org/ 

10.1145/2751957.2751967 

Rademacher, A., Walia, G., & Knudson, D. (2014). Investigating the skill gap between 

graduating students and industry expectations. In Proceedings of the 28th International 

Conference on Software Engineering, 291–300. https://doi.org/10.1145/ 2591062.2591159 

Reece, R., & Stahl, B.C. (2015). The professionalisation of information security: Perspectives of 

United Kingdom practitioners. In Computers & Security, 48, 182-195. Amsterdam, The 

Netherlands: Elsevier B.V. https://doi.org/10.1016/j.cose.2014.10.007 



 

 

171 

 

Ricci, M., & Gulick, J. (2017). Cybersecurity games: Building tomorrow’s workforce. In Journal 

of Law and Cyber Warfare, 5(2), 183-224. 

Richards, L. (2014). Handling qualitative data: A practical guide (3rd ed.). Thousand Oaks, CA: 

SAGE Publications, Inc. 

Rowe, D. C., Lunt, B. M., & Ekstrom, J. J. (2011). The role of cyber-security in information 

technology education. In Proceedings of the 2011 Conference on Information Technology 

Education, SIGITE 2, 113. https://doi.org/ 10.1145/2047594.2047628 

Rubin, A. (2016). Empowerment series: Essential research methods for social work, 4th Ed. 

[Bookshelf Online]. Boston, MA: Cengage Learning. Retrieved from 

https://bookshelf.vitalsource.com/#/books/9781305480506/ 

Saldaña, J. (2015). The coding manual for qualitative researchers. London, United Kingdom: 

Sage Publications. 

Saner, L. D., Campbell, S., Bradley, P., Michael, E., Pandza, N., & Bunting, M. (2016). 

Assessing aptitude and talent for cyber operations. In D. Nicholson (Ed.), Advances in 

Human Factors in Cybersecurity: Proceedings of the AHFE 2016 International 

Conference on Human Factors in Cybersecurity, July 27-31, 2016, pp. 431hing. 

https://doi.org/ 10.1007/978-3-319-41932-9_35 

Sherman, A. T., Oliva, L., DeLatte, D., Golaszewski, E., Neary, M., Patsourakos, K., ... & 

Thompson, J. (2017). Creating a cybersecurity concept inventory: A status report on the 

CATS project. In Proceedings of the 2017 National Cyber Summit (June 6–8, 2017, 

Huntsville, AL). arXiv preprint arXiv:1706.05092 



 

 

172 

 

Shropshire, J., & Gowan, A. (2015). Characterizing the traits of top-performing security 

personnel. In Proceedings of the 2015 ACM SIGMIS Conference on Computers and 

People Research, 55–59. https://doi.org/10.1145/2751957.2751971 

Shuftan M., and Michaud, J. (2016). Keeping your SOCs full: Strengthening capacity in cyber 

talent. The SysAdmin, Audit, Network and Security Institute. [Presentation]. SOC Summit 

2016. Bethesda, MD: SANS.  Retrieved from https://www.sans.org/summit-archives/ 

Singer, P. W., & Friedman, A. (2014). Cybersecurity: What Everyone Needs to Know. London, 

United Kingdom: Oxford University Press. 

Spidalieri, F., & Kern, S. (2014). Professionalizing Cybersecurity: A path to universal standards 

and status, (401). Newport, RI: The Pell Center for International Relations and Public 

Policy. Retrieved from https://goo.gl/8fuXUb 

Stiennon, Richard (2015). There will be cyberwar: How the move to Network-Centric war 

fighting has set the stage for cyberwar. Birmingham, MI: IT-Harvest Press. 

Straub, D. W. (1989, June). Validating instruments in MIS research. In MIS quarterly, 13(2), 

147-169. 

Suby, M. (2013). The 2013 (ISC)2 Global Information Security Workforce Study, 2013, 1–28. 

Mountain View, CA: Frost & Sullivan. Retrieved from https://www.isc2cares.org/ 

uploadedFiles/wwwisc2caresorg/Content/2013-ISC2-Global-Information-Security-

Workforce-Study.pdf 

Suby, M., & Dickson, F. (2015). The 2015 (ISC)2 global information security workforce study: 

Mountain View, CA: Frost & Sullivan and Booz Allen Hamilton for ISC2. A Frost & 

Sullivan White Paper, 1–28. Retrieved from https://www.isc2cares.org/uploadedFiles/ 



 

 

173 

 

wwwisc2caresorg/Content/GISWS/FrostSullivan-(ISC)2-Global-Information-Security-

Workforce-Study-2015.pdf 

Summers, T., & Lyytinen, K. (2013). How Hackers Think: A Study of Cybersecurity Experts 

and Their Mental Models. In Third Annual International Conference on Engaged 

Management Scholarship, Atlanta, Georgia, (June), 1–25. https://doi.org/10.2139/ 

ssrn.2326634 

Sullivan, J. R. (2012). Skype: An appropriate method of data collection for qualitative 

interviews?  In The Hilltop Review, 6(1, 10), 54–60. 

Thaw, D. (2012). Overview of cybersecurity laws, regulations, and policies: From best practices 

to actual requirements. In 2012 Proceedings of the Maryland Cybersecurity Center (MC2) 

Symposium. Baltimore, MD: University of Maryland. Retrieved from 

http://www.umiacs.umd.edu/mc2symposium/ 

Tobey, David H. (2015). A vignette-based method for improving cybersecurity talent 

management through cyber defense competition design. In Proceedings of the 2015 ACM 

SIGMIS Conference on Computers and People Research, 31–39. New York, NY: ACM. 

https://doi.org/10.1145/2751957.2751963 

Tomchek, D., Bakshi, J., Carey, N., Clarke, B., Cross, M., Cudby, J., & Myers, W. (2016). 

Strengthening Federal Cybersecurity: Best practices for recruiting, developing, and 

retaining cyber-workers in Government (Vol. 4800). Fairfax, VA. Retrieved from 

www.actiac.org 

Torres, A., & Williams, J. (2015). Maturing and specializing: Incident response capabilities 

needed. Retrieved from https://www.sans.org/reading-room/whitepapers/analyst/ 

maturing-specializing-incident-response-capabilities-needed-36162 



 

 

174 

 

Trippe, D. M., Moriarty, K. O., Russell, T. L., Carretta, T. R., & Beatty, A. S. (2014). 

Development of a cyber/information technology knowledge test for military enlisted 

technical training qualification. In Military Psychology, 26(3), 182.1037/mil0000042 

Trochim, W., Donnelly, J., & Arora, K. (2016). Research Methods: The Essential Knowledge 

Base (2nd ed.). [VitalSource Bookshelf Online]. Cengage Learning: Boston, MA. 

Retrieved from https://bookshelf.vitalsource.com/#/books/9781305445185/cfi/125!/4/4 

Upton, D., & Trim, P. (2013). Cyber security culture: Counteracting cyber threats through 

organizational learning and training (1st ed.). New York, NY: Routledge. 

United States Government Accountability Office. (2013). DHS recruiting and hiring: DHS is 

generally filling mission critical positions, but could better track costs of coordinated 

recruiting efforts. [PDF Document]. Retrieved from http://www.gao.gov/assets/ 

660/657902.pdf 

United Kingdom Sector Skills Council Ltd. (2013). Career analysis into cyber security: New & 

evolving occupations. [Report] Hampshire, United Kingdom: The National Skills 

Academy for IT. Retrieved from https://www.thetechpartnership.com/globalassets/pdfs/ 

research-2013/careeranalysisintocybersecurity_e-skillsUnited Kingdom_april2013.pdf 

Vogel, R. (2015). Closing the cybersecurity skills gap. In Salus Journal. Bathurst, New South 

Wales, Australia: Charles Sturt University, 4(2), 32 http://hdl.handle.net/1959.14/1074749 

Wakefield, R., & Watson, T. (2014). A reappraisal of Delphi 2.0 for public relations research. In 

Public Relations Review, 40(3), 577–584. http://doi.org/10.1016/j.pubrev.2013.12.004 

Watkins, D., Newcomer, J. M., Marion, J. W., Opengart, R. A., & Glassman, A. M. (2016). A 

cross-sectional investigation of the relationships education, certification, and experience 

have with knowledge, skills, and abilities among aviation professionals. In International 



 

 

175 

 

Journal of Aviation, Aeronautics, and Aerospace, 3(1). Retrieved from http://dx.doi.org/ 

10.15394/ijaaa.2016.1101 

Weiss, R. S., Boesen, S., Sullivan, J. F., Locasto, M. E., Mache, J., & Nilsen, E. (2015). 

Teaching cybersecurity analysis skills in the cloud. In Proceedings of the 46th ACM 

Technical Symposium on Computer Science Education (pp. 332–337). New York, NY: 

ACM. http://doi.org/10.1145/2676723.2677290 

Winterton, J., Delamare-Le Deist, F., & Stringfellow, E. (2005). Typology of knowledge, skills 

and competences: Clarification of the concept and prototype. Research Report 

Cedefop/Thessaloniki, (January), 111. European Centre for the Development of 

Vocational Training: Thessaloniki (Pylea), Greece. Retrieved from http://www.cpi.si/ 

files/CPI/userfiles/Datoteke/Novice/EKO/Prototype_typology_CEDEFOP_26_January_2

005.pdf 

Yager, F. (2012). The cost of bad hiring decisions runs high. Retrieved July 14, 2016, from 

https://hbr.org/maximizing-your-return-on-people 

Zurkus, K. (2016). Which certifications matter most for those new to security. Computer 

Security Online. Framingham, MA: IDG, Inc. Retrieved from 

http://www.csoonline.com/artic  



 

 

176 

 

APPENDICES 

 

  



 

 

177 

 

Appendix A - Acronyms  

 

 

ACM: Association for Computing Machinery 

ARPANET: Advanced Research Projects Agency Network  

ASVAB: Armed Services Vocational Aptitude Battery 

ATR: Advanced Threat Response 

CATA: Cyber Aptitude and Talent Assessment framework 

CIM: Cybersecurity Industry Model 

CJM: Cyber Job Model 

DHS: Department of Homeland Security 

DoL: Department of Labor 

ERIC: Educational Resource Information Center 

HICTA: Hawai’i Technology Association 

IEEE: Institute of Electrical and Electronic Engineers 

IRB: Institutional Research Board 

(ISC)2: The International Information System Security Certification Consortium 

ISACA: Information Systems Audit and Control Association 

ISSA: The Information Systems Security Association 

IS: Information System 

IT: Information Technology 

JPM: Job Performance Modeling 

KSAs: Knowledge, skill, and abilities 
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NBISE: National Board of Information Security Examiners 

NCWF: National Cybersecurity Workforce Framework 

NICE: National Initiative for Cybersecurity Education 

NIST: National Institute of Standards and Technology 

OST: Operational Security Testing 

PDF: Portable Document Format 

SANS: The SysAdmin, Audit, Network and Security Institute 

SME: Subject Matter Expert 

USCYBERCOM: United States Cybersecurity Command  
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Appendix C - Informed Consent

 

 

 

 

 

 

 

E Komo Mai (Welcome)! 

Title of Research Study: Improved Matching of Cybersecurity Professionals Skills to 

Job- Related Competencies: An Exploratory Study. 

Researcher: John S. Galliano 

Faculty Chair: Dr. James O. Webb, Jr., Ph. D. 

Research Sponsor: The researcher is self-funding the study. 

Purpose: The purpose of this study is to explore the opinions among cybersecurity subject 

matter experts leading to consensus regarding the identification and assessment of the qualities 

that are most effective when evaluating cybersecurity candidates for job openings.  

Introduction: You are being asked to participate in this Delphi Study which is the 

systematic polling of expert's opinions that are knowledgeable on a given topic through iteration 

to reach group consensus.  

Qualification: You were selected as a participant in this study because you were 

identified as an experienced cybersecurity professional interested in attracting and hiring 

available candidates and you fit one (or more) of the following criteria:  
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Criteria for Selection Examples Meeting Criteria 

Holds a particular job title. 

Auditor; CISO/CSO; Cybersecurity or Security 

Analyst, Architect, Director, Engineer, 

Specialist; Ethical Hacker; Forensics 

Investigator; Information Security Manager, 

Officer, or Specialist; Network Architect or 

Engineer; Penetration Tester; Security or IT 

Director or Manager; or Systems 

Administrator. 

Holds one or more industry-recognized 

certifications. 

CASP, C|EH, C|HFI, CCNA/CCIE Security, 

CISA, CISM, CISSP, CRISC, CSA+, CSSLP, 

E|CIH, E|CSA, GCFA, GCFE, GCIA, GCIH, 

GPEN, GSLC, GSNA, OCSP, Security+, 

SSCP. 

Holds a formal educational degree in; or, 

teaches cybersecurity, information security, or 

information assurance. 

At the undergraduate or graduate level. 

Organizes, volunteers, or participates in 

cybersecurity competitions or exercises. 

Capture the flag, jeopardy, force-on-force, 

forensics, operational, and policy competitions. 

Published on the topic of cybersecurity. 
Peer reviewed journal or other academic 

quality sources. 

 

Procedures: If you volunteer to participate in this study, please do the following:  

1. Read this Informed Consent Form in its 

2. Time Commitment: Your participation in this study will last for the length of time it 

takes to consent to participate after reading the Informed Consent Form, demographics 

collection, and three rounds of data collection (interview and two survey rounds).  Altogether, 

this is expected to take about two hours. 

Potential Risks or Discomforts: The risks associated with participation in this study are 

minimal.  If you feel uncomfortable about participating, you can discontinue at any time without 

repercussions by contacting the researcher at the email address below and asking to be removed 

from the mailing list.  
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Potential Benefits: There are no direct benefits to participants.  However, you will have 

the opportunity to contribute to the cybersecurity body of knowledge.  Also, the unique 

knowledge gathered from this study will enhance cybersecurity screening and hiring processes, 

by elucidating techniques and best practices for screening, assessing, and matching candidates to 

job openings.  

Payment for Participation: You will not receive any payment for participating in this 

research study.  

Confidentiality: I will make every effort to maintain the confidentiality of any 

information collected during this research study and any information that can identify you as a 

participant.  I will disclose this information only with your permission or as required by law.  I 

will protect your confidentiality by ensuring that there will be no identifying information on any 

of the data from this study.  All data collected will remain confidential.  There will be privacy in 

gathering, storing, and handling the data.  You will not be identified in the study or the data by 

name.  All data collected will be stored on the online survey provider FourEyesTM server, 

accessible only by the researcher. A password-protected export of the data for backup purposes 

will be kept in a computer file in the researcher's office and only released to authorized personnel 

comprised of the Faculty Chair, two dissertation committee reviewers, and the University of 

Fairfax Institutional Research Board (IRB).  

The researcher will maintain your name and email address in a log stored on a password-

protected flash media drive or optical media, and secured in a locked cabinet available only to 

the researcher.  You will need to be contacted by the researcher via your email address during the 

study if you do not respond during the requested time frame between each Delphi round.  The 

data will be kept by the researcher for three years.  After that, all materials will be destroyed.  



 

 

183 

 

The research team, authorized University of Fairfax staff, the faculty chair, and government 

agencies that oversee this type of research may have access to research data and records to 

monitor the research.  

Research records provided to authorized, non-UoF individuals will not contain 

identifiable information about you.  Publications and/or presentations that result from this study 

will not identify you by name.  

Participants: Your participation in this research study is entirely voluntary.  If you decide 

not to participate, you can withdraw your consent and stop participating in the research at any 

time, without penalty.  

Questions, Comments or Concerns: If you have any questions, comments or concerns you 

can talk directly to the researcher: John S. Galliano, email gallianoj35@students.ufairfax.edu.  If 

you have questions about your rights as a research participant, or you have comments or 

concerns that you would like to discuss with someone other than the researcher, please call the 

UoF Institutional Research Board (IRB) or the Research Compliance Administrator at (888) 980-

9151.  Alternatively, you can write to the address below.  Please include the title of the research 

study in your correspondence:  

  

University of Fairfax 

Attn: Research Compliance Administrator  

3361 Melrose Ave 

Roanoke, VA  
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Appendix D - Demographics Collection Instrument 
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Appendix E - Round 2 Collection Instrument 
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Appendix F - Round 3 Collection Instrument 
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Appendix G - IRB Approval 
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Appendix H - Study Budget 

 

 

 

 

 


