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COMES INTO FORCE ON 25TH MAY 2018

What is GDPR?
The General Data Protection Regulation is a European wide
replacement of the Data Protection Act.
It comes into force on 25th May 2018
Why has it been enacted?
Its purpose is to harmonise data protection regulation
across Europe, thereby improving international business
and strengthen the protection of EU Citizens data.
Why Comply?
Breaches of the GDPR can result in fines of up to 4% of global
revenue or ¤20m whichever is the greater.
Who does it apply to?
Any business who, in the process of offering goods or services,
collects and/or processes the personal data of a citizen of the
European Union (EU).
Becoming GDPR compliant in a business using SAP is a
complex undertaking. It requires the collaboration of a number
of different teams from the Boardroom to IT and HR to LOB’s.
You may find compliance difficult if you leave your preparations
until the last minute.
The GDPR is not a piece of legislation where compliance can
be achieved and then forgotten. Meeting the requirements
of the GDPR requires a re-engineering of business processes,
continued vigilance and ongoing audit. As the leading experts
in the SAP technologies which are key to achieving and
maintaining GDPR compliance, Proceed group has developed
this handbook to highlight a pathway to compliance and
headline areas to investigate.
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Step One - Awareness
The process of becoming and maintaining compliance with the
GDPR is a considerable undertaking that could have significant
resource implications. Especially for large organisations with
multiple lines of business and both SAP and non-SAP systems.
Decision makers and key people in your organisation need to
be aware that the law is changing and will have an impact upon
the way the business functions.
On-boarding these key people at the start will make it far
easier to understand the impact of the GDPR upon the
business, identify information silo’s, compliance issues and
secure the internal and external resources needed.
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Step Two – Data Discovery
Ask yourself:
• Do you know what data you hold?
• Why you hold it?
• Where it came from?
• Within which SAP system it currently resides?
SAP Information Steward is the tool of choice for collecting
this information from the systems across your organisation.
Its data profiling capabilities allow you to document the
personal data that you hold, where it came from and who has
access to it, scanning both SAP and non-SAP systems.
Personal data means any information relating to a […] natural
person; […] such as a name, an identification number, location
data […] or social identity of that natural person.
(GDPR Article 4, Paragraph 1)

This information audit will form the foundation for a number of
the following steps. Remember to include your SAP Log files,
Backup files and systems currently in development.
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Step Three – Why do you process data?
Your Information audit, illuminates the personal data that
you hold, where it resides and why you gathered it. In the
past many organisations collected data because they could.
With the advent of Big Data organisations were able to use
these data lakes. Data became the new oil as companies
used sophisticated statistical modelling to forecast sales and
recommend products. However, rarely were the customers
informed of this processing.
SAP Information Steward gives you the insight you need to
understand where personal data is being used.
SAP Process Control will assist you in undertaking policy
compliance surveys and data usage reports. Both a crucial
task as the GDPR requires you identify the lawful basis for
your data processing activities and communicate that in your
organisations privacy notice. Transparency and Accountability
are key under the GDPR. Individuals’ rights will be modified and
strengthened depending on your lawful basis for processing
their personal data.
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Step Four - Data Protection Impact Assessments
Having completed steps two and three you will now
understand the data you hold, within which systems it resides
as well as the processing done upon it.
Review this list and decide if the processing undertaken is new,
uses new technologies or has never been risk assessed. If this
is the case then a Data Protection Impact Assessment (DPIA)
must be undertaken. SAP Process Control can streamline
the process of creating and distributing DPIA’s. And, if
a DPIA indicates that the data processing is high risk,
SAP Process Control includes functionality to raise those
issues, allowing you to put in place measures to mitigate
those risks.
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Step Five – Review Consent
For many organisations, there will always be an element of
consent to their reasons for processing data. For example,
a company may maintain a mailing list, sending out brochures
and marketing information to potential customers.
Under the GDPR, individuals have very strong rights where
consent is concerned. When obtaining consent to process
data, organisations must ensure that it is freely given, specific,
informed and unambiguous. There must be a positive opt-in
and it must be as simple to opt-out. SAP systems include
functionality which can be configured as part of the process of
creating Vendor, Customer and Employee Master Data.
This functionality ensures that consent can be recorded against
the Master Data entry. In addition to recording consent going
forwards, you should also review the consent obtained for
existing data lists, and how that consent was obtained.
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Step Six – Communicate
Currently, when an organisation collects personal data, they
have to provide people with certain information. For example,
the identity of the organisation and how you intend to use the
information. This is usually done through a privacy notice.
To become GDPR compliant you should review your current
privacy notices and add in the kinds of data you collect, your
lawful basis for processing the data, and your data retention
periods amongst other things.
The information you have gathered in steps two, three and
four will provide some of the additional information you
require. This information can also be used to configure your
SAP Information Lifecycle Management system, which
manages the retention periods of data and deletes data in
a timely compliant, safe and secure manner.
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Step Seven – Individual Rights
Under the GDPR, an individual’s rights around the data an
organisation holds on them are strengthened. Individuals will
still have the right to a copy of all the data an organisation
holds on them. However, in most cases organisations will not
be able to charge for complying with a request for a copy of
that data. The time scale for fulfilling such a request is reduced
to one month.
Individuals now also have the right to block the processing of
their data as well as requesting that it be deleted.
SAP Information Lifecycle Management is the key technology
to enable organisations to comply, swiftly, completely and
defensibly with these enhanced rights. SAP ILM ensures
that data is retained for only as long as is required, is usage
restricted and upon deletion is removed from all SAP systems
in an auditable manner.
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Step Eight - Data Breaches
The GDPR requires that data protection is implicit within
all systems. SAP Access Control enables organisations to
enforce auditable access and policy restrictions upon data.
However, the protections you put in place should not be
limited to technical measures and should also encompass
organisational procedures, some of which can be realised in
SAP Process Control.
In addition, you should make sure you have the right
procedures in place to detect, report and investigate a
breach of personal data. The GDPR introduces a duty on all
organisations to report certain types of data breach to the
Information Commissioners Office, and in some cases, to
individuals. Failure to report a breach when required to do so
could result in a fine, as well as a fine for the breach itself.
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Step Nine – Audit and Ongoing Compliance
As an organisation, you must be able to demonstrate
compliance with the GDPR at any time. The Information
Commissioner will receive new powers to audit companies
without notice.
Compliance with the EU GDPR is both mandatory and
demonstrable. You must comply and be able to demonstrate
that you are compliant.
The Continuous Controls and Compliance Monitoring
capabilities within SAP Process Control, coupled with the
audit functionality inherent within SAP Information Lifecycle
Management will allow SAP centric organisations
to demonstrate a high level of audit and accountability
to regulators.
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Use the table below to keep track of your progress
towards compliance
Item
01

02

03

04

05

06

07

08

09

Planned

Ongoing

Compete

PLEASE NOTE: Information in this publication or
communication from Proceed in no way guarantees that SAP
customers will achieve GDPR compliance. It is the customer’s
responsibility to adopt measures that the customer deems
appropriate to achieve GDPR compliance.
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