
Which? Shorts: Fake car insurance for sale

Hello and welcome, I’m Rob Lilley and this is the Which? Shorts podcast.

I hope you’re doing okay, and welcome to our new episode.

As you know by now here on the podcast, we hand pick the very best articles from across Which? -
whether that be online at which.co.uk, or from one of our many magazines.

We then turn it into a lovely audio delight, meaning you can listen wherever you might be.

This week we’re talking about how scammers are tricking cash-strapped drivers through illegal activity
called ghost broking - and - what the social media companies are, or aren’t, doing to stop it.

To read this article originally written by Dean Sobers, I’ll hand you over to Ian Aikman…

***

You’re on the phone with someone whose ‘company’ has come highly recommended – or that you’ve
seen promoted online. It seems legitimate. They sound professional and informed, have a
polished-looking website, and your experience with them so far has been no different than with the other
insurers, comparison websites and brokers you’ve tried. You completed a form, and they promptly
returned you a car insurance quote. The difference is that this quote is hundreds of pounds cheaper than
anything you’ve seen elsewhere – even taking into account a hefty broker fee. Unfortunately, it’s not for a
valid policy. Known as ‘ghost broking’, this is a scam that cost its average victim £1,950 last year, and it’s
estimated to be affecting tens of thousands of drivers. In a 2020 investigation we found widespread
evidence of ghost brokers advertising on social media. Two years on, it’s clear that the websites still
haven’t contained the problem, and scammers’ tactics are becoming ever more sophisticated.

In some cases, ghost brokers forge insurance paperwork completely. But more commonly, they’ll sell you
a ‘real’ policy. To reduce the price, they’ll change some of your details in the application, such as your
address or claims record. A cursory check on the AskMID website will confirm that the vehicle is insured,
but any deeper checks – which will be made if you try to claim – will quickly reveal that the policy was
bought under false pretences. This will void the policy, leaving you potentially liable for fraud and at risk
of penalties for driving uninsured.

Ghost brokers mainly operate online, particularly on social media. In May, we searched on social media
platforms for profiles and pages that showed signs of being run by scammers. Of the first 50 pages
returned when we searched for ‘cheap car insurance’ on Facebook, seven were dubious. On video-
sharing site TikTok, two of the 50 profiles we analysed were suspect. But of the 47 profiles that
matched our search on Instagram, more than half appeared to be offering quotes or cover to UK drivers,
while showing no signs of being authorised by the Financial Conduct Authority (FCA). These included
one business boasting that it could save customers ‘up to 50%’ on their premium – it also offered ‘NCB
(no-claims bonus) Documents’ and ‘Speeding Ticket Removal’. It had 45,900 followers (more than the
five biggest insurers combined) and claimed to have ‘over six years experience in [its] field’. It also had a
sister profile with an additional 15,200 followers. We flagged these to Instagram, and it’s taken both
down. Experts we spoke with in law enforcement and insurance seem to agree that ghost brokers
generally operate most prolifically on Facebook and Instagram. However, Detective Constable Aidan
Kersley – who manages online disruption for the City of London Police’s insurance fraud enforcement



department (IFED) – explained that the prevalence of the scammers shifts between the different sites
over time: ‘Whenever a social media platform becomes popular, ghost brokers will hop on to it.’

Some unregulated insurance sellers exist in legal grey areas, where it’s not clear if or where they’re
technically breaking the law. For example, some claim to operate ‘price searching’ rather than broker
services. In theory, they seek out the best prices for their clients and charge them for this information –
but, unlike with a broker, setting up the policy with the insurer is then up to the customer. Kersley says
he’s increasingly seeing websites claiming that they’re not brokers and don’t carry out activities that the
FCA regulates.

Ghost broking isn’t the largest cause of insurance fraud. However, Aviva commented that it’s ‘unique
in that the “policyholder” directly compensates the fraudster for a policy that is all but worthless’. Some
517 cases – with losses totalling £1m – were reported to Action Fraud in 2021. Many of these losses,
unsurprisingly, were from young drivers, who face the steepest premiums. Ghost brokers also heavily
target non-native English speakers. The true number affected will be much higher. According to the
Insurance Fraud Bureau, last year insurers collectively reported more than 21,000 policies that could be
connected to the scam. Some victims won’t report being scammed because they’re too embarrassed.
Others might be aware their quotes have been manipulated, but ghost brokers can be persuasive in
downplaying the significance of this. Some also put real effort into creating positive word-of-mouth, which
helps them seem trustworthy. Matt Crabtree, LV’s head of financial crime strategy, said: ‘People often
know the quotes are too good to be true, but go ahead with the fraudulent policies based on advice from
people they know.’

Ghost brokers’ services – especially those that involve taking out policies under false identities – are also
used to facilitate organised crime. In one alarming example LV shared, a person who had fraudulent
policies uncovered was a new gang member who’d failed to stop for police in seven high-speed pursuits.
The police received intelligence that part of the gang’s initiation test was carrying out a drive-by shooting.
Whether or not the person who buys the fake insurance is truly a victim, another group affected are
those whose identities are co-opted when their addresses or other details are attached to the illegal
policies. Fraud prevention organisation Cifas saw insurance- related identity fraud cases rise by 66%
between 2020 and 2021. The group most likely to be targeted in this way are people aged 51 to 60.
Impressive levels of sophistication. Among the social media profiles we came across, there were many
examples of highly sophisticated- looking firms which – while not necessarily actual ghost brokers – still
made us suspicious. One ‘price searching’ site we found repeatedly promoted in a Facebook forum, for
example, was a far cry from the gaudy social media ads we saw in our 2020 investigation. Called ‘Z1
Insurance’, the firm was incorporated in late 2020, although it claims to have been ‘serving the people of
the United Kingdom since 2011’. Its website is impressively professional and includes an online chat
service and directions to a physical Manchester office. Many reviewers on Google gave it high praise,
although two accused it of giving incorrect information about them to insurers, leading to their policies
being cancelled. It denies these claims.

Posing as a customer, we asked Z1 for a quote. We’d already run quotes elsewhere and couldn’t find
cover for less than £2,400. But it quoted us £2,006, which included £300 in fees for its services.
Interested to see how Z1 had found such a bargain, we checked with the insurer it told us was behind
the quote. The insurer told us it hadn’t placed any quote for our vehicle, name, address, or date of birth.
This doesn’t prove Z1 intentionally tried to mislead us – but it does call into question the accuracy of
the information it gives about its quotes. It hasn’t responded to our requests for a comment. We have
reported it to the Financial Conduct Authority. More concerning still was a convincing comparison site
called comparemycarinsurance.co.uk. Prolifically promoted on multiple social media platforms, this
website – allegedly established in 2021 – has a detailed quote form that closely resembles those you’d
find on any typical comparison site. It also features dozens of pages giving advice about insurance, and
lengthy ‘privacy policy’ and ‘terms and conditions’ sections. However, there’s no evidence of it being
authorised by the FCA. And while it allows you to input your details, it doesn’t produce quotes. We
weren’t able to reach anyone at comparemycarinsurance.co.uk for comment.

To test how social media platforms are vetting unregulated insurance middlemen, we set up six accounts
of our own on Facebook, Instagram and TikTok, claiming to be car insurance brokers. We promised
cheap quotes and asked interested drivers to contact us via a mobile phone number or directly message
us through the website. The two profiles we set up on Facebook were taken down by the site within a



few days, as was an Instagram profile linked to an email address containing the word
‘ghostbrokerscammer’. However, a second profile (connected to a less conspicuous email) stayed up for
35 days until we took it down. The two TikTok profiles (one linked to a ‘ghostbrokerscammer’ email) also
stayed up for the same period. We contacted Meta (which owns Facebook and Instagram) and TikTok,
reporting the 37 profiles we found, plus our own experiment. They took all these profiles down, but we’re
concerned that their approach isn’t proactive enough. Meta said: ‘We continue to invest in people and
technology to tackle this industry-wide issue.’ It also encourages users to report activity on its platforms.
Meta added that it’s donated £3m to Citizens Advice for a UK Scam Action Programme and is a member
of fraud prevention organisation Stop Scams UK. TikTok said its Community Guidelines are clear that
fraud and scams aren’t tolerated, and that it takes ‘an aggressive approach to removing this kind of
content. We were the first platform to require all advertisers of financial services, including insurance, to
be registered with the FCA and work closely across the industry to identify new and emerging scams.’

Ghost broking is a particularly insidious kind of fraud, with scammers typically taking advantage of
those who feel locked out of, or bewildered by, the car insurance market. Policies sold by fraudsters
seem like a lifeline, but they can collapse at any moment. And those buying the policies aren’t the only
group affected: ghost broking is entangled in ID theft and organised crime. The problem far predates
social media platforms; they’re not its cause. But they are where ghost brokers generally meet their
victims. To give them their due, social media companies do have the ability to act promptly to remove
dubious content that they spot. TikTok removed 85,794,222 videos between October and December last
year alone for violating its community guidelines. It nevertheless seems it should be trickier to establish a
page in the first place offering financial services if you can’t give even basic credentials. Our research
shows it’s within social media companies’ power to identify and stifle dubious promotions – while also
suggesting this isn’t consistently being done. As ghost brokers and other scammers become ever slicker,
we’ll all have to practice more due diligence when dealing with unfamiliar companies online.

***

Thank you to Ian, and to Dean Sobers too, whose original work was published in the July issue of the
Which? Money magazine.

Remember you can find more articles you’ll find useful every day on everything from money and
technology to home and garden advice by signing up to one of our many free email newsletters at
which.co.uk/newsletters.

Oh, and another reminder that if you like this podcast, why not check out Which? Investigates, we’re
releasing new episodes every other Monday as we deep-dive into the everyday issues that matter to
you.

Just search Which? Investigates wherever you’re listening to this, we’ve even popped the latest episode
in this timeline so you can have a listen too.

We’ll be back next week for another episode of Which? Shorts. Thanks for listening.

Which? Shorts was produced by me, Rob Lilley, while the Exec Producer was Angus Farquhar.


