St Columb Minor ACE Academy
E-SAFETY Policy
Responsibility: Headteacher, Local Advisory Board
Date Adopted by Governors: 9th July 2019
to be reviewed: 1 year
Development/Monitoring/Review of this Policy
This E-Safety Policy has been developed by a working group made up of:
Headteacher/Senior Leaders, E-Safety Lead Teacher, Staﬀ – including Teachers, Support Staﬀ,
Technical staﬀ, Governors, Parents and Carers, Children and Community users
ConsultaMon with the whole school community has taken place through a range of formal and informal
meeMngs.
Schedule for Development/Monitoring/Review.
The implementaMon of this E-Safety Policy will be monitored by the: E-Safety Lead Teacher, Senior
Leadership Team Monitoring will take place at regular intervals:
Governors will receive a report on the implementaMon of the E-Safety Policy generated by the
monitoring group (which will include anonymous details of e-safety incidents) at regular intervals.
The E-Safety Policy will be reviewed annually, or more regularly in the light of any signiﬁcant new
developments in the use of the technologies, new threats to e-safety or incidents that have taken
place.
The next anMcipated review date will be: July 2020
Should serious E-safety incidents take place, the following external persons/agencies should be
informed: Child ProtecMon Designated Lead, Network Manager, and Police.
The school will monitor the impact of the policy using:
• Logs of reported incidents
• Monitoring logs of internet acMvity (including sites visited)
•Surveys/quesMonnaires of students/pupils, parents/carers, staﬀ
Scope of the Policy
This policy applies to all members of the academy community (including staﬀ, students/pupils,
volunteers, parents/carers, visitors, community users) who have access to and are users of academy
ICT systems, both in and out of the academy.
The EducaMon and InspecMons Act 2006 empowers Principals to such extent as is reasonable, to
regulate the behaviour of pupils when they are oﬀ the academy site and empowers members of staﬀ
to impose disciplinary penalMes for inappropriate behaviour. This is perMnent to incidents of
cyberbullying, or other e-safety incidents covered by this policy, which may take place outside of the

Academy, but is linked to membership of the academy. The 2011 EducaMon Act increased these
powers with regard to the searching for and of electronic devices and the deleMon of data (see
appendix for template policy). In the case of both acts, acMon can only be taken over issues covered
by the published Behaviour Policy. The academy will deal with such incidents within this policy and
associated behaviour and anM-bullying policies and will, where known, inform parents/carers of
incidents of inappropriate e-safety behaviour that take place out of school.
ROLES AND RESPONSIBILITIES
The following secMon outlines the e-safety roles and responsibiliMes of individuals and groups within
the academy.
Governors: Governors are responsible for the approval of the E-Safety Policy and for reviewing the
eﬀecMveness of the policy. This will be carried out by the Governors receiving regular informaMon
about e-safety incidents and monitoring reports. A member of the Governing Body is the
Safeguarding and E-Safety Governor.
The role of the Safeguarding and E-Safety Governor / Director will include:
• regular meeMngs with the safeguarding team
•
•
•

regular monitoring of e-safety incident logs
regular monitoring of ﬁltering control logs
reporMng to the relevant Governors meeMng

Headteacher and Senior Leaders:
• The Headteacher has a duty of care for ensuring the safety (including e-safety) of members of
the school community, though the day to day responsibility for e-safety will be delegated to
the E-Safety Lead Teacher.
• The Headteacher and another member of the Senior Leadership Team should be aware of the
procedures to be followed in the event of a serious e-safety allegaMon being made against a
member of staﬀ. (see ﬂow chart on dealing with e-safety incidents – included in a later secMon
– “Responding to incidents of misuse” and relevant disciplinary procedures).
• The Headteacher/Senior Leaders are responsible for ensuring that the E-Safety Lead Teacher
and other relevant staﬀ receive suitable training to enable them to carry out their E-safety
roles and to train other colleagues, as relevant.
• The Headteacher/Senior Leaders will ensure that there is a system in place to allow for
monitoring and support of those in school who carry out the internal e-safety monitoring role.
This is to provide a safety net and also support to those colleagues who take on important
monitoring roles.
• The Senior Leadership Team will receive regular monitoring reports from the E-Safety Lead
Teacher.
E-Safety Lead Teacher:
• takes day to day responsibility for e-safety issues and has a leading role in establishing and
reviewing the school e-safety policies/documents
• ensures that all staﬀ are aware of the procedures that need to be followed in the event of an
E-safety incident taking place.
• provides training and advice for staﬀ
• liaises with the Local Authority/relevant body
• liaises with school technical staﬀ
• meets as necessary with Safeguarding Governor to discuss current issues, review incident logs
and ﬁltering control logs
• a^ends relevant meeMngs of Governors

•

reports regularly to Senior Leadership Team:

The Manager is responsible for ensuring:
• that the academy’s technical infrastructure is secure and is not open to misuse or malicious a^ack
• that the academy meets required e-safety technical requirements and any other relevant body Esafety Policy/Guidance that may apply.
• that users may only access the networks and devices through a properly enforced password
protecMon policy, in which passwords are regularly changed
•that they keep up to date with e-safety technical informaMon in order to eﬀecMvely carry out their
e-safety role and to inform and update others as relevant
•that the use of the network/internet/Virtual Learning Environment/email is regularly monitored in
order that any misuse/a^empted misuse can be reported to the Principal, E-Safety Lead Teacher for
invesMgaMon.
Teaching and Support Staﬀ are responsible for ensuring that:
•they have an up to date awareness of E-safety ma^ers and of the current academy E-Safety Policy
and pracMces
• they have read, understood and signed the Staﬀ Acceptable Use Policy (AUP)
•they report any suspected misuse or problem to the Headteacher, E-Safety Lead Teacher or Network
Manager for invesMgaMon.
•all digital communicaMons with pupils/parents/carers should be on a professional level and only
carried out using oﬃcial school systems
• E-safety issues are embedded in all aspects of the curriculum and other acMviMes
• pupils understand and follow the E-safety and Acceptable Use Policies
•they monitor the use of digital technologies, mobile devices, cameras etc in lessons and other school
acMviMes (where allowed) and implement current policies with regard to these devices
•in lessons where internet use is pre-planned pupils should be guided to sites checked as suitable for
their use and that processes are in place for dealing with any unsuitable material that is found in
internet searches
Child ProtecMon Designated Lead and Teachers should be trained in E-safety issues and be aware of
the potenMal for serious child protecMon/safeguarding issues to arise from:
• sharing of personal data
• access to illegal/inappropriate materials
• inappropriate on-line contact with adults/strangers
• potenMal or actual incidents of grooming

•cyber-bullying
Pupils:
• are responsible for using the academy digital technology systems in accordance with the Pupil
Acceptable Use Policy which is agreed annually through School Council.
•have a good understanding of research skills and the need to avoid plagiarism and uphold copyright
regulaMons
•need to understand the importance of reporMng abuse, misuse or access to inappropriate materials
and know how to do so
•will be expected to know and understand policies on the use of mobile devices and digital cameras.
They should also know and understand policies on the taking/use of images and on cyber-bullying.
• should understand the importance of adopMng good e-safety pracMce when using digital
technologies out of school and realise that the academy’s E-Safety Policy covers their acMons out of
school, if related to their membership of the school
Parents/Carers:
Parents/Carers play a crucial role in ensuring that their children understand the need to use the
internet/mobile devices in an appropriate way.
The academy will take every opportunity to help parents understand these issues through social
media, parents’ evenings, newsle^ers, le^ers, website/VLE and informaMon about naMonal/local Esafety campaigns.
Parents and carers will be encouraged to support the academy in promoMng good E-safety pracMce
and to follow guidelines on the appropriate use of:
• digital and video images taken at school events
• access to parents’ secMons of the website/VLE and on-line pupil records
•their children’s personal devices in the school/academy (where this is allowed)
Community Users
Community Users who access school systems/website/VLE as part of the wider academy provision
will be expected to sign a Community User AUA before being provided with access to school systems.
(Appendix 2)
POLICY STATEMENTS
EducaMon – pupils
Whilst regulaMon and technical soluMons are very important, their use must be balanced by educaMng
pupils to take a responsible approach. The educaMon of pupils in e-safety is therefore an essenMal part
of the school’s E-safety provision. Children and young people need the help and support of the school
to recognise and avoid e-safety risks and build their resilience. E-safety should be a focus in all areas
of the curriculum and staﬀ should reinforce e-safety messages across the curriculum. The E-safety
curriculum should be broad, relevant and provide progression, with opportuniMes for creaMve
acMviMes and will be provided in the following ways:

• Key e-safety messages should be reinforced as part of a planned programme of assemblies and
pastoral acMviMes
•Pupils should be taught in all lessons to be criMcally aware of the materials/content they access online and be guided to validate the accuracy of informaMon.
• Pupils should be taught to acknowledge the source of informaMon used and to respect copyright
when using material accessed on the internet
• Pupils should be helped to understand the need for the Pupil Acceptable Use Agreement and
encouraged to adopt safe and responsible use both within and outside school
• Staﬀ should act as good role models in their use of digital technologies, the internet and mobile
devices
• In lessons where internet use is pre-planned, it is best pracMce that pupils should be guided to sites
checked as suitable for their use and that processes are in place for dealing with any unsuitable
material that is found in internet searches.
• Where pupils are allowed to freely search the internet, staﬀ should be vigilant in monitoring the
content of the websites the young people visit.
•It is accepted that from Mme to Mme, for good educaMonal reasons, students may need to research
topics (e.g. racism, drugs, and discriminaMon) that would normally result in internet searches being
blocked. In such a situaMon, staﬀ can request that the Technical Staﬀ can temporarily remove those
sites from the ﬁltered list for the period of study. Any request to do so, should be auditable, with clear
reasons for the need.
EducaMon – parents
Some parents and carers may have only a limited understanding of e-safety risks and issues, yet they
play an essenMal role in the educaMon of their children and in the monitoring/regulaMon of the
children’s on-line behaviours. Parents may underesMmate how oeen children and young people come
across potenMally harmful and inappropriate material on the internet and may be unsure about how
to respond.
The school will therefore seek to provide informaMon and awareness to parents and carers through:
• Curriculum acMviMes
• Le^ers, newsle^ers, web site, VLE, social media
• Parents/Carers sessions
• High proﬁle events e.g. Safer Internet Day
• Reference to the relevant web sites/publicaMons through the school web site
EducaMon – The Wider Community
The academy will provide opportuniMes for members of the community to gain from the academy’s
e-safety knowledge and experience. This may be oﬀered through the following:
• E-Safety messages targeted towards grandparents and other relaMves as well as parents.
• The academy website will provide e-safety informaMon for the wider community

• SupporMng community groups e.g. Early Years Segngs, Childminders to enhance their e-safety
provision
EducaMon & Training – Staﬀ/Volunteers
It is essenMal that all staﬀ receive E-safety training and understand their responsibiliMes, as outlined
in this policy. Training will be oﬀered as follows:
•A planned programme of formal E-safety training will be made available to staﬀ. This will be regularly
updated and reinforced. An audit of the E-safety training needs of all staﬀ will be carried out regularly.
• All new staﬀ should receive E-safety training as part of their inducMon programme, ensuring that
they fully understand the school E-Safety Policy and Acceptable Use Agreements.
• The E-Safety Lead Teacher will receive regular updates through a^endance at external training
events and by reviewing guidance documents released by relevant organisaMons.
• This E-Safety Policy and its updates will be presented to and discussed by staﬀ in meeMngs.
Training – Governors
Governors should take part in E-safety training sessions, with parMcular importance for those who are
members of any sub-commi^ee involved in technology/E-safety/health and safety/child protecMon.
This may be oﬀered in the following way:
• ParMcipaMon in school training/informaMon sessions for staﬀ.
Technical – infrastructure/equipment, ﬁltering and monitoring
The school will be responsible for ensuring that the school infrastructure/network is as safe and
secure as is reasonably possible and that policies and procedures approved within this policy are
implemented. It will also need to ensure that the relevant people named in the above secMons will be
eﬀecMve in carrying out their E-safety responsibiliMes:
• Academy technical systems will be managed in ways that ensure that the academy meets
recommended technical requirements
• There will be regular reviews and audits of the safety and security of academy technical systems
• Servers, wireless systems and cabling must be securely located and physical access restricted
• All users will have clearly deﬁned access rights to academy technical systems and devices.
•All adult users will be provided with a username and secure password. Users are responsible for the
security of their username and password
•The “master/administrator” passwords for the academy ICT system, used by the Network Manager
must also be available to the Principal or other nominated senior leader and kept in a secure place
•ICT Network Manager/Technician is responsible for ensuring that soeware licence logs are accurate
and up to date and that regular checks are made to reconcile the number of licences purchased against
the number of soeware installaMons
• Internet access is ﬁltered for all users. There is a clear process in place to deal with requests for
ﬁltering changes.
• The school has provided enhanced/diﬀerenMated user-level ﬁltering

• Academy technical staﬀ regularly monitor and record the acMvity of users on the school technical
systems and users are made aware of this in the Acceptable Use Agreement.
An appropriate system is in place for users to report any actual/potenMal technical incident/security
breach to the relevant person.
• Appropriate security measures are in place to protect the servers, ﬁrewalls, routers, wireless
systems, work staMons, mobile devices etc. from accidental or malicious a^empts which might
threaten the security of the school systems and data. These are tested regularly. The school
infrastructure and individual workstaMons are protected by up to date virus soeware.
•An agreed policy is in place for the provision of temporary access of “guests” (e.g trainee teachers,
supply teachers, visitors) onto the school systems.
• An agreed policy is in place regarding the extent of personal use that users (staﬀ/students/pupils
/community users) and their family members are allowed on school devices that may be used out of
school.
•An agreed policy is in place that allows staﬀ to download executable ﬁles and installing programmes
on school devices.
•An agreed policy is in place regarding the use of removable media (e.g. memory sMcks / CDs /
DVDs) by users on school devices. Personal data cannot be sent over the internet or taken oﬀ the
school site unless safely encrypted or otherwise secured.
Use of digital and video images
The development of digital imaging technologies has created signiﬁcant beneﬁts to learning, allowing
staﬀ and pupils instant use of images that they have recorded themselves or downloaded from the
internet. However, staﬀ, parents/carers and pupils need to be aware of the risks associated with
publishing digital images on the internet. Such images may provide avenues for cyberbullying to take
place. Digital images may remain available on the internet forever and may cause harm or
embarrassment to individuals in the short or longer term. It is common for employers to carry out
internet searches for informaMon about potenMal and exisMng employees.
The school will inform and educate users about these risks and will implement policies to reduce the
likelihood of the potenMal for harm:
• When using digital images, staﬀ should inform and educate pupils about the risks associated with
the taking, use, sharing, publicaMon and distribuMon of images. In parMcular, they should recognise
the risks a^ached to publishing their own images on the internet e.g. on social networking sites.
• In accordance with guidance from the InformaMon Commissioner’s Oﬃce, parents/carers are
welcome to take videos and digital images of their children at school events for their own personal
use (as such use is not covered by the Data ProtecMon Act). To respect everyone’s privacy and in some
cases protecMon, these images should not be published/made publicly available on social networking
sites, nor should parents/carers comment on any acMviMes involving other pupils in the digital/video
images.
•Staﬀ and volunteers are allowed to take digital / video images to support educaMonal aims, but must
follow school policies concerning the sharing, distribuMon and publicaMon of those images. Those
images should only be taken on school equipment, the personal equipment of staﬀ should not be used
for such purposes.

• Care should be taken when taking digital / video images that pupils are appropriately dressed and
are not parMcipaMng in acMviMes that might bring the individuals or the school into disrepute.
• Pupils must not take, use, share, publish or distribute images of others without their permission
• Photographs published on the website, or elsewhere that include pupils will be selected carefully
and will comply with good pracMce guidance on the use of such images.
•Pupils’ full names should not be used anywhere on a website or blog, parMcularly in associaMon with
photographs. (Permission may be gained from parents in excepMonal circumstances)
• Wri^en permission from parents or carers will be obtained before photographs of pupils are
published on the school website.

Data ProtecMon
Personal data will be recorded, processed, transferred and made available according to the Data
ProtecMon Act 1998 which states that personal data must be:
• Fairly and lawfully processed
• Processed for limited purposes
• Adequate, relevant and not excessive
• Accurate
• Kept no longer than is necessary
• Processed in accordance with the data subject’s rights
• Secure
•Only transferred to others with adequate protecMon.
The academy must ensure that:
• It will hold the minimum personal data necessary to enable it to perform its funcMon and it will not
hold it for longer than necessary for the purposes it was collected for.
• Every eﬀort will be made to ensure that data held is accurate, up to date and that inaccuracies are
corrected without unnecessary delay.
• All personal data will be fairly obtained in accordance with the “Privacy NoMce” and lawfully
processed in accordance with the “CondiMons for Processing”.
• It has a Data ProtecMon Policy
• It is registered as a Data Controller for the purposes of the Data ProtecMon Act (DPA)
• Responsible persons are idenMﬁed
• Risk assessments are carried out
• It has clear and understood arrangements for the security, storage and transfer of personal data
• Data subjects have rights of access and there are clear procedures for this to be obtained

• There are clear and understood policies and rouMnes for the deleMon and disposal of data
• There is a policy for reporMng, logging, managing and recovering from informaMon risk incidents
• There are clear Data ProtecMon clauses in all contracts where personal data may be passed to third
parMes
• There are clear policies about the use of cloud storage/cloud compuMng which ensure that such
data storage meets the requirements laid down by the InformaMon Commissioner’s Oﬃce.
Staﬀ must ensure that they:
•At all Mmes take care to ensure the safe keeping of personal data, minimising the risk of its loss or
misuse.
•Use personal data only on secure password protected computers and other devices, ensuring that
they are properly “logged-oﬀ” at the end of any session in which they are using personal data.
• Transfer data using encrypMon and secure password protected devices. When personal data is
stored on any portable computer system, memory sMck or any other removable media:
• the data must be encrypted and password protected
• the device must be password protected
• the device must oﬀer approved virus and malware checking soeware
• the data must be securely deleted from the device, in line with school policy (below) once it has
been transferred or its use is complete

CommunicaMons
A wide range of rapidly developing communicaMons technologies has the potenMal to enhance
learning. The following table shows how the school currently considers the beneﬁt of using these
technologies for educaMon outweighs their risks/disadvantages.

Staﬀ & other adults
Allowe
d

Allowe
d at
certain
Mmes

Allowe
d for
selecte
d staﬀ

Students/pupils
Not
allowe
d

Allowe
d

Allowe
d at
certain
Mmes

Allowe
d with
staﬀ
permis
sion

Not
allowe
d

CommunicaM
on
Technologies
Mobile phones may
be
brought to school

Y

Use of mobile phones
in lessons
Use of mobile phones
in social Mme

Y

Y

Y

Y

Taking of photos on
mobile
phones/cameras

Y
Y

Y

Use of other mobile
devices
e.g.
tablets/gaming
devices

Y

Y

Use of personal email addressed in
school, or
on school network

Y

Y

Use of school email
for
personal e-mails

Y

Use of messaging
apps

Y

Use of social media
(on
school equipment)

Y

Use of blogs

Y

Y

Y
Y

Y

When using communicaMon technologies the school considers the following as good pracMce:

• The oﬃcial academy email service may be regarded as safe and secure and is monitored. Users
should be aware that email communicaMons can be monitored.
•Users must immediately report, to the nominated person – in accordance with the academy policy,
the receipt of any communicaMon that makes them feel uncomfortable, is oﬀensive, discriminatory,
threatening or bullying in nature and must not respond to any such communicaMon.
•Any digital communicaMon between staﬀ and pupils or parents / carers (email, chat, VLE etc) must
be professional in tone and content. These communicaMons may only take place on oﬃcial
(monitored) academy systems. Personal email addresses, text messaging or social media must not be
used for these communicaMons.

•Messaging between pupils and pupil/staﬀ will be through the VLE or approved online spaces. (e.g.
2simple online space).
•Pupils should be taught about e-safety issues, such as the risks a^ached to the sharing of personal
details. They should also be taught strategies to deal with inappropriate communicaMons and be
reminded of the need to communicate appropriately when using digital technologies.
•Personal informaMon should not be posted on the academy website and only oﬃcial email addresses
should be used to idenMfy members of staﬀ.
Social Media – ProtecMng Professional IdenMty
All schools, academies and local authoriMes have a duty of care to provide a safe learning
environment for pupils and staﬀ. Schools/academies and local authoriMes could be held responsible,
indirectly for acts of their employees in the course of their employment. Staﬀ members who harass,
cyberbully, discriminate on the grounds of sex, race or disability or who defame a third party may
render the academy or local authority liable to the injured party. Reasonable steps to prevent
predictable harm must be in place. The school provides the following measures to ensure reasonable
steps are in place to minimise risk of harm to pupils, staﬀ and the school through limiMng access to
personal informaMon:
• Training to include: acceptable use; social media risks; checking of segngs; data protecMon;
reporMng issues.
• Clear reporMng guidance, including responsibiliMes, procedures and sancMons
• Risk assessment, including legal risk School staﬀ should ensure that:
• No reference should be made in social media to pupils, parents/carers or school staﬀ
• They do not engage in online discussion on personal ma^ers relaMng to members of the school
community
• Personal opinions should not be a^ributed to the academy or local authority
• Security segngs on personal social media proﬁles are regularly checked to minimise risk of loss of
personal informaMon. The academy’s use of social media for professional purposes will be checked
regularly by the senior risk oﬃcer and e-safety commi^ee to ensure compliance with the Social Media,
Data ProtecMon, CommunicaMons, Digital Image and Video Policies.
UNSUITABLE/INAPPROPRIATE ACTIVITIES
The school believes that the acMviMes referred to in the following secMon would be inappropriate in a
school context and that users, as deﬁned below, should not engage in these acMviMes in school or
outside school when using school equipment or systems. The school policy restricts usage as follows:
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producMon or distribuMon of indecent images of
children. Contrary to the ProtecMon of Children
Act 1978

X

Grooming, incitement, arrangement or facilitaMon
of sexual acts against children, Contrary to the
Sexual Oﬀences Act 2003

X

Possession of an extreme pornographic image
(grossly oﬀensive, disgusMng or otherwise of an
obscene character) Contrary to the Criminal
InjusMce and ImmigraMon Act 2008

X

Criminally racist material, radicalisaMon,
extremist material – to sMr up religious or other
hatred (or hatred on the grounds of sexual
orientaMon)
contrary to the Public Order Act 1986

X

Pornography

X

PromoMon of any kind of discriminaMon

X

Threatening behaviour, including promoMon of
physical violence or mental harm

X

Any other informaMon which may be oﬀensive to
colleagues or breaches the integrity of the ethos
of
the school or brings the school, into disrepute

X

Using the school systems to run a business

X

Using systems, applicaMons, websites or other mechanisms that bypass
the ﬁltering or other safeguards employed by the school

X

Infringing copyright

X

Revealing or publicising conﬁdenMal or proprietary informaMon (e.g.
ﬁnancial/personal informaMon, databases, computer / network access
codes and passwords)

X

CreaMng or propagaMng computer viruses or other harmful ﬁles

X

Unfair usage (downloading/uploading large ﬁles that hinders others’ use
of the internet

X

On-line gaming (educaMonal)

X

On-line gaming (non-educaMonal)

X

On-line gambling

X

On-line shopping / commerce

X

File sharing

X

Use of social media

X

Use of messaging apps

X

Use of video broadcasMng e.g. YouTube
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RESPONDING TO INCIDENTS OF MISUSE
This guidance is intended for use when staﬀ need to manage incidents that involve the use of online
services. It encourages a safe and secure approach to the management of the incident. Incidents might
involve illegal or inappropriate acMviMes (see “User AcMons” above)
Illegal Incidents
If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is
any other suspected illegal acMvity, refer to the right hand side of the Flowchart (below and appendix)
for responding to online safety incidents and report immediately to the police.
Other Incidents
It is hoped that all members of the school community will be responsible users of digital
technologies, who understand and follow academy policy. However, there may be Mmes when
infringements of the policy could take place, through careless or irresponsible or, very rarely, through
deliberate misuse. In the event of suspicion, all steps in this procedure should be followed:
• Have more than one senior member of staﬀ/volunteer involved in this process. This is vital to
protect individuals if accusaMons are subsequently reported.
• Conduct the procedure using a designated computer that will not be used by young people and if
necessary can be taken oﬀ site by the police should the need arise. Use the same computer for the
duraMon of the procedure.
• It is important to ensure that the relevant staﬀ should have appropriate internet access to conduct
the procedure, but also that the sites and content visited are closely monitored and recorded (to
provide further protecMon).
• Record the URL of any site containing the alleged misuse and describe the nature of the content
causing concern. It may also be necessary to record and store screenshots of the content on the
machine being used for invesMgaMon. These may be printed, signed and a^ached to the form (except
in the case of images of child sexual abuse – see below) Once this has been completed and fully
invesMgated the group will need to judge whether this concern has substance or not. If it does, then
appropriate acMon will be required and could include the following:
• Internal response or discipline procedures
• Involvement by Local Authority or naMonal/local organisaMon (as relevant).
• Police involvement and/or acMon
• If content being reviewed includes images of Child abuse then the monitoring should be halted and
referred to the Police immediately. Other instances to report to the police would include:
• incidents of ‘grooming’ behaviour
• the sending of obscene materials to a child
• adult material which potenMally breaches the Obscene PublicaMons Act
• criminally racist material
• other criminal conduct, acMvity or materials

• Isolate the computer in quesMon as best you can. Any change to its state may hinder a later police
invesMgaMon. It is important that all of the above steps are taken as they will provide an evidence trail
for the academy and possibly the police and demonstrate that visits to these sites were carried out
for child protecMon purposes. The completed form should be retained by the group for evidence and
reference purposes.
SCHOOL/ACADEMY ACTIONS & SANCTIONS
It is more likely that the academy will need to deal with incidents that involve inappropriate rather
than illegal misuse. It is important that any incidents are dealt with as soon as possible in a
proporMonate manner, and that members of the school community are aware that incidents have
been dealt with. It is intended that incidents of misuse will be dealt with through normal behaviour /
disciplinary procedures as follows:
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Appendix 2 Responding to incidents of misuse – ﬂowchart
Appendix 3 LegislaMon
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Appendix 5 Glossary of terms
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STAFF (AND VOLUNTEER) ACCEPTABLE USE POLICY AGREEMENT (APPENDIX 1)
School Policy
New technologies have become integral to the lives of children and young people in today’s society,
both within schools/academies and in their lives outside school. The internet and other digital
informaMon and communicaMons technologies are powerful tools, which open up new opportuniMes
for everyone. These technologies can sMmulate discussion, promote creaMvity and sMmulate
awareness of context to promote eﬀecMve learning. They also bring opportuniMes for staﬀ to be more
creaMve and producMve in their work. All users should have an enMtlement to safe internet access at
all Mmes.
This Acceptable Use Policy is intended to ensure:
•that staﬀ and volunteers will be responsible users and stay safe while using the internet and other
communicaMons technologies for educaMonal, personal and recreaMonal use.
•that academy ICT systems and users are protected from accidental or deliberate misuse that could
put the security of the systems and users at risk.
•that staﬀ are protected from potenMal risk in their use of ICT in their everyday work. The academy
will try to ensure that staﬀ and volunteers will have good access to ICT to enhance their work, to
enhance learning opportuniMes for pupils learning and will, in return, expect staﬀ and volunteers to
agree to be responsible users.
Acceptable Use Policy Agreement
I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to
my safety or to the safety and security of the ICT systems and other users. I recognise the value of the
use of ICT for enhancing learning and will ensure that pupils receive opportuniMes to gain from the
use of ICT. I will, where possible, educate the young people in my care in the safe use of ICT and embed
e-safety in my work with young people. For my professional and personal safety:
• I understand that the academy will monitor my use of the ICT systems, email and other digital
communicaMons.
• I understand that the rules set out in this agreement also apply to use of school ICT systems (e.g.
laptops, email, VLE etc.) out of school, and to the transfer of personal data (digital or paper based) out
of school.
• I understand that the school ICT systems are primarily intended for educaMonal use and that I will
only use the systems for personal or recreaMonal use within the policies and rules set down by the
school.
•I will not disclose my username or password to anyone else, nor will I try to use any other person’s
username and password. I understand that I should not write down or store a password where it is
possible that someone may steal it.
•I will immediately report any illegal, inappropriate or harmful material or incident, I become aware
of, to the appropriate person. I will be professional in my communicaMons and acMons when using
academy ICT systems:
• I will not access, copy, remove or otherwise alter any other user’s ﬁles, without their express
permission.

•I will communicate with others in a professional manner, I will not use aggressive or inappropriate
language and I appreciate that others may have diﬀerent opinions.
•I will ensure that when I take and/or publish images of others I will do so with their permission and
in accordance with the school’s policy on the use of digital/video images. I will not use my personal
equipment to record these images, unless I have permission to do so. Where these images are
published (e.g. on the school website/VLE) it will not be possible to idenMfy by name, or other
personal informaMon, those who are featured.
• I will only use chat and social networking sites in school in accordance with the school’s policies.
• I will only communicate with pupils and parents/carers using oﬃcial school systems. Any such
communicaMon will be professional in tone and manner.
• I will not engage in any on-line acMvity that may compromise my professional responsibiliMes. The
school and the local authority have the responsibility to provide safe and secure access to technologies
and ensure the smooth running of the academy:
•If I use my mobile devices (PDAs/laptops/mobile phones/USB devices etc) in school, I will follow the
rules set out in this agreement, in the same way as if I was using academy equipment. I will also
follow any addiMonal rules set by the academy about such use. I will ensure that any such devices are
protected by up to date anM-virus soeware and are free from viruses
• I will use email in accordance with the E-Safety Policy.
• I will not open any hyperlinks in emails or any a^achments to emails, unless the source is known
and trusted, or if I have any concerns about the validity of the email (due to the risk of the a^achment
containing viruses or other harmful programmes)
• I will ensure that my data is regularly backed up, in accordance with relevant academy policies.
•I will not try to upload, download or access any materials which are illegal (child sexual abuse images,
criminally racist material, adult pornography covered by the Obscene PublicaMons Act) or
inappropriate or may cause harm or distress to others. I will not try to use any programmes or soeware
that might allow me to bypass the ﬁltering/security systems in place to prevent access to such
materials.
• I will not try (unless I have permission) to make large downloads or uploads that might take up
internet capacity and prevent other users from being able to carry out their work.
• I will not install or a^empt to install programmes of any type on a machine, or store programmes
on a computer, nor will I try to alter computer segngs, unless I have checked with the Network
Manager.
• I will not disable or cause any damage to academy equipment, or the equipment belonging to others.
•I will only transport, hold, disclose or share personal informaMon about myself or others, as outlined
in the Academy Data ProtecMon Policy. Where digital personal data is transferred outside the secure
local network, it must be encrypted. Paper based Protected and Restricted data must be held in
lockable storage.
•I understand that data protecMon policy requires that any staﬀ or pupil data to which I have access,
will be kept private and conﬁdenMal, except when it is deemed necessary that I am required by law or
by academy policy to disclose such informaMon to an appropriate authority.

•I will immediately report any damage or faults involving equipment or soeware, however this may
have happened. When using the internet in my professional capacity or for school sancMoned personal
use:
• I will ensure that I have permission to use the original work of others in my own work
•Where work is protected by copyright, I will not download or distribute copies (including music and
videos). I understand that I am responsible for my acMons in and out of the academy:
• I understand that this Acceptable Use Policy applies not only to my work and use of academy ICT
equipment in school, but also applies to my use of academy ICT systems and equipment oﬀ the
premises and my use of personal equipment on the premises or in situaMons related to my
employment by the academy
•I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject to
disciplinary acMon. This could include a warning, a suspension, referral to Governors and / or the Local
Authority and in the event of illegal acMviMes the involvement of the police. I have read and
understand the above and agree to use the school ICT systems (both in and out of school) and my own
devices (in school and when carrying out communicaMons related to the school) within these
guidelines.
Name:
Signed:
Date:

Acceptable Use Agreement for Community Users
This Acceptable Use Agreement is intended to ensure:
• that community users of academy digital technologies will be responsible users and stay safe while
using these systems and devices
• that academy systems, devices and users are protected from accidental or deliberate misuse that
could put the security of the systems and users at risk.
• that users are protected from potenMal risk in their use of these systems and devices
Acceptable Use Agreement
I understand that I must use academy systems and devices in a responsible way, to ensure that there
is no risk to my safety or to the safety and security of the systems, devices and other users. This
agreement will also apply to any personal devices that I bring into the academy:
• I understand that my use of academy systems and devices and digital communicaMons will be
monitored
• I will not use a personal device that I have brought into the academy for any acMvity that would be
inappropriate in a school segng.
• I will not try to upload, download or access any materials which are illegal (child sexual abuse images,
criminally racist material, adult pornography covered by the Obscene PublicaMons Act) or
inappropriate or may cause harm or distress to others. I will not try to use any programmes or soeware
that might allow me to bypass the ﬁltering/security systems in place to prevent access to such
materials.
• I will immediately report any illegal, inappropriate or harmful material or incident, I become aware
of, to the appropriate person.
• I will not access, copy, remove or otherwise alter any other user’s ﬁles, without permission.
• I will ensure that if I take and / or publish images of others I will only do so with their permission. I
will not use my personal equipment to record these images, without permission. If images are
published it will not be possible to idenMfy by name, or other personal informaMon, those who are
featured.
• I will not publish or share any informaMon I have obtained whilst in the academy on any personal
website, social networking site or through any other means, unless I have permission from the
academy.
• I will not, without permission, make large downloads or uploads that might take up internet capacity
and prevent other users from being able to carry out their work.
• I will not install or a^empt to install programmes of any type on an academy device, nor will I try to
alter computer segngs, unless I have permission to do so.
• I will not disable or cause any damage to academy equipment, or the equipment belonging to others.
• I will immediately report any damage or faults involving equipment or soeware, however this may
have happened.
• I will ensure that I have permission to use the original work of others in my own work

• Where work is protected by copyright, I will not download or distribute copies (including music and
videos).
• I understand that if I fail to comply with this Acceptable Use Agreement, the academy has the right
to remove my access to the academy’s systems / devices I have read and understand the above and
agree to use the academy digital technology systems (both in and out of the academy) and my own
devices (in the academy and when carrying out communicaMons related to the academy) within these
guidelines.
Name:
Signed:
Date:

Responding to incidents of misuse – ﬂowchart (APPENDIX 2)

LEGISLATION (APPENDIX 3)
Schools should be aware of the legislaMve framework under which this E-Safety Policy and guidance
has been produced. It is important to note that in general terms an acMon that is illegal if commi^ed
oﬄine is also illegal if commi^ed online. It is recommended that legal advice is sought in the advent
of an E-Safety issue or situaMon.
Computer Misuse Act 1990
This Act makes it an oﬀence to:
• Erase or amend data or programs without authority;
• Obtain unauthorised access to a computer;
• “Eavesdrop” on a computer;
• Make unauthorised use of computer Mme or faciliMes;
• Maliciously corrupt or erase data or programs;
• Deny access to authorised users.
Data ProtecMon Act 1998
This protects the rights and privacy of individual’s data. To comply with the law, informaMon about
individuals must be collected and used fairly, stored safely and securely and not disclosed to any third
party unlawfully. The Act states that person data must be:
• Fairly and lawfully processed.
• Processed for limited purposes.
• Adequate, relevant and not excessive.
• Accurate.
• Not kept longer than necessary.
• Processed in accordance with the data subject’s rights.
• Secure.
• Not transferred to other countries without adequate protecMon.
Freedom of InformaMon Act 2000
The Freedom of InformaMon Act gives individuals the right to request informaMon held by public
authoriMes. All public authoriMes and companies wholly owned by public authoriMes have obligaMons
under the Freedom of InformaMon Act. When responding to requests, they have to follow a number
of set procedures.

CommunicaMons Act 2003
Sending by means of the Internet a message or other ma^er that is grossly oﬀensive or of an indecent,
obscene or menacing character; or sending a false message by means of or persistently making use of
the Internet for the purpose of causing annoyance, inconvenience or needless anxiety is guilty of an
oﬀence liable, on convicMon, to imprisonment. This wording is important because an oﬀence is
complete as soon as the message has been sent: there is no need to prove any intent or purpose.
Malicious CommunicaMons Act 1988
It is an oﬀence to send an indecent, oﬀensive, or threatening le^er, electronic communicaMon or
other arMcle to another person.
RegulaMon of InvesMgatory Powers Act 2000
It is an oﬀence for any person to intenMonally and without lawful authority intercept any
communicaMon. Monitoring or keeping a record of any form of electronic communicaMons is
permi^ed, in order to:
• Establish the facts;
• Ascertain compliance with regulatory or self-regulatory pracMces or procedures;
• Demonstrate standards, which are or ought to be achieved by persons using the system; •
InvesMgate or detect unauthorised use of the communicaMons system; • Prevent or detect crime or in
the interests of naMonal security;
• Ensure the eﬀecMve operaMon of the system.
• Monitoring but not recording is also permissible in order to:
• Ascertain whether the communicaMon is business or personal;
• Protect or support help line staﬀ.
•The school reserves the right to monitor its systems and communicaMons in line with its rights under
this act.
Trade Marks Act 1994
This provides protecMon for Registered Trade Marks, which can be any symbol (words, shapes or
images) that are associated with a parMcular set of goods or services. Registered Trade Marks must
not be used without permission. This can also arise from using a Mark that is confusingly similar to an
exisMng Mark.
Copyright, Designs and Patents Act 1988
It is an oﬀence to copy all, or a substanMal part of a copyright work. There are, however, certain limited
user permissions, such as fair dealing, which means under certain circumstances permission is not
needed to copy small amounts for non-commercial research or private study. The Act also provides
for Moral Rights, whereby authors can sue if their name is not included in a work they wrote, or if the

work has been amended in such a way as to impugn their reputaMon. Copyright covers materials in
print and electronic form, and includes words, images, and sounds, moving images, TV broadcasts and
other media (e.g. YouTube).
TelecommunicaMons Act 1984
It is an oﬀence to send a message or other ma^er that is grossly oﬀensive or of an indecent, obscene
or menacing character. It is also an oﬀence to send a message that is intended to cause annoyance,
inconvenience or needless anxiety to another that the sender knows to be false.
Criminal JusMce & Public Order Act 1994
This deﬁnes a criminal oﬀence of intenMonal harassment, which covers all forms of harassment,
including sexual. A person is guilty of an oﬀence if, with intent to cause a person harassment, alarm
or distress, they:
• Use threatening, abusive or insulMng words or behaviour, or disorderly behaviour; or
•Display any wriMng, sign or other visible representaMon, which is threatening, abusive or insulMng,
thereby causing that or another person harassment, alarm or distress.
Racial and Religious Hatred Act 2006
This Act makes it a criminal oﬀence to threaten people because of their faith, or to sMr up religious
hatred by displaying, publishing or distribuMng wri^en material, which is threatening. Other laws
already protect people from threats based on their race, naMonality or ethnic background.
ProtecMon from Harassment Act 1997
A person must not pursue a course of conduct, which amounts to harassment of another, and which
he knows or ought to know amounts to harassment of the other. A person whose course of conduct
causes another to fear, on at least two occasions, that violence will be used against him is guilty of an
oﬀence if he knows or ought to know that his course of conduct will cause the other so to fear on each
of those occasions
ProtecMon of Children Act 1978
It is an oﬀence to take, permit to be taken, make, possess, show, distribute or adverMse indecent
images of children in the United Kingdom. A child for these purposes is anyone under the age of 18.
Viewing an indecent image of a child on your computer means that you have made a digital image. An
image of a child also covers pseudo-photographs (digitally collated or otherwise). A person convicted
of such an oﬀence may face up to 10 years in prison

Sexual Oﬀences Act 2003
The new grooming oﬀence is commi^ed if you are over 18 and have communicated with a child under
16 at least twice (including by phone or using the Internet) it is an oﬀence to meet them or travel to
meet them anywhere in the world with the intenMon of commigng a sexual oﬀence. Causing a child
under 16 to watch a sexual act is illegal, including looking at images such as videos, photos or
webcams, for your own graMﬁcaMon. It is also an oﬀence for a person in a posiMon of trust to engage
in sexual acMvity with any person under 18, with whom they are in a posiMon of trust. (Typically,
teachers, social workers, health professionals, connexions staﬀ fall in this category of trust). Any sexual
intercourse with a child under the age of 13 commits the oﬀence of rape.
Public Order Act 1986
This Act makes it a criminal oﬀence to sMr up racial hatred by displaying, publishing or distribuMng
wri^en material, which is threatening. Like the Racial and Religious Hatred Act 2006, it also makes
the possession of inﬂammatory material with a view of releasing it a criminal oﬀence.
Obscene PublicaMons Act 1959 and 1964 Publishing an “obscene” arMcle is a criminal oﬀence.
Publishing includes electronic transmission.
Human Rights Act 1998
This does not deal with any parMcular issue speciﬁcally or any discrete subject area within the law. It
is a type of “higher law”, aﬀecMng all other laws. In the school context, human rights to be aware of
include:
• The right to a fair trial
• The right to respect for private and family life, home and correspondence • Freedom of thought,
conscience and religion
• Freedom of expression
• Freedom of assembly
• ProhibiMon of discriminaMon
• The right to educaMon. These rights are not absolute. The school is obliged to respect these rights
and freedoms, balancing them against those rights, duMes and obligaMons, which arise from other
relevant legislaMon.
The EducaMon and InspecMons Act 2006
Empowers Headteachers, to such extent as is reasonable, to regulate the behaviour of students /
pupils when they are oﬀ the school site and empowers members of staﬀ to impose disciplinary
penalMes for inappropriate behaviour.

The EducaMon and InspecMons Act 2011
This Act extended the powers included in the 2006 Act and gave permission for Headteachers (and
nominated staﬀ) to search for electronic devices. It also provides powers to search for data on those
devices and to delete data. (see DfE guidance - h^p://www.educaMon.gov.uk/schools/pupilsupport/
behaviour/behaviourpolicies/f0076897/screeni n g-searching-and-conﬁscaMon 51
The ProtecMon of Freedoms Act 2012
Requires schools to seek permission from a parent / carer to use Biometric systems The School
InformaMon RegulaMons 2012 Requires schools to publish certain informaMon on its website: h^p://
www.educaMon.gov.uk/schools/toolsandiniMaMves/cugngburdens/b0075738/reducingburea ucracy/
requirements/changestoschoolinformaMonregulaMons
Counter Terrorism and Security Act 2015
LINKS TO OTHER ORGANISATIONS OR DOCUMENTS (APPENDIX 4)
The following links may help when reviewing a school E-Safety Policy.
UK Safer Internet Centre
Safer Internet Centre
South West Grid for Learning
Childnet
Professionals Online Safety Helpline
Internet Watch FoundaMon
CEOP
h^p://ceop.police.uk/ ThinkUKnow
Others:
INSAFE - h^p://www.saferinternet.org/ww/en/pub/insafe/index.htm UK
Council for Child Internet Safety (UKCCIS) h^p://www.educaMon.gov.uk/ukccis
Netsmartz h^p://www.netsmartz.org/index.aspx
Support for Schools
Specialist help and support SWGfL BOOST
Cyberbullying Scogsh AnM-Bullying Service, Respectme – h^p://www.respectme.org.uk/

Scogsh Government Be^er relaMonships, be^er learning, be^er behaviour
DFE - Cyberbullying guidance
DFE – PrevenMng & Tackling Bullying – Advice to school leaders, staﬀ and Governing Bodies
AnM-Bullying Network – h^p://www.anMbullying.net/cyberbullying1.htm
Cyberbullying.org – h^p://www.cyberbullying.org/
Social Networking
Digizen – Social Networking
SWGfL - Facebook - Managing risk for staﬀ and volunteers working with children and young people
Connectsafely Parents Guide to Facebook
Facebook Guide for Educators
Curriculum
SWGfL Digital Literacy & CiMzenship curriculum
Glow - h^p://www.educaMonscotland.gov.uk/usingglowandict/
Alberta, Canada - digital ciMzenship policy development guide.pdf
Teach Today – h^p://www.teachtoday.eu/
Insafe - EducaMon Resources
Somerset - e-Sense materials for schools
Mobile Devices / BYOD
Cloudlearn Report EﬀecMve pracMce for schools moving to end locking and blocking
NEN - Guidance Note - BYOD
Data ProtecMon
InformaMon Commissioners Oﬃce:
Your rights to your informaMon – Resources for Schools - ICO
ICO pages for young people
Guide to Data ProtecMon Act - InformaMon Commissioners Oﬃce
Guide to the Freedom of InformaMon Act - InformaMon Commissioners Oﬃce
ICO guidance on the Freedom of InformaMon Model PublicaMon Scheme
ICO Freedom of InformaMon Model PublicaMon Scheme Template for schools (England)
ICO - Guidance we gave to schools - September 2012 (England)
ICO Guidance on Bring Your Own Device
ICO Guidance on Cloud Hosted Services

InformaMon Commissioners Oﬃce good pracMce note on taking photos in schools
ICO Guidance Data ProtecMon PracMcal Guide to IT Security
ICO – Think Privacy Toolkit
ICO – Personal InformaMon Online – Code of PracMce
ICO – Access Aware Toolkit
ICO Subject Access Code of PracMce
ICO – Guidance on Data Security Breach Management
SWGfL - Guidance for Schools on Cloud Hosted Services
LGfL - Data Handling Compliance Check List
Somerset - Flowchart on Storage of Personal Data
NEN - Guidance Note - ProtecMng School Data
Professional Standards / Staﬀ Training
DfE - Safer Working PracMce for Adults who Work with Children and Young People
Kent - Safer PracMce with Technology
Childnet / TDA - Social Networking - a guide for trainee teachers & NQTs
Childnet / TDA - Teachers and Technology - a checklist for trainee teachers & NQTs
UK Safer Internet Centre Professionals Online Safety Helpline
Infrastructure / Technical Support
Somerset - QuesMons for Technical Support
NEN - Guidance Note - esecurity
Working with parents and carers
SWGfL / Common Sense Media Digital Literacy & CiMzenship Curriculum
SWGfL BOOST PresentaMons - parents presentaMon
Connect Safely - a Parents Guide to Facebook
Vodafone Digital Parents Magazine
Childnet Webpages for Parents & Carers
DirectGov - Internet Safety for parents
Get Safe Online - resources for parents
Teach Today - resources for parents workshops / educaMon
The Digital Universe of Your Children - animated videos for parents (Insafe)
Cerebra - Learning DisabiliMes, AuMsm and Internet Safety - a Parents' Guide

Insafe - A guide for parents - educaMon and the new media The
Cybersmile FoundaMon (cyberbullying) - advice for parents
Research
EU Kids on Line Report - "Risks and Safety on the Internet" - January 2011
Futurelab - "Digital parMcipaMon - its not chalk and talk any more!"

Glossary of terms (APPENDIX 5)
AUP Acceptable Use Policy – see templates earlier in this document
CEOP Child ExploitaMon and Online ProtecMon Centre (part of UK Police, dedicated to protecMng
children from sexual abuse, providers of the Think U Know programmes.
CPC Child ProtecMon Commi^ee
CPD ConMnuous Professional Development
CYPS Children and Young Peoples Services (in Local AuthoriMes)
FOSI Family Online Safety InsMtute
EA EducaMon Authority
ES EducaMon Scotland
HWB Health and Wellbeing
ICO InformaMon Commissioners Oﬃce
ICT InformaMon and CommunicaMons Technology
ICT Mark Quality standard for schools provided by NAACE
INSET In Service EducaMon and Training IP address. The label that idenMﬁes each computer to other
computers using the
IP (internet protocol)
ISP Internet Service Provider
ISPA Internet Service Providers’ AssociaMon
IWF Internet Watch FoundaMon
LA Local Authority
LAN Local Area Network
MIS Management InformaMon System
NEN NaMonal EducaMon Network – works with the Regional Broadband ConsorMa (e.g. SWGfL) to
provide the safe broadband provision to schools across Britain.
Ofcom Oﬃce of CommunicaMons (Independent communicaMons sector regulator)

SWGfL South West Grid for Learning Trust – the Regional Broadband ConsorMum of SW Local
AuthoriMes – is the provider of broadband and other services for schools and other organisaMons in
the
SW TUK Think U Know – educaMonal e-safety programmes for schools, young people and parents.
VLE Virtual Learning Environment (a soeware system designed to support teaching and learning in an
educaMonal segng,
WAP Wireless ApplicaMon Protocol
Copyright of the SWGfL School E-Safety Policy template is held by SWGfL. Schools and other
educaMonal insMtuMons are permi^ed free use of the templates. Any person or organisaMon wishing
to use the document for other purposes should seek consent from SWGfL and acknowledge its use.
Every reasonable eﬀort has been made to ensure that the informaMon included in this template is
accurate, as at the date of publicaMon in November 2013. However, SWGfL cannot guarantee its
accuracy, nor can it accept liability in respect of the use of the material whether in whole or in part
and whether modiﬁed or not. Suitable legal / professional advice should be sought if any diﬃculty
arises in respect of any aspect of this new legislaMon or generally to do with school conduct or
discipline.

