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[bookmark: _Toc251423629][bookmark: _Toc464831632][bookmark: _Toc465328377][bookmark: _Toc4936928][bookmark: _Toc229316233]SECURITY TECHNOLOGY AND AWARENESS TRAINING; DO THEY AFFECT SECURITY BEHAVIORS AND THUS REDUCE BREACHES?

[bookmark: _Toc464831633][bookmark: _Toc465328378][bookmark: _Toc229316234]Business depends on the availability, accessibility, and integrity of computer resources to make timely decisions, so it is critical for organizations to protect their computer networks from malware. Attacks on computer systems, both in the public and private sectors, occur almost daily. In the US, there were well-publicized attacks against Bank of America, Target, Home Depot, Apple, Sony, and even the U.S. Government admitted being attacked. Both public- and private-sector firms have taken more significant measures to bolster their defenses, viewing information technology (IT) as a strategic investment and many firms continue to increase the share of the budget spent on IT security (Kaspersky Lab, 2017). Criminal gangs and other unlawful organizations intent on exfiltrating valuable intelligence on industrial secrets, marketing plans, and business strategies perpetrate attacks. They extort money from their victims by holding their systems hostage, sometimes encrypting servers, stealing personal identifiable information, credit card information, and selling to the highest bidder at home and abroad. In response, IT security staff defend their organizations from social engineering attacks, custom malware, toolkits, crime ware used to exploit vulnerabilities, denial of service, and advanced persistent threats. The attack may come from inside or outside the organization and are often combined with some malware introduced into the system. Because businesses depend on the confidentiality, availability, accessibility, and integrity of computer resources to make timely decisions, it is critical for firms to protect their computer networks from cyber-attacks. 


Review of the Literature
Corporations are battling frequent and complex cyber-attacks; i.e., cyber events that compromise the integrity, confidentiality, security, or availability of information system assets (Abelson & Goldstein, 2015; Ponemon Institute, 2017; Sood & Enbody, 2013, 2014). Surveying chief information officers, PricewaterhouseCoopers (2018) reported a 29% increase in security incidents that affected the integrity of internal records, and 35% of customer records were compromised in 2017. Breakthroughs in technology fueled productivity and also drove the explosive growth in cybersecurity breaches by criminal gangs and other unlawful organizations who are intent on stealing valuable intelligence on industrial secrets, marketing plans, and business strategies (McLean, 2013). 
These cyber-attacks may have detrimental effects on the financial and reputational worth of the organization. For example, Verizon’s purchase of Yahoo was delayed, and the final purchase price reduced because of liability stemming from Yahoo’s cyber incidents (Athavaley & Shepardson, 2017). The day after the Yahoo breach announcement, their stock price plunged, losing $1.5 billion in stock price value (Whitler & Farris, 2017). Business leaders should understand where to make financial investments to secure their digital assets and provide the best returns on the money spent, as they must operate with limited resources. Because security is an integral part of daily business operations, investigating the relationship between security technology knowledge, security awareness training, and their success in reducing cyber breaches by producing effective cyber behaviors is beneficial in helping managers decide on the types of security controls that are effective. This knowledge will help form the basis for developing an employee security awareness training that results in attitude and behavior change by the employee evidenced by a reduction in breaches.
Financial institutions bear the brunt of cyber assaults, but no organization is immune. The 2012 attack against the NASDAQ was shocking and very impactful on the stock market. This affront to a principal U.S. financial organization revealed that no business was invulnerable to this kind of assault. IBM Security (2018), reporting on the cost of data, noted that the global average cost of a data breach increased in 2017 to 6.4%. Studies documented that breaches are larger and more costly; increasing to more than 24,000 records stolen per incident, with the average cost of $148 per record (IBM Security, 2018; Ponemon Institute, 2017). 
Researchers acknowledged that the cost could be much more for some businesses. For example, Hemphill and Longstreet (2016) reported that the Home Depot security breach in September 2014 had an estimated loss of $62 million. Researchers from the Ponemon Institute (2017) revealed that the overall economic impact of security events in 2016 was approximately half a trillion dollars globally. The business sectors affected by these cyber intrusions are diverse as evidenced by the widely publicized attacks against Sony, Anthem Health Inc., Home Depot, Target, and the Federal government agencies, so the problem was widespread. Stakeholder-agency theory argues that managers should create value and optimize the return for stakeholders (Weiss & Miller, 2015; Wu & Saunders, 2016), therefore, it is prudent to design a plan for business security incident response that considered the risks and impacts to the company. For example, if there is a relationship between security awareness attitude and a change in risky cyber behaviors that can reduce security breaches, it would be a wise investment to provide security instruction to all employees. Because the resources available to support employee education are limited, managers need reliable data to make decisions on where to make investments in both security technology knowledge and awareness training, which may reduce the number of cyber incidents that occur within the organization. 
Despite research studies done on the effect of security technology and awareness training on modifying the behavior of users, many studies were done with students, not working professionals. In fact, researchers conceded that having technology knowledge alone does not reduce the number of security incidents and that consumers of technology need to be stewards of security (Chmura, 2017; Hall, 2016; Miedema, 2018; Soomro, Shah, & Ahmed, 2016). Organizational leaders cannot assume that the investments in security technology and employee security awareness are causing a reduction in breaches. Balancing the use of technical knowledge, which is very costly to implement (Schilling & Werners, 2016), with security training, could lead to a security stance that reduces breaches. More study is required to gather evidence on whether there is a relationship between security knowledge and security awareness and if these can affect risky security behavior and thus reduce security breaches.
[bookmark: _Toc516615127][bookmark: _Toc4936930]Statement of the Problem
The problem addressed in this reserach was that despite employers having security awareness programs, staff may lack the technical knowledge and security attitude to change their behavior that could result in a decrease in the number of security breaches experienced by the business. In many businesses, cyber education training had not curtailed risky behaviors by employees (Ayyagari & Figueroa, 2017; Crossler et al., 2013; Harris & Patten, 2015). Some reasons for non-compliance are that staff do not understand the policy and are unable to respond to minimize security threats appropriately (Ayyagari & Figueroa, 2017), or that users do not understand the severity of security issues and so do not change their behaviors. D’Arcy, Herath, and Shoss (2014) asserted that information security requirements are stressful to employees and some find it difficult to comply.
Security is vital to business operations today because many business-critical processes depend on technology. Researchers cautioned that technology alone is not the answer and that people’s behavior must be involved in the solution (Chmura, 2017; Hall, 2016; Miedema, 2018; Soomro et al., 2016). However, it is not yet clear how the combination of knowledge about technology and security awareness training influence the number of successful cyber-attacks. Balancing security technology and employee awareness training which influence attitude and behaviors would be valuable in helping managers decide on the types of security controls they need. Based on these responses, it would be essential to develop targeted security awareness training that prevents future cyber intrusions. 
[bookmark: _Toc516615131][bookmark: _Toc4936934]Research Questions
[bookmark: _Toc516615132]RQ1. To what extent does security technology knowledge relate to cybersecurity behavior that reduces cyber breaches experienced by the organization?
[bookmark: _Toc516615133]RQ2. To what extent does employee security awareness attitude relate to cybersecurity behavior in reducing security breaches?
[bookmark: _Toc516615134]RQ3. What is the more significant predictor of cybersecurity behaviors that reduce breaches – security technology knowledge or security awareness attitude?
[bookmark: _Toc516615135][bookmark: _Toc4936935]Hypotheses
H10. 	The security technology knowledge is not positively related to cybersecurity behavior in reducing cyber breaches.
H1a. 	The security technology knowledge is positively related to cybersecurity behavior in reducing cyber breaches.
H20. 	The staff security awareness attitude is not related to cybersecurity behavior in reducing cyber breaches.
H2a. 	The staff security awareness attitude is related to cybersecurity behavior in reducing cyber breaches.
H30. 	The security technology knowledge, or staff security awareness attitude are not perceived by employees to have an equal or greater positive correlation with behaviors that reduce cyber breaches.
H3a. 	The security technology knowledge, or staff security awareness attitude are perceived by employees to have an equal or greater positive correlation with behaviors that reduce cyber breaches.
This study allows for further investigation into other factors that could influence the education of security breaches. 
[bookmark: _Toc516615137][bookmark: _Toc4936937]Definitions of Key Terms
[bookmark: _Toc516615138]Computer hacker. A person who uses social engineering and technical knowledge to gain unauthorized access to business networks, emails, and websites to exfiltrate information for personal gain (Mohammad, Thabtah, & McCluskey, 2015). 
[bookmark: _Toc516615140][bookmark: _Toc516615139]Cyber or security breach. An attack by an unauthorized person against the computer network of a business or person (Jouini, Rabai, & Aissa, 2014). Usually, sensitive, confidential, or protected information is viewed, copied, and exfiltrated by persons not authorized to do so. 
Cybersecurity attack. A cyber event or attack is a technology incident that targets an enterprise’s use of the Internet and other cyber services. The intrusion is meant to disrupt, disable or destroy or maliciously control the computing assets of the firm (NIST 2011 SP 800-83, 2011).
[bookmark: _Toc516615141]Insider Threat. An insider is a trusted party within the organization who may have special knowledge or privileges. The individual may become a threat if his or her information is not held securely. The insider may be a current or former employee, a vendor, consultant, or contractor. The insider threat is any unauthorized or unapproved access to data or assets in violation of a security policy (Green, 2014).
IT cybersecurity technology. Information technology, whether hardware or software, used by the firm to defend against cyber-attacks. This includes processes to protect the confidentiality, integrity, and availability of corporate digital assets, and may include firewalls, malware protection software, intrusion detection/protection software, and physical security assets (Kondakci, 2015; von Solms, & van Niekerk, 2013). 
[bookmark: _Toc516615142]IT cybersecurity awareness training for staff. Training designed to educate personnel about the kinds of opportunistic methods that hackers use, including exposure to corporate policies and strategies known to reduce cyber breaches. These methods may include passwords, locked computer, smart cards, biometrics and physically securing confidential information (Gardner & Thomas, 2014). 
[bookmark: _Toc516615143]Malware. Any malicious software that is covertly inserted into a system with the intent to damage or disable the system. Malicious code is usually designed to perform nefarious functions in such a way that the victim is not immediately aware that it is on the system (NIST SP 800-83 Revision 1, 2013).
[bookmark: _Toc464831656][bookmark: _Toc465328392][bookmark: _Toc4936958]Method
[bookmark: _Toc145748774][bookmark: _Toc155062013][bookmark: _Toc159248684][bookmark: _Toc166557819]Data for the study came from Qualtrics, a web-based research company. The Purchase Respondents service hosted by Qualtrics administered the online survey for qualified respondents providing the data.
[bookmark: _Toc464831658][bookmark: _Toc465328394][bookmark: _Toc527731623][bookmark: _Toc4936963][bookmark: _Toc145748781][bookmark: _Toc145829268]Population and Sample
The population was business professionals between 18 and 70 years old, who access their organizations’ computing network regularly during work hours, and who are required to comply with their company’s information security policies. The participants were from organizations within the United States with 50 or more employees.
A sample size of 64 responses was large enough to maintain a margin of error of 5% with a confidence level of 95% using G*Power 3.1.9.2 (Faul, Erdfelder, Lang, & Buchner, 2009). The researchers used IBM statistical package for social sciences (SPSS) version 23 to analyze and determine relationships after data collection. Respondents were pre-screened to ensure they were a minimum age of 18, full-time employees, and had cyber awareness training. Those who failed to meet these criteria or did not complete the survey in its entirety were disqualified.
[bookmark: _Toc251423646][bookmark: _Toc464831659][bookmark: _Toc465328395][bookmark: _Toc527731624][bookmark: _Toc4936964]Materials/Instrumentation
The Human Aspects of Information Security Questionnaire (HAIS-Q), by Parsons et al. (2014), was used as the instrument to gather data for this research. The HAIS-Q instrument used in this study has been previously established and well validated by many researchers. Reliability tests were performed for the psychometric characteristics for the three summated scaled scores of knowledge, attitude, and behavior. All three scale scores had Cronbach alpha reliability coefficients of at least α = .90, suggesting acceptable levels of internal reliability (see McCormac et al., 2016, for specifics). Data was gathered anonymously from the participants using the Qualtrics online survey service. The survey used a 7-point Likert scale ranking answers from “strongly agree” to “strongly disagree.”
The survey was hosted on Qualtrics’ web-based platform and was available to potential respondents until the sample size was obtained. The HAIS-Q contains 62 questions related to cybersecurity and security awareness training and asked participants to rank their answers on knowledge, attitude, and behaviors within these areas. Section 2 of the instrument included demographic information from the participant including their years of technology experience, gender, and age at the time of survey completion, accounting for an additional three questions.
[bookmark: _Toc527731625][bookmark: _Toc4936965][bookmark: _Toc464831660][bookmark: _Toc465328396]Operational Definitions of Variables 
[bookmark: _Toc4936966][bookmark: _Toc527731626]	IT cybersecurity awareness training for staff. This training exposes personnel to the kinds of opportunistic methods that hackers use. It provides education on corporate policies and strategies known to reduce cyber breaches. These methods may include passwords, locked computer, smart cards and securing confidential information (Gardner & Thomas, 2014). Reponses included: (a) no cybersecurity training; (b) very little cybersecurity training; (c) not enough cybersecurity training; (d) an adequate amount of cybersecurity training; (e) more cybersecurity training is needed; (f) much time is spent on cybersecurity training; and (g) too much time spent on cybersecurity training.
[bookmark: _Toc4936967][bookmark: _Hlk526123411]	IT cybersecurity technology knowledge. Information technology knowledge, whether hardware or software, used by the firm to defend against cyber-attacks. May include firewalls, malware protection software, intrusion detection/protection software, and physical security assets (von Solms & van Niekerk, 2013). This ordinal variable was designed to capture the investments made in cyber technology knowledge to protect against cyber attacks. Reponses included: (a) no money is spent on cyber technology; (b) very little money is spent on cyber technology; (c) not enough money is spent on cyber technology; (d) an adequate amount of money is spent on cyber technology; (e) more money should be spent on cyber technology; (f) a lot of money is spent on cyber technology; and (g) too much money is wasted on cyber technology.
[bookmark: _Toc527731628][bookmark: _Toc4936968]	Security Behavior. Risky cybersecurity behavior can compromise the integrity, confidentiality, and availability of the company’s computing systems. This ordinal variable was designed to capture the participant's perceptions about the extent to which cybersecurity knowledge and attitude changed security behavior which may relate to a reduction in cyber-attacks. Reponses included: (a) none; (b) less than 5; (c) less than 10; (d) less than 20; (e) less than 30; (f) less than 40; and (g) less than 50.
[bookmark: _Toc464831663][bookmark: _Toc465328397][bookmark: _Toc527731629][bookmark: _Toc4936969]Study Procedures
After IRB approval was received, Qualtrics, a private research company, provided the list of participants and they were invited to a survey on the Qualtrics site. Respondents had to read and complete an informed consent form before taking part in the study; the survey would not become available to the participant if the informed consent form was not completed. 
Each survey participant was asked basic questions regarding demographics and experience with security and then presented with hypothetical cybersecurity situations and then asked to answer based on scaled items, using a seven-point Likert scale that was related to the individual constructs of protection motivation theory (PMT). Many researchers have adapted PMT to learn what causes one employee to comply with security policies, while others do not adhere to them (Boss, Galletta, Lowry, Moody, & Polak, 2015). The results of PMT research has been applied to the implementation of programs to influence employees to follow security guidelines. 
Because PMT involves a decision-making process by which an individual evaluates the imminent risk and chooses an alternate behavior to handle the threat, it may be used to assess how security awareness training will be accepted. By using PMT as a formal control to deter counterproductive security behaviors, it offered a new perspective on the thinking that precedes an employee’s security policy violation intentions. Organizations need to give a clear policy outlining acceptable security behaviors, along with the sanctions that will result from ignoring the cybersecurity policy. 
Participants were also asked basic questions regarding demographics and experience with security.
[bookmark: _Toc464831665][bookmark: _Toc465328399][bookmark: _Toc527731631][bookmark: _Toc4936971][bookmark: _Toc251423649]Assumptions
The authors assumed that the respondents of the survey understood the survey questions. The authors also assumed that the respondents to the survey only participated once. A final assumption was that the respondents provided open, honest answers to the best of their abilities.
[bookmark: _Toc464831666][bookmark: _Toc465328400][bookmark: _Toc527731632][bookmark: _Toc4936972]Limitations
The population was limited to business professionals between 18 and 70 years old, who accessed their organizations’ computer network regularly during work hours, are part of the Qualtrics database, and are required to comply with their company’s information security policies. The participants were from organizations within the United States with 50 or more employees.
[bookmark: _Toc251424087][bookmark: _Toc231285448]Results
Initially, 152 people began the online survey. Those with no missing answers (n = 101) were retained. Box plots were utilized to identify univariate outliers, and none were identified or removed. The Mahalanobis distance statistic was calculated for each respondent, to identify potential multivariate outliers. One multivariate outlier was identified and removed, so the final sample was n = 100. Normality was deemed acceptable based on the scatterplots between the criterion variable (Knowledge, Attitude) and each predictor variable (Behavior) as shown in Figure 1.
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Figure 1. Scatterplots for behavior with knowledge and attitude.

Independence of errors was not deemed a problem due to the design of the study (each person only completed one survey), and the Durbin-Watson statistic was within normal limits. Multicollinearity was identified as a potential problem based on the high correlation between cybersecurity knowledge and cybersecurity attitude (r = .85, p < .001). To alleviate that problem, stepwise multiple regression was utilized for research question three to remove any possible redundant predictor variables. For the regression model, the frequency histogram of the standardized residuals, and the normal probability P-P plot of the regression standardized residuals were within normal limits. The assumption of homoscedasticity was addressed with a scatterplot of the standardized residuals with the standardized predicted values. All plots were within normal limits as indicated in Figure 2.

[image: ]
Figure 2. Regression assumption graph.

When the results of the statistical assumption testing were taken together, along with the generally robust nature of multiple regression in larger samples (n = 100), the statistical assumptions for correlation and stepwise multiple regression were met.
[bookmark: _Toc2195694][bookmark: _Toc4936979]Descriptive Statistics
	Table 1 displays the frequency counts for the demographic variables. There were more females in the sample (59.0%) than males (41.0%). Fifty-eight percent of the sample had more than eight years of business experience. The ages of the respondents ranged from 18 to 29 years (11.0%) to 60 and over years (6.0%) with the median age of Mdn = 44.50 years (see Table 1).

Table 1
Frequency Counts for Demographic Variables
______________________________________________________________________________

Variable                                                    Category                                                     n               %
______________________________________________________________________________

	Gender
	
	
	

	
	Male
	41
	41.0

	
	Female
	59
	59.0

	Business Experience
	
	
	

	
	< 1 year
	2
	2.0

	
	> 1 year to 3 years
	6
	6.0

	
	> 3 years to 5 years
	20
	20.0

	
	> 5 years to 7 years
	14
	14.0

	
	> 8 years
	58
	58.0

	Age a
	
	
	

	
	18 to 29
	11
	11.0

	
	30 to 39
	36
	36.0

	
	40 to 49
	30
	30.0

	
	50 to 59
	17
	17.0

	
	60 and over
	6
	6.0


______________________________________________________________________________
Note. N = 100
a Age: Mdn = 44.50 years.

	Table 2 displays the psychometric characteristics for the three summated scale scores. The scales were based on a 7-point metric, 1 = Strongly Disagree to 7 = Strongly Agree. The mean ratings for the three scales were as follows: 
(a) Knowledge 	(M = 4.40) 
(b) Attitude 		(M = 5.19)  
(c) Behavior	 	 (M = 5.24) 
All three scale scores had Cronbach alpha reliability coefficients of at least α = .90, suggesting acceptable levels of internal reliability. See Table 2.

Table 2
Psychometric Characteristics for the Summated Scale Scores
_____________________________________________________________________________

                                                 Number
Scale Score                              of Items          M               SD             Low            High                α
______________________________________________________________________________

	Knowledge
	21
	4.40
	1.10
	2.67
	6.52
	.90

	Attitude
	20
	5.19
	1.23
	3.65
	7.00
	.93

	Behavior
	21
	5.24
	1.15
	3.57
	7.00
	.92


______________________________________________________________________________
Note. n = 100
Note. Scales based on a 7-point metric   1 = Strongly Disagree to 7 = Strongly Agree.
[bookmark: _Toc4936980]Answering the Research Questions
	Research question one inquired as to what extent, if at all, was there was a relationship between cybersecurity technology knowledge and cybersecurity behavior? The related null hypothesis was, there was no relationship between cybersecurity technology knowledge and cybersecurity behavior. To answer this question, Table 3 provided the Pearson correlation between cybersecurity technology knowledge and cybersecurity behavior. The correlation was significant (r = .84, p <.001) which provided support to reject the null hypothesis for question one (H10).

Table 3
Pearson Intercorrelations for Scale Scores and Demographic Variables 
______________________________________________________________________________

Variable                                            Knowledge                  Attitude                   Behavior                               ______________________________________________________________________________

	Knowledge
	1.00
	
	
	
	
	

	Attitude
	.85
	****
	1.00
	
	
	

	Behavior
	.84
	****
	.95
	****
	1.00
	

	Gender a
	.52
	****
	.45
	****
	.44
	****

	Business Experience
	.06
	
	.13
	
	.13
	

	Age
	.12
	
	.11
	
	.12
	


______________________________________________________________________________
Note. n = 100
* p < .05. ** p < .01. *** p < .005. **** p < .001.
a Gender: 1 = Male; 2 = Female.
[bookmark: _Hlk536379606]Research question two inquired as to what extent, if at all, there was a relationship between cybersecurity awareness attitude and cybersecurity behavior? The related null hypothesis was, there was no relationship between cybersecurity awareness attitude and cybersecurity behavior. To answer this question, Table 3 provided the Pearson correlation between cybersecurity attitude and cybersecurity behavior. The correlation was significant (r = .95, p < .001) which provided support to reject the null hypothesis for question two (H20).
	Also, in Table 3 were the Pearson correlations between the three demographic variables (gender, business experience, and age) with three scale scores. For the subsequent nine correlations, three were statistically significant. Specifically, females had higher scores for knowledge (r = .52, p < .001), attitude (r = .45, p < .001) and behavior (r = .44, p < .001).
Research question three inquired as to what extent, if at all, was the linear combination of cybersecurity knowledge and cybersecurity attitude related to cybersecurity behavior? The related null hypothesis was, the linear combination of cybersecurity knowledge and cybersecurity attitude was not related to cybersecurity behavior. As stated previously, multicollinearity was evident due to the high correlation between cybersecurity knowledge and cybersecurity attitude (r = .85, p < .001). Stepwise multiple regression model was used to predict cybersecurity behavior based on five candidate variables; cybersecurity knowledge, cybersecurity attitude, gender, business experience, and age as indicated in Table 4. The resulting one variable model was significant (p < .001) and accounted for 89.7% of the variance in the criterion variable (cybersecurity behavior). Inspection of the table found a significant positive correlation between cybersecurity behavior and cybersecurity attitude (β = .95, p = .001). This combination of findings provided support to reject the null hypothesis for research question three.

Table 4
Stepwise Regression Model Predicting Behavior
______________________________________________________________________________

Variable                                           B                   SE                  β                       t                       p
______________________________________________________________________________

	Intercept
	0.65
	0.16
	
	4.03
	.001

	Attitude
	0.88
	0.03
	.95
	29.26
	.001


______________________________________________________________________________
Note. N = 100
Note. Final Model: F(1, 98) = 856.12, p = .001. R2 = .897. Candidate variables = 5.

Discussion
The efforts by businesses to protect their information assets get more difficult with the increased probability of experiencing a data breach. Human factors, insider threats, and inconsistent security behavior are obstacles to protecting against the threat of cyber-attacks (Parson et al., 2014). Employees, although having cybersecurity technology knowledge and security awareness education, are not always motivated to follow general security practices and attitudes. This quantitative correlative study investigated how knowledge of cybersecurity technology and security awareness attitude have affected the risky security behaviors of staff. The study used the protection motivation theory (PMT) as the theoretical framework for the research. 
The problem addressed was that despite cybersecurity technology knowledge and security awareness attitude by employees, security behaviors had not reduced the number of security breaches experienced by companies (SecureWorks, 2018). In many businesses, cyber education training has not curtailed risky behaviors by employees (Ayyagari & Figueroa, 2017; Crossler et al., 2013; Harris & Patten, 2015). These researchers posited that some reasons for non-compliance are that staff do not understand the policy and are unable to respond to minimize security threats appropriately or that users did not understand the severity of security issues and so did not change their behaviors. D’Arcy et al. (2014) asserted that information security requirements are stressful to employees and some find it difficult to comply.
Implications
The results of this research are consistent with existing research and theory. The predictor variables cybersecurity knowledge, cybersecurity awareness attitude, along with gender, business experience, and age were measured. The criterion variable was cybersecurity behavior. For research question one, there was a correlation between cybersecurity knowledge and security behavior. This finding was supported in the literature (Siponen, Mahmood, & Pahnila, 2014) and the null hypothesis was rejected, the correlation between cybersecurity knowledge and cybersecurity behavior was significant (r = .84, p < .001).
For research question two, the relationship between cybersecurity attitude and cybersecurity behavior the correlation was highly significant (r = .95, p < .001) which provided support to reject the null hypothesis. There was a high correlation between cybersecurity knowledge and cybersecurity attitude. Using a combination of five variables and stepwise regression, the null hypothesis for research question three was rejected, we accept the alternate claim. Of note was that women scored higher in security knowledge, attitude, and behavior. The data on gender and cyber behavior differ from the work done by Anwar et al. (2017) who found that gender had some effect in security self-efficacy and self-report cybersecurity behaviors. In this study, women reported a stronger correlation between knowledge and security behaviors which would indicate that they had technology information about how to protect against breaches. There was no statistically-significant differences with business experience and age-related to correlation with security behaviors.
[bookmark: _Toc4936984]	Research question 1.
To what extent do security technology knowledge relate to cybersecurity behavior that reduces cyber breaches experienced by the organization? The answer to this question focused on employee’s recognition of cybersecurity threats related to the use of passwords, email attachments, social media, and the use of public Wi-Fi use. The answer to this question indicated that there was a strong correlation with security behavior. This finding supports the existing literature that indicates that employees can identify security threats (Adams & Makramalla, 2015) and educating staff about the likely threats can help to mitigate the loss of data (Siponen et al. 2014).
[bookmark: _Toc4936985]	Research question 2.
To what extent do employee security awareness attitude relate to cybersecurity behavior in reducing security breaches? The finding related to the compliant attitude of the employee with the policy of the organization as it related to cybersecurity governance. The attitudes about password reuse, clicking on links within emails from unknown senders, leaving a laptop unattended in a public place, and inserting a USB that was found into a network port were evalauted. The finding of the study revealed that attitude was even more supported than knowledge was with behavior. Training builds security awareness attitude; this finding agrees with Hanus and Wu (2016) who noted that security awareness educates users to mitigate threats and lower the risks of attack for the organization.
[bookmark: _Toc4936986]	Research question 3.
What is the more significant predictor of cybersecurity behaviors that reduce breaches – security technology or security awareness attitude? The result of the study showed that while there was a correlation between security technology knowledge and cyber behavior, more importantly, the relationship between behavior and security awareness attitude was very strong. The literature showed that a holistic approach was required; Arachchilage and Lovel (2014) cautioned that technology alone was not the answer and that people’s behavior must be involved in the solution. It has long been recognized that people are the weakest link (Boss et al., 2009; Crossler et al., 2013; D’Arcy et al., 2009; Hall, 2016; van Schaik et al., 2017; Yan et al., 2018). Mamonov and Benbunan-Fich (2018) opined that information security awareness training might help to motivate compliance with security policy and reduce cybersecurity incidents. This study shows that users acknowledged having changed behaviors based on security knowledge and cyber awareness. So, education and awareness attitude influenced end users’ security behaviors and should be included in any security program.
For the demographic variables; business experience and age were not statistically significant for the study. However, under the demographic variable gender, women scored higher in cyber knowledge, attitude, and behavior. The data on gender and cyber behavior differ from the work done by Anwar et al. (2017) who found that gender had some effect in security self-efficacy and self-report cybersecurity behaviors. Women reported lower self-reported cybersecurity behaviors scores than men. However, in this study the findings were opposite; men had lower scores. Anwar et al. (2017) explained that it was unclear if the cybersecurity behavior of women differed from men because women were less confident in reporting. Women had better cybersecurity traits (security knowledge, security attitude) than men. Also, the study by Cain, Edwards, and Still (2018) showed that despite having more knowledge about cybersecurity, males did not differ on cyber behavior from females.
The highlight of this study was identifying the role that cybersecurity awareness attitude had on cybersecurity behavior. Due to multicollinearity between cybersecurity knowledge and cybersecurity attitude, stepwise regression helps to show that just having knowledge about cybersecurity technology was not enough to stop breaches. While knowledge strongly correlates with cybersecurity behavior, more was required — cyber awareness attitude.
[bookmark: _Toc222132559][bookmark: _Toc251424093][bookmark: _Toc464831679][bookmark: _Toc465328411][bookmark: _Toc1333125][bookmark: _Toc2195699][bookmark: _Toc4936987]Recommendations for Practice
The results of this research should reinforce management’s resolve to educate staff on cybersecurity principles including password use, clicking on attachments in email from an unknown sender, dangers on social media sites, proper disposal of sensitive documents, and situational awareness. These cyber basics will help staff prepare to handle attempted cyber-attack and curtail risky security behaviors. 
[bookmark: _Toc464831680][bookmark: _Toc465328412][bookmark: _Toc1333126][bookmark: _Toc2195700][bookmark: _Toc4936988]Recommendations for Future Research
Expanding the research to countries outside the United States could be included in future research. A mixed-method study could allow for more detail to be collected from users about security knowledge, attitudes, and behaviors. It would be beneficial to know what aspects of security awareness training helped to change risky security behaviors. These finding will be useful to system integrators and application implementors as they implement systems that need to be used securely. Security training will need to be designed to be effective across all the age groups and business experience. More research is needed to determine why cyber training was not always effective.

Conclusions
Providing information that builds understanding, so that the user’s security awareness or attitude develops, is more essential than security knowledge. Changes in cyber awareness attitude lead to transformed security behaviors that rebuff attempted cyber intrusions. Awareness attitude is a powerful step leading to security behaviors that can stop cyber breaches which is the goal of every business since breaches are so disruptive and costly. Businesses need reliable, secure computing systems to operate their businesses efficiently and gain the benefits of higher productivity gained from using technology. The findings of this research provided support for an increase in the body of knowledge related to the relationship between cybersecurity technology knowledge and risky security behaviors. The themes of knowledge, attitudes, and behavior were discussed in the literature review using the PMT framework to better understand what causes individuals to comply with information security safeguards along with the kinds of threats businesses face and the reaction of employees to protecting organizational assets by practicing basic safe security principles.
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