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Abstract
This technical note describes how an organization can leverage the results of a Cyber Resilience
Review to create a Targeted Improvement Plan for its service continuity management (SCM). An
organization can use the Cyber Resilience Review (CRR) results and prioritize SCM-specific and
supporting practices using a SCM improvement profile to develop a long-term plan. The suggested Targeted Improvement Plan (TIP) approach engages the organization’s business continuity
professionals, information technology operations management staff, and security management
team (physical and cyber) to create a resilient organization. (In some organizations, it will be appropriate to engage the operational technology team as well.) The technical note includes a SCM
Improvement Template that prioritizes all the CRR practices; it places a higher priority on those
practices that enable service continuity. It describes how an organization can integrate the results
of a recent CRR to create a prioritized list of practices the organization should consider implementing. This list informs decisions that take into account the organization’s unique risk environment to develop a plan. This approach to developing and implementing a SCM program supports
organization-specific, mission-focused objectives to protect and sustain a critical, cyber-dependent service during times of stress.

CMU/SEI-2019-TN-002 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY

iii

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see
Copyright notice for non-US Government use and distribution.

1 Introduction
Service continuity management (SCM) is a business issue that transcends technology and must be
defined as a collection of policies, standards, processes, and tools through which organizations
maintain their ability to accomplish their mission when significant impact to a critical service has
occurred.
Effective SCM requires a strategy that is agreed upon at the most senior levels of the organization
(at the board level if a board exists) and fully endorsed by the CEO. The strategy should define
the direction and identify the resources and high-level methods that are necessary to meet specific
service-level objectives. This enabling step is critical to the development of a Service Continuity
Management program and should be undertaken at the start of a plan development process.
The Cyber Resilience Review (CRR) allows organizations to examine the cyber resilience of a
specific service that is critical to the accomplishment of their organization’s mission. Cyber resilience is the ability of the organization to protect and sustain this critical, cyber-dependent service
during times of stress. SCM supports the cyber resilience of this critical service.
In some organizations a SCM program may exist, but may not integrate the cyber aspects necessary in today’s business environment. Many small and mid-sized organizations may have only undertaken this effort recently. Implementing a SCM program takes time and resources. A plan that
takes into consideration the logical and efficient use of available resources and an organization’s
risk tolerance must be developed. Risk tolerance is defined by an organization’s senior management and reflects the impact senior management is willing to tolerate based on the likelihood that
impact will occur. Implementing a SCM program will reflect an organization’s risk tolerance in
how the organization will allocate available resources and the priority placed on implementing the
recommended practices. An organization may choose not to implement recommended practices
based on its analysis of the risk that results from this decision.
This document acts as a guide to help an organization develop a SCM Targeted Improvement Plan
(TIP) using the SCM Improvement Template found in the appendix. Organizations that have completed a CRR and seek to improve their cyber resilience by focusing on improving their SCM Program will find this guide very helpful.
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2 Intended Audience
The intended audience for this guide is a small to mid-sized organization that has already participated in a CRR (either a self-assessment or a facilitated assessment), although organizations that
have not participated in a CRR will also find the guide useful. Small to mid-sized organizations
often have limited personnel and resources. This guide is intended to aid in focusing these resources on developing a robust SCM program and assumes that the organization has the support
of senior management for its efforts. While focused on small and mid-sized organizations, the
guide contains information that is extremely useful for organizations of all sizes and levels of maturity.
The audience includes executives who establish policies and priorities for incident management,
managers and planners who convert executive decisions into plans, and those individuals in the
organization who manage or mitigate cybersecurity risks. It also includes the operations staff who
implement the service continuity plans and participate in the response to cyber and physical disruptions.
While each organization is different, common participants and roles they play are shown in the
table below. (Note that organizational element titles are generic and may not match all organizations.)
Table 1:

Organizational Element and Role in Planning

Organizational Element

Contribution to SC Plan

Senior Management (C-suite)

Mission, vision, priorities

Senior Management (C-suite)

Executive mandate to implement SC

Senior Management (C-suite)

Risk appetite/tolerance

Senior Management (C-suite)

Funding

Line Of Business and C-suite

Mandate and commitment to test plan

Legal

Identify compliance mandates

Legal and Contracts

Parameters for managing external dependencies

Risk Manager

Risk assessment and defined risks to mitigate

Line Of Business and Risk Manager

Execution “trigger” (disruption tolerance)

Line Of Business and Risk Manager

Desired “maturity” in chosen practice model

Line Of Business and Human Resources

Staffing

Line Of Business and Human Resources

Training management and awareness

Line Of Business

Desired SC practice model to follow

Line Of Business

Desired state (RTO/RPO)

Line Of Business

Write and update plans

Line Of Business

Additions/mergers/acquisitions integration into the line of business

Line Of Business

Exercise and test plan
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Organizational Element

Contribution to SC Plan

Line Of Business

Improve plan and adjust strategy

Line Of Business

Change management process

Network Operations

Capacity management

Network Operations

Detect and analyze input to incident management

Network Operations and Risk Manager

Situational awareness/new threats

Incident Management

Incident declaration based on pre-determined criteria
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3 Purpose of this Guide
This guide is intended for use by organizations interested in taking action based on their CRR results by developing a plan for creating or improving a SCM program (completion of a CRR is not
required to make use of this guide). The domain-specific template in this guide recommends a priority for every CRR practice, highlighting those that most directly support the development of a
SCM Improvement plan. The prioritization provided by the template informs the risk-based decision-making process on improvement plans to enhance performance and meet organizational requirements for mission assurance. Applying practices from all domains to improve an organization’s SCM capability improves that organization’s overall cybersecurity and operational
resilience. Using the template to support the objective of improving service continuity emphasizes
the need to implement practices from other CRR domains. For example, identifying and prioritizing external dependencies from the External Dependencies domain and establishing technology
baselines from the Configuration and Change Management domain all help in planning for SCM.
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4 Developing a Targeted Improvement Plan
When developing a targeted improvement plan, the question of “What do I do first?” must be addressed. The CRR lists 167 maturity indicator level 1 practices that an organization should use in
designing and implementing a cyber resilience program. In an effort to identify which of these
practices are the most important to the implementation of a SCM program, the team developed the
SCM Improvement Template provided in the appendix. This template ranks each of the 167 practices based on the premise that with limited resources, choices must be made. The template ranks
each practice into one of four stages. Each stage is defined follows:
Stage 1 – Essential to implementing a base SCM program but implementing only Stage 1
practices is not considered sufficient for a complete program.
Stage 2 – Additional practices required for completing the implementation of a SCM program. Stage 1 and 2 practices are considered the minimum for a complete implementation.
Stage 3 – Practices that directly support the integration of the SCM program with the organization’s cybersecurity management program.
Stage 4 – Practices that support the implementation of an organization’s cybersecurity
management program.
The template can be used to create a prioritized list that informs decisions that account for the organization’s unique risk environment to develop a plan. The specific sequence and priority an organization assigns to each of the practices will be based on that organization’s mission, resources,
and risk tolerance. Having participated in a CRR, an organization has a baseline assessment of
how it is currently implementing each of the 167 cyber resilience practices. The organization can
use the results of the CRR and the recommended stages of the improvement template to inform
decisions it must make to create a Targeted Improvement Plan. This approach to developing and
implementing a SCM program supports organization-specific, mission-focused objectives to protect and sustain a critical, cyber-dependent service during times of stress.
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Appendix

Using the SCM Improvement Template

How to Use the Template
In working with the SCM Improvement Template, you’ll note it is ordered by domain to match
the CRR assessment report. The column labeled Implementation Stage indicates the stage associated with that practice (Stage 1, 2, 3, 4) as recommended by this guide.
Table 2:

Design of the SCM Improvement Template

Using the three additional columns (CRR Response, Gap Stage, and Priority) your organization
can begin to develop its Targeted Improvement Plan by following the steps below.
Record the organization’s current baseline based on the CRR in the second column (CRR Response). In the third column (Gap Stage), record a C (complete) if the CRR Response is Yes; if
the CRR Response is No or Incomplete, this indicates there is a gap. Record the number of the
Implementation Stage from column one. The fourth column will be decided based on your organization’s risk tolerance and available resources.
When creating the TIP, remember that Stage 1 and 2 practices are considered required for implementing a SCM program. Practices that are fully implemented (indicated by a Yes response during the CRR) are not typically considered as candidates for improvement. A complete (C) in column 3 indicates a practice that is already fully implemented. Practices that have a 1 or 2 in
column 3 (Gap Stage) fall below the recommended implementation state; these are gaps and
would warrant consideration for immediate improvement. If resources do not allow taking on all
gaps at once, Phase 1 practices should be considered a top priority. Consider the implementation
stages indicated in the template as a recommended path for improvement. Your organization can
change the recommended implementation stage, making it lower or higher, based on its own risk
analysis.
In this manner, your organization can develop a roadmap providing the recommended prioritization found by completing the template, informed by the results of the CRR, using the Targeted
Improvement Plan.
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Template
The pages following present the SCM Improvement Template for use in developing a Targeted
Improvement Plan.
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Table 3:

Service Continuity Management Improvement Template

Implementation
Stage

Service Continuity Management Practice Implementation Stages

CRR Response

Gap Stage

Priority

1 Asset Management
The purpose of Asset Management is to identify, document, and manage assets during their life cycle to ensure sustained productivity to support critical services.
Goal 1 – Services are identified and prioritized.
1.
2.
3.
4.

Are services identified? [SC:SG2.SP1]
Are services prioritized based on analysis of the potential impact if the services are disrupted? [SC:SG2.SP1]
Is the organization's mission, vision, values and purpose, including the organization's place
in critical infrastructure, identified, and communicated? [EF:SG1.SP1]
Are the organization's mission, objectives, and activities prioritized? [EF:SG1.SP3]

1
1
3
1

Goal 2 – Assets are inventoried, and authority and responsibility for these assets is established.
1.

2.

3.

Are the assets that directly support the critical service inventoried (technology includes
hardware, software, and external information systems)? [ADM:SG1.SP1]
People
Information
Technology
Facilities
Do asset descriptions include protection and sustainment requirements? [ADM:SG1.SP2]
People
Information
Technology
Facilities
Are both owners and custodians of assets documented in asset descriptions?
[ADM:SG1.SP3]
People
Information
Technology
Facilities

1
1
1
1
1
1
1
1
2
1
1
1
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Service Continuity Management Practice Implementation Stages
4.

5.

Are the physical locations of assets (both within and outside the organization) documented
in the asset inventory? [ADM:SG1.SP3]
People
Information
Technology
Facilities
Are organizational communications and data flows mapped and documented in the asset
inventory? [ADM:SG1.SP2]

Implementation
Stage

CRR Response

Gap Stage

Priority

2
1
1
1
2

Goal 3 – The relationship between assets and the services they support is established.
1.

2.

Are the associations between assets and the critical service they support documented?
[ADM:SG2.SP1]
People
Information
Technology
Facilities
Are confidentiality, integrity, and availability requirements established for each service-related asset? [RRD:SG2.SP1]
People
Information
Technology
Facilities

2
1
1
1
2
1
1
1

Goal 4 – The asset inventory is managed.
1.

Have change criteria been established for asset descriptions? [ADM:SG3.SP1]
People
Information
Technology
Facilities

3
3
3
3
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Implementation
Stage

Service Continuity Management Practice Implementation Stages
2.

CRR Response

Gap Stage

Priority

Are asset descriptions updated when changes to assets occur? [ADM:SG3.SP2]
People
Information

2
2

Technology
Facilities

2
2

Goal 5 – Access to assets is managed.
1.

2.

3.

4.

5.

Is access (including identities and credentials) to assets granted based on their protection
requirements? [AM:SG1.SP1]
Information
Technology
Facilities
Are access (including identities and credentials) requests reviewed and approved by the
asset owner? [AM:SG1.SP1]
Information
Technology
Facilities
Are access privileges reviewed to identify excessive or inappropriate privileges?
[AM:SG1.SP3]
Information

1
1
1
2
2
2
3

Technology
Facilities

3
3

Information
Technology
Facilities

3
3
3

Information

3

Technology
Facilities

3
3

Are access privileges modified as a result of reviews? [AM:SG1.SP3]

Are access permissions managed incorporating the principle of least privilege?
[AM:SG1.SP1]
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Service Continuity Management Practice Implementation Stages
6.

Are access permissions managed incorporating the principle of separation of duties?
[AM:SG1.SP1]
Information
Technology
Facilities

Implementation
Stage

CRR Response

Gap Stage

Priority

3
3
3

Goal 6 – Information assets are categorized and managed to ensure the sustainment and
protection of the critical service.
1.
2.
3.
4.
5.
6.
7.

Are information assets categorized based on sensitivity and potential impact to the critical
service (such as public, internal use only, secret)? [KIM:SG1.SP2]
Is the categorization of information assets monitored and enforced? [KIM:SG1.SP2]
Are there policies and procedures for the proper labeling and handling of information assets? [KIM:SG1.SP2]
Are all staff members who handle information assets (including those who are external to
the organization, such as contractors) trained in the use of information categories?
[KIM:SG1.SP2]
Are high-value information assets backed up and retained? [KIM:SG6.SP1]
Do guidelines exist for properly disposing of information assets? [KIM:SG4.SP3]
Is adherence to information asset disposal guidelines monitored and enforced?
[KIM:SG4.SP3]

3
4
4
4
1
4
4

Goal 7 – Facility assets supporting the critical service are prioritized and managed.
1.
2.
3.

Are facilities prioritized based on potential impact to the critical service, to identify those
that should be the focus of protection and sustainment activities? [EC:SG1.SP1]
Is the prioritization of facilities reviewed and validated? [EC:SG1.SP1]
Are protection and sustainment requirements of the critical service considered during the
selection of facilities? [EC:SG2.SP2]

1
3
1

2 Controls Management
The purpose of Controls Management is to identify, analyze, and manage controls in a critical service’s operating environment.
Goal 1 – Control objectives are established.
1.

Have control objectives been established for assets (technology, information, facilities, and
people) required for delivery of the critical service? [CTRL:SG1.SP1]
People

2
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Service Continuity Management Practice Implementation Stages
Information
Technology
Facilities
2.

Are control objectives prioritized according to their potential to affect the critical service?
[CTRL:SG1.SP1]

Implementation
Stage
2
2
2

CRR Response

Gap Stage

Priority

2

Goal 2 – Controls are implemented.
1.
2.
3.
4.
5.
6.
7.
8.
9.
10
.

Have controls been implemented to achieve the control objectives established for the critical service? [CTRL:SG2.SP1]
Have controls been implemented, incorporating network segregation where appropriate, to
protect network integrity? [CTRL:SG2.SP1]
Have controls been implemented to protect data-at-rest? [CTRL:SG2.SP1],
[KIM:SG4.SP2]
Have controls been implemented to protect data-in-transit? [CTRL:SG2.SP1],
[KIM:SG4.SP1], [KIM:SG4.SP2]
Have controls been implemented to protect against data leaks? [CTRL:SG2.SP1],
[KIM:SG4.SP1], [KIM:SG4.SP2]
Have audit/log records been determined, documented, implemented, and reviewed in accordance with policy? [CTRL:SG2.SP1], [MON:SG1.SP3]
Have controls been implemented to protect and restrict the use of removable media in accordance with policy? [CTRL:SG2.SP1], [TM:SG2.SP2]
Have controls been implemented to protect communication and control networks?
[CTRL:SG2.SP1], [TM:SG2.SP2]
Have cybersecurity human resource practices been implemented for the critical service
(e.g., de-provisioning, personnel screening)? [CTRL:SG2.SP1], [HRM:SG3.SP1]
Is access to systems and assets controlled by incorporating the principle of least functionality (e.g., whitelisting, blacklisting, etc.)? [CTRL:SG2.SP1], [TM:SG2.SP2]

2
3
3
3
3
3
3
3
3
3

Goal 3 – Control designs are analyzed to ensure they satisfy control objectives.
1.

2.

Are control designs analyzed to identify gaps where control objectives are not adequately
satisfied? [CTRL:SG3.SP1]
People
Information
Technology
Facilities
As a result of the controls analysis, are new controls introduced or existing controls modified to address gaps? [CTRL:SG3.SP1]

3
3
3
3
3
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Service Continuity Management Practice Implementation Stages

Implementation
Stage

CRR Response

Gap Stage

Priority

Goal 4 – The internal control system assessed to ensure control objectives are met.
1.

2.

Is the performance of controls assessed on a scheduled basis to verify they continue to
meet control objectives? [CTRL:SG4.SP1]
People
Information
Technology
Facilities
As a result of scheduled assessments, are new controls introduced or existing controls
modified to address problem areas? [CTRL:SG4.SP1]

3
3
3
3
3

3 Configuration and Change Management
The purpose of Configuration and Change Management is to establish processes to ensure the integrity of assets using change control and change control
audits.
Goal 1 – The life cycle of assets is managed.
1.

2.

3.
4.
5.
6.

Is a change management process used to manage modifications to assets?
[ADM:SG3.SP2]

Information
Technology
Facilities
Are resilience requirements evaluated as a result of changes to assets? [RRM:SG1.SP3]
Information
Technology
Facilities
Is capacity management and planning performed for assets? [TM:SG5.SP3]
Are change requests tracked to closure? [TM:SG4.SP3]
Are stakeholders notified when they are affected by changes to assets? [ADM:SG3.SP2]
Is a System Development Life Cycle implemented to manage systems supporting the critical service? [ADM:SG3.SP2], [RTSE:SG2.SP2]

1
1
1
2
2
2
3
3
2
4

Goal 2 – The integrity of technology and information assets is managed.
1.
2.
3.
4.

Is configuration management performed for technology assets? [TM:SG4.SP2]
Are techniques in use to detect changes to technology assets? [TM:SG4.SP3]
Are modifications to technology assets reviewed? [TM:SG4.SP2; TM:SG4.SP.3]
Are integrity requirements used to determine which staff members are authorized to modify
information assets? [KIM:SG5.SP1]

2
3
3
3
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Service Continuity Management Practice Implementation Stages
5.
6.
7.
8.
9.
10
.
11
.

Is the integrity of information assets monitored? [KIM:SG5SP3]
Are unauthorized or unexplained modifications to technology assets addressed?
[TM:SG4.SP2; TM:SG4.SP3]
Are modifications to technology assets tested before being committed to production systems? [TM:SG4.SP4]
Has a process for managing access to technology assets been implemented?
[TM:SG4.SP1]
Is the maintenance and repair of assets performed and logged in a timely manner?
[ADM:SG3.SP2], [TM:SG5.SP2]
Is the maintenance and repair of assets performed with approved and controlled tools
and/or methods? [ADM:SG3.SP2], [TM:SG5.SP2]
Is the remote maintenance and repair of assets approved, logged, and performed in a
manner that prevents unauthorized access? [ADM:SG3.SP2], [TM:SG5.SP2]

Implementation
Stage
3

CRR Response

Gap Stage

Priority

3
3
3
4
4
4

Goal 3 – Asset configuration baselines are established.
1.
2.
3.
4.
5.
6.

Do technology assets have configuration baselines? [TM:SG4.SP2]
Is approval obtained for proposed changes to baselines? [TM:SG4.SP3]
Has a baseline of network operations been established? [TM:SG4.SP2]
Is the baseline of network operations managed? [TM:SG4.SP2]
Has a baseline of expected data flows for users and systems been established?
[TM:SG4.SP2]
Is the baseline of expected data flows for users and systems managed? [TM:SG4.SP2]

2
3
4
4
4
4

4 Vulnerability Management
The purpose of Vulnerability Management is to identify, analyze, and manage vulnerabilities in a critical service’s operating environment.
Goal 1 – Preparation for vulnerability analysis and resolution activities is conducted.
1.

2.

Has a vulnerability analysis and resolution strategy been developed? [VAR: SG1.SP2]
People
Information
Technology
Facilities
Is there a standard set of tools and/or methods in use to identify vulnerabilities in assets?
[VAR: SG1.SP2]
People
Information

3
3
3
3
4
3
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Service Continuity Management Practice Implementation Stages

3.
4.
5.

Technology
Facilities
Is there a standard set of tools and/or methods in use to detect malicious code in assets?
[VAR:SG1.SP2]
Is there a standard set of tools and/or methods in use to detect unauthorized mobile code
in assets? [VAR:SG1.SP2]
Is there a standard set of tools and/or methods in use to monitor assets for unauthorized
personnel, connections, devices, and software? [VAR:SG1.SP2]

Implementation
Stage
3
3

CRR Response

Gap Stage

Priority

3
3
3

Goal 2 – A process for identifying and analyzing vulnerabilities is established and maintained.
1.

Have sources of vulnerability information been identified? [VAR: SG2.SP1]

2.

Is the information from these sources kept current? [VAR: SG2.SP1]

3.

Are vulnerabilities being actively discovered? [VAR: SG2.SP2]

4.

Are vulnerabilities categorized and prioritized? [VAR: SG2.SP3]

5.

6.

Information
Technology
Facilities

4
4
4

Information
Technology
Facilities

4
4
4

Information
Technology
Facilities

4
4
4

Information
Technology
Facilities
Are vulnerabilities analyzed to determine relevance to the organization? [VAR: SG2.SP3]
Information
Technology
Facilities
Is a repository used for recording information about vulnerabilities and their resolution?
[VAR: SG2.SP2]
Information
Technology
Facilities

4
4
4
4
4
4
4
4
4

Goal 3 – Exposure to identified vulnerabilities is managed.
1.

Are actions taken to manage exposure to identified vulnerabilities? [VAR: SG3.SP1]

2
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2.
3.

Is the effectiveness of vulnerability mitigation reviewed? [VAR:SG3.SP1]
Is the status of unresolved vulnerabilities monitored? [VAR: SG3.SP1]

Implementation
Stage
4
4

CRR Response

Gap Stage

Priority

Goal 4 – The root causes of vulnerabilities are addressed.
1.

Are underlying causes for vulnerabilities identified (through root-cause analysis or other
means) and addressed? [VAR: SG4.SP1]

3

5 Incident Management
The purpose of Incident Management is to establish processes to identify and analyze events, detect incidents, and determine an organizational response.
Goal 1 – A process for identifying, analyzing, responding to, and learning from incidents established.
1.
2.
3.
4.

Does the organization have a plan for managing incidents? [IMC:SG1.SP1]
Is the incident management plan reviewed and updated? [IMC:SG1.SP1]
Are the roles and responsibilities in the plan included in job descriptions? [IMC:SG1.SP2]
Have staff been assigned to the roles and responsibilities detailed in the incident management plan? [IMC:SG1.SP2]

1
3
3
2

Goal 2 – A process for detecting, reporting, triaging, and analyzing events established.
1.
2.
3.
4.
5.
6.
7.
8.
9.

Are events detected and reported (to include cybersecurity events related to personnel activity, network activity, the physical environment, and information)? [IMC:SG2.SP1]
Is event data logged in an incident knowledgebase or similar mechanism? [IMC:SG2.SP2]
Are events categorized? [IMC:SG2.SP4]
Are events analyzed to determine if they are related to other events? [IMC:SG2.SP4]
Are events prioritized? [IMC:SG2.SP4]
Is the status of events tracked? [IMC:SG2.SP4]
Are events tracked to resolution? [IMC:SG2.SP4]
Have requirements (rules, laws, regulations, policies, etc.) for identifying event evidence
for forensic purposes been identified? [IMC:SG2.SP3]
Is there a process to ensure event evidence is handled as required by law or other obligations? [IMC:SG2.SP3]

2
3
3
3
3
3
3
4
4

Goal 3 – Incidents are declared and analyzed.
1.
2.
3.

Are incidents declared? [IMC:SG3.SP1]
Have criteria for the declaration of an incident been established? [IMC.SG3.SP1]
Are incidents analyzed to determine a response? [IMC:SG3.SP2]

2
2
2
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Implementation
Stage

CRR Response

Gap Stage

Priority

Goal 4 – A process for responding to and recovering from incidents is established.
1.
2.
3.
4.

Are incidents escalated to stakeholders for input and resolution? [IMC:SG4.SP1]
Are responses to declared incidents developed and implemented according to pre-defined
procedures? [IMC:SG4.SP2]
Are incident status and response communicated to affected parties (including public relations staff and external media outlets)? [IMC:SG4.SP3]
Are incidents tracked to resolution? [IMC:SG4.SP4]

2
3
2
3

Goal 5 – Post-incident lessons learned are translated into improvement strategies.
1.
2.
3.

Is analysis performed to determine the root causes of incidents? [IMC:SG5.SP1]
Is there a link between the incident management process and other related processes
(problem management, risk management, change management, etc.)? [IMC:SG5.SP2]
Are lessons learned from incident management used to improve asset protection and service continuity strategies? [IMC:SG5.SP3]

3
2
2

6 Service Continuity Management
The purpose of Service Continuity Management is to ensure the continuity of essential operations of services and their associated assets if a disruption occurs
as a result of an incident, disaster, or other disruptive event.
Goal 1 – Service continuity plans for high-value services are developed.
1.

2.
3.
4.
5.
6.

Are service continuity plans developed and documented for assets required for delivery of
the critical service? [SC:SG3.SP2]
People
Information
Technology
Facilities
Are service continuity plans developed using established standards, guidelines, and templates? [SC:SG3.SP2]
Are staff members assigned to execute specific service continuity plans? [SC:SG3.SP3]
Are key contacts identified in the service continuity plans? [SC:SG2.SP2]
Are service continuity plans stored in a controlled manner and available to all those who
need to know? [SC:SG3.SP4]
Are availability requirements such as recovery time objectives and recovery point objectives established? [TM:SG5.SP1]

1
1
1
1
1
1
1
1
1
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Implementation
Stage

CRR Response

Gap Stage

Priority

Goal 2 – Service continuity plans are reviewed to resolve conflicts between plans.
1.

Are plans reviewed to identify and resolve conflicts? [SC:SG4.SP2]

2

Goal 3 - Service continuity plans tested to ensure they meet their stated objectives.
1.
2.
3.
4.
5.

Have standards for testing service continuity plans been implemented? [SC:SG5.SP1]
Has a schedule for testing service continuity plans been established? [SC:SG5.SP1]
Are service continuity plans tested? [SC:SG5.SP3]
Are backup and storage procedures for high-value information assets tested?
[KIM:SG6.SP1]
Are test results compared with test objectives to identify needed improvements to service
continuity plans? [SC:SG5.SP4]

2
2
1
1
1

Goal 4 – Service continuity plans are executed and reviewed.
1.
2.
3.

Have conditions been identified that trigger the execution of the service continuity plan?
[SC:SG6.SP1]
Is the execution of service continuity plans reviewed? [SC:SG6.SP2]
Are improvements identified as a result of executing service continuity plans?
(SC:SG7.SP2)

1
1
1

7 Risk Management
The purpose of Risk Management is to identify, analyze, and mitigate risks to critical service assets that could adversely affect the operation and delivery of
services.
Goal 1 – A strategy for identifying, analyzing, and mitigating risks is developed.
1.
2.
3.
4.

Have sources of risk that can affect operations been identified? [RISK: SG1.SP1]
Have categories been established for risks? [RISK: SG1.SP1]
Has a plan for managing operational risk been established? [RISK: SG1.SP2]
Is the plan for managing operational risk communicated to stakeholders? [RISK: SG1.SP2]

1
3
2
2

Goal 2 – Risk tolerances are identified, and focus of risk management is established.
1.
2.
3.

Have impact areas been identified, such as reputation, financial health, and regulatory
compliance? [RISK: SG2.SP2]
Have impact areas been prioritized to determine their relative importance? [RISK:
SG2.SP2]
Have risk tolerance parameters been established for each impact area? [RISK: SG2.SP2]

2
2
2
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4.

Are risk tolerance thresholds, which trigger action, defined for each category of risk?
[RISK: SG2.SP1]

Implementation
Stage

CRR Response

Gap Stage

Priority

2

Goal 3 – Risks are identified.
1.

Are operational risks that could affect delivery of the critical service identified? [RISK:
SG3.SP2]

1

Goal 4 – Risks are analyzed and assigned a disposition.
1.
2.

Are risks analyzed to determine potential impact to the critical service? [RISK: SG4.SP1]?
Is a disposition (accept, transfer, mitigate, etc.) assigned to identified risks? [RISK:
SG4.SP3]

2
2

Goal 5 – Risks to assets and services are mitigated and controlled.
1.
2.

Are plans developed for risks that the organization decides to mitigate? [RISK: SG5.SP1]
Are identified risks tracked to closure? [RISK: SG5.SP2]

1
3

8 External Dependencies Management
The purpose of External Dependencies Management is to establish processes to manage an appropriate level of controls to ensure the sustainment and protection of services and assets that are dependent on the actions of external entities.
Goal 1 – External dependencies are identified and prioritized to ensure sustained operation of high-value services.
1.
2.
3.

Are dependencies on external relationships that are critical to the service identified?
[EXD:SG1.SP1]
Has a process been established for creating and maintaining a list of external dependencies? [EXD:SG1.SP1]
Are external dependencies prioritized? [EXD:SG1.SP2]

1
2
2

Goal 2 – Risks due to external dependencies are identified and managed.
1.

Are risks due to external dependencies identified and managed? [EXD:SG2.SP1]

1

Goal 3 – Relationships with external entities formally established and maintained.
1.
2.

Have resilience requirements of the critical service been established that apply specifically
to each external dependency? [EXD:SG3.SP2]
Are these requirements reviewed and updated? [EXD:SG3.SP2]

1
3
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3.
4.

Is the ability of external entities to meet resilience requirements of the critical service considered in the selection process? [EXD:SG3.SP3]
Are resilience requirements included in formal agreements with external entities?
[EXD:SG3.SP4]

Implementation
Stage

CRR Response

Gap Stage

Priority

3
3

Goal 4 – Performance of external entities is managed.
1.
2.
3.
4.

Is the performance of external entities monitored against resilience requirements?
[EXD:SG4.SP1]
Has responsibility been assigned for monitoring external entity performance (as related to
resilience requirements)? [EXD:SG4.SP1]
Are corrective actions taken as necessary to address issues with external entity performance (as related to resilience requirements)? [EXD:SG4.SP2]
Are corrective actions evaluated to ensure issues are remedied? [EXD:SG4.SP2]

3
3
2
3

Goal 5 – Dependencies on public services and infrastructure service providers are identified.
1.
2.

Are public services on which the critical service depends (fire response and rescue services, law enforcement, etc.) identified? [EC:SG4.SP3]
Are infrastructure providers on which the critical service depends (telecommunications and
telephone services, energy sources, etc.) identified? [EC:SG4.SP4]

2
1

9 Training and Awareness
The purpose of training and awareness is to promote awareness in and develop skills and knowledge of people in support of their roles in attaining and sustaining operational sustainment and protection.
Goal 1 – Cyber security awareness and training programs are established.
1.
2.
3.
4.

Have cyber security awareness needs been identified for the critical service?
[OTA:SG1.SP1]
Have required cyber security skills been identified for specific roles (administrators, technicians, etc.) for the critical service? [HRM:SG1.SP1]
Are skill gaps present in personnel responsible for cyber security identified?
[OTA:SG3.SP1]
Have cyber security training needs been identified? [OTA:SG3.SP1]

4
4
4
4

Goal 2 – Awareness and training activities are conducted.
1.
2.

Are cyber security awareness activities for the critical service conducted? [OTA:SG2.SP1]
Are cyber security training activities for the critical service conducted? [OTA:SG4.SP1]

4
3
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3.
4.
5.
6.
7.

Is the effectiveness of the awareness and training programs evaluated? [OTA:SG2.SP3,
OTA:SG4.SP3]
Are awareness and training activities revised as needed? [OTA:SG1.SP3 and
OTA:SG3.SP3]
Have privileged users been trained in their specific roles and responsibilities in support of
the critical service? [OTA:SG4.SP1]
Have senior executives been trained in their specific roles and responsibilities in support of
the critical service? [OTA:SG4.SP1]
Have physical and information security personnel been trained in their specific roles and
responsibilities in support of the critical service? [OTA:SG4.SP1]

Implementation
Stage

CRR Response

Gap Stage

Priority

4
4
3
3
3

10 Situational Awareness
The purpose of Situational Awareness is to actively discover and analyze information related to immediate operational stability and security and to coordinate
such information across the enterprise to ensure that all organizational units are performing under a common operating picture.
Goal 1 – Threat monitoring is performed.
1.
2.
3.

Has responsibility for monitoring sources of threat information been assigned?
[MON:SG1.SP2]
Have threat monitoring procedures been implemented? [MON:SG2.SP2]
Have resources been assigned to threat monitoring processes? [MON:SG2.SP3]

3
3
3

Goal 2 – The requirements for communicating threat information are established.
1.
2.

Have internal stakeholders (such as the critical service owner and incident management
staff) been identified to whom threat information must be communicated?
[COMM:SG1.SP1]
Have external stakeholders (such as emergency management personnel, regulatory, and
information sharing organizations) been identified to whom threat information must be
communicated? [COMM:SG1.SP1]

3
4

Goal 3 – Threat information is communicated.
1.
2.
3.

Is threat information communicated to stakeholders? [COMM:SG3.SP2]
Have resources been assigned authority and accountability for communicating threat information? [COMM:SG2.SP3]
Have resources been trained with respect to their specific role in communicating threat information? [COMM:SG2.SP3]

3
3
3
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