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Abstract 
An efficient time synchronisation could increase the performance of wireless sensor 

networks (WSNs) applications significantly. Most existing research of time 

synchronisation in WSNs focuses on clock estimation and message exchange to 

improve the synchronisation accuracy without taking network performance as the 

primary consideration. In this thesis, we will investigate how to extend the network 

lifetime while maintaining a high level of network performance via energy conservation 

and time synchronisation mechanisms. 

To balance energy consumption and clock time accuracy in WSNs, this thesis 

proposes a new approach of time synchronisation that takes into account of the energy 

conservation factors, which reduces the energy consumption of individual nodes and 

extends the lifetime of WSNs by aligning schedules and reducing management 

packets (Chapter 3). As a cross-layer mechanism, the implementation of the proposed 

time synchronisation is carried out by the MAC (Medium Access Control) and 

application layers. 

To improve the network energy conservation, a new wireless sensor network MAC 

protocol, named SA-MAC (Schedule Awareness MAC), is proposed. It better supports 

the scheduling mechanism with dimensionality reduction to generate concentrated 

schedule tables with active time slots information of the two-hop neighbours. The 

energy conservation of sensor nodes is based on the theory of periodic activation and 

sleep, which relies on schedule tables with accurate timestamps. The schedule tables 

are maintained by frequent time synchronisations (Chapter 4). 

To maintain the clock accuracy of individual wireless sensor nodes, a clock adjustment 

method (TimeSync) for WSNs is proposed, which includes the system model, the clock 

offset estimation and the clock skew estimation (Chapter 5). 

To balance the network energy and extend the network lifetime, a simplified reverse 

firefly method (SRF) was proposed. The process of the method relieves both the 

timeslot conflict problem and the node movement problem with energy level 

information exchange and comparison (Chapter 6). 



By designing and implementing a set of simulation experiments, we show that by 

integrating the three methods above (SA-MAC, TimeSync and SRF), the energy 

consumption of the WSNs is reduced by more than 10% compared to the state-of-the-

art MAC protocols 802.11 and S-MAC with TPSN. In the meantime, the clock accuracy 

of the individual nodes is maintained, which is similar to the clock accuracy achieved 

by TPSN. 

In conclusion, the benefits of the proposed methods on WSN energy conservation and 

time synchronisation are discussed and the future works of clock offset estimation, 

node lifetime extension and network maintenance are highlighted. 

Keywords: Wireless Sensor Networks, Wireless Sensor Node, Time 

Synchronisation, Energy Conservation, Energy Balance 
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 Chapter 1. Introduction 

 

Wireless sensor networks (WSNs) expand the capability of information acquisition 

from the physical world and connects the logical world with the real world via wireless 

sensor nodes. A WSN is constructed by deploying various low-cost wireless sensor 

nodes in one or more monitoring areas. The wireless sensor nodes are often 

organised into groups, clusters or networks to accomplish complicated tasks 

collaboratively including events detection, data collection etc. As a micro embedded 

system, the capability of processing, storage and communication of a wireless sensor 

node is relatively weak. The energy constraint of battery-driven wireless sensor nodes 

is one of the main restrictions of extending the WSN lifetime. 

From the software point of view, energy consumption could be reduced with efficient 

time synchronisation methods. The main aspects of energy consumption in WSNs are 

idle listening and message transmissions. The period of idle listening could be reduced 

with accurate time synchronisation mechanisms as nodes can activate and sleep 

simultaneously. The prolongation of the synchronisation valid period could decrease 

the number of synchronisation message transmissions. The energy conservation 

performance could be improved from optimisations of time synchronisation methods. 

Therefore, this thesis focuses on balancing the energy consumption and the time 

synchronisation accuracy by developing the protocols in both the MAC and application 

layers of the WSN stack. 

Chapter 1 introduction describes the motivation and objectives of the research, and 

the main contributions and the structure of the thesis. A general description of WSNs 

and time synchronisation technologies will be demonstrated in 3 or 4 paragraphs. 

Seven objectives of the project and four contributions will be listed before a summary 

of the thesis structure. 
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1.1 Motivation 

WSNs combine wireless techniques and sensor network concepts to sense a variety 

of environmental information. A set of wireless sensor nodes can build a multi-

functional WSN with various applications. WSNs are deployed in unsupervised areas 

commonly. Self-configure and self-management strategies are required for wireless 

sensor nodes to discover companions, optimise paths, handle emergency events and 

solve errors. Time accuracy is important for network communication as almost all 

events in WSNs following some certain orders. No constant power supply is supported 

in WSN infrastructure arrangement usually, and batteries with limited energy are the 

primary power source of wireless devices. Changing batteries in a short period 

frequently is not a practical solution in the real world. Therefore, to extend wireless 

sensor node battery lifetime is a substantial problem to be resolved in the industry. 

Wireless sensor nodes tend to be low-cost devices as a vast number of sensor nodes 

are required to cover large-scaled monitoring areas. Sensor nodes are abandoned 

after energy exhausted if the deployments are in user-unreachable areas. Instead of 

increasing the size of batteries or enhancing the capability of cells to increase the 

manufacturing cost of sensor nodes, to optimise the energy conservation strategy is a 

better option to improve the performance of WSNs and extend the network lifetime. 

The contrary between energy conservation and time accuracy is the main problem 

when researching on WSN time synchronisation mechanisms. Therefore, this 

research project is important as it develops a time synchronisation method which 

supports energy conservation and guarantees time accuracy in WSNs. 

Low-cost wireless sensor nodes adopt cheap quartz crystal oscillator as the timer to 

lower the cost of wireless sensor nodes. Thus, a higher rate of clock skew and a more 

significant potential of errors may occur, which affect the time accuracy of the system. 

The external factors, for example, environment changing, temperature, elevation, 

terrain, foreign radio interference, affect oscillator accuracy hugely. The instability of 

oscillators and the in-network collisions cause time errors as well. Therefore, to keep 

a constant time over a large number of wireless sensor nodes requires time 

synchronisation communications frequently. The information from WSNs is valid only 

when an accurate timestamp is attached in real-time systems. Time synchronisation 

plays an essential role in real-time WSNs accordingly. However, continual time 
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synchronisation messages over wireless sensor nodes first may cause network 

congestions. Secondly, the most disastrous case is they will exhaust wireless sensor 

nodes’ energy and the WSN will die without any actual data transmissions. Most 

existing WSN time synchronisation methods focus on increasing time synchronisation 

accuracy. The energy consumption problem is discussed briefly or raised as further 

improvements only after the discussion of the time synchronisation accuracy issues. 

Therefore, the energy conservation problem under efficient time synchronisation 

mechanism has not been solved yet. This project raises the priority of energy 

conservation and finds out an appropriate threshold for the length of the sleep time to 

balance the time synchronisation accuracy and energy consumption in a system 

reasonably. An activation-sleep schedule is proposed to solve the energy consumption 

problem. 

A commonly used wireless sensor node timer is composed of a crystal oscillator and 

a built-in counter register. The counter register increases one unit when a zero-

crossing happens. Ideally, the crystal oscillator can keep a rated frequency in a certain 

periodicity consistently over a relatively long period in a noise-free situation. The local 

physical time reading of a wireless sensor node is controlled by the oscillating pulse. 

The value of the register counter is the local software time which is readable and 

changeable (Yang Y. , 2012). The causes of clock asynchronisation are due to the low 

cost, the different switch-on time and the fluctuant frequency of the sensor nodes. The 

quality of the cheap crystal oscillators has no warranty so that the time of zero-crossing 

is challenging to be unified. The variation of the clock skew is about 1~100ppm (parts 

per million) per second from Hauweele’s observations (Hauweele & Quoitin, 2020). 

One part per million represents 10-6 seconds. 

Intelligent WSN algorithms are supposed to be run automatically in self-manageable 

and unsupervised networks within a relatively long period after initialisation. Most WSN 

applications perform well in data acquisition and analysis tasks. However, the energy 

exhausting problem of wireless sensor nodes causes some of the precise applications 

with high energy consumption unpractical to implement. Because the labour cost of 

system maintenance is too high in large-scale WSNs. After examinations of the energy 

consumption status in the current system, the fact is most energy of the network has 

been spent on idle listening and redundant traffics which have no benefit on the 

network performance but generating more collisions in the network and consuming 
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more energy during waiting. From the results of traditional time synchronisation 

methods, the system time accuracy is proportionate to the increased volume of the 

network traffic. Frequent message exchanging causes higher energy consumption. 

The system energy consumption increases directly as the system time accuracy 

increases in this situation. Therefore, a new time synchronisation strategy is needed 

to increase the time synchronisation valid period during the gap of two time 

synchronisation messages. The ideal scenario is nodes are switched off when no 

communication is in the network and switched on when events are detected. This 

research project explores the problems from both energy conservation and time 

synchronisation sides. The energy conservation of the system requires the support of 

a periodic simultaneous sleep-active algorithm which requires the cooperation of an 

efficient time synchronisation mechanism. 

 

1.2 Research Objectives 

The current project aims to provide an advanced time synchronisation method to 

reduce the system energy consumption in low-cost battery-powered WSNs while 

maintaining the system time accuracy. The main idea of the mechanism is to activate 

and shut down the radio of all wireless sensor end devices in the same system 

simultaneously to reduce redundant network traffic. The energy conservation of 

wireless sensor end devices is the focus of the project. The research objectives of the 

work include: 

1. Analysing the requirements in different applications and scenarios, and finding 

out special needs of time synchronisation and energy conservation; 

2. Surveying existing WSN time synchronisation solutions and locate the research 

gap in terms of energy consumption issues in battery-powered WSNs; 

3. Implementing the relevant existing time synchronisation approaches and 

comparing their results in different settings and scenarios; 

4. Proposing the practical techniques and algorithms following the requirements, 

and initialising the parameters for the system balancing between energy 

consumption and time accuracy in particular situations; 
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5. Designing an appropriate MAC protocol to minimise the energy consumption of 

the network and maintain the time synchronisation accuracy; 

6. Optimising the existing time synchronisation methods to solve the network 

energy conservation problem; 

7. Verifying the feasibility of the improved time synchronisation approach using 

simulation experiments, examining the result and comparing with the existing 

methods’ results; 

The opposition between energy conservation and time accuracy is always a big 

argument in WSN time synchronisation optimisation. The parameters and thresholds 

in the system are variable in different scenarios for energy consumption and time 

accuracy balancing. 

Eight research questions will be answered in chapter 2 to chapter 6: 

1. Why is time synchronisation a crucial technique in WSNs? 

2. Why do existing time sync methods require improvements? 

3. What are the difficulties to save energy in the meanwhile maintaining time sync 

accuracy? 

4. What are the requirements of experimental implementations? 

5. What components and modules does the simulation adopt and how do the 

scenarios construct? 

6. What are the materials, techniques and models to complete the experiments of 

the new MAC protocol? 

7. How can an optimised time synchronisation method achieve reasonable time 

synchronisation accuracy and save energy? 

8. How much energy does the new time sync method save? 

Questions 1 - 3 will be answered in chapter 2 literature review; items 4 and 5 relate to 

chapter 3 preliminaries and simulation implementations; question 6 refers to chapter 

4 SA-MAC protocol; question 7 refers to chapter 5 time synchronisation, and issue 8 

relates to chapter 6 energy efficiency. 
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1.3 Contributions of the Research 

The contributions of this research are listed below: 

 

 Simulation Platform Selection and Simulation Establishment 

The Network Simulator 2 (NS2) is an object-oriented simulator, written in C++ and 

OTcl. Comparing to the Network Simulator 3 (NS3), NS2 implements the virtual clock 

module which supports timestamps to the nanosecond level. The simulator also 

supports most of the existing protocols and physical interfaces in wireless networks, 

as well as user-designed protocols. Although the name, NS3, looks like the next 

generation of NS2, they are completely different simulators from the core. NS2 

provides most network components, such as nodes, packets and channels which are 

packed into classes and provide the flexibility of network reconstructions. The system 

configuration is flexible with the OTcl interpreter as a frontend for users to choose 

appropriate settings during the simulation. The simulation is organised by a set of 

instances of classes mainly. Some example simulation scripts come with the simulator 

package, but the simulation script meets the requirements of this research does not 

exist and need to be created. The newly constructed simulation script supports WSNs 

in both semi-supervised and unsupervised modes which allow users to interact with a 

self-managed system for experimental purposes. New modules are created and added 

into the simulator for the implementation of the optimised protocols. The extension 

tools of NS2 are mature than NS3, for example, NS2 could display the experiment 

results in NAM (Network Animator) tool. 

 

 SA-MAC protocol for energy conservation 

A contention-based service MAC protocol is proposed for the energy conservation 

purpose in WSNs. The MAC protocol applies a periodic listen and sleep schedule 

mechanism, a neighbour management mechanism and a schedule exchange 

mechanism to reduce the traffic load between two nodes from the lower layer of the 

WSN stack. The unpredictable factors are added as a separate module in the 

application to simulate the real-world environment factually. 
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 Time Synchronisation in Application Layer for WSNs 

An energy-saving time synchronisation method is presented with the details of the 

anchor node inactive period estimation, and the clock offset and skew estimation. A 

completed description of the peer-to-peer time synchronisation in single-hop situations 

is analysed. Both procedures are explained in a replicable manner. The source code 

of the time synchronisation simulation is included in the appendix. Simulation 

experiments are composed of different data pre-processing methods and different 

offset estimation algorithms to verify the implementation of the proposed time 

synchronisation mechanism. The combination of optimised time synchronisation 

scheme and appropriate clock offset estimation method is generic and works on 

different scenarios with periodic transmissions. 

 

 

 Energy Efficiency for Wireless Sensor Nodes 

Energy efficiency analysis calculates the energy consumption of wireless sensor end 

devices according to the packet size and the number of messages required to 

complete the time synchronisation process between each pair of anchor nodes. The 

energy consumption rate is computed from several wireless sensor hardware sets for 

simulation purposes. The description of the energy efficiency calculation is 

represented as the capability of handling requests in the situation with limited energy. 

The factors which may affect energy consumption are discussed respectively. All 

elements are switched around to substitute independent and dependent variables for 

validity purposes. A table of different combinations and operations is displayed to 

express the minor modifications of energy balancing method, length of the standard 

inactive period or rate of clock errors could affect the energy consumption hugely. 
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1.4 Thesis Layout 

The topics covered in the thesis are organised as follows. 

 Chapter 2 introduces the background to the research and the general concept of 

WSNs. The essential features of WSN time synchronisation methods are also 

presented. Then the potential challenges and the design specification are 

identified. In addition, the different existing time synchronisation methods are 

discussed. 

 Chapter 3 investigates the requirements of time synchronisation method design 

and outlines the simulation environment. The process and techniques of WSN  

localization are analysed. The time precision of the system is described, and a 

general description of the energy consumption for common wireless sensor 

devices is given. 

 Chapter 4 presents the basic concept of an energy conservation MAC protocol 

including a periodic listen-sleep schedule mechanism, a neighbour management 

scheme and a schedule exchange method. First, a grid network is deployed. Then 

the discovery stage starts. Nodes form multiple star networks and each node 

connects with a maximum of four direct neighbours. The force schedule update 

scheme is launched to solve the timeslot reassignment problem when one timeslot 

is occupied by multiple direct neighbours. The synchronisation stage will start after 

all nodes detected their neighbours. The above approaches are analysed and 

evaluated by the simulation experiments. The results show that the proposed 

scheme has extended the network lifetime significantly. 

 Chapter 5 proposes a time synchronisation mechanism with low-cost clock offset 

and skew estimation for WSNs. The message transmission follows a pre-

generated random schedule in the discovery stage after sensor nodes are 

switched on. In particular, a pre-processing procedure including an outlier 

eliminator and a missing data predictor is used before the clock offset and skew 

estimation process. By carrying out the simulation experiments, we showed that 

the energy consumption spent on time synchronisation in WSNs is reduced. 
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 Chapter 6 presents a new energy balance method based on a simplified reverse 

firefly (SRF) method with a new energy model. The network setting of the energy 

balance method applies the SA-MAC protocol in the MAC layer and the TimeSync 

method in the application layer for the time synchronisation implementation. The 

energy model supports both the single node energy consumption recording and 

the network overhead calculation. The simplified reverse firefly (SRF) method can 

obtain the node with the lowest remaining energy when more than one nodes try 

to occupy the same timeslot. In addition, it is found that the timeslot reselection 

process is smoother than without the SRF. Finally, because of the support from 

the energy balance method, the process of the active time convergence method 

is simplified and saves more energy. 

 Chapter 7 summarises the thesis. Several future research areas within the 

framework of WSN energy conservation and system time accuracy are addressed. 

This also discusses what is left to be done. 
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Chapter 2. Literature Review 

This chapter first will give a general description of WSNs and time synchronisation 

technologies in six paragraphs. Secondly, a research problem description, including 

the significance of the study, the reason behind the research and the benefit of solving 

the research problems, will be presented. A brief theoretical analysis containing the 

concept of WSNs and the principle of time synchronisation implementations will be 

described in the literature review section. The essential terms in WSNs will also be 

explained. These give an overview of the research field and the latest research trends. 

Section 2.1 first introduces the definitions, characteristics and structure of WSNs. Then 

the relevant technologies of the sensing, the basic structure of wireless sensors, the 

simulation platforms and some common WSN applications are described. Section 2.2 

focuses on the energy conservation methods of the protocols. In section 2.3, an 

introduction to the importance of time synchronisation is provided firstly. Then six WSN 

time synchronisation protocols are presented. Part 2.4 shows the calculations of clock 

offset and skew estimation. Section 2.5 explains the sensing model. Section 2.6 

discusses the coverage and connectivity problems. Part 2.7 shows how the internal 

and external factors affecting the network lifetime. Part 2.8 briefly outlines some 

existing deployment strategies. The challenges and limitations of wireless sensor 

networks are discussed in section 2.9. Finally, section 2.10 gives a conclusion of this 

chapter. 

 

2.1 Overview of Wireless Sensor Networks 

The concept of the wireless sensor network (WSN) is from the distributed sensor 

network (DSN) which was proposed by Defence Advanced Research Projects Agency 

(DARPA) in 1978 and launched by Carnegie Mellon University and the Massachusetts 

Institute of Technology Lincoln Labs in 1980 (Silicon Labs). 

WSNs have been used widely in the military, intelligent transportation, environmental 

monitoring, medical treatment and public health, smart home automation system, and 
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many different areas. WSNs combine the characteristics of large-scale capability, self-

construction, dynamic, reliability, inexpensiveness, independence and excellent 

tolerance, which is a unique system and irreplaceable by any other types of facilities. 

WSNs are composed of a large number of distributed sensor nodes. The sensor node 

devices are autonomous, which means each node has independent memory, 

computational ability, and local timer even without network connections. 

 

Figure 2.1 Wireless sensor network overview 

 

If the WSN deployed in an unmaintainable and hostile environment, for example, a 

spy application deployed in the enemy ruling area or an environmental monitoring 

application deployed on the moon, these wireless sensor nodes is one-off. The cost 

of a single device should not be too expensive. These low-price end devices provide 

fundamental functions only and have many limitations. The first limitation is no 

constant power supply as most sensor nodes use AAA or AA batteries as the power 

source, which are not rechargeable. The second limitation is the limited computation 

ability as most wireless sensor end devices adopt 8 bits 4MHz to 8MHz CPU. The third 

limitation is bound storage. Typically, sensor nodes apply three types of storage: RAM, 

system storage and sensor storage. Although sensor nodes are small, they also have 

their operating system. The acquired raw data is stored in the sensor storage. The 

fourth limitation is limited signal strength, in other words, limited communication radius, 

as 10mW to 100mW is usually the transmission energy of wireless sensor end devices, 

which indicates 100 to 1000 metres communication radius. 
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Table 2.1 Modern wireless communication technologies 

Techniques Features 

Zigbee 

Zigbee supports short distance and low-speed communications and 

provides low complexity, low energy consumption and dual-way 

wireless communication techniques. The Zigbee full protocol stacks 

size is only 32-60KB, which makes it easy to embed on sensor nodes. 

Zigbee also supports geometrics localization functions (Elahi & 

Gschwender, 2010). 

Laser 

Lasers consume less energy on communication and safer than 

electromagnetic waves, but laser transmission signals are directed 

straight lines and could be affected by the environment easily (Mittal 

& Lei, 2018). 

Infrared 

Infrared supports directed short-distance wireless connection without 

solid obstructions in the middle of the transmission (Elahi & 

Gschwender, 2010). 

Bluetooth 

Bluetooth works on 2.4 to 2.48GHz band, and its transmission speed 

could reach 24Mbps, but the transmission radius without radio-

frequency power increasing is about 10 metres only, and the full 

protocol stacks size is 250KB which is not supported by most wireless 

sensor end devices. 

802.11b 
Because of the high energy consumption, 802.11b has not been used 

widely in WSNs. 

6LoWPAN 

The low-frequency transmission gives 6LoWPAN a very good 

capability on solid object penetration. 6LoWPAN is flexible in the 

indoor environment, but all of the end devices must support IPv6 to 

adopt 6LoWPAN (Shelby & Bormann, 2009). 

UWB 

Although UWB is designed for short-distance transmissions originally, 

the modern UWB is used widely on localization applications and the 

signal range could reach 250 meters. It is a good option for indoor 

tracking systems as UWB provides low power spectral density, low 

complexity system, proper channel fading tolerance, safety, high 

transmission rate and high localization precision. 
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WSNs use ISM (Industrial Scientific Medical) band, which is an up to 1W and 2.4 GHz 

license-free band. ISM is reserved internationally and managed by ITU-R (ITU 

Radiocommunication Sector). ISM band allows any transmissions within a limited 

power range, which means long-distance communications are restricted to prevent 

interference among networks. Analogue and digital modulations are supported in 

WSNs. The available analogue modulation includes AM (Amplitude Modulation), FM 

(Frequency Modulation) and PM (Phase Modulation). The supported digital 

modulation includes ASK (Amplitude Shift Keying), FSK (Frequency Shift Keying) and 

PSK (Phase Shift Keying), UWB (Ultra Wide Band) and spread spectrum (Elahi & 

Gschwender, 2010). 

Different from wired networks or Ethernet, which could assign relevant strategies and 

pre-configure end devices before deployment depending on specific topologies and 

situations, most wireless sensor networks would not obtain their network topology 

information. They could not complete their configuration until the entire wireless sensor 

network is deployed successfully. Many parameters, attributes and secret keys are 

generated and negotiated after deployment. Therefore, a robust self-configuration 

scheme is vital as well in WSNs. 

 

 

2.2 Overview of Energy Conservation Protocols 

One of the significant issues in WSN is energy consumption. Although the energy 

management platform spreads over the application layer, transport layer, network 

layer and data link layer, the primary energy conservation task is completed in the data 

link layer. The data link layer consists of two sublayers the logical link control (LLC) 

sublayer and the medium access control (MAC) sublayer. One of the objectives of a 

WSN MAC protocol is to reduce energy consumption. The major sources of energy 

waste are collision, overhearing, idle listening and overhead of control packets. 
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Table 2.2 Major issues cause energy waste in WSNs 

Problems Descriptions 

Collision 

Signal collisions and message corruptions are caused by 

interference. The collision occurs when multiple nodes are 

transmitting messages to one destination node or numerous packets 

arrive at the destination node simultaneously. The collided messages 

are corrupted. The destination node cannot hear useful information in 

this situation. The corrupted packets would be retransmitted most of 

the time in traditional protocols. Whenever the same packet transmits 

more than once, it causes energy waste. Therefore, decreasing the 

number of collisions is one of the design requirements of the energy 

conservation MAC protocol in WSNs. 

Overhearing 

Nodes keep listening to the packets that are destined for other nodes. 

In wireless networks, all nodes share the electric radio wave as the 

signal carrier. Whenever a node is transmitting a packet, all 

neighbours of the sender hear the packet even the packet is not for 

them. 

Idle 

Listening 

Sensor nodes do not know when a packet will come, so they must 

keep listening to the channel for possible traffics even no packet 

arrives, which is known as idle listening. In quiet scenarios, the traffic 

load is light. Most of the time, nodes are idle if nothing is sensed. Idle 

listening consumes about half of the network energy in the network 

lifetime in quiet scenarios. Therefore, decreasing the idle listening 

duration can reduce energy consumption efficiently. To solve the idle 

listen problem can reduce energy waste significantly. 

Control 

Packet 

Overhead 

The control packets are functioning as the prevention of collisions, 

reduction of overhearings and the management of useful network 

communications.  A distributed system is maintained by the control 

packets over nodes. These control packets contain no sensed data 

from sensors but only the network information which sustains the 

connections and traffics. Not only the control packets but also the 

heavy packet headers of data packets also consume energy in 

transmissions. 
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In the CSMA/CA (Carrier Sense Multiple Access / Collision Avoidance) mechanism, 

the collision problem is solved by applying random backoff timers. The active 

acknowledgement mechanism reduces the probability of packet retransmission by 

replying ACK message to the sender on packet reception from the receiver. The RTS 

(Request to Send) / CTS (Clear to Send) mechanism reduces the chance of packet 

overhearing by putting irrelevant neighbours to sleep. In the S-MAC (Sensor-MAC) 

protocol, a synchronisation period with SYNC packets is used added and a scheduled 

field in the neighbour table is added to increase the sleep time. The idle listening 

duration is decreased efficiently by applying the synchronisation schedule. However, 

the control packet overhead is increased by using the above mechanisms as more 

control packets are required to manage the network. In comparison with the reduction 

of energy waste in the collision, overhearing and idle listening, the additional energy 

consumption on control packets is acceptable. 

 

2.3 Overview of Time Synchronisation 

Time synchronisation in WSNs is as important as in the other networks by binding data 

with timestamps to generate meaningful information. In consideration of unpredictable 

delay in wireless communication, heartbeat time synchronisation schemes such as 

NTP (Network Time Protocol) (Mills, 1994) in wired networks could not fit WSNs well. 

On the other hand, most wireless sensor nodes adopt batteries as the power supply, 

which means no constant power is available, and the battery life is the sensor node's 

life. Continuous communications between two wireless sensor nodes and complex 

instant computations are unrealistic since energy would be exhausted rapidly. 

Therefore, the balance between time precision and low energy consumption has been 

taken into account in WSN time synchronisation research. 

An ideal scenario is sensor nodes only activate when data is being acquired and 

processed, and messages are being transferred. Time-based periodical 

communication (Bradonjic, Kohler, & Ostrovsky, 2009) and on-demand 

communication schemes (Kim, Kang, & An, 2015) have emerged as two vital and 

practical research areas in last few years. Considering WSN requirements, sensor 
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nodes have been assigned to standby mode, listening mode, receiving mode, and 

transmitting mode (Shnayder et al., 2004) in most WSN time synchronisation schemes. 

WSNs adopt a five-layer protocol stack: the application layer, the transport layer, the 

network layer (routing protocols), the data link layer (communication medium), and the 

physical layer (signals, channels and transmissions) (Yang S. H., 2014). The protocol 

stack used in this research is shown in Figure 2.2. 

 

Figure 2.2 Framework of System Protocol Stack 

This kind of protocol stack could keep power consumption low, monitor nodes 

movements and assign tasks efficiently. 

 

2.3.1 RBS (Reference Broadcast Synchronization) 

WSN time synchronisation aims to synchronise all devices in the same network to a 

uniform time, and this time does not have to be the UTC. RBS  (Elson, Girod, & Estrin, 

2003) is a good option for implementing WSN time synchronisation mechanism 

because the unpredictable delay of the access time is eliminated in its time 

synchronisation transmissions. Thus, the message latency in RBS is cut down. RBS 

is a typical receiver-receiver WSN time synchronisation scheme which can be seen as 

an advanced NTP based on the broadcast. A reference node broadcasts reference 



17 
 

beacons to its adjacent nodes which mark their local timestamp of the message 

reception respectively. The receivers exchange their local timestamps of reception 

after receiving reference beacons, which minimise the message latency from the 

sender to the receivers. 

 

  (a) Sender-receiver    (b) Receiver-receiver 

Figure 2.3 RBS 

(Elson, Girod, & Estrin, 2003) 

Different from the sender-receiver algorithm, which is shown in Figure 2.3(a), RBS 

applying the receiver-receiver mechanism synchronises multiple receivers by 

broadcasting one message only. As illustrated in Figure 2.3(b), the sender broadcasts 

a short message without timestamp information to receivers. The broadcast message 

should arrive at the receivers at the same time by supposing the transmission delay in 

the electromagnetic wave is 0. The receivers record their local clock of reception 

respectively at the message arrival moment as their timestamp and prepare for the 

receiver-receiver message exchange. Receiver 1 and receiver 2 then exchange their 

messages which contain their reception time. The difference between receivers’ 

timestamps is the clock offset. Receiver 2 will adjust its clock to receiver 1's clock by 

using the clock offset value. 

The critical path of traditional time synchronisation protocol as showed in Figure 2.3(a) 

contains sending time, access time, propagation time, and received time (Elson, Girod, 

& Estrin, 2003). Sending time indicates the period from reading the local clock to 

arriving at NIC (Network Interface Controller). Access time is the delay in searching 

free channel to deliver the timestamp message. The propagation time is counted from 

the last bit of the message departure to the first bit of the message arrives at the 

receiver's NIC. The received time includes the receiving duration of the whole 
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message at NIC and the period of delivering the message from NIC to the system. The 

RBS critical path does not contain the sending time and the access time of the 

traditional time synchronization protocol critical path. The message latency of RBS is 

only on the physical and MAC layers of the receiver side. Because of the reduction of 

the critical path, RBS could reduce the uncertainty of its message latency to about half 

of the message latency of traditional time synchronization protocols. 

To increase the time accuracy, RBS provides a multi-pulse reference broadcasts 

solution to calculate the clock phase average offset[i, j] of receiver 1 and receiver 2 in 

Figure 2.3(a): 

        (2.1) 

(Elson, Girod, & Estrin, 2003) 

i and j indicate receiver 1 and receiver 2, respectively. m indicates the number of 

reference broadcasts. 𝑇𝑇𝑗𝑗,𝑘𝑘  indicates receiver 2's local time at the moment of the 

reference broadcast message arrival; 𝑇𝑇𝑖𝑖,𝑘𝑘  indicates receiver 1's local time at the 

moment of the reference broadcast message arrival. 

In consideration of the period after time synchronisation completed, the clock skew 

would be caused by the oscillator clock drift again. The clock drift of the two nodes will 

be 1-100μsec per second (John, 1992). Least-squares linear regression has been 

used to estimate the clock offset: 

    △ T(i, j)  =  𝑎𝑎0  +  𝑎𝑎1x    (2.2) 

△ T(i, j) indicates the intercept; here is the clock drift. a1 indicates the slope; here is 

the clock skew. The constant of the linear regression 𝑎𝑎0 is calculated in equation 2.3. 

    𝑥𝑥𝑘𝑘 = 𝑇𝑇𝑟𝑟1,𝑘𝑘, 𝑦𝑦𝑘𝑘 = 𝑇𝑇𝑟𝑟2,𝑘𝑘 

    𝑎𝑎1 = ∑ 𝑥𝑥𝑘𝑘𝑦𝑦𝑘𝑘−𝑛𝑛�̅�𝑥𝑛𝑛
𝑘𝑘=1 𝑦𝑦�
∑ 𝑥𝑥𝑘𝑘

2−𝑛𝑛�̅�𝑥2𝑛𝑛
𝑘𝑘=1

     (2.3) 

    𝑎𝑎0 = ∑𝑦𝑦𝑘𝑘
𝑛𝑛
− 𝑎𝑎1∙∑𝑥𝑥𝑘𝑘

𝑛𝑛
     (2.4) 

𝑇𝑇𝑟𝑟1,𝑘𝑘 indicates node r1 local time while the message arrival; 𝑇𝑇𝑟𝑟2,𝑘𝑘 indicates node r2 

local time while the message arrival. n indicates the number of reference broadcasts. 
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Figure 2.4 Multi-hop networks (Elson, Girod, & Estrin, 2003) 

In a multi-hop network, at least one bridge node must be within more than one 

neighbour broadcast coverage areas to connect different broadcast groups as Figure 

2.4. Node A and node B should be in different broadcast groups to prevent interference. 

Node 4, which is the only common node in both broadcast coverage areas, receives 

both node A’s sync pulse and node B’s sync pulse. Node 4 converts clock values by 

using a best-fit line which is computed from the same coverage nodes’ clock value 

least-squared-error to synchronise two coverage areas. The best-fit line is calculated 

from multiple observations of phase offsets by applying least-squares linear regression 

which is expressed in equation 2.1. Each pair of receivers establishes a best-fit line to 

demonstrate their linear correlation by using the pulse arrival time of the receiver. 

Multiple pulses are sent from the sender to provide data for best-fit line computation. 

In Figure 2.4, node 4 could compute node 1’s time by applying their best-fit line if node 

4 and node 1 are neighbourhoods. Node 4 could obtain node 1’s time by transforming 

node 1’s time to node 2 or node 3’s time and computing node 1’time from the best-fit 

line of node 2 or node 3 and node 4 if no direct communication exists between node 

1 and node 4. Node 4 exchanges the time value with nodes in area B and synchronise 

both areas. 

 

2.3.2 TPSN (Timing-sync Protocol for Sensor Networks) 

TPSN (Ganeriwal, Kumar, & Srivastava, Timing-sync Protocol for Sensor Networks, 

2003) could be seen as an NTP wireless sensor network version. TPSN is a typical 

dual-way sender-receiver time synchronisation algorithm which adopts a hierarchy 

topology. The root node obtains the time source from external communications. The 

root node is assigned to level 0; the root node's neighbours level ID is one, and so on. 
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Each node has a unique ID. TPSN has self-configuration mechanisms; in other words, 

the network topology could be established and managed after the network deployment. 

TPSN is divided into two phases: the level discovery phase and the synchronisation 

phase. The level discovery phase activates once the whole wireless sensor network 

is deployed. The level discovery phase aims to create a hierarchical structure for the 

system. After deployment, the root node starts the level discovery phase by 

broadcasting a level_discovery packet which includes the root node ID and the root 

node level ID to its direct neighbours. The neighbour nodes of the root node set their 

level ID to the root node level ID plus one and broadcast another level_discovery 

packet to their neighbours and so on. The level discovery phase will not end until every 

node in the network has been assigned a level ID. The nodes with level information 

will not accept level_discovery packets anymore to prevent network flooding. 

 

 

Figure 2.5 TPSN (Ganeriwal, Kumar, & Srivastava, Timing-sync Protocol for Sensor Networks, 2003) 

The synchronisation phase aims to synchronise the time of all nodes in the network to 

the root node by adjusting higher level nodes' local clock to lower-level nodes’ local 

clock. The root node broadcasts a time_sync packet to start the synchronisation phase 

once the hierarchical structure is configured completely, which indicates all node have 

learnt their level ID from the level discovery phase. The nodes with level ID 1 waits for 

random intervals after the time_sync packet from the root node arrives to avoid 

medium access congestions. Then they return acknowledgements to the root node. 

The two-way message exchange between the level 0 root node and the level 1 nodes 

is established after all level 1 node return acknowledgements to the root node. Level 

2 nodes observe actions between the root node and level 1 nodes and wait for a 

random period by considering the communication period between the root node and 
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the level 1 node before acknowledging the level 1 nodes and establishing the two-way 

connections. This randomisation process is continued from level 2 to the rest of levels 

to guarantee all lower levels are holding a synchronised time from the root node. The 

two-way connections between levels in the higher levels are established in the same 

principle to guarantee that all nodes in the network could synchronise their clock to the 

root node. 

As shown in Figure 2.5, the sender sends a synchronisation_pulse packet, including 

the sender's level ID and the timestamp at T1 to start the pairwise synchronisation. 

The receiver receives the synchronisation_pulse packet at T2 which can be calculated 

by T1 +△+ d where △ represents clock drift between the sender and the receiver, 

and d represents propagation delay. The receiver sends an acknowledgement packet 

containing receiver's level ID and T1, T2 and T3's value to the sender at T3. The 

sender receives the acknowledgement packet at T4 which could be calculated by T3 

-△+ d. △ and d could be computed as follow: 

△= 
2

)34()12( TTTT −−−  d = 
2

)34()12( TTTT −+−   (2.5) 

(Ganeriwal, Kumar, & Srivastava, Timing-sync Protocol for Sensor Networks, 2003) 

TPSN obtains MAC layer timestamps to reduce message latency. TPSN increases 

time synchronisation precision by predicting and compensating both transmission time 

and reception time. The mean of dual-way transmission exchange time is calculated 

from the transmission time and reception time of multiple transmissions. However, 

TPSN does not cover a failure solution, which means the error tolerance is low. A 

discovery phase has to be rerun when the network is changed. The time 

synchronisation precision is reduced when the number of hops is increased. The basic 

TPSN can ensure short term time synchronisation precision. For the long term, TPSN 

should apply level discovery phase periodically. Many advanced dual-way sender-

receiver WSN time synchronisation algorithms adopt TPSN as a fundamental principle, 

which indicates TPSN is an effective and practical WSN time synchronisation solution 

rationally. Combining TPSN with productive post-synchronisation, prediction and 

compensation algorithms would enhance time synchronisation precision and reduce 

energy consumption. 
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2.3.3 LTS (Lightweight Tree-based Synchronization) 

LTS (Greunen & Rabaey, 2003) adopts dual-way sender-receiver time 

synchronisation scheme. In consideration of limited computation resources of WSNs, 

LTS focuses on reducing the complexity of the time synchronisation algorithm. LTS 

intends to present a reasonable synchronisation precision within restricted 

computation cost. There are two versions of LTS: centralised multi-hop 

synchronisation and distributed multi-hop synchronisation. 

The LTS centralised multi-hop synchronisation is similar to TPSN, where both of them 

generate the low-depth spanning tree structure based on a reference node. Distributed 

depth-first search (DDFS) and "Echo" are two possible tree-exploration algorithms to 

make low-depth spanning tree structure to minimise the depth of the network structure 

and improve the time synchronisation accuracy (Awerbuch, 1985). The time is 

synchronised from the root node and expanded level by level by applying single-hop 

pairwise synchronisations between every pair of levels. The subsequent nodes of the 

root node synchronise with the root node, which can be seen as level 1 in TPSN. The 

subsequent nodes of the root node become reference nodes and pass the time 

information to their neighbour nodes. This process keeps repeating until the whole 

network is synchronised. 

In LTS distributed multi-hop synchronisation, every node could be the reference node 

to activate the time synchronisation process in the network. All nodes in the network 

know the location of the reference node and the path from itself to the reference node 

in the network. To deal with the network topology changing, the system 

resynchronisation is activated periodically by considering the requirement of time 

synchronisation accuracy in the system. A node starts resynchronisation by 

transmitting a resynchronisation message to the closest reference node. The selected 

new reference node applies pairwise synchronisation between itself and the closest 

reference node by synchronising all nodes on the path between. This process 

continues until the re-synchronised node is synchronised. In LTS, a node only 

synchronises with its parent node. The number of synchronisation messages can be 

calculated by the linear regression of the path length. The time synchronisation 

accuracy decreases along with the path length increase. LTS can reduce energy 

consumption, but the time synchronisation precision is also decreased relatively. 
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2.3.4 ATS (Average Time Synchronization) 

ATS (Schenato & Gamba, 2007) adopts a wholly distributed network structure, which 

means no node is assigned as a reference node and all nodes perform the same 

functions in the network. ATS applies consensus-based time synchronisation 

algorithm with skew compensation and MAC-timestamp exploitation. The fundamental 

concept of ATS is decreasing the message exchange complexity to optimise the local 

information exchange (Murray et al., 2007). 

ATS is composed by relative skew estimation, skew compensation and offset 

compensation (Schenato & Gamba, 2007). Every node in the network could start the 

time synchronisation process by broadcasting a time sync packet. The time sync 

packet includes the node’s current local time which is captured on MAC-layer. The 

MAC-layer timestamp is captured after a free transmission channel is selected, which 

means the captured timestamp will not be hindered by the send time and access time. 

In this way, the message latency is minimised in ATS. The receivers record their local 

time and send the time sync packet with receiver packet arrival local time immediately 

back to the sender once received a time sync packet. The sender computes a global 

time by averaging all nodes return information. Then it packs this calculated average 

time and its local MAC-layer timestamp into a packet. The packet is then broadcasted 

to all the sender’s neighbour nodes. The neighbour nodes of the sender record the 

global time message arrival time and combine the offset compensation to synchronise 

themselves to the standard time. 

Adaptive-ATS improves the scalability and adaptability of ATS (Li et al., 2008). 

Adaptive-ATS expands ATS to a multi-cluster structure. Each cluster elects the node 

with the highest battery level as its cluster-head, and the re-election of the cluster-

head is run periodically depending on the battery-level of the nodes in the group. The 

cluster-head maintains a PE (period-error) table recording some commoner 

synchronisation periods and relative error maximums. The most optimised 

synchronisation period can be examined from the PE table. Adaptive-ATS reduce the 

duration of cluster-head re-election to provide a continuous global time in a single 

cluster. This method increases the time accuracy and reduces energy consumption, 

which improves the scalability and the adaptability of the system. However, in order to 
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store PE tables, adaptive-ATS requires a larger size of memory than the regular end 

devices provided. 

 

2.3.5 DMTS (Delay Measurement Time Synchronization) 

DMTS (Ping, 2003) is a typical sender-receiver single-way time synchronisation 

algorithm. Single-hop time synchronisation between a pair of adjacent nodes can be 

completed by one sync packet transmission. DMTS is a simple structure and low 

energy consumption WSN time synchronisation algorithm. As showed in Figure 2.6, 

before sync packet broadcast, a preamble and start symbols would be transmitted to 

prompt the receivers ready to receive. The clock of the root node is from a reliable 

time source. The current local time of the root node is packed into the broadcast packet 

as a timestamp. The timestamp from the root node is captured after an available 

channel is detected, which means the send time and access time from message 

latency have been eliminated. Then the root node broadcasts this sync packet.  The 

end nodes estimate and compute the message latency and adjust their logic clock 

value based on the root node timestamp in the received sync packet. The clock 

adjustment on end nodes could be computed by ignoring the delays of propagation, 

encode and decode: 

t0 +  t · L +  (t2 −  t1)    (2.6) 

where t0 is the root node timestamp, t is the time of transmitting single bit, L is the 

length of the preamble and start symbols, t · L is transmission time of the preamble 

and start symbols, t1 is the receiver's local clock value when the last bit of the sync 

packet is being received, and t2 is the receiver's local clock value before adjusting its 

clock. The value of t2 −  t1  could be close to the reception time, which will be 

described in 3.2.4 message latency. 
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Figure 2.6 Principle of DMTS algorithm (Ping, 2003) 

DMTS adopts hierarchical broadcast time synchronisation in multi-hop situations. The 

root node, which is used as a time reference, is assigned as level 0, and the 

neighbours of the root node are level 1 nodes and so on. The root node broadcasts 

the time sync packet frequently. The receivers check the level ID in sync packet once 

received a new message. The receivers synchronise their clock to the lower level 

nodes only, which means the sync packet with higher-level ID will be discarded directly. 

The synchronised receivers become the reference nodes of next level to broadcast 

time sync packets to their children nodes. 

Although DMTS is a simple and effective WSN time synchronisation algorithm which 

could synchronise the whole network by broadcasting a single time sync packet, the 

high-level nodes may receive more than one synchronisation messages from multiple 

low-level nodes in multi-hop networks. The receiver will accept the first time sync 

message only and discard the rest of the time sync messages as redundancy. The 

redundancy will increase if the number of hops increases. The network energy could 

be exhausted expeditiously if the redundancy is large. 

  

2.3.6 FTSP (Flooding Time Synchronization Protocol) 

FTSP (Maróti et al., 2004) is an ad-hoc based and supports multi-hop situation's WSN 

time synchronisation protocol. FTSP could synchronise the whole network time by 

broadcasting a single time sync message and the root node does not require 

acknowledgement information for further calculations. As shown in Figure 2.7, the 
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sender transmits the preamble bytes to notify the receiver that the sync packet is on 

the way. The receiver computes the bit offset of the received SYNC bytes and 

prepares the message structure. The sender then broadcasts the time sync bytes with 

its MAC-layer timestamp of the message departure. The actual message departure 

time is computed by the data length and the transmission frequency. The receiver 

records the transmission completion time of SYNC bytes which means the final bit of 

the SYNC bytes is received successfully to compute the transmission delay between 

two nodes. The receiver then adjusts its clock by calculating the offset = tr - tb - t where 

tr is the message arrival time of the receiver local clock, tb is the transmission delay 

between the sender and the receiver, and t indicates the message departure time of 

the sender local clock. The time synchronisation process completes at the receiver 

clock adjustment without sending an acknowledgement to the sender, which saves 

energy and reduces the probability of suffering message latency effects. Still, it 

requires a more precise calculation on the receiver side. 

 

Figure 2.7 FTSP Data Packets (Maróti et al., 2004) 

FTSP compensates clock drift by applying RBS clock drift compensation linear 

regression to improve time synchronisation precision and reduce communication 

overhead (Elson, Girod, & Estrin, 2003). The sender broadcasts sync message which 

contains preamble bytes, SYNC bytes, data bytes and CRC bytes periodically. The 

preamble bytes act as a start flag indicating the message transmission starts; the 

SYNC bytes arrange the message in order; the data bytes contain timestamp 

information; the CRC bytes verify the message is integrated. The receiver collects 

multiple synchronisation messages and extracts the time information from the packets 

to create an optimised straight line using the clock offset linear regression. The 

algorithm attempts to fit in all existing data point into the line with compensation. A 

specific moment of clock drift is computable by applying the linear regression in the 

receiver, which means no frequent sync message is required as the receiver 
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calculates the relevant clock drift locally. The network traffic congestion and energy 

consumption are released at some level. FTSP requires all nodes in the network using 

the same frequency local clock to calculate the local clock drift effectively by the linear 

regression. 

FTSP supports multi-hop network structure and assigns each node a unique ID in the 

network. A root node is elected as a time reference, and the rest of the nodes in the 

network synchronise their local clock to the root node. FTSP uses a dynamic spanning 

tree structure, which means re-election is occurred periodically depending on the clock 

drift values. The global time is expanded from the root node to every branch in the tree 

structure network, which shortens the initial establishment time and energy 

consumption. Every node in the system can be a reference node. This dynamic 

structure and periodic re-election mechanism provides a better solution on node and 

link failure and improves the network robustness. 

 

2.4 Overview of Clock Offset and Clock Skew Estimations 

Time synchronisation is one of the critical components of the WSN technique. It is the 

foundation of data fusion and energy conservation. In data fusion, a unified time 

among nodes is required. In energy conservation, the simultaneous sleep and 

activation mechanism requires the time synchronisation technique to arrange the 

schedule, for example, TDMA (Time Division Multiple Address). 

In distributed systems, every sensor node implements a local clock. The different 

frequencies of the crystal oscillators the change of the temperature and the 

interference generate the clock offset. The time among nodes starts to generate offset 

after each synchronisation. The cooperation of a distributed system requires a 

consistent time among nodes. Therefore, the time synchronisation mechanism is one 

of the critical tools in the basic framework of the distributed system. There are the 

physical time and the logical time in the distributed time synchronisation. The physical 

time indicates the universal time and the logical time suggests the order of a set of 

events. There is a global time of the distributed system, which could be the physical 

time or the logical time depending on the applications. 
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Generally, the sensor node’s local physical clock is controlled by the quartz oscillator 

frequency and the accumulation of a timer trigger. The programming interface and 

logic may be different on different operating systems and hardware platforms. 

However, the error among sensor node clocks is uncompensated. In theory, the clocks 

are synchronised if their frequencies and message latencies are entirely the same. 

The precision of the clock offset setting is limited, and the frequencies of crystal 

oscillators cannot be achieved identical. The frequency error of common crystal-quartz 

oscillators is about 40 parts per million which equate to 40 ms per second. 

There are random noise and clock offsets in the value of clock error. The clock offset 

can be produced from traffic queueing or environmental issues. The effect of these 

random clock offsets may exist for a short time only. However, the age of the crystal-

quartz oscillator changes the crossing-zero frequency hiddenly, which is hard to 

monitor and discover (Elson, Girod, & Estrin, 2003). Therefore, to adjust the local 

logical clock periodically is good for system stability. 

The most WSN time synchronisation solutions adjust the clock offset only and lack 

consideration of the adjustment of clock frequency. Therefore, those methods result 

in a consistent time is remained for a short period only. The synchronisation error 

rapidly increases as time goes on. A resynchronisation has to be completed after a 

short time. On the other hand, most of the existing clock offset estimation methods 

base on a set of single measurement results and the average of a set of 

measurements. The measured value of clock offsets may increase the errors if the 

single measurement is incorrect. Some of these errors follow exponential distributions 

(Qasim & Erchin, 2008). 

The send time and the access time of the message latency rely on the instant load of 

the CPU and the network. The message latency changes with time, which is difficult 

to predict and the send time and the access time are the main contributors of the time 

synchronisation error. RBS avoids the send time and the access time delays by using 

broadcast messages when obtaining the timestamp. To due with the clock offset 

problem, RBS applies conventional statistical methods. The sender sends multiple 

messages. The receiver receives these messages by sending timestamps and obtains 

the mean of the time difference between the sender and the receiver. The least-

squares linear regression is used to generate a fitting linear which is used to predict 
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the clock offset. The slope of the linear regression is the clock skew and the dots 

spreading around the linear are the time difference between the sender and the 

receiver. The clock offset calculation in the TPSN is relatively more straightforward as 

the dual-way message communication provides a higher time precision. 

The clock offset estimation of the mini-sync and the tiny-sync is based on the linear 

regression and is similar to the RBS. The slope of the linear regression indicates the 

frequency difference between the sender and the receiver and the constant value of 

the linear regression indicates the clock offset value. A lower bound and an upper 

bound is obtained in the mini-sync and the tiny-sync. Again, the mini-sync and the tiny-

sync collect multiple timestamps from multiple messages as RBS and calculate the 

linear regression. Moreover, the mini-sync and tiny-sync generate the lower bound 

and the upper bound from those data points. The final linear regression of the mini-

sync and tiny-sync is predicated within the lower bound and the upper bound. The 

single-way transmission is used to predict clock offsets in the message latency 

measurement-based DMTS. The receiver measures the single-way delay and 

considers the timestamp in the packet to adjust the clock. 

 

 

 

 

 

 

 

Figure 2.8 Clock offset estimation 

With the help of the clock model between two nodes, the frequency difference between 

two nodes is more explicit. There are two procedures in the wireless sensor network 

time synchronisation. The first one is the clock offset tuning and the second one is the 

clock skew alignment. The local timer can be synchronised to absolute time (Universal 

Time Coordinated, UTC) or the network-wide time. Both clock offset tuning and clock 

Upper bound 
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skew alignment are implemented on the software side. The hardware clock is not 

changeable in wireless sensor end devices. The clock skew alignment is essential in 

the clock offset estimation to deal with the uncertainties of the crystal oscillator. The 

clock skew is the main portion of the clock offset. The clock skew alignment maintains 

the time accuracy for a more extended period than the clock offset tuning as the clock 

frequency changes gradually. An efficient clock skew alignment can save energy 

consumption spending on the time synchronisation. 

 

2.5 Sensing Models 

Sensing models are concluded into two major types: the binary sensing model and the 

probabilistic sensing models. The binary sensing model only defines two statuses: 

probability one which indicates the monitoring object or event is within the monitoring 

area, and probability zero which means the monitoring object is out of the monitoring 

area of the sensor node. The result from a binary sensing model may be biased 

because the decision of whether the object is detected or not could be determined by 

any single node from the WSN. The binary sensing model is used for coverage control 

commonly in the monitoring areas with no geographical location information or random 

deployment. The binary sensing model could be expressed as equation 2.7 (Zou & 

Chakrabarty, 2005) below: 

𝑃𝑃𝑖𝑖(𝑆𝑆𝑖𝑖) = �1, 𝑖𝑖𝑖𝑖 𝑑𝑑(𝑆𝑆𝑖𝑖,𝑇𝑇) < 𝑟𝑟
0,𝑂𝑂𝑂𝑂ℎ𝑒𝑒𝑟𝑟𝑒𝑒𝑖𝑖𝑒𝑒𝑒𝑒     (2.7) 

𝑆𝑆𝑖𝑖  indicates the sensor node; 𝑇𝑇  indicates the targeted object; 𝑃𝑃𝑖𝑖(𝑆𝑆𝑖𝑖)  indicates the 

probability model results in the sensor node; 𝑑𝑑(𝑆𝑆𝑖𝑖,𝑇𝑇) indicates the distance between 

the sensor node and the targeted object; 𝑟𝑟 indicates the signal strength. 

However, in reality, to decide whether an object is detected or not should be a fused 

probability from the results of several neighbour sensor nodes around the mobile 

object. The likelihood of detection is decided by the physical characteristics of sensor 

nodes, the distance between the detected object and the anchors, and so on. 

Therefore, probabilistic sensing models could describe the network coverage 

capability more precisely. Each neighbour sensor node applies equation 2.7 
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separately to obtain is its sensing probability. A set of probabilistic results which are 

from the neighbour sensor nodes around the detected target are formed by the 

probabilistic sensing model. The sensing probability of the target T could be expressed 

as equation 2.8 (Zou & Chakrabarty, 2005) below: 

    𝑃𝑃𝑖𝑖(𝑆𝑆𝑖𝑖) = 1 −∏ (1 − 𝑝𝑝𝑖𝑖𝑘𝑘𝑠𝑠𝑘𝑘∈𝑆𝑆 )    (2.8) 

k indicates the number of neighbour nodes in the sensing area; S suggests the set of 

the neighbour nodes; i indicates the sequence of sensor nodes in the set S. 

The sensing area covers the target if the probability Pi(Si) of any one of the sensor 

nodes in the monitoring area is greater than the probability threshold Pth. Therefore, 

to define whether the target is covered or not could be expressed as a binary sensing 

model in equation 2.9 (Zou & Chakrabarty, 2005): 

Covered(T) = � 1, 𝑃𝑃𝑖𝑖 ≥ 𝑃𝑃𝑡𝑡ℎ
0, 𝑜𝑜𝑂𝑂ℎ𝑒𝑒𝑟𝑟𝑒𝑒𝑖𝑖𝑒𝑒𝑒𝑒   (2.9) 

This sensing model can help on determining the edge of the active areas when one or 

more moving objects enter the monitoring area. 

 

2.6 Coverage and Connectivity 

The quality of network coverage and connectivity is one of the critical factors in WSNs. 

The deployment of redundant sensor nodes in the network infrastructure could solve 

the coverage and connectivity problems by applying heuristic algorithms to control the 

node status at a basic level. The main idea of heuristic algorithms is to switch off 

sensor nodes alternately in an acceptable quality of network service situation to save 

energy on each node about evenly and extend the network lifetime. In heuristic 

algorithms, sensor nodes should keep contact with the sink and prevent to be isolated 

from the network to secure the connectivity of the system. Tian (2002) has proposed 

an off-duty eligibility rule to guarantee network coverage. In the coverage-preserving 

node scheduling scheme, a sensor node calculates the sensing area of its neighbour 

nodes and the sensing area of itself from the provided geographical location 

information. It obtains the sponsored coverage of every node from the sensing area to 
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compute the coverage relevant between the sensor node and each of its neighbours. 

Ye (2003) has presented a sensor node density control protocol based on detections. 

Wu (2005) has introduced a two-dimensional normal distribution deployment method 

to solve the coverage problem. 

However, none of the above coverage control algorithms has considered network 

connectivity. The network connectivity problem has been researched from two 

underlying assumptions: static signal strength and dynamic signal strength. The 

sensor nodes could switch connection modes to set up the CDS (Central Dynamic 

Store) for future connections. In the meanwhile, key nodes are assigned in routings to 

support communications. One of the connectivity solutions using static signal strength 

is the Connectivity-based Partition Approach (CPA) (Ding, Wang, & Xiao, 2009). The 

sensor nodes are assigned to different partitions of the monitoring area according to 

their measured connectivity. The other sensor nodes will turn to sleep mode if any of 

the sensor nodes in the same partition is in activated mode during a specific period. 

CPA ensures the network connectivity when most sensor nodes are switched off in 

sleep mode to extend the network lifetime. A dynamic signal strength network means 

every node in the WSN could control its signal transmitted power dynamically 

according to the sensor deployment density. A typical dynamic signal strength network 

connectivity solution is to construct a Local Minimum Spanning Tree (LMST) for each 

node in the network to ensure the connections among nodes and save network energy 

(Li, Hou, & Sha, 2005). 

The coverage and the connectivity of a sensor node deployment method are equally 

important in WSNs. Liu (2006) proposed joint scheduling which considered both 

coverage and connectivity in WSNs. Extra relay nodes were deployed to enhance the 

network connectivity based on a statistical sensing coverage deployment solution. 

Zhao (2008) has presented a connected target coverage (CTC) solution which groups 

sensor nodes into sets. Each set of nodes covered a specific target and connected 

with the other sets in the network. Tezcan (2006) has introduced a logical layering 

schedule to guarantee the coverage quality and the connectivity of WSNs. The 

methods described above can be used in our research to enhance the connectivity 

and coverage of the network and increase the robustness of the system. 
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2.7 Lifetime 

The lifetime of WSNs is started from the first valid packet delivered and ended with the 

first node’s energy exhausted. The energy hole problem (Mahendrababu & Lakshmi, 

2018) explains the reason why the network lifetime ends when the first node energy 

exhausted. According to the energy hole theory, the first node with exhausted energy 

in a WSN should be the ones around the sinks. The sensor nodes around the sinks 

are called neck sensor nodes. The dead of the neck sensor node indicates the child 

sensor nodes of the neck sensor node cannot communicate with the sinks. The 

network is no longer usable if only one sink is applied in the system. The network is 

not fully connected or incompleted if multiple sinks are applied in a system. Therefore, 

a network lifetime is terminated when the first neck node is dead. 

The WSN lifetime threshold could rely on Connectivity-based (CB) and Percentage of 

Alive Nodes (PAN) models (Abdollahzadeh & Navimipour, 2016) generally. The 

connectivity-based model considers the number of sensor nodes communicating with 

the sink. The percentage of the alive node model is defined by the proportion of the 

sensor nodes which communicate with the sink. For example, half of the sensor nodes 

in the network may lose connection with the sink if any neck nodes in the energy hole 

problem died. The number and the percentage of alive sensor nodes in the system will 

drop rapidly in this situation; even if the rest of the sensor nodes are still working on 

themselves. 

Active deployments could extend the WSN lifetime. The basic idea of an active 

deployment is the network should have the ability to replace low energy level sensor 

nodes and faulty nodes by new full energy sensor nodes from the redundant deployed 

nodes. The redundant nodes could be deployed manually, randomly or automatically 

by robots at the beginning of the deployment or anytime necessary. A challenge of 

redundant deployments is the replacement interface between old nodes and new 

nodes because a new node needs to get permission to enter the existing network and 

inherit all information from the old node. 

Inoue (2010) has proposed a network lifetime extension deployment method which 

increases the number of sensor nodes in energy-consumed areas. The monitoring 

area was divided into several subareas. The subarea is marked as a high energy 
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consumption subarea when the energy sum of all sensor nodes in this subarea was 

lower than a certain threshold. The network administrator would apply relevant 

strategies to add new full-powered sensor nodes in the energy-consumed area 

randomly or manually. A routing recovery method was provided in the article to deal 

with node replacements after analysing the interface between new sensor nodes and 

the existing network. The assignment of the new full energy nodes in the energy-

consumed monitoring areas could remedy the energy exhausted sensor nodes 

effectively, thereby the impacts of the energy exhaustion from dead sensor nodes in 

the network is reduced to increase the valid WSN lifetime. Vieira (2004) has presented 

an efficient incremental sensor network deployment algorithm by acquiring and 

analysing the sensor node density, energy surplus and coverage in different subareas. 

More sensor nodes are deployed in those insufficient subareas. The number of sensor 

nodes required to cover a specific monitoring area is predicted in this algorithm. The 

efficient incremental sensor network deployment algorithm obtains the subareas, 

which require extra sensor nodes in a short period by adopting the largest empty circle 

theory. 

The methods described above provide WSN lifetime extension approaches from 

physical sides, which could be applied to the current system in the research to extend 

the WSN lifetime further. 

 

2.8 Deployment Strategies 

Low-cost WSNs could be optimised to solve coverage issues, connectivity issues, 

energy efficiency issues or a combination of the multi-purpose problems. Sensor 

nodes are the most basic infrastructure in a functioning WSN, and sensor node 

deployment is the first step of starting up a new WSN. A deployment strategy is to 

deploy wireless sensor nodes following some algorithms which could be maximising 

the network capacity or minimising the energy consumption in a single task to optimise 

the existing network resources. WSN deployment strategies focus on the four 

orientations of optimisation issues which are classified as coverage maximisation, 

connectivity maximisation, energy efficiency optimisation and multi-objective 

optimisation (Abdollahzadeh & Navimipour, 2016).  
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The evaluation standard of deployment strategies could be considered from three 

aspects: information integrity and accuracy, information transferability, and system 

energy consumption indicating the network lifetime in a battery-powered WSN. A 

comprehensive deployment strategy could be developed from combining the three 

aspects of the evaluation standard with the application requirements and system 

characteristics. The information integrity and accuracy could be evaluated from the 

sensing area coverage percentage of the whole monitoring area, a reasonable 

deployment of redundant nodes, good tolerance of message errors and a dynamic 

scheme for sensor node management. The information transferability indicates the 

delivery of the collected information from end devices to the network terminal could be 

performed accurately in time. The energy limitation problem is the most significant 

difference between wireless sensor networks and other networks. The system energy 

consumption requires sensor nodes to complete their tasks in a low-cost manner to 

extend the whole network’s lifetime. Corresponding to the optimisation issues, the 

deployment problems can be described in Table 2.3. 

 

Table 2.3 Deployment problems 

Problems Descriptions 

Coverage Whether the initial sensor node deployment covers the whole 

monitoring area or not and whether the targeted information is 

collected correctly and entirely by the sensor nodes in the monitoring 

area or not. 

Connectivity Whether the collected information could be delivered accurately from 

the end devices to the central station or not. 

Energy 

Efficiency 

The energy efficiency problems could be discussed from the network 

lifetime extension and the request process capability. 

 

In consideration of WSN characteristics, the two questions of deployment coverage 

could be considered in three elements: initial coverage, dynamic adjustment and 

mobile sinks.  
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Table 2.4 Elements to be considered in deployment coverage problems 

Elements Descriptions 

Initial 

Coverage 

The initial coverage could only deal with static WSNs which indicate 

the WSN from sensor nodes, sinks, sensing targets, sensing 

information and routings are all fixed along with the time-lapse. 

Dynamic 

Adjustment 

The dynamic adjustment aims at modifying the initial deployment to fit 

the actual requirements while the network is changing because of the 

topology adjustment and the energy consumption factors. 

Mobile 

Sinks 

The mobile sinks work as bridges between clusters. This solution 

benefits the areas with low sensor node density or low energy level by 

connecting clusters. 

 

There are some methods used to solve the coverage problem. A spread and shrink 

operations deployment method (Razafindralambo, Erdelj, Zorbas, & Natalizio, 2017) 

provides an effective discovery mechanism and a monitoring area coverage solution 

for dynamic WSNs. The spreading mechanism focuses on sensor node discovery and 

link preservation. The sensor node discovery strategy extends the covered area 

effectively and the link preservation strategy prepares for data transmission. A grid 

coverage extension method is presented in the spread mechanism. The shrink 

mechanism removes invalid or outbound sensor nodes quickly and actively. An ant 

colony optimization with greedy migration mechanism (ACO-Greedy) (Liu & He, 2014) 

gives a solution to the coverage problem as well. It deploys wireless sensor nodes as 

a point of solution (PoS) according to the locations of point of interest (PoI) in the 

monitoring area. The optimisation algorithm of ACO-Greedy could cover all PoI with a 

minimum number of sensor nodes to reduce the whole network energy consumption 

in static grid WSNs. 

Sensor nodes could be connected in a mesh topology without any routing protocols or 

connected with relevant neighbours only following routing tables generated from the 

routing algorithms with routing protocols. The network could be identified as a 

connected network when one or more routing could deliver packets from the end 

devices to the sinks in a routing protocol. The priority of the network connectivity would 
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be raised when the circumstance of the monitoring area is atrocious, or the terrain of 

the monitoring area is complicated. 

The methods below are trying to deal with the deployment connectivity problem. Relay 

node deployment method (Cheng, Ling, & Sadler, 2017) deploys relay nodes on the 

overlap areas (Figure 2.9) among sub monitoring areas to connect multiple sub 

coverage areas to a completed monitoring area by enhancing the weak connections 

among clusters. The connections among various groups could be maximised after 

appropriate relay node deployment in justified locations. The average connectivity 

percentage (AI-Turjman, Hassanein, & Ibnkahla, 2013) method provides a metric to 

measure the quantity of the connections with random error situations in grid-based 

deployments. Two scenarios of grid-based deployment have been discussed and 

verified from the grid-shape, random error distributions and different environmental 

characteristics by simulations. 

 

Figure 2.9 Overlap Areas (Cheng, Ling, & Sadler, 2017) 

The network lifetime could be extended if the energy consumption of each sensor node 

is equal, which requires comprehensive routing algorithms to maintain the energy 

consumption balance in each sensor node. The number of responded requests is 

considered as the index of energy efficiency evaluation in a high demand WSN. Each 

sensor node should consume minimum energy in the sensor node deployment phase, 

and the average energy consumption of the network should achieve minimum energy 

consumption during the sensing period. 

Some methods to improve the network performance from the energy efficiency side is 

listed below. Non-uniform deployment (Liao, Kuai, & Lin, 2015) could solve the energy 

hole problem productively by increasing the sensor node density around the sinks and 

spreading the heavy load of data-forwarding transmissions to the sensor nodes around 

the sinks averagely. A persuasive energy consumption spreading algorithm could deal 
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with the unbalanced initial energy level of sensor nodes situations as well. A double-

layered deployment of the cooperation between end devices and relay nodes (Zhou & 

Yi, 2013) could reduce the energy consumption of end sensor nodes adequately. The 

low signal strength and small coverage limit the transmission ability of end devices. 

The sensor nodes complete monitoring task in local areas, information collecting task 

and data sending mission from the targeted point to the closest relay node. The relay 

nodes which have high transmission capability, strong signal strength and broad 

coverage are deployed as a second layer network acting cluster heads to lead the 

sensor nodes in each cluster. The relay nodes do not conduct any monitoring tasks 

but only forward data from the sensor nodes to the sinks. 

Each performable deployment strategy has to consider coverage issues, connectivity 

issues and energy consumption issues even if it may focus on optimising one problem 

of coverage problems, connectivity problems or energy problems. Instead of 

concentrating on the solution of one factor, the multi-objective solutions concentrate 

on more than one factors or all of the three elements. As one example of multi-

objective solutions, the multi-objective particle swarm deployment (Pradhan & Panda, 

2012) optimised both coverage and energy problems by generating two individual 

algorithms for each problem respectively, find out their relevant and restricted 

elements and fuse two algorithms into a comprehensive deployment method. Mobile 

sensor nodes kept automatic moving following the algorithm instructions to construct 

the wireless sensor network till all connections among sensor nodes were built. 

Another example of multi-objective solutions is an incremental deployment algorithm 

(Lin, Zhang, & Yan, 2013) which optimises static WSN deployments from coverage 

problems and connectivity problems by applying a probabilistic sensor sensing model. 

Multiple autonomous agents deployed sensor nodes by adopting the result of 

predetermined calculations automatically at applicable positions. 

The issues discussed and examples given above present the existing solutions to the 

coverage, connectivity and energy efficiency problems and build the foundation of 

knowledge for the research in WSNs. 
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2.9 Simulation Tool 

NS2 (Network Simulator –  Version 2) is designed by UC Berkeley and was 

maintained by VINT Project group at the first release. SAMAN and COnsER are 

responsible for the maintenance work now. VINT Project develops the tools for 

simulation result display, analysis and conversion. The output of the topology structure 

in NS2 format could be converted to a real network topology by applying these tools. 

NS2, which is programmed by C++ and OTcl languages, is an object-oriented and 

event-driven network simulator. NS2 implements network protocols, for example, TCP 

(Transmission Control Protocol) and UDP (User Datagram Protocol), data 

transmissions, for example, FTP (File Transfer Protocol), Telnet, Web, CBR (Constant 

Bit Rate) and VBR (Variable Bit Rate), routing queuing management mechanisms, for 

instance, DropTail, RED (Random Early Detection) and CBQ (Class-Based Queueing), 

and routing algorithms, for example, Dijkstr. NS2 also supports multicasting and MAC 

protocol simulations.  

 

Figure 2.10 Simulation Process 

As shown in Figure 2.10, NS2 is an OTcl script interpreter which consists of the 

simulation event scheduler, network component objects library, plumbing of network 

components module library (member functions of necessary simulation objects). The 

OTcl script sets up an event scheduler to initialise the network topology structure and 

setting, and run the simulated network in NS2. The network object and its member 

functions send requests to the network source for the start and end times of the 

simulation by implementing the event scheduler. 
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2.10 Challenges and Limitations 

WSNs apply distributed systems. Each wireless sensor node is seen as an individual 

database and runs its system. All databases from different nodes are visible to users 

by sending requests from the central control desk. Still, the internal communications 

of the wireless sensor network are invisible and unmanageable by users, which is the 

most significant characteristic of a distributed system. The features of a wireless 

sensor network are different from the traditional data network. Therefore, new 

challenges are appeared to design and implement wireless sensor networks as well 

as more restricted limitations. The distinctive characteristics of WSNs are self-

management, dynamic, task-driven, high density, cooperation, energy limitation and 

low cost. The challenges of wireless sensor network time synchronisation include 

energy problems, real-time system achievements, low-cost sensor nodes and the 

collaboration among sensor nodes. The design constraints of this project are 

discussed from the limited energy source, unpredictable random message latency and 

traffic collisions. The main challenges of WSNs are power management, low 

complexity, self-organisation and routing. The first three problems have been 

optimised partially by IEEE 802.15.4. 

 

2.10.1 Challenges for MAC in WSNs 

The challenges for MAC (Medium Access Control) protocols could be discussed from 

7 aspects: the WSN architecture, the limited energy resources, the limited processing 

and storage capabilities, the limited packet size, the low-cost encoder and decoders, 

the inaccurate clock crystal oscillators and the event-driven network. The high density 

of nodes increases the probability of collision, which is the main challenge in WSN 

architecture aspect. The connectivity and performance of the system are affected 

when the node power is exhausted. The nodes have to keep the radio on while they 

are in the idle listening state and the frequent state-change wastes the limited energy 

resources in wireless sensor nodes. In low-performance nodes, complex algorithms 

are too heavy to be implemented and centralized or local management is restricted. 

The restrictions in a large-scale event-driven WSN include: 
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 to use global unique node ID is impractical; 

 the header space is limited by the packet size; 

 to implement sophisticated encoders and decoders is difficult with low-cost 

nodes; 

 the accuracy of cheap clock crystal oscillators is unstable; 

 the raw data captured from the physical phenomenon may be filled with 

errors as well. 

Therefore, the conventional layered architecture of the MAC protocol is inappropriate 

in WSNs. 

To minimise the control overhead can prevent further collisions from the WSN 

architecture aspect and conserve energy by reducing the size of control packets from 

the limited energy resources aspect. A collision avoidance mechanism is essential in 

a MAC protocol. Simple scheduling algorithms and synchronisation algorithms are 

required to avoid idle listening and prevent frequent radio state changes (active <-> 

sleep) consuming the limited energy resources, occupying the finite processing 

capability and storage and relying on the low-cost crystal oscillator timers too much. A 

cross-layer optimisation is required in the distributed self-configuration network. A 

simple FEC (Forward Error Correction) is needed for error controls, and the carrier 

sense mechanism helps to decrease the error rate. The spatial-temporal correlation 

between the physical phenomenon and captured data should be reversible in an 

event-driven network. A low power MAC protocol with minimum control packets, short 

idle listening periods and low frequency of radio state changes is expected in WSNs. 

The MAC protocol controls the usage method of wireless channels and assigns limited 

wireless communication resources among nodes to build the bottom foundation 

structure for WSN systems. The MAC protocol affects the performance of the WSN 

significantly as it is one of the critical network protocols to drive effective 

communications in WSN. The MAC sublayer is the upper sublayer of the data link 

layer in the WSN layering model. The primary functions of the data link layer include 

datalink verification, confirmation and feedback to build error-free physical 

connections. 
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The limited energy, storage, computability and communication bandwidth of nodes 

restrict the functionality of the single node. The powerful features of the WSN are from 

the collaboration of numerous nodes. The MAC protocol coordinates the wireless 

channel assignment in multiple nodes communication locally. A WSN MAC protocol 

design should consider the requirements below: 

1. Energy conservation. The wireless sensor nodes are battery-equipped in most 

scenarios. Recharging or replacing batteries is difficult. One of the tasks of a 

WSN MAC protocol is to ensure WSN working in a long period. An ideal MAC 

protocol should conserve the network energy to the greatest extent on the 

premise that the application tasks are completed correctly. 

2. Scalability. The number, deployment density and location of the sensor nodes 

may keep changing over time. The topology structure and size of the network 

are dynamic. Therefore, the scalability of a suitable MAC protocol is essential. 

3. Network efficiency. The fairness, latency, throughput and bandwidth utilization 

are the attributes to evaluate the network efficiency. 

 

The network scalability and efficiency can be improved significantly if the energy waste 

problem is solved effectively in WSNs. The energy conservation is the primary goal of 

a WSN MAC protocol. The focuses of a conventional MAC protocol are the fairness 

and improvement of the bandwidth usage and the real-time performance of a network 

when the sufficient energy supply or recharging is available. The topology of the 

traditional networks is stable compared to WSNs. The prime functionalities of a WSN 

MAC protocol and a conventional MAC protocol are in the reverse order. Therefore, 

the research and development of an advance MAC protocol for WSN are necessary. 

The types of status of the wireless communication module in a sensor node are 

sending, receiving, listening and sleep. The energy consumption is in a decrease order 

of the above status. The WSN MAC protocol reduces energy consumption by 

alternating the listening and sleep modes as a wireless channel usage mechanism. 

The sensor node switches on the wireless transceiver to send messages or sense the 

channel when the data is captured or when the information exchange is expected. The 

node switches the wireless transceiver to sleep mode while no data is sending or 

waiting to reduce the energy wasted on idle listening. One or more time-schedules are 

shared by neighbour nodes to prevent missing messages during sleep periods and 
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reduce idle listening periods. An optimal synchronisation mechanism should switch all 

nodes in the network to sleep mode or active mode simultaneously. To design a MAC 

protocol in the contention service, the synchronisation mechanism should consider 

decreasing the probability of data collisions, keeping the algorithms simple and 

effective and preventing high energy consumption. 

 

2.10.2 Challenges for Time Synchronisation 

Time synchronisation mechanisms are used widely; for example, the Network Time 

Protocol (NTP) on the Internet, the Global Position System (GPS) and the Universal 

Time Coordinated (UTC). Time synchronisation is viewed as a critical technique in 

WSNs, for example, distributed beam systems, Time Division Multiple Address (TDMA) 

schedule mechanism and data fusions are all supported by the active time 

synchronisation mechanisms. The localization system detects the speed and direction 

of the target objects by the accurate time synchronisation. 

The main parameters of comparison of WSN time synchronisation performance are 

the maximum time error, the period of maintaining in synchronisation, the number of 

hops of the synchronisation, the synchronisation coverage, the efficiency of the 

synchronisation period and the energy consumption, and the cost and the size of the 

device. The cost of the wireless sensor nodes could not be too high and the size of 

the wireless sensor nodes needs to be small. No extra component should be installed 

for the WSN time synchronisation purpose except the essential crystal oscillator and 

the wireless transceiver. Therefore, the cost and size are the main restrictions of the 

WSN time synchronisation design. In most of the scenarios, the wireless sensor nodes 

work on their own without human interactions and the power of the wireless sensor 

nodes are limited. An extended period of listening could consume tremendous energy 

as time goes on. Therefore, energy conservation is considered as a prime condition in 

the time synchronisation mechanism design. Most of the existing network time 

synchronisation mechanisms focus on decreasing the time errors and increasing the 

time synchronisation accuracy. Still, the energy consumption of computation and 

communication lacks consideration because those network time synchronisation 
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mechanisms are designed for computers with a consistent power supply and a higher 

computation capacity. 

Most of the wireless sensor nodes in a WSN rely on the time synchronisation 

messages to synchronise their local clock. Some beacon nodes may equip GPS to 

sync to the UTC in some WSNs. There are several important factors to be considered 

when designing time synchronisation mechanisms, such as expansibility, stability, 

robustness, convergency and energy cognition. 

 Expansibility -- The WSN deployment density depends on both the size of 

the monitoring area and the number of wireless sensor nodes. A WSN time 

synchronisation mechanism has to overcome the dynamic variation of the 

wireless sensor network with the expansibility, which includes adding 

additional new nodes and removing dead and error nodes. 

 Stability -- Based on the network connectivity, the wireless sensor nodes 

and the topology of the network change over time. WSN time 

synchronisation mechanisms need to fulfil the continuity and consistency of 

the synchronisation in this dynamic scenario, which maintains the stability 

of the network. 

 Robustness -- Because of the external factors of the environment and the 

internal factors of the crystal oscillator, wireless sensor nodes may lose 

connection at any time. The communication among wireless channel may 

be interrupted by any possible signals. Therefore, the robustness of the 

WSN time synchronisation mechanism is one of the design requirements. 

 Convergency -- Both the dynamic topology and the energy restriction limit 

the time synchronisation period, which has to be short and efficient. The 

sensor node aware whether its local clock is synchronised or not, which is 

the convergency. 

 Energy cognition -- The number of messages between each pair of nodes 

should keep low to reduce energy consumption. Only the essential 

information should be included and sent during the communication. The 

network energy balance is another issue while to extend the network 

lifetime is the primary purpose of energy conservation of the single node. 
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Therefore, the energy cognition in WSNs includes both the energy 

conservation of a single node and the energy consumption balance of the 

system. The network energy is saved when both requirements are fulfilled. 

The applications of WSNs are various in different scenarios. It is difficult to apply a 

standard time synchronisation mechanism to all the situations. The physical hardware 

may use sound or light as its signal. Even within the same application, the time 

synchronisation of the network may spread in different layers, and the requirements 

of the time synchronisation in different layers are various. For example, in object 

localization and tracking system, the needs of the time synchronisation may vary 

depending on the type of signals, the localization algorithms and the external scenes 

– indoor/outdoor etc. Different applications in different scenarios have different 

requirements of time synchronisation methods: 

 A beam array localization system requires an absolute public time. Real-

time synchronisation is needed for this kind of distributed system. The 

maximum time synchronisation tolerance is 100 μs. The tracking requires 

the continuous localisation technique to estimate the speed, velocity and 

the direction of movements. The tracking function requires a more 

prolonged period alignment and a larger area of active monitoring, but the 

accuracy may be still lower than the point localization algorithm. The time 

error depends on the speed of the mobile object. The challenges of a 

distributed mobile object localization and tracking system time 

synchronisation are the restriction of the network traffic and the localization 

and tracking accuracy. 

 Instead of passing the monitored events directly, the data fusion procedure 

could reduce the network traffic efficiently, but in this situation, the 

computation cost is another challenge. The requirement of time 

synchronisation accuracy in data fusion applications is lower than object 

tracking applications. Still, the data passing nodes must be activated before 

the data fusion process, which indicates the activation of the relevant nodes 

is more significant than the beam array. 
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 The on-demand model supports interactions between users and sensor 

nodes. For example, the user sends a status request of the sensor node to 

the gateway, and the gateway passes this request to the specific sensor 

node. The node then responses to the application. This procedure could 

tolerate a high time error, but the distributed system must synchronise with 

the UTC. 

The various purposes of the WSNs in different scenarios require abundant time 

synchronisation mechanisms in different applications. It is difficult to find a standard 

time synchronisation mechanism to fit all situations. 

 

2.10.3 Challenges for Clock Offset and Skew 

The main challenge of the WSN clock offset estimation is in between the cost of 

computation and the energy consumption versus the time synchronisation accuracy. 

The crystal oscillator is affected by environment factors continually and the local clock 

cannot be synchronised during the radio-off period. A good clock offset estimator 

should fit in different network link delays and has low complexity. The clock offset 

indicates the time difference between the clock reading of a sensor node and the 

absolute time reading or another sensor node time value. The clock skew is the 

frequency differences among sensor nodes and can be classified as positive skew 

and negative skew. The clock drift is the clock frequency differences after the clock 

skew compensation. Most of the time synchronisation mechanisms focus on the 

process of the message exchange and lack of focus on the clock offset alignment and 

the clock skew tuning. To increase the time accuracy is the main focus of the existing 

time synchronisation methods. 

One of the aims of an efficient WSN time synchronisation mechanism is the high 

synchronisation accuracy. The level of time accuracy depends on the use of the 

application, the network platform, the deployment of sensor nodes, the wireless 

connection channel and the clock offset estimation etc. Many surveys determine the 

performance of the WSN time synchronisation mechanisms by comparing the time 

synchronisation accuracy. 
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The time error distribution after maximum likelihood estimation is close to a Gaussian 

distribution while no noise distribution is considered. The accumulation of the clock 

offset estimation error follows a normal distribution as 

E =  1
√2𝜋𝜋𝜎𝜎

exp (− (𝑥𝑥𝑖𝑖−𝜇𝜇)2

2𝜎𝜎2
)    (2.10) 

The question of how to tune the logical local clock of the sensor node with reasonable 

weighting parameters to increase the estimation accuracy, reduce the computation 

cost and minimise the number of synchronisation messages is the critical problem to 

be solved in the WSN time synchronisation clock offset estimation. 

In a sensor node, the timing mechanism of WSNs is composed of a crystal oscillator 

with rated frequency and a counter register. A zero-crossing increase the counter 

register by 1. The value of the local counter register is the local time of the sensor 

node (Yang Y. , 2012). Ideally, the rated frequency of the crystal oscillator follows a 

certain periodicity in a period. The oscillating pulse of the wireless sensor node 

configures the local physical time reading. The value of the register counter is the local 

software time reading which is readable and changeable. 

The reasons for the asynchronised local clocks are the low-cost of the device, the 

different switch-on time and the fluctuant frequency of the sensor node. The quality of 

the cheap crystal oscillator is unwarrantable so that the time of zero-crossing cannot 

be unique. The frequency error of the point counter is called clock skew. The variation 

of the clock skew is about 1~100ppm (parts per million) (Zhong, Chen, & He, 2011). 

Ppm represents the part of a second in units of 1/1000000. 

Table 2.5 Oscillator performance 

 Stability Accuracy Cost 

Caesium atomic clock 10-12~10-11 10-12~10-11 High 

Rubidium atomic 

clocks 

5*10-10~5*10-9 10-9 Middle 

Quartz-crystal clock 10-5~2*10-5 10-5~10-4 Low 

 

In a large scale distributed network, it is difficult to switch on all sensor nodes 

simultaneously. Initial clock offsets are generated in the asynchronised activation at 
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the beginning of the synchronisation. The external environmental influence factors 

affecting the accuracy of the oscillator include temperature, lighting, humidity and 

interference from the other electronic devices or systems; and the internal influence 

factors include the voltage of the module, the fluctuation of the current and the rate of 

the oscillator (Karl & Willig, 2007). The age of crystal oscillators affects the stability of 

the local clock, which causes the change of the clock skew. The variation of the 

frequency is the clock drift. The clock tuning modifies the value of the software time by 

appropriate compensation parameters to minimise the clock offset and the clock skew. 

The practical applications involving data fusion, event monitoring, TDOA (Time 

Difference Of Arrival) localization and event ordering require strict time 

synchronisation accuracy, which means a more efficient clock offset and skew 

estimation is essential. Most estimators apply maximum likelihood estimation to 

predict the local clock skew and offset. The MLE (Maximum Likelihood Estimation) 

gives considerable estimation results if the clock model fits a linear model and a short 

period of synchronisation fulfils the application requirements. Multiple linear 

regressions are generated and compared if the clock model is not linear. The 

searching process requires complex and high-cost computation which is hard to be 

implemented in a low-cost system. The hardware clock drift is affected by the 

environmental factors mainly, especially when the duty ratio is low. The clock drift 

could cause the node to miss its transmission period even if the logical clock in counter 

register matches. The simultaneous sleep-wake mechanism is hard to achieve if the 

clock offset and skew estimation is biased. 

Mathematic models or experiments can verify the performance of a time 

synchronisation mechanism. The clock models can be classified as continuous models 

and discrete models. The instantaneous local physical clock value can be described 

using a continuous model derived from the integral calculation to accumulate the area 

under the line between two coordinate points at the time axis as 

Ti(t) = ∫ 𝐹𝐹𝑖𝑖(𝑂𝑂)𝑑𝑑𝑂𝑂 + 𝐼𝐼𝑖𝑖(𝑂𝑂0) + 𝑁𝑁𝑖𝑖(𝑂𝑂)
𝑡𝑡
𝑡𝑡0

    (2.11) 

where 𝑖𝑖 is the node ID, 𝑂𝑂 is the time reading of the instantaneous moment, 𝐹𝐹 is the 

frequency of the crystal oscillator, 𝐼𝐼 is the initial time, and 𝑁𝑁 is the noise. 
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The clock offset is the time difference between two local physical clocks. The 

frequency of the oscillator is shifty over time and the changes in environmental factors. 

The rate could be defined as a random variable with an upper bound and a lower 

bound as 1 +  𝜉𝜉, where 𝜉𝜉 is between -1 and 1. The variation of the frequency is the 

clock skew. 

The time synchronisation data could be described as a discrete clock model which 

makes the calculation more suitable for the periodical situations (Galleani, 

Sacerdote, & Tavella, 2003). 

Ti[t] = ∑ 𝐹𝐹𝑖𝑖[𝑘𝑘] ∙ 𝑝𝑝(𝐹𝐹𝑖𝑖[𝑘𝑘]) + 𝑇𝑇𝑖𝑖[0] + 𝑁𝑁𝑖𝑖[𝑘𝑘]𝑡𝑡
𝑘𝑘=0     (2.12) 

where 𝐼𝐼 is the node ID, 𝑂𝑂 is the time reading of the instantaneous moment, 𝐹𝐹 is the 

frequency of the crystal oscillator, 𝑝𝑝 is the probability of the specific frequency, 𝑇𝑇𝑖𝑖[0] is 

the initial time, and 𝑁𝑁 is the noise. 

 

2.10.4 Design Limitations 

The design requirements of different WSN applications are different. It is a challenge 

to produce a one-fits-all framework like conventional networks because of the 

characteristics of WSNs. However, the limitations of WSNs are worth to be discussed 

as all applications have to overcome these challenges. 

 The limited power source of mobile devices in WSNs is the first design 

limitation. The environment of the monitoring area could be complicated 

and severe, and the size of the monitoring area is usually large. The size of 

the devices is small, and the cost of the devices is low. The consistent 

power supply is not possible in a WSN. The problem of energy consumption 

is discussed widely. An energy conservation system could maximise the 

network lifetime. The complete system requires the support of large-scale 

deployment, which means the number of wireless sensor nodes is going to 

be massive. The cost of each wireless sensor node must keep in an 
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acceptable range to avoid the cost the final system is too high. The only 

power supply of a wireless sensor node is two type C batteries. The power 

consumption of each wireless sensor node decides the lifetime of the whole 

wireless sensor network. 

 The low cost and small size of the hardware devices limit the capability of 

the processor and storage of the wireless sensor nodes. Complicated 

computations are better to avoid in wireless sensor nodes. The computation 

cost of a single wireless sensor node is expected to be low. The computed 

results from multiple wireless sensor nodes can form a solution to a problem. 

This is similar to the concept of dynamic programming. 

 The WSN covers a large monitoring area, typically. The energy 

consumption on radio transmission increases with the incremental distance 

between nodes. The bandwidth of the system is limited, usually. Therefore, 

the multi-hop routing is used generally in data transmissions to prevent 

interruptions of the communication. 

 To cover a large monitoring area, the number of sensor nodes deployed is 

considerable. The node error and energy exhausted problems are common 

in WSNs, especially in extreme scenes. Another situation is a high-density 

network in a relatively smaller size of monitoring area but with a large 

number of sensor nodes. The overhearing problem and the additional 

nodes entering the network need to be considered. Therefore, the 

robustness of the network is essential to fulfilling various situations and 

scenarios. 

 Most of the sensor nodes in WSNs are low-cost embedded devices, but 

some of of the beacon nodes install GPS models. The transceiver model of 

a wireless sensor node does not support high power transmissions, and the 

capability of anti-interference is weak. 

The source of the limitations above is because of the limited energy supply. Therefore, 

to reduce the energy consumption of the network is the leading solution to extend the 

network lifetime. These limitations also restrict the design of the WSN time 

synchronisation mechanisms. 
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2.10.5 Other Challenges 

In heterogeneous WSNs, some sensor nodes require more reliable processor and 

more abundant storage than the others. For example, in some object tracking 

applications, the anchor nodes are assigned with better hardware equipment then the 

tag nodes as the anchor nodes require better performance and capability to compute 

and aggregate data which is collected from the connected tag nodes. Another example 

is in video sensing systems. The high throughput of live video stream transmissions 

may cause network congestions. 

The primary challenges of designing WSN protocols include the capabilities of 

topology self-modification and network self-maintenance. The self-modification 

scheme helps the network to detect node adding, removing and movement and 

updates the topology. The self-maintenance plan deals with network and node errors. 

For example, a power exhausted node cutting the premium path from a bunch of nodes 

to the gateway node, the system should report the issue and try to form an alternative 

path for data passing immediately to cover the problem. 

The node movement is another challenge in WSNs comparing to the traditional 

systems. Sensors may be worn by humans, installed in vehicles or robots. The node 

movement forces the topology changing, which includes routing change, density 

change and sensing region change. The routing can be modified by updating the 

neighbour list of relevant nodes. The change of node density needs the collaboration 

from the medium access control to generate a logical topology and then refresh the 

connection of those sensor nodes. The data aggregation may be affected by sensing 

region changes as the redundant sensing data has been modified. 

The opposition between the accuracy of time synchronisation and the quality of 

wireless link transmission is one of the main obstructions to improve the quality of the 

network service. On one hand, the time synchronisation message exchange relies on 

the wireless medium for transmissions. On the other hand, signal processing and 

application development require supports from accurate time synchronisation. 

As one of the central support techniques in upper layers, the data validity in time-

sensitive applications depends on the time synchronisation precision, for example, in 

data fusion, event monitoring, TDOA localization, event orders etc. As an 
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unconventional multi-task distributed network, the real-time message exchange and 

the cooperation among sensor nodes are the foundation of the WSN quality of service. 

A single sensor node device lacks the consistent power source, the capable processer, 

the proper storage and the powerful transceiver. The cooperation among sensor 

nodes can build many advanced WSN applications, including event detection, data 

processing and message transmission. A high precision time synchronisation 

mechanism can support the collaboration in the network, the channel division in TDMA 

and the medium access control to increase the utilization rate of the wireless channel 

and the performance WSNs. The performance of time synchronisation mechanisms 

affects the performance of the scheduling in MAC protocols and the utilization rate of 

sensor node energy and bandwidth (Elson & Estrin, 2003). 

In the WSN localization problem, anchor nodes are used to detect moving objects. 

They obtain the information they are interested in only, for example, the movement 

speed, the distance and the direction etc. The localization information is then packed 

with a timestamp into a packet and prepared to be sent in the coming active period. 

The localization packets are transmitted to the neighbours through the same frequency 

wireless channel. The location information of a mobile target can then be calculated 

once the communications among multiple relevant nodes are finished. The track of the 

mobile target movement can be obtained by the repetition of the localization procedure 

above. The tracking information is generated by connecting the location update points. 

The movement direction of the moving object is known when the location points with 

timestamps are ordered in a time-based sequence. Therefore, the performance of the 

time synchronisation mechanism is affected by both the application layer and the data 

link layer. The time synchronisation scheme in the application layer is used to obtain 

accurate data and process the dataset in order, for example, the target localization 

and the event detection. In the data link layer, the MAC layer mainly, the real-time data 

transmission scheduling, for example, sleep scheduling and packet scheduling, is the 

main task of access control. The sensor nodes are expected to awake only while the 

target object appears, or abnormal events are detected. Moreover, the time 

synchronisation scheme participates in all data-relevant procedures. The network 

performance is affected by the performance of the time synchronisation mechanism in 

a data-central WSN. 
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1. Energy Consumption 

The most significant strength of WSNs comparing to the conventional systems is the 

mobility of the wireless sensor nodes. Constant power supplies which are wired and 

fixed hampers the movement of the wireless devices. The only power source could be 

considered in wireless devices is batteries which provide a limited supply of energy. It 

is difficult for battery-driven wireless sensor nodes are to support long-range signals 

as the limited source of power restricts the signal power, which means sensors need 

to be close enough to the objects that need to be detected (e.g. object detection), 

mediums (e.g. gas detection) or inside the mediums (e.g. thermometer). One of the 

specific characters of WSNs is that they could monitor user unreachable areas, which 

means no maintenance can be given to the deployed wireless sensor nodes in those 

circumstances. In these unsupervised cases, the wireless sensor node lifetime can 

represent the whole WSN lifetime roughly. It may cause a bunch of wireless sensor 

nodes disconnecting from the central control if the energy of any nodes is exhausted. 

The energy hole problem is a common problem in most battery-based networks. The 

problem may be relieved relatively by scheduled deployments, which deploy more 

devices in the sink areas from a physical approach or applying energy balancing 

algorithms from a software approach, or a combination of both methods. The energy 

sources may be replaced if the wireless sensor nodes are deployed in user reachable 

areas, for example, object tracking, building movement detection, elderly people 

monitoring, and so on. Although maintenances can be carried out in semi-supervised 

scenarios, frequent battery changing is not practical and raises the labour cost of the 

system maintenance as the wireless sensor nodes are usually installed at the ceiling, 

under the bridge or in the basement where are not easy to access. Therefore, low 

energy consumption is a merit of any WSNs. The size of wireless sensor nodes 

restricts the capacity of the batteries. The limited resource of power narrows the 

choices of hardware. The components of a wireless sensor node must be low power 

consumption devices, which restrains the capability of the processor, memory and 

transmitter. 
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2. Real-Time 

Time is the only connection between the sensed events and the physical world. Every 

WSN binds with a standard time which could be a global time or an in-network time 

depending on different application requirements to make the system real-time to give 

meaningful sensing data to the human being. In time synchronisation applications, the 

message latency needs to be minimised from both hardware and software sides. The 

hardware side could be a better crystal oscillator timer, and the software side could be 

a better time offset estimation algorithm. 

 

3. Low Cost 

The cost of a network is considered from both equipment cost and labour cost. The 

equipment cost is mainly the wireless sensor nodes; the labour cost includes 

deployment cost and maintenance cost. The low price of equipment leads that only 

the essential components can be installed in wireless sensor nodes which limits the 

functionalities of the devices. The critical elements to integrate a wireless sensor node 

are CPU, storage, transmitter, sensors and power supply. Any additional components 

will result in cost increment of wireless sensor nodes. For example, a GPS receiver 

would allow users to keep tracking on the location of wireless sensor nodes and 

obtaining global information from satellites. However, these desirable features are 

impractical as they violate the low-cost aim of WSNs. The inexpensive equipment also 

limits the capability the processor, memory and transmitter. The design of the system 

framework must be within the capability of the processor. For example, parallel 

multithread executions are impossible when the processor has a single core only. To 

store all possible paths to the destination node in a large-scale network to the routing 

table in a wireless sensor node with limited memory is unrealistic. An adjacent node 

list would be more practical in a wireless sensor node with resource-constrained 

hardware. The fundamental purposes of people using computers to solve problems 

and using machines to produce products are to reduce labour cost and speed up the 

processes. One of the prime aspects of WSNs is decreasing the labour cost of the 

data collection process. Frequent battery changing increases the labour cost, which 

opposites to the low-cost objectives. To extend the wireless sensor node lifetime with 

limited power resource is another challenge. 
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4. Wireless Sensor Node Cooperation 

In some situations, WSNs are required to process large-scale and complex detection 

and sensing problems. It is hard for a single wireless sensor node to complete all tasks 

including transmission, processing and sensing with a limited capability when the 

requested result is required to compute from global information of the network. The 

node collaboration is necessary to process such data. If there is not a node 

collaboration strategy in the WSN, to obtain a meaningful global result will be costly. 

All relevant nodes need to send sensed data to the specified node and the prescribed 

node need to process a huge chunk of data. The node collaboration can reduce the 

network traffic by computing relevant information in a small group of nodes first, and 

then aggregate the sub-results together in the destination node. The node 

collaboration reduces the energy consumption of the target node on computing the 

whole bunch of data and balances the energy consumption among the relevant nodes. 

Meanwhile, the computation speed is increased, as instead of raw data, the target 

node receives a set of sub-results which have been processed by the group of nodes 

previously. 

 

2.11 Summary and Discussion 

A conclusion of the differences between traditional networks and WSNs is given here. 

The devices in most traditional networks adopt constant power supplies and up to date 

hardware equipment which can support different applications and can compute variety 

tasks. However, the devices in most WSNs are battery-driven and low-cost and 

support simple computations only. Also, the WSNs require the capability of self-

organisation which needs the support of a series pre-designed plans to deal with 

events and recover from errors for the network connection maintenance. In 

conventional WSN systems, to achieve particular goals requires relevant applications 

with different deployments, node requirements, and tasks. The limited resource of 

power supply and component capability does not support the implementation of 

multiple tasks simultaneously in the network. The performance and speed are the 

priority in traditional networks. The energy consumption is the prime consideration of 

the WSNs as the lifetime of the system can be extended with low energy consumption 
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devices and algorithms. In traditional networks, all devices are accessible by users.  

Users can define the local IP address, implement required applications, update new 

settings and so on while the network is running. However, in WSNs, wireless sensor 

devices are pre-programmed, which means all parameters and procedures are fixed, 

and no management can be carried out after deployment. The only controls of users 

are to switch on and off the devices. Some WSNs are deployed in harsh environments 

which cannot be reached physically by the human, which augments the uncertainty of 

the system. The component failure can be repaired while system running in traditional 

networks, which means new failures are possible to be solved. WSNs can fix the 

known crashes and errors only depending on the pre-set schedules if no real-time 

human interaction is adopted, which means the problem may not be addressed if the 

solution is not prepared ahead. The data aggregation in traditional networks is 

centralised and global, but in WSNs, the output of tasks may be localised and required 

further computations. 

This chapter gave an overview of WSNs, an overview of energy conservation protocols, 

an overview of time synchronisation and an overview of clock offset and clock skew 

estimations; introduced the summary of sensing models, the coverage and 

connectivity of WSNs, the network lifetime concept, the outline of sensor node 

deployments; and finally discussed challenges and limitations in the WSN time 

synchronisation research. These knowledge areas have given a good understanding 

and built a proper foundation for this WSN time synchronisation project. 
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Chapter 3. Preliminaries 

Comprehensive preparations of requirement analysis and relevant knowledge are vital 

before implementing any systems. Requirement analysis includes problems analysis, 

project objectives analysis, data requirements and output expectations, namely, what 

system does and what results the network gets. The first step of requirements analysis 

is to determine the aim, objectives, services scope, definition and functionalities of the 

system. Secondly, a feasibility analysis is conducted to verify whether the above 

elements are practical and achievable within the timeline. Finally, a system 

requirement plan is generated covering functionality requirements, performance 

requirements, reliability and availability requirements, error processing requirements, 

interface requirements, limitations and future requirements. 

This chapter first introduces the system framework in section 3.1. The requirements 

analysis of the time synchronisation scheme which includes localization accuracy, time 

precision, energy consumption, message latency, robustness, scalability, and security 

and confidentiality are discussed in section 3.2. The discussion of the simulation 

environment is described in Section 3.3. Finally, the chapter summary is given in 

section 3.4. 

 

3.1 System Framework 

The five-layer WSN protocol stack consists of the physical layer, the data link layer, 

the network layer, the transport layer and the application layer. The physical layer 

provides signal modulations and wireless receiving and dispatching technology. The 

data link layer supports packing data into frames, frame detection, medium access 

control and error control. The network layer is responsible for generating routing and 

routing selection. The protocol data unit (PDU) in the network layer is called a packet. 

The transport layer performs data flow control which provides the quality of service 

(QoS). A PDU in the transport layer is a segment. The application layer includes a 

series of application software for different monitoring tasks. 
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There are three panels in the system framework: the power management panel, the 

mobility management panel and the task management panel. They build up the 

support of network services. The power management panel assigns network energy 

to every node and every protocol layer. The mobility management panel detects and 

registers the mobility of nodes and helps nodes keeping tracking the location of their 

neighbours. The task management panel schedules monitoring tasks. 
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Figure 3.1 WSN Communication Architecture 

As shown in Figure 3.1, the time synchronisation and localization sublayers are in the 

application layer. In the practical system, both time information and location 

information are required from the application layer down to the data link layer. For 

example, TDMA MAC protocol requires time information to implement, and geographic 

location-based routing protocol requires the node position to manage routing tables. 

The energy management platform which has controlled on all layers above the 

physical layer is a standalone module. The energy module communicates over layers 

by a set of gathering and configuration interfaces to configure and monitor the energy 

management mechanisms. To implement a complete energy module practically, 

adding energy control code segment is required on relevant protocols in every layer. 

The collected energy information from each interface is gathered and used in making 

energy allocation decisions by the operating system. The QoS manages queue, 

priority mechanisms and bandwidth reservation in the transport layer, network layer 

and data link layer. The topology management module generates topology by 



59 
 

obtaining the physical layer, data link layer and routing information and shares this 

information to optimize MAC protocols and routing protocols. The network 

management module, which is a set of interfaces, collects the protocol process state 

and the flow data from all layers and puts the processes of the protocol modules in 

order. 

 

3.2 Requirements Analysis 

Wireless sensor techniques have evolved into an effective data acquisition solution in 

human-unreachable areas and different location tracking scenarios by taking 

advantage of individual and small sensor devices. A wireless sensor node device 

integrates multiple sensors for the raw data collection from physical areas and human 

activities depending on user requirements. A raw data extractor and a data 

transmission module construct network connection through a unified protocol to build 

a distributed network and deliver information to the processing centre. Time 

synchronisation scheme is one of the vital components in the wireless communication 

module. This section describes seven key determining factors of time synchronisation: 

3.2.1 localization accuracy which relates to the size of monitoring areas, 3.2.2 time 

precision which outlines different precision requirements in various applications, 3.2.3 

energy consumption which explains the significance for keeping energy consumption 

low and concludes the range of energy consumption in the network, 3.2.4 message 

latency which describes and analyses the components in different transmission 

methods, 3.2.5 robustness which defines several measurement factors of network 

robustness, 3.2.6 scalability which analysis monitoring area expansion and network 

life extension, and 3.2.7 security and confidentiality which lists attacks and solutions. 

Although this research focuses on WSN time synchronisation, to build an integral 

system, all seven factors have to be considered in this thesis. 
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3.2.1 Localization Accuracy 

GPS (Global Position System) is the most common localization system which relies 

on satellites. The performance of GPS reaches high localization precision, real-time 

and anti-interference. However, GPS can keep its localization accuracy in outdoor only 

and requires relatively a higher energy consumption, a bigger size of transmitter, a 

higher cost on the devices and a set of fixed infrastructures. A low-cost WSN is hard 

to fulfil these conditions. 

In WSNs, the location of the sensor nodes is vital in the monitoring area. The location 

of the event occurring and the location of the moving target are the primary attributes 

in the sensed data. Therefore, obtaining the event location or the location of the active 

nodes is one of the essential functions of WSNs. The accuracy of the localization 

information affects the validity of the distributed system. For example, in the 

environmental monitoring, the location or the area of the incident must be included 

with the collected environmental information; in the emergency alert, the real-time 

location of a forest fire, the track of the enemy vehicles and the leak of a set of pipelines 

rely on localization technologies. People can make decisions and take actions after 

sensor nodes send their accurate location information to the server. 

Random deployment is the most common way to deploy sensor nodes. Usually, 

sensor nodes are deployed randomly by aircraft in a monitoring area. The randomly 

deployed sensor nodes cannot locate their positions prior. To solve the network 

localization problem, a small number of anchor nodes are deployed on specific 

locations manually to provide the network location information. The location 

information of every sensor node is essential in any monitoring applications as the 

location of the detected event is obtained after the sensor node locates itself. The 

cooperation among a set of sensor nodes figures out the event location by the specific 

localization mechanisms. In WSNs, the localization of a sensor node itself is the 

precondition of events locating and incidents detection. The location information of 

moving targets is the foundation of an object tracking application. Modern tracking 

applications should also provide the functions of real-time monitoring and future 

position prediction. The network management component can organise the network 

automatically and construct the network topology spontaneously. It checks the 
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coverage of the monitoring area and reports abnormal situations when the node 

density is low. 

Sensor nodes are classified as beacon nodes and unknown nodes in WSN localization 

technologies. A small number of beacon nodes with GPS modules can locate their 

positions as references for hidden nodes in the network. The unknown nodes discover 

themselves through the communication with the beacon nodes. As Figure 3.2 below, 

the shadow nodes are beacon nodes, and the clear nodes are the hidden nodes. 

    

Figure 3.2 Beacon nodes and unknown nodes 

An unknown node obtains its location information from either the distance or the angle 

between itself and the closest beacon node. The most widely used localization 

algorithms are the trilateration and the triangulation. The location information of an 

unknown node can be calculated by using the trilateration algorithm as Figure 3.3. 

 

 

 

 

 

 

 Figure 3.3 Trilateration 

The localization algorithms can be classified as range-based or range-free algorithms 

(He, Huang, Blum, Stankovic, & Abdelzaher, 2003), incremental or concurrent 

algorithms and beacon-based or beacon-free algorithms (Priyantha, Balakrishnam, 

dAU = �(𝑥𝑥𝐴𝐴 − 𝑥𝑥𝑈𝑈)2 + (𝑦𝑦𝐴𝐴 − 𝑦𝑦𝑈𝑈)2 

dBU = �(𝑥𝑥𝐵𝐵 − 𝑥𝑥𝑈𝑈)2 + (𝑦𝑦𝐵𝐵 − 𝑦𝑦𝑈𝑈)2 

dCU = �(𝑥𝑥𝐶𝐶 − 𝑥𝑥𝑈𝑈)2 + (𝑦𝑦𝐶𝐶 − 𝑦𝑦𝑈𝑈)2 
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Demaine, & Teller, 2003). The range-based or range-free algorithms are determined 

based on whether the distance between two nodes is premeasured or not. The range-

based algorithms require measurement of the actual distance or direction between 

nodes. The location of unknown nodes could be calculated from the acquired distance 

or direction information. The range-free algorithms predict the position of hidden nodes 

using the estimated range. The incremental algorithms compute the locations of the 

beacon nodes’ neighbours and expand the calculation further in the next step. 

The monitoring area size could decide localization precision tolerance. At least three 

coordinate nodes need to be deployed before localization. The coordinate nodes are 

deployed manually by users commonly. The distances between each pair of 

coordinate nodes are calculated by ToA (Time of Arrival). The initial monitoring area 

size is estimable using trigonometric functions by the longest distance b and the right 

triangle side of the shortest distance of the coordinate nodes to form a rectangle area 

in Figure 3.4. DV-Hop (Distance Vector-Hop) algorithm (Niculescu & Nath, 2001) is 

adopted for multi-hop large scale coordinate nodes deployment self-defined area 

calculation. The localization tolerance L is computed by log10monitoring area size. 

 

    Figure 3.4 Self-defined monitoring area 

The time synchronisation tolerance is estimated from the localization tolerance by 

using ToA: 

Time synchronisation tolerance = 𝐿𝐿
300000𝑘𝑘𝑘𝑘/𝑠𝑠

  (3.1) 

where L is the localization tolerance and equals to log10monitoring area size and 300000km/s 

is the speed of light which approximately equal to the transmission speed. 

As this project focuses on the energy saving of the object tracking in WSN time 

synchronisation, the length of the sleep period in a synchronisation cycle can be 

calculated by the required localization tolerance and the speed of the moving object. 

The most energy efficiency status of the wireless sensor end devices is sleep, which 

indicates no data is being acquired, processed, received, transmitted and listened, but 
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only the clock is ticking. The sleep sensor nodes are insensible, even messages from 

the other active nodes will not be able to awake sleeping nodes. Sleeping nodes can 

be woken up by their local timers only. Therefore, to determine the sleep duration of 

sensor nodes is one of the critical components of the algorithm design. The sleep 

mode duration of sensor nodes is calculable from mobile object movement by TDoA: 

Idle duration�
𝐿𝐿
𝑀𝑀

 (1 ≤ ℎ ≤ 10)
𝐿𝐿

𝑀𝑀•𝑙𝑙𝑙𝑙𝑙𝑙 ℎ
 (ℎ > 10)

    (3.2) 

where L indicates localization tolerance; M indicates the movement speed; h indicates 

the maximum hop number of the path. The sleep period is the maximum sleep time of 

a node is allowed to take in guarantee the localization accuracy. The time 

synchronisation accuracy decreases as the hop number increases. The idle duration 

needs to be reduced to maintain the time synchronisation accuracy. The decrement is 

similar to a logarithmic decrement. The transmission delay 𝑙𝑙𝑜𝑜𝑙𝑙ℎ  comes out from 

experiment results as Figure 3.5. 

 

Figure 3.5 Average packet delay 

 

This project considers human as mobile objects. According to Weyand’s (2010) 

research on the biological limits of human running speed, the highest speed of human 

movement is approximately 18 metres per second. 
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3.2.2 Time Precision 

Different from the UTC (Universal Time Coordinated) synchronisation, the network-

wide time synchronisation can affect the energy consumption in WSNs. The core 

concept of reducing the energy consumption of wireless sensor end devices is to force 

all devices activating, idling or sleeping simultaneously. As long as all devices in the 

same network remain a relative identical time, the entire system could take actions 

simultaneously. The UTC global time is not necessary for energy conservation 

applications. 

The Internet and LANs employ NTP to achieve global time synchronisation, which 

involves GPS, radio ranging etc. technologies (Ganeriwal, Kumar, & Srivastava, 

Timing-sync Protocol for Sensor Networks, 2003). NTP gives a minor error rate on 

time synchronisation because only 0.1 ms error occurs in local networks, and 1-50 ms 

error occurs on the Internet (Mills, 1994). To capture valuable location information 

which allows a two-meter error of radius location, the time error has to be within 5.8 

ms by applying time of arrival (ToA) or time difference of arrival (TDoA) (Kim, Kang, & 

An, 2015). Therefore, the general time synchronisation scheme would not satisfy the 

WSN requirements for mobile target tracking purposes. 

Practically, almost all devices have a certain amount of error, including electronic and 

oscillatory timing devices, even if they are known as the absolute and accurate time in 

the world. In large-scale WSNs, thousands of end devices may be deployed. The 

sensor nodes have to be tiny and inexpensive. Therefore, most wireless sensor nodes 

employ crystal oscillators as timers. Oscillators could be the most ordinary time 

tracking devices in daily life, such as quartz wristwatches which allow plenty of 

tolerance in a human-attended situation. However, oscillators could not fulfil the 

requirements of WSNs. As firstly, although crystal oscillators provide constant 

frequency, the precision is affected severely by environment factors. The time error 

generated from random clock drifts will be discussed in details on part 3.2.4 message 

latency. Secondly, most wireless sensor nodes are unattended after deployment and 

a large number of end devices are distributed, that means manual time adjustment is 

unpractical and the node’s self-time-adjustment is required. Nevertheless, in 

consideration of the price, oscillators could be the best option fitting in the needs of 
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wireless sensor end devices as so far. Therefore, an advanced time synchronisation 

protocol is essential in WSNs by exchanging time packets to achieve time adjustment. 

 

3.2.3 Energy Consumption 

Most wireless sensor end devices use batteries as power, which means no constant 

power would be supplied after deployment. The modern wireless sensor end devices 

tend to be as small as possible, so large capacity batteries would be unable to fit in 

minor devices. Smartdust system which is built by several microelectromechanical 

systems (MEMS) is a typical advanced WSN (Kristofer). New batteries could be 

changed after power exhaustion if the WSN is deployed in user-reachable areas. 

Nevertheless, as a densely distributed system, WSNs contain a large number of end 

devices usually, that implies changing all end devices batteries would be an arduous 

task. The frequent battery change represents the system in these scenarios is 

inadequate maintainable and unpractical. On the other hand, the battery life 

determines the sensor node's life if WSNs are deployed in user-unreachable areas, 

for example, enemy-occupied regions of the military, and private regions of older 

people and children activity monitoring systems, even human-unreachable areas, for 

example, deep-sea, high altitude, other planets etc. 

A common sensor node contains four modules: sensor module, processing module, 

transmission module and power supply module as shown in Figure 3.6. The sensor 

module integrates sensors and an AD convertor, which completes data collection and 

converts analogue data to digital format. The processing module integrates processors 

and memories, which controls the device and processes data fusion. The transmission 

module combines the network layer, the data link layer and transmitters together, 

which sends and receives wireless signals. The power supply module is usually a 

small size battery which provides power to the sensor node. 

Generally, the wireless sensor node energy is consumed by data processing, memory, 

computation and the energy consumption on radio transit is highest. Transmission 

energy is consumed on listening to idle channels, confliction and retransmission, 

overhead management, and crosstalk. The energy consumption of Mica2 sensor 

nodes which use CC1000 radio for transmission is a valuable example to discuss as 
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a standard (Shnayder et al., 2004). Referring to the four different modes of most 

wireless sensor end devices: standby, listening, receiving and transmitting, a Mica2 

sensor node on standby mode which indicates idle CPU, ticking clock and off radio 

costs 0.1-0.2 mA (milliamps); the listening mode which means active CPU and radio 

listening spend 10 mA; the receiving mode which is CPU on and radio receiving 

consume 15 mA; finally, the transmitting mode which signifies CPU on and radio 

transmitting costs 20-25 mA (Bradonjic, Kohler, & Ostrovsky, 2009). The sensor node 

on transmitting mode consumes approximate 2.5 times energy of its listening mode 

which costs nearly the same current as of the busiest CPU's energy consumption 

(Bradonjic, Kohler, & Ostrovsky, 2009). A conclusion could be made from the above 

evidence. In this kind of battery-operated WSNs, the duration of radio on could decide 

the network life to a great extent (Bradonjic, Kohler, & Ostrovsky, 2009). Accordingly, 

to reduce the radio-on period and the radio-on frequency in wireless sensor end 

devices can improve the performance of WSNs. 

 

Figure 3.6 Sensor node structure 

 

Figure 3.7 Mica sensor node (Crossbow) 
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3.2.4 Message Latency 

The uncertainty of the message latency is the most challenging task in WSN time 

synchronisation. On the one hand, the tolerance time difference in WSN applications 

is much lower than the actual message latency; on the other hand, message latency 

is affected by processor load, network load and different factors. Generally, message 

latency could be divided into send time, access time, transmission time, propagation 

time, reception time and received time (Kopetz & Schwabl, Global time in distributed 

real-time systems, 1989). The data is converted from an analogue signal to a digital 

stream in the sending time. The length of sending time is depended on the capability 

of the operating system and the processor. The access time is the waiting time of 

finding an appropriate channel to send the message. The length of access time is 

depended on the sharing channel competition and the current load. The transmission 

time starts from sending the first bit of the data stream to the channel and ends when 

the entire flow is transmitted to the channel. The length of the transmission time is 

depended on the message length. The propagation time is counted from when the 

whole message leaves the sender to the receiver gets the first bit of the data stream. 

The length of the propagation time is depended on the transmission media and the 

distance. The reception time is the period of the receiver getting the data stream from 

the head to the end. The received time is converting the data stream into an application 

data format after receiving the whole flow. The length of the received time is affected 

by the operating system (Ganeriwal, Kumar, & Srivastava, Timing-sync Protocol for 

Sensor Networks, 2003). An accurate time synchronisation protocol requires 

reduplicative measurements, elaborate analysis and appropriate compensation to limit 

the message latency and adjust the local clock of every end device. 

 

Figure 3.8 Message latency 

Message latency could be discussed by dual-way and single-way mechanisms which 

are used commonly in WSN communications. The dual-way mechanism is a return 

transmission with acknowledgement, which response to the error immediately. The 

message latency increases slowly and maintains an acceptable rate in multi-hop 
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networks. However, this mechanism requires more time and energy for returning 

acknowledgements and implements complicated calculations of time synchronisation. 

The single-way mechanism transmits data without acknowledgement, which cannot 

guarantee message receptions on the receiver side and cannot detect transmission 

errors. All nodes send message to their neighbour nodes in a one-way direction, which 

overlays the error from each hop and increase the time error rapidly in multi-hop 

networks. Therefore, selecting suitable mechanisms or combinations could keep a 

proper balance between time precision and energy consumption by considering 

different scenarios. 

 

3.2.5 Robustness 

The amount and location of wireless sensor nodes are dynamic as the end devices 

are low-priced and tiny. The inexpensive devices and the wireless connection could 

be affected by environmental factors and self-unstable factors easily; the small 

appliances could be moved simply by any external factors. Therefore, a robust self-

correction mechanism is necessary to keep the network robustness and adaptability. 

The WSN robustness could be measured by per-hop packet pair delay (Pkt pair) 

(Keshav, 1991), signal-to-noise ratio (SNR) (Zhao & Govindan, 2003), expected 

transmission count (ETX) (Ni, Lan, & Malaney), and hop count (hops). Pkt pair could 

be interpreted as transmission delays in general term; a lower pkt pair delay indicates 

faster transmission speed. SNR, which is measured by signal strength or LQI (link 

quality indication) shows the transmission capability; high SNR means high-quality 

communication links and lower packet loss probability. ETX measures the next-hop 

packet delivery success rate, which counts by the number of transmitted packets, and 

the next-hop received packets. Hop count measures transmission path length; less 

amount of hops indicates a shorter path. Routing protocols also use these indicators 

to select optimal routes for transmission. Therefore, the robustness of WSNs could be 

achieved by well-designed and effective routing protocols. 

Wireless sensor node deployment redundancy could increase the network robustness. 

More than the necessary number of wireless sensor nodes deployment in monitoring 
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areas could cover node and link failures usually. However, the redundant dense 

wireless sensor node deployment stresses the traffic in the network seriously. The 

redundancy information is processed, combined and filtered in the data fusion stage. 

A balance between network robustness and traffic & energy consumption would be 

another discussion. 

The pkt pair delay is one of the indicators in WSN time synchronisation. The lower pkt 

pair delay could reduce the error rate in prediction algorithms. The SNR is one of the 

indicators to compute the distance between each pair of nodes for WSN deployments 

in this research. The ETX is used to measure the packet error rate in this research. 

The robustness of the network is guaranteed in this research by the pre-computed 

deployment and the low ETX. 

3.2.6 Scalability 

The scale of WSNs affects the time synchronisation precision significantly by applying 

existing time synchronisation protocols. The time synchronisation error would increase 

along with the hop number increasing because of message latencies. The scalability 

of WSNs is not only discussing deployment scalability but also addresses the 

scalability of algorithms in large-scale networks. 

New wireless sensor nodes need to be deployed after the original WSN establishment 

in two scenarios: monitoring area expansion and network life extension. For monitoring 

area expansion, new end-devices use in new areas, which requires a sensor node 

discovery mechanism to detect and unite new nodes on all border sensor nodes. For 

network life extension, node discovery mechanism would be awakening only when the 

sensor node power is going to be exhausted. The low power sensor nodes would pass 

all information to the new replacement node and power off once the replacement node 

connections established to prevent redundancy on network traffics. 

An adequate routing protocol should minimise network performance degradation 

during network expansion or modification. Applying time synchronisation to guarantee 

the time precision in a large-scale WSN is extremely difficult as most delay factors are 

unpredictable. The primary method of dealing with a dynamic and extendable system 

is to update and expend the routing table frequently. However, because of the 

restricted power supplement and the limited memory of wireless sensor end devices, 
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many routing update packet transmissions is too heavy to implement at most of the 

time in WSNs and stresses network traffic and power consumption. The long routing 

table may exceed the WSN memory storage capability. 

Although the design of routing protocols is not discussed in this research, the end 

device adding and movement has been considered when moving objects join the 

network to maintain the scalability of the WSN. The energy exhaustion and node 

substitution of wireless sensor nodes also will be discussed for the next step of 

development. 

3.2.7 Security and Confidentiality 

Except for general security risks such as information interception, disclosure and 

manipulation, replay attack and DoS (Denial of Service), WSNs also risk physical 

control by attackers as WSNs are unattended once deployment in an unmaintainable 

and uncontrollable environment. Users would not accept WSNs with security and 

confidentiality dangers. Therefore, security and confidentiality mechanisms would be 

considered as one of the essential requirements on WSN time synchronisation 

scheme design in practical applicability. 

Monitoring and protecting every wireless sensor end devices is unrealistic as each 

modern WSN may contain thousands of nodes. The whole system could be in danger 

once a node is captured physically or logically by unauthorised users. Sensor 

information, code, routing protocols and secret keys from EEPROM (Electrically 

Erasable Programmable Read-Only Memory), flash and SRAM (Static Random 

Access Memory) could be easily intercepted or modified by attackers from the JTAG 

(Joint Test Action Group) interface. The attacker-controlled node would forge itself and 

cheat its neighbours to infect the whole network and build a zombie network which is 

no longer managed by the authentic users. 

Some basic cryptographic techniques, for example, authentication which could use 

the device MAC address, integrity which checks the message length, and freshness 

which assigns a unique ID to each message, are used commonly on the other types 

of networks. There are some examples of security and confidentiality solutions for 

WSN time synchronisation in Table 3.1. 
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Table 3.1 Security and confidentiality solution examples 

Security Protocols Descriptions 

Secure Pairwise 

Synchronization protocol 

(SRS) (Ganeriwal, Popper, 

Capkun, & Srivastava, 2008) 

SRS is designed explicitly for time synchronisation 

on sender-receiver mechanisms. SRS measures 

delays by a fixed threshold to detect and prevent 

message delay attacks. 

Attack-resilient time 

synchronization (Song, Zhu, 

& Cao, 2007). 

Attack-resilient time synchronization focuses on 

message delay attack defence by using 

generalized extreme studentized deviate (GESD) 

algorithm to identify threats and predetermined 

threshold to filter out outliers. 

A secure and resilient clock 

synchronisation method (Sun, 

Ning, & Wang, Secure and 

resilient clock synchronization 

in wireless sensor networks, 

2006) 

A secure and resilient clock synchronisation 

method provides a security mechanism for static 

WSN time synchronisation by applying level-based 

clock synchronization and diffusion-based clock 

synchronization to analyse redundancies. 

Attack-tolerant Time-

Synchronization Protocol 

(ATSP) (Hu, Park, & Shin, 

2008) 

ATSP embedded abnormal behaviour and false 

clock detectors. 

Secure Pairwise Broadcast 

Synchronisation Protocol 

(SPBS) (Benzaid, Saiah, & 

Badache, 2011) 

SPBS applies digital signatures, random number 

and the proper threshold for safe receiver-receiver 

time synchronisation. 

TinySeRSync (secure and 

resilient time synchronisation) 

(Sun, Ning, Wang, Liu, & 

Zhuo, TinySeRSync: Secure 

and Resilient Time 

Synchronization in Wireless 

Sensor Networks, 2006) 

TinySeRSync contributes a hardware-assisted 

authenticated MAC (medium access control) layer 

timestamp-based secure single-hop pairwise time 

synchronization and a μTESLA broadcast 

authentication protocol (Perrig, Canetti, Tygar, & 

Song, 2002) based secure and resilient global time 

synchronisation protocol for local authenticated 

broadcast. 
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Although security mechanisms increase the message length and may cause longer 

transmission time delay, it is still a worthwhile module to include in WSN time 

synchronisation schemes to protect user-information confidentiality and privacy. 

Unique packet ID and SRS are used in this research to protect the system. 

 

3.3 Simulation Environment 

The time synchronisation simulations use NSG2 (Network Simulation Generator 2) to 

generate the grid topology, NAM (Network Animator) to demonstrate the animations, 

AWK to extract the interesting information from the trace files and Gnuplot to display 

the data. The simulator follows the class hierarchy structure in C++, which organises 

each class in a declaration file (.h) and a definition file (.cpp). Each component of WSN 

is written as a class, which builds the one-to-one correspondence between classes 

and realistic elements. Each instance operates a node, which simulates the wireless 

sensor node perfectly, as each sensor node holds its information and adjacent table 

only and has no information about the other nodes. The network setting and channel 

information are accessible by every node in the network as the node configuration of 

nodes are identical, and all wireless connections are through the channel in the same 

frequency. Users have no control over the system after the simulation starts, which 

presents the same situation when a WSN has been deployed. Users can set 

parameters before the program runs. The maximum number of nodes in the simulated 

WSN relies on the performance of the computer and the optimisation of the algorithms. 

Different machines could limit the performance of the simulator. For example, a 

process in a 32-bit system could use 2 gigabytes of memory which could run 2000 

threads simultaneously if the default memory allocation for each thread is 1 megabyte. 

To use C++ as the programming platform is because: firstly, it is an object-oriented 

language which could pack network elements reasonably to express the realistic 

network structure; secondly, the independency among instances over classes; finally, 

it is close to the embedded system and comfortable to transfer the program onto 

embedded devices. 
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This simulation environment section describes the time synchronisation simulator and 

provides reference documents for system rebuild; and describes the node creating 

and implementation, the packet generating and transmission, and the protocol 

implementation. In this section, an UML (Unified Modelling Language) system 

structure is illustrated first. The preparation of the simulation, which includes the 

settings, topology generation and practical parameters are described. After that, the 

simulation components are presented. The procedure of the simulation is given to 

prove the feasibility of the time synchronisation algorithm. A class Node is described 

with its parameters and functions. The input parameters and output return values of 

functions are introduced. The class Packet is described in the same manner as the 

class Node. The access and operation of any individual nodes are implemented jointly 

in all layers in the WSN stack. The detailed descriptions of a sensor node device are 

given at the end. The classes and functions described in this section can be found in 

files Node.h, Node.cpp, Packet.h and Packet.cpp. This simulation method provides 

full control of the packet transmission and deducts the unnecessary conversions of 

addressing and packet communication chaos. The random offsets of packet delay, 

clock drift and interference are added in the simulation to show the robustness of the 

time synchronisation method. Finally, the summary and discussion section describe 

and compare the results from the simulations. 

 

3.3.1 NS2 Basic Structure 

OTcl indicates object-oriented Tcl language. In NS2, the event scheduler and network 

component modules are programmed by C++ language mainly. The event scheduler 

module fulfils the event-driven concept in NS2. The network component module 

includes Agent (TCP & UDP), Traffic Generator (FTP & CBR) and so on. As shown in 

Figure 3.9, the event scheduler module and the network component module of NS2 

are written by C++ program. The Tclcl acts as a bridge between OTcl and C++. NS2 

provides a user interface to manage the internal modules to complete simulation tasks. 

Users get access to NS2 from Tcl scripts which is the bottom left of Figure 3.9. The 

OTcl library supports the simulation object design and simulator implementation. All 
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the components in Figure 3.9 constitute an object-oriented Tcl interpreter with network 

simulation libraries, NS2. 

Event 

Schedulers 

(C++) 

NS2 

Tclcl Network 

Components 

(C++) 
OTcl  

Tcl   
Figure 3.9 NS2 Architecture 

Figure 3.10 shows the relationship between C++ and OTcl and how their 

communication is built. The tree structure in both C++ and OTcl modules indicate the 

object hierarchy. The dash connectors are the sharing space between two modules, 

which means an OTcl object can call a relevant C++ object, vice versa. The object 

hierarchy and inheritance are the same in both modules. 

 

 

 

 

 

Figure 3.10 Relation between C++ and OTcl 

C++ and OTcl focus on different tasks. The processing speed is the primary target on 

implementing the lower layer content, for example, bit control and header control, and 

processing large scale database algorithms. The simulation and debug speed are not 

as crucial as the run-time speed in this case. Also, the detailed implementation of 

protocols and algorithms do not need to be modified in each simulation. The system 

needs to be recompiled when adding new protocols or changing the bottom layer 

structure. Therefore, the C++ program is a better option to complete these low-level 

internal tasks. The OTcl module works on network environment simulations which 

need to be modified frequently depending on different network conditions and user 

requirements. 

C++ 

 

 

 

 

OTcl 
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A simulated network can be considered as an assembly of a set of network objects 

and data links which are assembled by address pointers in NS2. A new NS2 network 

object can be created by adding new classes or calling existing functions in the 

network library. The event ID and the packet ID are is unique in that simulation. A 

scheduled time and a packet pointer form an event. The packet pointer points to the 

object which processes the event. An event scheduler calls its related network 

components based on a planned event list to activate event one by one in order till the 

last event in the event list is completed. The relation between NS2 objects and 

protocols is shown in Figure 3.11 below. 

 

TCP/IP Protocol Model NS2 Structure OSI Model 

 

Application Layer 

 

Application Layer 

Application Layer 

Presentation Layer 

Session Layer 

Transport (TCP) Layer Agent Transport Layer 

Internet (IP) Layer Network Layer 

Network Interface Node and Link Data Link Layer 

Physical Layer 
Figure 3.11 The relation between NS2 objects and protocols 

 

The system manipulates the connection and transmission details which includes the 

status of sensor nodes, the structure of packets and the interfaces of sending and 

receiving packets from nodes to channels. The system requires the ability to run 

algorithms and handling large data sets. The run-time speed is essential in a real-time 

system, especially a time synchronisation system which relies on time precision. A 

structure UML (Figure 3.12) gives an overview of the program. 

 

Most network research simulators allow users to modify the parameters and 

configurations of the system. The OTcl frontend is giving users permission to amend 

those parameters and configure the network. Users can explore different settings of 

time synchronisation without fully understanding the cores and modifying the protocols. 
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The configuration file provides essential parameters, creates access to global 

variables in the project and runs once at the beginning of each simulation only. The 

script defines the number of wireless sensor nodes in the WSN depending on the size 

of the monitoring area. The system uses UDP packet and forms single way traffic 

mainly to reduce message latency issues. The channels hold the on fly packets when 

packets are in transmissions. The output includes a brief topology with the adjacent 

table which indicates the possible connections within the signal coverage, and a 

detailed packet transmission list with timestamps which contains local timestamps of 

each node, timestamps after offset calculations and the global clock. The system 

attempts to plot a line chart to interpret the result if the size of the program (reasonable 

monitoring area and a limited number of sensor nodes) is within the boundary. A brief 

outline of the time synchronisation result will be attempted to display when the 

simulation completes at the end. The configuration and topology generation is in the 

Tcl file mainly. The simulator implements the node class (Node.h and .cpp), sends and 

receives packets (Packet.h and .cpp) from on the fly channels in global variables. 

 

 

Figure 3.12 Class diagram 
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3.3.2 Simulation Structure 

The purpose of the simulation is to compare different algorithms, and shows the 

proposed algorithm is practical and improved. The speciality of WSNs is the distributed 

deployment, and the self-establish and self-manage abilities of the system. The self-

organised character is the shining point of WSNs. It can be widely used in plenty of 

scenarios which cannot be covered by supervised or semi-supervised networks. 

However, in experiments, the flexibility of the self-management system could lead the 

experiment results unpredictable, which may conceal the real results. Therefore, to 

prepare a list of steady parameters according to reality and a relatively fixed topology 

before running different algorithms are necessary. The simulator meets both 

requirements: experimental purpose and self-organised adaptability of the system. 

The network components are all packed into classes in C++, which may be unobvious 

to the users. The system provides a user predefines platform to build a designed 

topology and parameters in Tcl files. The configuration file is used to set up and runs 

one time in the project. The topology is generated by following the scenario, and the 

related information is coded in a Tcl file which can be run next time if a similar result 

wants to be regenerated. The topology scenario can be loaded using the keyword 

“source”. The practical parameters are obtained from the current hardware 

development and follow the equipment specifications. These parameters are 

modifiable if new technologies on hardware are released for the future maintenance 

of the simulator. The run-time speed of C++ is fast enough to implement accurate time 

synchronisation algorithms without unnecessary system delays. The packet flow 

details will be described in the next section. 

Recall that each node runs its processes and has no knowledge about the other nodes 

except the address of its neighbours in its adjacent list. Each node is a single instance 

with inputs and outputs which are operated by packet passing. Each instance 

implements a node and its procedures and stores all relevant references of the node. 

A single node is a standalone application, which does not affect the others without the 

synchronised messages. The nodes communicate with the other nodes through the 

packets, which simulates the network communications. The TclObject instances meet 

both the specific procedure and message passing procedure needs of the sensor 
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nodes. The Tcl process acts as a pipeline for communications, which manages packet 

flows in WSNs. 

 

3.3.3 Settings 

The setting file (Tcl) give users the pre-control ability of the system before it turns into 

the self-manage stage. All parameters must be prepared in these files, especially the 

global variables. Once the synchronisation started, users cannot stop the program to 

interact with the system. Otherwise, the time accuracy may be distracted when the 

time synchronisation goes on. All required built-in header files from C++ and NS2 are 

prepared. C++ supports separate compilation which means a project can be divided 

into different parts in different independent .cpp source files. The header files are the 

links among those source files, which connects the programs to build a project. The 

compilation splits into two steps: firstly, connecting the source file to the related header 

file and compiling them into an object file; secondly, linking the prepared object files to 

generate a final executable file for the project. A list of network parameters is listed, 

including the topology information, the energy model and a list of global parameters. 

The topology information includes the size of the covered area, the signal strength and 

the number of nodes. The energy model includes the initial energy level and the power 

of each transmission or reception required. The topology information and the channel, 

which is the packet carrier is shared in the network as global variables. Each node has 

a maximum of 4 adjacent neighbours in the grid network to expend the coverage. The 

number of nodes is calculated from the covered area size. Users can make the change 

on the size of the covered area, and the number of nodes will be amended depending 

on the size. The energy model data is obtained from the hardware to ensure the 

experiment giving consistent results. The topology information and channels are 

defined in the Tcl file. Individual device settings and network global values are 

prepared in the frontend so that each instance in the project can access those 

variables. 

The corresponding header files are used to enable relevant functions and connect to 

the required classes. The header files build the linkage among multiple source files. 

Any omissions of header files may cause unexpected errors, for example, variable 
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undeclared and function definition errors. Source files can only call the class objects 

and functions which have been declared in header files. The header files imports class 

declarations to the other classes or primary functions. The math.h header supports the 

square root function, which is used in the number of nodes calculation. The random 

build-in class supports the random number generation function. Random numbers are 

required throughout the whole project as any offsets and clock skew require the 

random number to mock the actual wireless communications over channels. The 

iostream header file gives the input and output functions in C++. The Packet.h file 

imports the packet class as an object which can be used to create packet instances 

for the network communications. 

The constants of the simulator are defined in the Tcl file as global parameters of the 

simulation. These parameters can be changed depending on the experiment 

requirements. One example of simulation parameters setup is shown below: 
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The above network setting defines the channel type, radio-propagation model, network 

interface type, MAC type, interface queue type, link-layer type, antenna model, max 

packet in queues, number of mobile nodes, dimensions of topography, time of 

simulation end, number of messages to send in discovery period and length of 

discovery period at the beginning of the Tcl file which will be used in the whole project. 

The max_num_neighbours represents the maximum number of adjacent nodes a 

node can hold. The number of adjacent nodes is fixed if the topology is not changed. 

The val(x) indicates the horizontal length of the monitoring area and the val(y) 

indicates the vertical height of the monitoring area. The size of the monitoring area is 

set val(chan)   Channel/WirelessChannel    ;# channel type 

set val(prop)   Propagation/TwoRayGround   ;# radio-propagation model 

set val(netif)  Phy/WirelessPhy            ;# network interface type 

set val(mac)    Mac/SA-MAC                 ;# MAC type 

set val(ifq)    Queue/DropTail/PriQueue    ;# interface queue type 

set val(ll)     LL                         ;# link layer type 

set val(ant)    Antenna/OmniAntenna        ;# antenna model 

set val(ifqlen) 50                         ;# max packet in ifq 

set val(nn)     900                        ;# number of mobilenodes 

set val(rp)     DumbAgent                  ;# routing protocol 

set val(x)      10000                      ;# X dimension of topography 

set val(y)      10000      ;# Y dimension of topography 

set val(stop)   10000                      ;# time of simulation end 

 

set val(times) 2 ;# how many msgs to send per node in discovery period 

set val(dl) 1   ;# discovery period length 

set val(nx)  floor(expr [$val(x)/strength]) 

set val(ny)  floor(expr [$val(y)/strength]) 

 

Node set cycle_length_  $val(dl);# second 

Node set time_string_length_ 16 

Node set max_num_neighbours_ 4 
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resettable by users if requirements changed. The signal strength of the nodes is 

predefined in NS2 as 250 metres, which is a hardware parameter. It can be modified 

as required and effects the number of nodes in a same size monitoring area. The 

val(nx) indicates the number of nodes horizontally, and the val(ny) shows the number 

of nodes vertically. The number of nodes of each side of the monitoring area is 

calculated from each side length dividing by the signal strength. The adjacent node 

must be within its neighbour’s signal coverage to generate communications. In 

consideration of overlap areas between each pair of nodes, the final calculation of the 

number of nodes of each side of the monitoring area is the floor of the side length 

minus √2  signal strength and then divided by the signal strength and finally add 2. 

The total number of nodes in the network is marked as val(nn), which is the number 

of horizontal nodes multiplying by the number of vertical nodes. 

As one of the node configuration essential parameters, the energy model needs to be 

defined before creating the nodes. The energy model is defined as below: 

The initial energy and power of different activities are initialised in this energy model. 

The initialEnergy gives the total energy the sensor node holds in joules. The idlePower, 

rxPower, txPower and sleepPower indicate the energy consumption in idle mode, 

receiving mode, transmission mode and sleep mode respectively. The random number 

generator is declared by calling rand() to create a generator instance for random 

numbers. Only one random number generator instance is required in one project. 

Multiple generators may slow down the program and lead the program fail to compile. 

-energyModel  "EnergyModel" \ 

-idlePower  1.0 \ 

-rxPower  1.0 \ 

-txPower  1.0 \ 

-sleepPower  0.001 \ 

-transitionPower 0.2 \ 

-transitionTime  0.005 \ 

        -initialEnergy  1000 
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3.3.4 Topology Generation 

A workable topology must fulfil both the connectivity and the coverage. The design of 

the WSN topology considers the signal strength of the nodes and the adjacent nodes 

selection to build up and optimise the network structure, and lead the system to 

complete the scheduled tasks under different scenarios. This topology is generated 

for time synchronisation experiments. It applies direct communications only between 

neighbours, which means no routing table is required other than the adjacent list. In 

self-organised systems, node ID could be a fixed MAC address binding with the 

hardware or a serial number generating from the system randomly. Each node ID must 

be unique in the network. Using software ID in the system is more flexible and easier 

to maintain if any faulty or errors happen. The address conversion between IP and 

MAC is typically using a one to one addressing table as IPs are reused at the link layer 

in most simulators. Instead of an IP address, the node ID is applied here directly for 

simplicity. The resolving IP addresses into MAC addresses can be added if an ARP 

conversion is required to be included in the simulation. 

The adjacent table is generated base on the node deployment to show the possible 

connections among nodes. The adjoining table here does not describe the actual 

connectivity in the network. The genuine connections between nodes will be 

established in the discovery stage by applying addNeighbor() function in the class 

Node. The real connectivity may not achieve 100% because of interference. A 

completed connected network as the description of the adjacent table requires more 

packet transmissions and energy consumptions in the discovery stage. The topology 

considers the relationships among nodes only without the physical restrictions, for 

example, the shape and the size of the monitoring area, the signal strength, and any 

inference and errors. The relationships between monitoring area size and signal 

strength have been predefined in the Tcl file and the simulator, respectively. 

Any finished deployments will fulfil the requirements of topology connections in the 

WSN. Each node holds a maximum of 4 adjacent nodes. A border node could have 2 

or 3 neighbours only. The adjacent table is a 2-dimension matrix with the number of 

nodes and the number of neighbours to describe the topology of the network and 

support the future self-managed time synchronisation procedures. Each node holds 

its neighbour list only to form a partial mesh network topology (Sharma, Verma, & 
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Sharma, 2013) for the system. A random deployment may build a dense network as 

in Figure 3.13, where all nodes within the signal strength are connected. This topology 

wastes the energy and bandwidth of the whole system. The redundant connections 

between nodes waste the energy of every single node. The dense deployment may 

cause more interferes and more complex routings. A sparse topology reduces energy 

waste efficiently by applying power control as Figure 3.14 (Hou & Li, 1986). A 

calculated grid deployment makes a dense network becoming a sparse topology 

without using power control as Figure 3.14. All the network deployment information 

and parameters can be generated using NSG2. The Tcl file which is created by NSG2 

provides datasets to reconstruct the environment with the same initial variables for the 

experiments with different algorithms. The system reads the pre-generated topology 

information from the Tcl file and self-construct a new network so that the results are 

comparable and reasonable for further developments. 

 

 Figure 3.13 Densely Deployment       Figure 3. 14 Sparse Topology 

(Karl & Willig, 2007) 

 

Figure 3.15 Sparse Topology with Calculated Grid Deployment 

Figure 3.15 shows a sparse topology with a calculated grid deployment. There are 

eight wireless sensor nodes deployed in this example. The location of a node is 

calculated using its signal strength and the capability of coverage. Nodes can 
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communicate with its adjacent nodes only. This deployment requires a pre-

measurement of the monitoring area. No power control technology is required in this 

situation. 

In NSG2, the node deployment is defined using a horizontal number of nodes * a 

vertical number of nodes in the monitoring area. Using the command “java -jar 

NSG2.1.jar” starts NSG2. Selecting “New wireless scenario” from the “Scenario” tab 

creates a new canvas. Choosing “Grid” from the dropdown menu defines the network 

topology. There are four fields: the horizontal number of nodes, the vertical number of 

nodes, the vertical distance and the horizontal distance between each pair of nodes 

to define the topology parameters. The nodes are deployed following the preset 

parameters by clicking the canvas. A grid network deployment can also be set up by 

using a for loop in the Tcl file. 

The agents, applications and parameters can be configured by clicking the “Agent”, 

“Application” and “Parameters” tabs. The agent type can be selected from the “Agent” 

tab using the dropdown menu, and the packet size needs to be defined as a parameter 

here as well. Clicking on one existing node instance and clicking on a blank area of 

the canvas create a new agent. One node can attach multiple agents. The “TCPSink” 

and “NULL” agents from the options are there for receiving packets, so no application 

is allowed to connect with these types of agents. The applications generate traffic load 

by completing the settings in the “Application” tab. The application type could be 

selected from FTP (File Transfer Protocol) or CBR (Constant Bit Rate). Clicking on an 

existing agent and then clicking on any blank area of the canvas create a valid 

application. The simulation parameters setup window is shown by clicking on the 

“Parameters” tab. It allows users to set the simulation time and rename the output files 

under the “Simulation” tab. The wireless setting includes channel type, propagation 

model, PHY type, MAC protocol type, queue type, link-layer type, antenna type, max 

packet in the queue, routing protocol, agent trace, router trace, MAC trace and 

movement trace. A draft Tcl template can be created following the settings above by 

clicking the “TCL” tab. The system can load an existing node deployment using the 

keyword “source” in Tcl or generate a new deployment either through NSG graph 

application or the “setdest” tool in NS2 to start the simulation. The created topology 

information is saved in the topo.tcl file for further experiments. Node deployments 

could be loaded from existing files. 
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No routing schedule is applied in this system as the nodes are expected to 

communicate with its neighbours only to synchronise their time. Each node functions 

the same, and no root node is required, which forms a flat network topology (Karl & 

Willig, 2007). Each node can have a maximum of 4 nearby nodes in the grid network 

deployment to achieve the minimum overhead in this project. The monitoring area is 

assumed as a rectangle area for node deployment. Hence, the sensor nodes can have 

2 to 4 adjacent nodes depending on their locations. The border nodes include 4 

vertices nodes and all nodes locating on the edge of the monitoring area. The nodes 

on the 4 vertices have 2 adjacent nodes only, and the rest of the border nodes have 3 

nearby nodes physically. Therefore, the nodes are divided into 4 parts in the network: 

the first part is all nodes below the first row of the topology; the second part is all nodes 

above the last row of the topology; the third part is all nodes on the right-hand side 

after the first column of the topology; the final piece is all nodes on the left-hand side 

before the last column of the topology. Each part of the program assigns one physical 

adjacent node ID to the adjacent table. A complete adjacent node table is finalised 

after all four elements are gone through. In nodes with less than four adjacent nodes, 

the fields of possible connections in the adjacent table is filled with -1 at the end of the 

discovery period. 

 

3.3.5 Practical Parameters 

The simulation applies the realistic data figures strictly from the targeted indoor 

localization system which uses DW1000 chip from DecaWave as the wireless sensor 

nodes. DW1000 which integrates limited algorithms is the most commonly used chip 

of UWB positioning and tracking. The primary function of DW1000 is to send impulse 

radio. No positioning or tracking algorithm is embedded from the manufacturer. The 

datasheet of the DW1000 chip indicates the precision of UWB positioning could reach 

10cm. The frequency band of UWB imposes the aspect of the UWB radio is high 

frequency and short-range, which is weak on the penetration of objects. The ideal 

scene of implementing UWB localization system is in an open space without any 

obstructions. The existing solution to overcome obstacles is to deploy more sensor 

nodes around any solid objects. Most of the base stations are orientation-based, which 
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means the localization accuracy may decrease if the target is at the back of the radio 

orientation. The relevant research and development require a lot of effort. 

Table 3.2 Parameters of transmitting and receiving models (DecaWave, 2015) 

 
Periods Duration 

Energy 
consumption 
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Oscillator start-up 2ms 3mA 

Phase-locked loop start-up 7μs 12mA 

Data writing 10μs 15mA 

Transmitting synchronisation header 135μs 65mA 

Transmitting PHY header 16μs 48mA 

 

R
ec

ei
vi

ng
 m

od
el

 Oscillator start-up 2ms 3mA 

Phase-locked loop start-up 7μs 12mA 

Preamble hunt Varied 113mA 

Receiving synchronisation header 120μs 125 mA 

Receiving PHY header 16μs 118mA 

 

In consideration of the moderate price which accords with the low-cost requirement of 

the project, the localization accuracy and the energy supply restriction of the wireless 

system, the combination of DW1000 chip from DecaWave and CC2538 

microcontroller from Texas Instruments (TI) is designed as the sensor node device of 

the Simplitrak Project (Loughborough University & Intelligent Distributed Controls, 

2014). Sensor nodes in the Simplitrak Project include anchor nodes and tag nodes. 

This project focuses on the time synchronisation among the anchor nodes. Each 

anchor node can hold two type C batteries as a power supply, which is designed in 

the Simplitrak Project. The initial capacity of the power supply is defined to 2000 mAh 

after considering the size of a type C battery is about 3800 to 8000 mAh maximum 

(Wikipedia, 2018). The nominal voltage of type C batteries is 1.5 V. The supply voltage 

of the anchor nodes is between 2.5 V to 3.6 V. The series connection of cells is applied 

to increase the voltage from 1.5 V to 3 V to accomplish the appropriate supply voltage 

to 2.5 - 3.6 V. Converting the capacity and voltage into electrical energy watt-hour, the 
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initial electrical energy of each anchor node is 1000 mAh * 3 V = 3000 Wh. Converting 

the electrical energy unit watts-hour to energy unit joules, 1 Wh = 3600 J, the initial 

energy of each anchor node is 3000 Wh * 3600 = 1.08 * 107 J. The final initial power 

of each anchor node is defined as 107 J for simplicity, which does not affect the 

analysis results. 

The parameters of both transmitting and receiving models of DW1000 chip is 

displayed in Table 3.2. The modules describe the most optimised situation without any 

delay, interference and error. In consideration of the parameters in Table 3.2, the 

minimum energy consumption of sending a message is approximately 4.7331 * 10-5J 

and the minimum energy consumption of receiving a message is approximately 7.0932 

* 10-5 J. 

The crystal oscillator operates at a frequency of 38.4 MHz as a reference clock with a 

minimum trimming range of ±25 ppm. The low power oscillator runs at 13 kHz and 2 

μA with an active internal sleep counter which can count up to 450 hours when the 

sensor node is in the SLEEP state (DecaWave, 2015). The frequency fluctuation of 

the crystal oscillator clock is about ±0.96 Hz. The current of the low power oscillator 

can achieve 100 nA in the deep sleep state. The transmitter and receiver can be 

activated immediately when the sensor node is in IDLE state. 3 ms activation time is 

required to switch on the transmitter and receiver to start data transmission when the 

sensor node is in SLEEP and deep sleep states. 

 

Figure 3.16 Transmitting Model (DecaWave, 2015) 

 



88 
 

 

Figure 3.17 Receiving Model (DecaWave, 2015) 

 

The CC2538 microcontroller supports up to 32 MHz clock speed, up to 32 KB of RAM 

and up to 512 KB of in-system flash. The crystal frequency accuracy could achieve 

±40 ppm which indicates the frequency fluctuation is about ±1.28 Hz from the definition 

of the part per million functions: (actual frequency – target frequency) / target 

frequency = part per million. The radiofrequency of the transceiver is 2.4 GHz IEEE 

802.15.4. The maximum output power is 7dBm, and the maximum receiver sensitivity 

can reach -97 dBm (Texas Instruments, 2015). The maximum radio coverage can be 

calculated from a path loss formula which is derived from ITU’s indoor model 

(International Telecommunication Union (ITU) , 2012) and experiments: 

𝑃𝑃𝑎𝑎𝑂𝑂ℎ 𝐿𝐿𝑜𝑜𝑒𝑒𝑒𝑒 (𝑑𝑑𝑑𝑑) = 32.44 + 20𝑙𝑙𝑙𝑙𝐷𝐷𝑖𝑖𝑠𝑠𝑡𝑡𝑎𝑎𝑛𝑛𝐷𝐷𝐷𝐷(𝑘𝑘𝑘𝑘) + 20𝑙𝑙𝑙𝑙𝐹𝐹𝑟𝑟𝐷𝐷𝐹𝐹𝐹𝐹𝐷𝐷𝑛𝑛𝐷𝐷𝑦𝑦(𝑀𝑀𝑀𝑀𝑀𝑀) (3.3) 

where the constant number is the power loss coefficient of the indoor environment, 

20𝑙𝑙𝑙𝑙𝐷𝐷𝑖𝑖𝑠𝑠𝑡𝑡𝑎𝑎𝑛𝑛𝐷𝐷𝐷𝐷(𝑘𝑘𝑘𝑘) is the distance power loss and 20𝑙𝑙𝑙𝑙𝐹𝐹𝑟𝑟𝐷𝐷𝐹𝐹𝐹𝐹𝐷𝐷𝑛𝑛𝐷𝐷𝑦𝑦(𝑀𝑀𝑀𝑀𝑀𝑀) is the frequency 

power loss. The maximum path loss is transmitting power – receiver sensitivity = 7 – 

(-97) = 104dB. The maximum signal coverage can be calculated from: 

10
32.44+20𝑙𝑙𝑙𝑙2400−104

20  = 1.5 km    (3.4) 

The default distance between each pair of nodes is defined as 250 metres. The path 

loss can be calculated from 32.44 + 20lg0.25 + 20lg2400 ≈ 88dB, which is within the 
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signal coverage. The current of sending is 24 mA, receiving is 20 mA and sleeping is 

1.3 μA. The sleep timer is a 32 kHz low power timer (Texas Instruments, 2015). The 

energy consumption of sending a message is 3 V * 24 mA * (2.168 * 10-3) s ≈ 1.561 

* 10-4 J and the energy consumption of receiving a message is 3 V * 20 mA * (2.199 * 

10-3) s = 1.3194 * 10-4 J. A 192 μs turnaround time in the IEEE 802.15.4 standard is 

required before sending or receiving a message and a 2 μs delay between states 

changing. The packet frame is constructed by a PHY synchronisation header which 

includes a preamble and the start-of-frame delimiter, the length of the packet, a MAC 

header, a MAC payload and an optional frame-check sequence. The primary power 

management method used in CC2538 is the clock gating to save power by powering 

down of clock sources and power supply. The standard transmission speed is 100 

Kbps, and the packet size is 80 bits. Therefore, to send or receive a packet takes 

approximately 1 ms. 

A brief current table showing sending, receiving and sleep states of two devices is 

displayed below: 

Table 3.3 Datasheet 

 Sending Receiving Sleep 

DW1000 65 mA 125 mA 100 nA 

CC2538 24 mA 20 mA 1.3μA 

 

The total minimum energy consumption of sending a message and receiving a 

message is about 4.7331 * 10-5 + 7.0932 * 10-5 + 1.561 * 10-4 + 1.3194 * 10-4 = 4.06303 

*10-4 J by combining energy consumption of the DW1000 chip and the CC2538 

microcontroller. The maximum clock drift of a cheap oscillator about 100 ppm 

(Faizulkhakov, 2007) and the clock drift of a C++ program running on Windows system 

is about 1.625 ms per second average and 4 ms per second maximum. The clock 

drifts 1.625 ms per second covers 100 ppm. Therefore, no new clock drift is defined in 

the simulation. 
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3.3.6 Nodes 

The sensor nodes described in this project are anchor nodes which are fixed without 

movement in the grid network. The simulator needs to be initialised in the Tcl file before 

creating node instances as 

set ns [new Simulator] 

where ns is the simulator instance in this simulation. The basic primitive of creating a 

node instance is 

set n0 [$ns node] 

where n0 is the name of the node in the programming. All nodes contain the following 

components: 

 an identifier which is a node ID to distinguish different nodes in the network, 

 a list of neighbours with maximum 4 adjacent nodes, 

 an energy level indicator. 

The identifier and the neighbour list are declared in the C++ “Node” class as 

parameters which can be accessed and modified by functions: 

    int nodeid() {return nodeid_}; 

    void addNeighbor(Node* node);. 

The port number is omitted as all nodes in the same network using the same port 

number. 

A node gets its adjacent nodes information from the topology by sending packets to 

and receiving packets from the possible neighbours to form its adjacent list in the 

discovery stage. The functions send() which sends a packet *p with a handler *h, recv() 

which receives a packet *p with a handler *h in the class Mac are performing the 

communications among different nodes by passing packets. The constructor 

Node(void) in Node.h is for node creation. The function, get_node_by_address, 

provides an interface to the other layers’ applications to access the node instance by 
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node IDs. A brief structure of the Node class and the relevant functions between class 

Node and class Packet is showed in Figure 3.18. 

 

 

Figure 3.18 Class Node Structure 

 

The procedures of configuring an individual node with a complete adjacent list are: 

- creating a node instance by calling the constructor Node(void), 

- starting with sending or listening to a packet, which is assigned randomly, 

- attaching the energy model which monitors the energy level, 

- extracting the source node ID from received packets which are from neighbours only 

and rewriting one field of the current adjacent list with a received source node ID. 

As mentioned before, NS2 is constructed by two programming languages: OTcl and 

C++. OTcl is the interpreted hierarchy, and C++ is the compiled hierarchy (Issariyakul 

& Hossain, 2012). The naming convention of NS2 is as below: 
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Table 4.1 Naming convention of NS2 

 Interpreted Hierarchy 

(OTcl) 

Compiled Hierarchy (C++) 

Base class 

Derived class 

Derived class (2nd level) 

Agent 

Agent/TCP 

Agent/TCP/Reno 

Agent 

TcpAgent 

RenoTcpAgent 

Class functions 

Class variables 

installNext 

windowOption_ 

install_next 

wnd_option_ 

(Issariyakul & Hossain, 2012) 

The class name of the class Node in the compiled hierarchy is “Node”. The member 

variables in a class ended with an underscore “_” and the name of functions without 

the underscore in C++. lowercase “m” which indicates it is a member variable from a 

relevant class, for example: 

 

 

Where nodeid_ indicates the node ID which the variable and nodeid() is a function 

which returns nodeid_ when it is called. 

The constructor is a particular function in C++ to create/construct an instance of the 

class. The primary purpose of having a constructor is to assign initial values to member 

variables which are associated with a specific class. A constructor name must be the 

same as the class name, and no return type is required for the constructor. A user-

defined constructor can have one or more input parameters. A class can hold more 

than one constructors which must be declared differently either with a different number 

of parameters or different variable types of the input parameters. The initialiser gives 

all member variables in the class a default value, including any variables that have 

been mentioned in the initialiser list in the initialisation stage. The computation stage 

of the constructor implements the code in the constructor only, which means any 

mentioned variables and functions in the constructor are applied, and the other 

variables or functions are not assigned any value at all. The constructor runs the 

initialisation stage first and then the computation stage. 

int  nodeid_; 
int  nodeid(); 
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The send() and recv() functions are used for communications. They are defined and 

implemented in the mac.cpp file as: 

 

 

 

 

 

 

 

 

 

 

 

 

The send() function first creates a common packet header and then obtains the packet 

sending time which is packet size * data rate using the function txtime() where the 

packet size is the input parameter. A packet is created when the send function is 

implemented, and the energy level of the relevant node reduces one sending power 

unit. The recv() function gets a packet as the input and extracts the sender ID from the 

packet. A new adjacent node will be written in the receiver’s adjacent list if the packet 

is from an unknown node. If the direction indicator of the packet is “DOWN”, the packet 

is an outgoing packet which will be pass to send() function. If the direction indicator of 

the packet is “UP”, the packet is an incoming packet which will be processed in the 

recv() function. 

void Mac::send (Packet *p, Handler *h) 
{ 

hdr_cmn* ch = HDR_CMN(p); 
/* store data tx time */ 
ch->txtime() = Mac::txtime(ch->size()); 
/* check whether we're idle */ 
if (tx_state_ != MAC_IDLE) { 
 Packet::free(p); 
 return; 
} 
 
pktTx_ = p; 
txHandler_ = h; 
double jitter = Random::random()%40 * 100/bandwidth_; 
 
if(rx_state_ != MAC_IDLE) { 
 trace_event("BACKING_OFF",p); 
} 
 
if (rx_state_ == MAC_IDLE ) { 
 // we're idle, so start sending now 
 waitTimer->restart(jitter); 
 sendTimer->restart (jitter + ch->txtime()); 
} else { 
 // we're currently receiving, so schedule it after 
 // we finish receiving 
 waitTimer->restart(jitter); 
 sendTimer->restart(jitter + ch->txtime() 
     + HDR_CMN(pktRx_)->txtime()); 
} 

} 
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void Mac::recv(Packet *p, Handler *h) { 
 struct hdr_cmn *hdr = HDR_CMN(p); 
 /* let Mac::send handle the outgoing packets */ 
 if (hdr->direction() == hdr_cmn::DOWN) { 
  send(p,h); 
  return; 
 } 

 if (rx_state_ == MAC_IDLE) { 
  /* 
   * We aren't already receiving any packets, so go ahead 
   * and try to receive this one. 
   */ 
  rx_state_ = MAC_RECV; 
  pktRx_ = p; 
  /* schedule reception of the packet */ 
  recvTimer->start(txtime(p)); 
 } else { 
  /* 
   * We are receiving a different packet, so decide whether 
   * the new packet's power is high enough to notice it. 
   */ 
  if (pktRx_->txinfo_.RxPr / p->txinfo_.RxPr 
   >= p->txinfo_.CPThresh) { 
   /* power too low, ignore the packet */ 
   Packet::free(p); 
  } else { 
   /* power is high enough to result in collision */ 
   rx_state_ = MAC_COLL; 
 
   /* 
    * look at the length of each packet and update the 
    * timer if necessary 
    */ 
 
   if (txtime(p) > recvTimer->expire()) { 
    recvTimer->stop(); 
    Packet::free(pktRx_); 
    pktRx_ = p; 
    recvTimer->start(txtime(pktRx_)); 
   } else { 
    Packet::free(p); 
   } 
  } 
 } 
} 
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3.3.7 Packets 

The header format, procedures and functions of packets are packed in the class 

Packet and are described in Packet.h and Packet.cpp. The packet objects are the 

fundamental units of message exchange between sensor node objects in the 

simulation. A brief structure of the Packet class and the relevant functions between 

class Node and class Packet is showed in Figure 3.19. 

 

Figure 3.19 Class Packet Structure 

The constructor initialised four parameters to zero: bits_, data_, ref_count_ and next_. 

The parameter bits_ indicates the header bits, the parameter data_ indicates the 

variable size buffer for data, the parameter ref_count_ indicates to free the packet until 

count to 0 and the next_ is the pointer which points to the next packet in a queue. The 

methods are declared in the header file Packet.h and defined in the source file 

Packet.cpp. The packet class carries the basic exchange information over the 

simulation. Each packet instance keeps at least a unique packet ID, the sender ID and 

the sending time. The function alloc() allocate memories for new packets. The 

functions offset() and access() are used to access the particular header instance in a 

packet, for example: 

hdr::access(p) 

where hdr is the header instance, and p is the packet pointer. 

The source ID and the sender time when the packet instance is created in the send() 

function are the interesting information. The sender ID and send time of the packet are 

extracted by the recv() function. The lifetime of a packet is from the sender sending it 

out to the receiver receiving it only. A packet is discarded after the receiver extracts 
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the relevant information from the packet. The constructor completes the basic 

initialisation only, and the values of the rest of the member parameters are given while 

the packet goes through the WSN stacks. 

An object type can be one of the primitives of the programming language or a class 

which is created by users. In the same theory, the input parameter of the functions 

send(), and recv() must have a packet type variable. A packet is created in the 

application layer by calling the allocpkt() function in the class Agent. The class name, 

“Packet”, is used as an object type for instance assignments. The packets in the 

channel form a queue automatically, which follows the interface queue type defined at 

the beginning. Any out of date packets are disabled immediately to release rooms for 

fresh current communications. The Packet class simplifies the packet header from a 

complex and gross combination of the packet type, packet size, source address, target 

address and port number to a sender ID field only. It minimises the packet size to 

contain necessary information only for time synchronisations. A small and compact 

packet is preferred in time synchronisation simulations as any redundancies may 

increase the message latency and make the program more unpredictable. The field 

“time” in a packet must be obtained just before the packet sends out. The status of the 

node may not be in transmitting mode (it can be in sleep mode, listening mode or 

receiving mode) when the packet is created. A renewal of queuing in the channel is 

required to prevent the appearance of old packets with the wrong timestamp. 

 

3.3.8 Procedures 

Nodes are identical and implement the same procedures after switching on in the WSN. 

The process of a node in the discovery period is illustrated in Figure 3.20. The process 

keeps in the loop of the flow chart until the counter of the discovery timer reaches zero. 
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Figure 3.20 Node Process in Discover Period 

 

A node switches on with a local timer and a random state. The states of a node in the 

discovery period include sending, listening and receiving where listening and receiving 

are banded together as one state in the state machine. The state machine has two 

states only: 0 and 1. 0 indicates sending packets, and 1 means listening packets, 

receiving qualified packets, extracting and processing packet information as 

requirements. The sleep state is not required in the discovery period as the purpose 

of the discovery period is to obtain network information as much as possible, and the 

energy-saving is not prior in this stage. Two parameters control the transmissions in 

the discovery period: the discovery period length and the number of messages per 

node sends in the discovery period. The larger the monitoring area is,  the more nodes 

are required and the longer the discovery period is necessary to allow node obtaining 

all network information. 

The procedure starts with creating a node instance and preparing the discovery period 

timer. The node keeps sending packets during the sending status, and the packets 
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are queueing in the channels. The node under listening mode scans the channels and 

picks one relevant packet each time to the receiving process to update the sensor 

node information. The status of a node is switched alternately, which means the node 

will start a listening mode after a sending mode completes. The listening mode lasts 

for a second each circle if no validated packet is detected. The receiving process is 

started once a packet is detected during listening. The relevant information is extracted 

from the packet and compared with corresponding information in the node. An update 

of the node will be applied if the information matches.  Packets are discarded as soon 

as the delivery finishing and will not be forwarded to others. The complete adjacent list 

of each node in the network is not guaranteed as errors and interference may happen 

in communications. 

When the synchronisation period starts, all nodes turn to synchronisation mode. The 

synchronisation period loop is shown in Figure 3.21. The loop will not end until there 

are external forced interruptions or the energy of any nodes is exhausted. 

These procedures are implemented in the Tcl file. The internal actions executed during 

the time synchronisation period is described as Figure 3.21. The state machine used 

in the synchronisation period has three status: 0 – sleep mode, 1 – sending mode and 

2 – listening mode. The initial state of each node is assigned randomly. The node will 

read the state machine and decide with the process to run next after the idle mode 

and the sleep mode periods. The node turns to sleep mode after the listening mode 

straight away as a time calibration will be implemented after receiving all relevant 

packets. 
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Figure 3.21 Synchronisation Period 

 

3.4 Conclusions 

This chapter introduces the requirements of the simulations, the simulator structure 

using a UML diagram, the preparations of time synchronisation including settings, 

topology generation and practical parameters, nodes, packets and procedures. The 

implementation of new protocols is one of the most crucial steps in the design of WSN 

time synchronisation simulation. The use of practical parameters from hardware and 

the randomization of deployments and offsets improve the facticity of the simulation. 

The simulator is described in two parts here: the data collection for preparations and 
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the class implementations. The useful data is collected from the DW1000 chip, which 

focuses on the object localization tasks and the CC2538 microcontroller, which 

focuses on the data computation tasks. The simulation of sensor nodes is completed 

by several modules which make the program more organised, manageable and 

flexible. Each component of the sensor node processes different tasks, which splits a 

complicated task into small subtasks. Various considerations on different 

combinations of sensor node statuses are summarised in communications. Two 

periods of the time synchronisation procedures are described separately as the 

discovery period, which completes the topology information of the network and the 

synchronisation period, which performs the actual time synchronisation tasks. The flow 

charts have illustrated the processes of each period of the time synchronisation. The 

energy model is embedded in different functions of the classes. The state machines 

are different during different period. There are the sending and listening modes in the 

discovery period, and there are sending, listening and sleep modes in the 

synchronisation period. The power consumption of sending and listening modes are 

equal. In sleep mode, the transceiver of the node is switched off to reduce the power 

consumption for network lifetime extension. 
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Chapter 4. SA-MAC Protocol 

An efficient time synchronisation could increase the performance of most WSN 

applications significantly. The energy conservation of sensor nodes using the theory 

of periodic activation and sleep relies on schedule tables with accurate timestamps 

which are maintained by frequent time synchronisations. In this chapter, a time 

synchronisation scheme with a new Medium Access Control (MAC) protocol, named 

Schedule Awareness MAC (SA-MAC), is proposed for energy conservation purposes. 

This chapter focuses on MAC layer modifications. In SA-MAC, wireless sensor nodes 

can obtain active timeslot information of their two-hop neighbours by applying 

dimensionality reduction to generate compressed schedule tables. The simulation 

results show the lifetime of the network is extended significantly within the time 

synchronisation tolerance. 

SA-MAC protocol is based on DCF (Distributed Coordination Function) primary mode 

and focuses on energy conservation in battery-operated WSNs. SA-MAC assumes 

node collaboration, data processing and fusion are available and the application 

tolerates a certain message latency of data transmission in the network. The main 

design goal of the SA-MAC protocol is to provide an energy conservation solution for 

the time synchronisation message exchange. 

This chapter presents the fundamental of the SA-MAC protocol and the basics of 

network implementation. Section 4.1 introduces the basic concept. The assumptions 

of the WSN is given in section 4.2. Section 4.3 shows a periodic listen and sleep 

mechanism along with the frame format, which is used for message communications. 

In section 4.4, the information on neighbour management is discussed. Section 4.5 

presents the main steps of the schedule sharing mechanism. Section 4.6 describes 

how the force schedule update feature reduces the energy consumption when timeslot 

conflict happens. An evaluation of SA-MAC is given in section 4.7. Finally, section 4.8 

summarises the chapter. 
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Figure 4.1 SA-MAC protocol design 
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4.1 Basic Concept 

WSNs are categorised as non-infrastructure networks as neither a central controller 

node nor a coordinator, such as a base station (BS) or an access point (AP), is 

required, which means no constant power supply is provided for any of the mobile 

nodes in the network. The system adopts a sparse meshed network structure to 

connect the sensor nodes and the peer-to-peer message exchange scheme is applied 

between each pair of neighbours. The synchronisation is achieved by the single-way 

sender-receiver approach, which is proposed in this project. The traditional sender-

receiver process requires two-way message exchange to complete each round of time 

synchronisation, and nodes do not keep any data from previous transmissions, which 

may cause omission of vital information and not be able to form a rule or regression 

relying on the transmission history. The sender nodes of the traditional sender-receiver 

approach have to wait for replies from the receivers; otherwise, the synchronisation 

would not be completed if responses are time out. The waiting time and the many 

message exchanges are redundant transmissions which consume more power than 

necessary. Some sender-receiver synchronisation approaches are TPSN (Timing-

sync Protocol for Sensor Network), tiny-sync and mini-sync, LTS (Lightweight Time 

Synchronisation), and AMTS (Adaptive Multi-hop Time Synchronisation). The 

receiver-receiver synchronisation approach relies on a reference node which sends 

synchronisation signals to the two receivers. The receivers record their local 

timestamp when the synchronisation message is received and exchange their 

reception times to synchronise to the reference node. The receiver-receiver 

synchronisation approach requires a reference node and at least two receiver nodes 

to complete a round of synchronisation, which does not meet the requirements of this 

project. A reference time is not compulsory in this project. The critical point of this 

project is to synchronise the whole network time. A typical receiver-receiver 

synchronisation approach is RBS (Reference Broadcast Synchronisation). A node in 

a receiver-only synchronisation approach synchronises itself by listening to the other 

nodes’ traffic. The receiver-only synchronisation approach may lead nodes missing 

the actual packet, which is transmitted to them. 

Every node in the network is identical on hardware design, functionalities, transmission 

methods and synchronisation algorithms. No standard time is required in the system. 
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The time difference among sensor nodes is kept in a minimum range by the time 

synchronisation method. Each node can launch the synchronisation process by 

sending a synchronisation signal to its neighbours. The sender considers its local time 

as the standard time on each round of the time synchronisation process. The network 

is set up automatically by the ongoing communications among sensor nodes which 

run discovery period message exchanges. Each node should keep a proper neighbour 

table indicating its neighbours’ node IDs after finishing the discovery period. The 

single-way sender-receiver synchronisation approach estimates the time offset from a 

set of data of previous transmissions. Nodes start to communicate with their adjacent 

nodes only and are not expected to reach any nodes which are more than one hop as 

no routing algorithm is provided in the system. Any routing algorithms would increase 

the energy consumption on computing, which should be prevented in this project, as 

the one-hop message exchange is good enough to process the time synchronisation 

enquiry. The time difference of the network would decrease gradually and keep in an 

acceptable area. Every node synchronises itself to its neighbours, and the system 

achieves a network-wide time synchronisation eventually. The system supports 

adding and changing nodes without a routing algorithm, even removing nodes when 

the connection is active with an alternative path. The rules of passing packets are 

considered under different statuses of the sensor nodes: 

 

Figure 4.2 State machine 

 The node keeps sending packets to all its neighbours circularly according on its 

adjacent table when the node is in the sending mode. 
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 The node keeps listening ongoing packets in the traffics and extract the destination 

address (node ID in the simulation) from the packet header when the node is in 

the listening mode. 

 The node turns itself to the receiving mode when the destination address from the 

listened packet header is the local address and starts to process the packet which 

includes extracting and recording relevant information from the packet, and 

implementing the clock offset estimator when sufficient data is provided. 

The node statuses are kept changing to guarantee nodes would both sending and 

receiving packets regularly, and nodes can communicate with their neighbours. 

For example, a node starts with sending mode, which is assigned randomly. The node 

starts to send packets to its neighbours circularly and then turns itself to listening mode 

after a round of sending. The node keeps listening till the destination address of a 

packet matches the node’s address or no packet is discovered and time out. The node 

then turns itself back to sending node after receiving the particular packet or listening 

time out. The node keeps this process repeatedly in the whole discovery period, which 

may refer to Figure 3.20 node process in discover period. 

 

4.2 Assumptions 

As mentioned in section 2.2, the main factors of energy-wasting are collisions and 

retransmissions, overhearing, idle listening, and control packets in the traditional WSN 

MAC protocols with contention services. The collision avoidance and packet 

retransmission after collisions mechanism work efficiently on long messages. Still, for 

short messages, the three-way handshake control packets and retransmission 

increase energy consumption and message latency. The overhearing is defined as an 

energy-wasting factor when unicast is the primary transmission method in the network, 

which is not the case in the time synchronisation scenario. Idle listening is still the 

energy hunter in our scene. 

The SA-MAC protocol adopts a periodic listen and sleep mechanism with long inactive 

periods, a neighbour negotiated sleep schedule mechanism, a multipurpose packet 

frame to avoid redundant network traffics, an outdated packet destroys mechanism 



106 
 

avoiding queuing and delay, a schedule sharing mechanism updating neighbours’ 

schedule without further individual message exchanges and reducing active periods, 

and a direct message broadcast scheme without complicated control messages. The 

sleep period is extended by applying the schedule sharing mechanism, which requires 

a fully updated schedule table. The schedule negotiation among neighbour nodes 

during the discovery period builds collision-free schedules to support the express 

schedule updating. The multipurpose packet covers both time and location information, 

which synchronises the timing and locates the mobile object in one packet 

transmission. The packets are guaranteed to be the most updated ones by applying 

packet destroy mechanism which deletes outdated packets once channel contention 

fails. The overhearing which is not a problem in broadcast networks. The destination 

field is not required while nodes communicate with neighbours only. The schedule 

sharing transmissions use CSMA/CA to set radio off for NAV period while the channel 

is busy with the other communications. The node turns to sleep mode once a 

scheduled packet is received and its schedule table is updated entirely without further 

listening as the other contention service WSN MAC protocols. 

It is assumed that N sensor nodes are deployed in a grid network, which means that 

the distance between every pair of nodes is within the communication range. Every 

node has a unique identifier and a local clock triggered by a crystal oscillator which 

generates the hardware time notation. The timestamp used in the software is the 

logical clock value which is converted by a function from hardware clock readings in 

the node. Lightweight time synchronisation uses bidirectional links and a single 

frequency in the network. The time synchronisation packets are small. The 

transmission delay between nodes is tiny and very close to zero because of the 

distance between nodes. The number of direct neighbours is limited in every node. 

And, the energy consumption of switching the radio on and off is eliminated in 

simulations as they are too small. 

The network is connected automatically based on grid deployment. The neighbour list 

is relatively stable without node movement or power exhausted in grid networks. No 

routing protocol is specified, which means any routing protocols could be attached 

depending on the application requirements, and the system could perform better after 

adding routings. 
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Nodes switch on with random delay, which should be completed within the discovery 

period. Any nodes starting after the discovery period would go through the new node 

adding procedure. Nodes should be able to communicate with all neighbours within 

their signal coverages. The network occupies single frequency, so the simultaneous 

dual-directional transmission is not supported. All sensor nodes process the received 

sync data and combine the collected information with the local time information to 

adjust the local logical clock and map the software value to the time slots with offsets. 

No reference node is required in the network. Figure 4.3 gives the concept of the group 

star wireless sensor network. 

    

Figure 4.3 The concept of a group star wireless sensor network. 

 

Figure 4.3 shows the monitoring area. The dotted arrows indicate node A gathering its 

neighbours’ time information with its own timer to adjust its logical clock. Node B shows 

the same procedure as node A, and the other nodes work in the same manner in the 

synchronisation period. Node A and its direct neighbours form a star network, and 

meanwhile, node A which is a direct neighbour of node B is within node B’s star 

network. The small stars overlay partially to connect and cover the monitoring area 

eventually. 

 

A B 
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4.3 Periodic Listen and Sleep 

Wireless sensor nodes are expected to maintain in the sleep mode with low power 

consumption features as long as possible for energy conservation purposes. A sensor 

node keeps its periodic listen-sleep schedule individually to activate the signal 

transceiver. In an on-duty cycle, the transceiver works on-demand repeatedly on the 

carrier sensing, listening, transmitting or receiving. The synchronisation of schedules 

among neighbours determines the efficiency of the periodic listen-sleep mechanism 

on energy saving. The idle listen period is reduced by accurate time synchronisation 

mechanisms when the network traffic load is light. A cycle is combined with active 

periods and sleep periods. The cycle length is fixed to a value in the system depending 

on the application requirements. The sensor node can transmit and receive packets, 

listen to traffics, and sense channels during the active period. The active period is not 

fixed in each synchronisation cycle as the convergence optimisation mechanism 

keeps shortening the length of the on-duty period. The node turns to sleep once all 

schedules are updated. The ratio of an active period to a synchronisation cycle is 

between 1% and 100%. 

The schedule is exchanged in periodic synchronisation packets among neighbours, 

and each node keeps its neighbours’ schedules in its neighbour table. All packets are 

sent by broadcast, and all nodes communicate with their neighbours only for time 

synchronisation purposes. The schedule is calculated from the neighbour table. Each 

entry of the schedule table contains a neighbour ID, a schedule timer and a schedule 

sequence number which is copied from the incoming packet’s sequence number. 

A synchronisation cycle has three or four triggers on different forms of schedules which 

can be classified as pre-transmission, in-transmission and post-transmission by the 

location of the transmitting action in the active period. The pre-transmission schedule 

indicates the transmission timeslot is the first timeslot of the active period; the in-

transmission schedule indicates the transmission timeslot can be any timeslot in the 

middle of the active period, but it can neither the first timeslot of the active period nor 

the last timeslot of the active period; the post-transmission schedule indicates the 

transmission timeslot is the last timeslot in the active period. The triggers indicate node 

state changing. The modalities of the SA-MAC cycle with triggers are shown below: 
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 1 2 3 

Pre-transmission Send Listen Sleep 

 1 2 3 4 

In-transmission Listen Send Listen Sleep 

 1  2 3 

Post-transmission Listen Send Sleep 
Figure 4.4 Trigger in a cycle 

The numbers in Figure 4.4 indicate the triggers. The nodes start to negotiate after the 

last communication is completed in the cycle, which means the node starts to process 

the received data and generates or modifies the schedule table for the next cycle. The 

node state changes when the local timer reaches the trigger points. The node sends 

at least one packet in each active period for synchronisation purpose, no matter 

whether data is captured or not. The packet is prepared after a sending trigger is 

reached. Any observed data during the listen period is stored in the buffer and waits 

for the next sending trigger. The first timeslot in the pre-transmission schedule is the 

reference indicating the on-duty period starts. The neighbours update the starting point 

of their on-duty period to the node that holds the pre-transmission schedule. The 

neighbours sync their on-duty period to the node holding the pre-transmission 

schedule if their on-duty period is shifted because of the clock offsets. The post-

transmission schedule is used in the on-duty period convergence optimisation as the 

node holding the post-transmission schedule requires to reselect a timeslot to shorten 

the on-duty period. 

Although the cycle form is pre-defined from the previous update, the length of the 

active period is not bound. The node could go sleeping before reaching the sleep 

trigger if all the known neighbours’ entries in the schedule have been updated in the 

current cycle. The node may not be able to go sleeping after the sleep trigger if the 

update of the schedule has not been completed, and the channel is busy, which means 

at least one neighbour is still in its active state. The periodic listen and sleep 

mechanism is described in two sections: the schedule maintenance, which explains 

the schedule exchange process, and the maintaining synchronisation, which focuses 

on how to determine the position of the triggers in a cycle. 
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This section describes the distributed clock synchronisation system which combines 

the MAC layer modification and application layer improvements. The basic idea of the 

synchronisation scheme is to provide the WSN a network-wide consistent time so that 

all nodes in the network can convert their status among transmitting, listening and 

sleep freely at specific time slots with a relatively accurate time notation to save 

individual node’s energy and extend the whole network’s lifetime. 

 

4.3.1 Schedule Maintenance 

Sensor nodes discover their neighbours by communications. The periodic listen and 

sleep mechanism prevents a certain number of communications during the sleep 

period, which may lead the sensor node isolated. The question about how to perceive 

neighbours are listening, or sleeping is one of the challenges for senders in an active 

periodic listen and sleep mechanism. 

The sensor node generates a random schedule, and the state of a random node is 

either sending or listening after power-on. The sensor node starts carrier sense to 

detect free channel before sending out its schedule if the node status is registered as 

sending. If the channel is busy, the node changes its state to listening and keeps 

hearing the ongoing traffics. The sensor node registers its neighbours and their 

schedules to the schedule table whenever new neighbour or schedule is found in the 

captured packets. If more than one schedules in the schedule table share the same 

time slot, the sensor node which detects the collision regenerates new schedule and 

broadcasts its new schedule in the next sending period. The number of neighbours is 

set to four in this grid network. The maximum number of neighbours can be modified 

as application requirements and is predefined by users. 

There are four fields in the schedule table: node ID, schedule time slot, local time slot 

and packet sequence number. The schedule table saves not only the neighbour node 

schedules but also the local schedule, which is different from the neighbour list. Each 

node is expecting to hold five schedules in the schedule table, including the timing of 

itself. The node records its local time while receiving the first packet from a new 

neighbour and records this neighbour’s scheduled time slot. The clock offset between 

this pair of nodes is the difference between these two timeslots. The local time slot of 
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a neighbour must be different from the other neighbours in the same schedule table. 

The local time slots assign the position of triggers and determine the length of the 

active period. The minimum local time slot in the schedule is set as the start of the 

active period and the maximum local time slot in the schedule is defined as the end of 

the active period. The sensor node does not change its status until the next trigger is 

met, which means the sending and listening periods in cycles are flexible. The packet 

sequence number is an indicator to show whether the schedule is updated in this cycle 

or not. 

The sensor nodes in the same network do not have to share the same schedule period 

to synchronise in SA-MAC when the active period of the particular sensor node covers 

its neighbours’ sending period. In other words, the sensor node only needs to be active 

for listening to all neighbours’ updates. Any not direct neighbour of the sensor node 

would not affect each other and could be synchronised by their common neighbours 

with different active periods. 

Whenever more than one neighbours of the sensor node choose the same scheduled 

time slot, the sensor node modifies its schedule to the conflicting time slot to force the 

two neighbours changing their scheduled time slot, which is called force schedule 

update. This method solves the hidden terminal problem without RTS/CTS packets, 

and the exposed terminal problem does not exist without those control packets. 

SA-MAC starts to build the neighbour list of a node at the discovery stage when nodes 

are just switched on. The traditional schedule table maps node IDs to time slot 

positions, as shown in the top part of Figure 4.5. The node ID information is redundant 

in time synchronisation processes, as the only interesting information is which time 

slots are free to use but not who occupies which time slot. Different from traditional 

neighbour schedule tables, SA-MAC provides a new schedule table which is achieved 

by binary strings. The new time string which covers both time slot and flag information 

eliminates the unused field - node ID in time synchronisations and extends the 

awareness of occupied time slots from direct neighbours to two-hop neighbours. The 

time strings from direct neighbours are processed before transmitting, which reduces 

the network traffic load effectively. When a node receives a schedule table from a 

neighbour, it will combine the received schedule with the local schedule by 
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implementing logical OR operation. Therefore, the local node obtains the time slot 

occupation information from the neighbour’s neighbours after the procedure. 

Figure 4.5 shows an example of converting a traditional schedule table into a string. 

The last 16-bit time string has been divided into 16 timeslots. The value of the slots 

could be either 0 or 1. 0 represents a free time slot, and 1 indicates the time slot is 

occupied by one of the neighbours. The arrow in the traditional schedule table 

indicates the local node. All string counters start from 0. 

 

Figure 4.5 Schedule table transformation 

The schedule field contains two 16-bit strings: the pointer string and the time slot string. 

The first 4-bit binary number of the pointer string (start from the right) indicates the 

transmission time slot of the local node to send packets and the second 4-bit binary 

number indicates which time slot the sender of the received packet is occupied. The 

range of the two pointer strings is 0-15. The pointer string from 8 to 15 bits indicates 

the collision information, where the first 4-bit (in low-to-high order) shows the current 

collided time slot and the second 4-bit is reservation bits with no use at the moment. 

Whenever more than one neighbours choose the same time slot, the local node 

modifies its schedule to the conflicting time slot to force the two neighbours 

rescheduling their sending time slot. The time string shows the time slots of the local 

node. 
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Figure 4.6 The concept of the new schedule table 

Figure 4.6 shows five traditional schedule tables are combined into one new schedule 

table, and the local node is aware of which timeslots are occupied by its neighbours 

and two-hop neighbours. To know two-hop neighbour’s information, the node must 

need to keep five traditional schedule tables which are the neighbour table of node 0 

(myself), the neighbour table of node 1, the neighbour table of node 2, the neighbour 

table of node 3 and the neighbour table of node 4. The simplified schedule table 

compress one traditional schedule table into one field for time synchronisation. The 

details of conversion and the meaning of each bit have been described in Figure 4.5. 

 

4.3.2 Maintaining Synchronisation 

Schedules are broadcasted to neighbours periodically during sending periods in each 

cycle. Different from S-MAC, which applies multiple cycles to achieve synchronisation, 

the SA-MAC uses one cycle implementation which passes multiple synchronisation 

packets in a burst for clock offset estimation. The more extended cycle period reduces 

energy consumption on frequent node status changes. 

After initialising the schedule table in the discovery stage, the node keeps following 

the same schedule if no new schedule is detected. The sequence number is the only 

updated field to indicate the schedule is up to date if the packet is from a known 

neighbour and the schedule has no change. The clock offset between two nodes may 

be increased or decreased because of the crystal oscillator clock drift, which means 

the sending period of a neighbour may start early and finish late. The time slots of the 
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first packet and the last packet received from a particular neighbour are recorded. The 

node changes the local time slot in the relevant schedule to overcome the clock drift 

problem. If the first packet is received later than the last cycle and the reception time 

of the previous packet is the same, the local time slot is shifted to the new first packet 

arrival time, vice versa. 

The sending period shift method, which is described above works on clock drift with a 

small difference on time slots only. If the neighbour changes its schedule to a new time 

slot because of topology modification or schedule crash, the node may not hear any 

packets from the neighbour as scheduled. There are two situations when no packet 

from the expected node is received: the node is powered off or removed, and the node 

changes its schedule. If one of the schedules is not updated in the latest cycle, the 

node will not sleep in this cycle to judge which situation it is facing. There are three 

possible situations to be determined from the unsleeping cycle. If the node receives 

relevant packets in the sleep period of the current cycle, the node updates the 

schedule and sleep immediately. If the packet is received in the active period of the 

next cycle, the node updates the schedule and continues its timeline. If an additional 

neighbour’s schedule is not updated after the active period, it means these two 

neighbours’ schedules are sharing the same time slot. The force schedule update is 

applied to solve the schedule collision problem, as mentioned in 4.1.1. If no expecting 

packet is received and no schedule collision is detected, it indicates the neighbour is 

powered off or has been removed physically. The neighbour is deleted from the 

neighbour list and the schedule table in this case. The disconnected neighbour can 

re-join the network as a new node. 

New nodes could join the network at any time while the application is on duty. If the 

node receives a packet from an unknown neighbour, the node first checks whether 

any existing neighbours occupy the new neighbour’s scheduled timeslot or not. If the 

timeslot is not in the schedule table, the neighbour ID is added to the neighbour list, 

and the timeslot is assigned to this neighbour. If the schedule collides with existing 

schedules, the force schedule update method is applied. 
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4.4 Neighbour Management 

Nodes discover each other by transmitting and receiving synchronisation packets. The 

neighbour management is discussed in two stages: the discovery stage and the 

synchronisation stage. Every sensor node holds a neighbour list which records the 

neighbour node ID, the schedule ID, the active flag and the state of the neighbours. 

When the sensor node receives a packet, it will first extract the source ID from the 

packet and check whether the source ID matches any neighbour node ID or not. If yes, 

the schedule ID is obtained, and the new schedule is written in the schedule table. If 

no, the neighbour ID is added to the neighbour list, and a corresponding schedule will 

be generated in the schedule table. 

The sensor nodes do not sleep in the discovery stage after first power-on. An initial 

state either sending or listen is set once the sensor node is on. The sensor node keeps 

switching its state during the whole discovery period. If the node starts with sending 

state and the channel is busy, the node will change to listen to state immediately to 

track the ongoing packet and try to fill its neighbour list and schedule table as much 

as possible. If the node is in sending state and the free channel is available after two 

carrier sense actions, a packet will be broadcasted, and all neighbours should receive 

this packet as the channel is reserved for this transmission. The state of the node will 

change to listen after sending a packet successfully. If the node starts with listening 

mode, whenever a packet is captured, or the listen timer ends, the node is forced to 

sending mode and try to get the free channel to send packets. 

The node may delete an existing neighbour as a power-off node by mistakes, or new 

nodes may join the network after the discovery stage. A periodic neighbour discovery 

strategy is required in the synchronisation stage to notice the topology changes. If a 

schedule is not updated for three cycles, the node first identifies whether it is caused 

by schedule collisions or by energy exhausted. The node implements discovery mode 

for a cycle period. The node in discovery mode stops sleep and keeps changing its 

state between transmitting and listen. The detail of the discovery stage is discussed in 

section 4.1.1. If the node still cannot hear any packets from the neighbour, this 

neighbour is removed from both the neighbour list and the schedule table. The periodic 

neighbour discovery scheme also helps in detecting new nodes. 
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The length of the discovery period is predefined. The node implements a discovery 

cycle whenever a discovery flag is on. The node keeps listening in scheduled listen 

period from the previous cycle; the node keeps changing state between listen and 

transmitting during the original sending period; the node keeps listening in the sleep 

period in a discovery cycle. The schedule change may cause a whole network 

schedule updating which wastes energy. The node sends a unicast packet with a list 

of free time slots by RTS/CTS mechanism to the newly added neighbour to reduce the 

probability of schedule collisions. 

SA-MAC applies active time convergence which shortens the active period based on 

the arranged time schedules. The local node knows which time slot is free in the area 

of the two-hop neighbourhood and is aware of whether itself is the latest sender before 

the sleeping period starts. Figure 4.7 shows an active time convergence procedure. 

 

Figure 4.7 Active time convergence example 

In Figure 4.7, node C is aware of being the latest sender in the first cycle. Node C 

looks over its schedule table and find a free time slot randomly within the range 

between zero and the currently occupied time slot and broadcast its new time slot to 

neighbours to update their schedule tables. In the second cycle, node C applies its 

new sending time slot, which makes node C is not the latest sender anymore. After 

that node B is aware of it is the latest sender, node B repeats the procedures above 

as node C to update its sending time slot. 
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The convergence stops when the latest sender could not find any free slots within the 

range between zero and the currently occupied time slot or the latest sender found 

that it keeps holding the latest sending time slot for three times in a row. A pseudo-

code of the searching algorithm in a cycle is shown below: 

 

4.4.1 Periodical Neighbour Discovery 

The SA-MAC protocol adopts the contention-based service, which means nodes share 

a wireless channel in the network. The collision is a common problem in a contention-

based service network if no schedule is applied. Collisions could cause the receiver 

fails to receive packets or receives error packets, and the sender keeps retransmitting 

packets, such that the network is jammed and the energy of the sensor nodes is 

wasted. The overhearing is another problem in the contention-based service, as the 

// Input: Two arrays of time string T and occupied 
time slot index O, a non-negative integer of 
sending pointer p, two flags f and f1 

// Output: A new sending time slot index i 

f = TRUE 

for k = p + 1 to lengthof(T) 

 if T[k] == 1 then 

  f = FALSE 

if f = TRUE then 

 while f == TRUE 

  i = Random(0, p) 

  f1 = TRUE 

  for k = 1 to lengthof(O) 

   if O[k] == i 

     f1 = FALSE 

     break 

  if f1 == TRUE 

   f = FALSE 

 return i 
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receiver gets the packets which are not destinated to it. The actions of receiving, 

checking the packet header and deciding whether the packet is required to consume 

the sensor node energy by the busy transceiver and the decision making. Idle listening 

is the primary energy-wasting process in a contention-based network. The sensor 

node keeps listening to the channel in case missing any data packets if the scheduling 

mechanism is turned off. The idle listening is unnecessary in most of the time and 

wastes a large portion of the sensor node energy. The network management and 

sensor node cooperation rely on the control message exchange. However, a high 

frequency of control message exchange not only increases the energy consumption 

but also occupies the shared channel raising the probability of collision. 

The states of the sensor node are sending, receiving, listening and sleeping. The 

energy consumption is reduced in the above order within a unit of time. The energy 

consumption of the transceiver is the highest in the sending state and the lowest in the 

sleeping state. The energy consumption of receiving and listening is similar. Therefore, 

the most common mechanism of network energy conservation is to apply a periodic 

active and sleep scheme. The sensor node arranges its active and sleep periods 

following a schedule. The schedule should be able to predict when the sensor node 

wants to send data, and when the sensor node is required to receive data. The 

neighbours have to cooperate and decide on a consensual agreement on the active 

and sleep cycle, which allows all neighbours to go to sleep together and awake 

simultaneously. The ratio of collision should be minimised in a contention-based single 

frequency network depending on the utilization rate of the channel. The design of a 

MAC protocol should be simple and effective to avoid extra cost and energy waste. 

The MAC protocol supports distributed control which means no central controller is 

required. The design focuses on solving problems in a single frequency network, but 

it can perform better in a multi-frequency network. The channel division is random, on 

a contention-based, but not fix assignment, which means nodes are allowed to 

contend the channel and the winner occupies the instant use of the channel at that 

unit of time. The channel occupation period is on-demand. The sensor node starts to 

contend the channel after an event is detected, and data is generated. Collisions may 

happen when the contention is in the process. The existing mechanisms adopt at least 

one retransmission scheme to retrieve or resend the data, which contraries to the real-

time requirement of a time synchronisation system. The contention process applies 
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the carrier sense multiple access (CSMA) scheme and works on the distributed 

coordination function (DCF). The wireless communication can achieve collision 

avoidance only, but not collision detection as the implementation in wired networks. 

In DCF, the carrier sense is implemented on both the physical and MAC layers. In 

Figure 4.8, the sender sends a chunk of data to the receiver, which is a direct 

neighbour of the sender and within the transmission coverage of the sender signal. 

The sender starts the intention of sending the data after an event is detected or a 

period. A DIFS (DCF IFS, Distributed Coordination Function Interframe Spacing) 

random period is waited before packing the data into a frame. The sender keeps carrier 

sensing the channel during the DIFS period. If the channel is busy during the DIFS 

period, the sender will not spend time and energy on generating the frame. Another 

DIFS period is waited during the neighbour discovery stage as the purpose of this 

stage is to obtain all neighbours’ information and create a valid neighbour list. A short 

IFS (SIFS) is waited after the frame is ready. 

 

 

Figure 4.8 Discovery period 

The sender again carrier senses the channel for a short period to double-check the 

channel is still available. The receiver is listening during this period and expecting to 

receive something. The sender then either starts to transmit the frame if the channel 

is available or drops the frame if the channel is occupied in the SIFS period. The 

receiver starts to receive the data once transmission starts. The sender then changes 

its state from sending to receiving. The neighbour list of the receiver is updated if no 

error occurs. The receiver checks its neighbour list to see whether any reoccupations 

are happening. The time slot reoccupation means more than one neighbours select 

the same time slot to send messages to the receiver. The receiver can listen to one 

neighbour at a time in a single frequency system. Therefore, a schedule update 
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scheme is required when the reoccupation of a time slot is happened, which will be 

described in the next section. The receiver then changes its state from receiving to 

sending. The characters of the sender and the receiver in Figure 4.8 are now 

exchanged. The sender starts listening after the state change, which allows the other 

direct neighbours to communicate with it. 

In the neighbour discovery stage, the energy consumption is not the priority as the 

discovery period should be short. The discovery stage aims to discover all direct 

neighbours of every sensor node, generate a proper topology and a complete 

neighbour list, which prepares for the synchronisation stage and reduces the 

uncertainty while the network is on duty. The DIFS is shorter than the PIFS (PCF IFS, 

Point Coordination Function Interframe Space) which supports the contention-free 

access and based on the priority of the packet of the sensor node. The priority 

distinction breaches the original design purpose of this MAC protocol and the more 

extended period of waiting time increases the message latency, which violates the 

real-time requirement of the MAC protocol design. Therefore, the contention-based 

access method is more suitable here with the support of an appropriate scheduling 

mechanism. 

 

4.4.2 Periodic Neighbour List Update 

SA-MAC works on distributed network and focuses on energy conservation and real-

time message transmission. Different from traditional wireless MACs such as Sensor-

MAC (S-MAC) and IEEE 802.11, SA-MAC removes most redundant management 

packets and packet overheads, and uses the simplest broadcast transmission in 

cooperation with a dimensionality reduction neighbour list. The minimum active time 

(mAT) in a cycle is 

mAT = ∑ (𝐷𝐷𝐼𝐼𝐹𝐹𝑆𝑆 + 𝑆𝑆𝑇𝑇 + 𝑃𝑃)𝑖𝑖𝑛𝑛
𝑖𝑖=0 + 𝐹𝐹    (4.1) 

where DIFS indicates the DCF (Distributed Coordination Function) interframe space 

which is 50μs in default, n is the number of neighbours which could be 0-4, ST is the 

sending time which starts from the first bit of the message entering the channel to the 

a last bit of the message leaving the sender, P is the processing time to determine 
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whether the schedule table is updated completely and F is the time used to send the 

sleep flag. The node goes to sleep after sending out a sleep flag. 

The periodic sleep and active mechanism reduce the duty cycle to increase the sleep 

period and minimise energy consumption. The schedule table shared by a group of 

nodes reduces the time in idle listening mode. The immediate dispose process 

removes the number of retransmission messages and reduces the message latency. 

The redundant control messages are removed because the size of time 

synchronisation messages is small, and the message latency could be reduced 

furthermore from this process. The sensor node should stay in a sleep state as long 

as possible to reduce energy consumption while the transceiver is on. The state 

change of every node is isolated and follows the schedule, which is agreed by a group 

of nodes. The actions of the periodic state are sleeping, awakening and listening to 

the channel, and deciding whether there is a packet to be sent or received. 

The initial schedule table is generated after the discovery stage, where nodes 

exchange SYNC messages with all their direct neighbours. All nodes in the network 

start with a random state, either sending or listening when the system is on. The node 

with the initial listening state receives SYNC packets from the neighbours with sending 

state and records the neighbour sending time slot. At the end of the discovery period, 

all nodes in the network should create its schedule table, which collected the 

neighbours’ sending time slots. A 16x16 matrix should be ready for the time 

synchronisation stage. The 1s in the matrix indicate the occupied time slots. The clock 

estimation of border nodes is weighted as the one or two neighbours are omitted. The 

periodic neighbour list update relies on the regular discovery cycle. The neighbour list 

updates when new nodes are added, node errors and node energy exhaust. A newly 

deployed node starts with its discovery cycle as the other nodes when they first switch 

on. Different from the other MAC protocol, the periodic discovery cycle is implemented 

on an individual node only and will not flood in the network and affect the other nodes. 

The action of the regular neighbour list update is partial and applies on particular direct 

neighbours only. 

The node carrier senses the channel for a random time and checks the state of the 

channel before sending out a message. The sensor node starts to send out the 

message after two carrier sensing occasions. If the channel is occupied, the node 
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keeps carrier sensing the channel till a DIFS time is passed. If the channel is still busy, 

a simplified backoff algorithm is applied. The backoff algorithm aims to reduce the 

chance of collisions. Figure 4.9 describes the basic access mechanism. The backoff 

time can be described as 

BT = DIFS + Random() x BO    (4.2) 

where DIFS is fixed to 50μs, Random() is a uniform distributed pseudo-random 

number between 0-1 and BO indicates backoff time which is 2T where T is the time of 

one single-way transmission of a frame. A slot time includes the sending time, the 

transmission time and carrier sense ACK time. No acknowledgement message is 

required after the receiver receives the packet and no control message is arranged 

before a SYNC packet is sent out. By removing these control messages, the collision 

rate is reduced, and the communication energy consumption is conserved. 

 

 

Figure 4.9 Access mechanism 

The discovery cycle is triggered in a node while two situations: 

1. New nodes enter the network. 

Once one or more new nodes are deployed in the network, they start their 

discovery period by keeping listening to the in-network traffics or sending their 

information to notify their direct neighbours “I am in”. The communication among 

the original in-network sensor nodes is interrupted by those new nodes. The initial 

nodes start to receive error packets; in the meanwhile, the new nodes listened to 

the existing network topology by receiving the ongoing packets. The original nodes 

begin to make a judgement of whether it is node errors or new node adding. If more 

than 80% of the received packets are interrupted, the original nodes start to go in 

the discovery period for the new node discovering period. 

2. An error node or exhaust node is removed from the neighbour list. 

If a node receives error packets in three cycles on the specific time slot, the 

neighbour occupies this time slot is recognised as an error node and a discovery 

rDIFS DIFS rBO busy 

Delay 

busy rDIFS free S send 

Next frame 
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period is started and extended to the other neighbours. If no packet is received in 

a specific time slot after three cycles, the neighbour should be removed from the 

neighbour list. However, in this case, no discovery period is required as the regular 

SYNC packets pass the updates to the other neighbours. 

The periodic neighbour list update also allows implementing networkwide 

simultaneously if a precise timer is defined, which is easy to set up by users. Still, it is 

not an essential process in the SA-MAC. 

 

4.5 Schedule Exchange 

The wireless sensor network MAC protocol design focuses on energy conservation, 

reducing idle listening period, decreasing the chance of collision, protocol expense 

and overhearing. The length of idle listening period affects the energy consumption 

and waste significantly in a low message transmission frequency scenario. 

The conventional wireless sensor network MAC protocol S-MAC applies periodic listen 

and sleep scheme to reduce the length of idle listening period. The length of the cycle 

is fixed, and the duty cycle is fixed. The length of the S-MAC cycle is restricted by the 

requirement of the message latency and the buffer size. The duty cycle depends on 

the message transmission rate. The contrary is the message latency requirement, and 

the buffer size is usually fixed, but the message transmission rate is frequently varying. 

The duty cycle must fulfil the highest traffic load to limit message latency. Still, most of 

the time, the traffic load is low in the time synchronisation and localization applications. 

The node would have to stay in idle listening for an extended period when the traffic 

load is low. The SA-MAC keeps the cycle fixed, but the duty cycle could be adjusted 

by considering the traffic load and the valid schedule. Figure 4.10 shows the actions 

of the message passing scheme. The active period keeps reducing until it matches 

the schedule table tightly. At the end of each duty cycle, the asleep flag is broadcasted 

to declare that the node starts the sleep period and notify its neighbours do not arrange 

any active time slots for the node in their schedule tables. The up arrows indicate 

sending messages, and the down arrows indicate receiving messages. 
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Figure 4.10 Message passing 

Five situations need to be considered in the message passing scheme: 

Situation 1: All schedules are updated. The node receives the schedule update 

messages from all its direct neighbours. The local schedule updated fully. The node 

turns off its radio after the sleep flag messages have been sent out. 

Situation 2: One or more schedules are not updated, but the sleep flag from the 

specific node is received. The node has not received the schedule update messages 

from one or more direct neighbours. One or more schedule has not been updated. 

However, the sleep flags from those outdated direct neighbours are received, which 

means those immediate neighbours are still alive. This situation happens when the 

time has shifted, and the specified time slot from the schedule table has been missed. 

The failure counter increases one after the process above. 

Situation 3: Neither schedule nor sleep flag is received from the particular node. The 

failure counter increases 1 when the node has not received the schedule update 

messages from one or more direct neighbours, and the negation counter increases 1 

when the node has not received the sleep flag from one or more direct neighbours. 

The schedule updates the fields of the received immediate neighbours only, which 

means the schedule table cannot be updated fully. The node sends out a request if 

the sleep flags from one or more direct neighbours have not been received. An ACK 

of the request is expected if the specified neighbour is still in an active period. The 
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relevant fields in the schedule table could be updated according to the ACK packets. 

If all fields updated, situation one is repeated. If no ACK is received, the failure counter 

increases 1. The node turns to the discovery cycle when the failure counter reaches 

3. The node in the discovery cycle switches between sending and listening modes 

quickly. Once the sleep flags from all direct neighbours are received, the node turns 

into sleep mode, and the discovery cycle finishes earlier in this situation. 

Situation 4: No message is heard from a particular node after the detection frame. The 

node reruns the detection frame. 

Situation 5: The records of both the failure counter and the negation counter of the 

particular direct neighbour equal to or are larger than 3. The specified node is removed 

from the neighbour list. 

Packets are required to be generated instantaneously in time synchronisation 

applications. The most significant uncertainty of message latency factors is the media 

access delay which is the duration of trying to obtain free channels for packet 

transmissions. The node senses the channel twice before the data transmission. The 

packet with instantaneous local timestamp is generated immediately after the first 

attempt to succeed. If the second carrier sense detects a free channel for packet 

transmission again, the packet should be broadcasted without interference to all 

neighbour nodes. If the second attempt of getting a free channel is failed, the packet 

is discarded without any further retransmissions in the buffer, as the timestamp is 

outdated. A new packet with instantaneous timestamp would be generated in the next 

attempt. The fields in the packet are defined below: 

Table 4.2 Packet fields 

Field Description 

srcAddr Sender ID 

destAddr Receiver ID 

schedule After the scheduled time, the sender goes to sleep. 

 

The active period expires if no trigger is detected. The activation events are the active 

timer expires, at least one message is received correctly, the awareness of the other 

sensor node uses RSSI (Received Signal Strength Indication), and the sleep flag is 
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received. The minimum of active time is about the channel contention time in an ideal 

situation which is the channel is free, and no the other node is contending the channel. 

The multi-hop situation in a large network causes the cumulation of the message 

latency, because of the implementation of the periodic sleep and listen to the scheme 

in wireless sensor networks. Instead of randomly selected, the initial sending time slot 

of a node could be related to its node ID, which is the unique identifier of a node in the 

network. The initial sending time slot number could be calculated using 

sN = nID – floor(nID / #neighb) x #neighb  (4.3) 

where sN is the time slot number, nID indicates the node ID and #neighb indicates the 

number of direct neighbours. The number of neighbours could be swapped with the 

other numbers in different network topologies or scenarios. 

 

4.6 Force Schedule Update 

In distributed systems, the collision and overhearing problems are significant as no 

central controller is arranged in the network. The aim of implementing the scheduling 

scheme is to reduce the chance of collision and overhearing if the nodes follow the 

agreed schedule with some appropriate clock offset compensations. Although the 

collision and overhearing problems from the traditional distributed system are relieved 

to some extent by applying the scheduling scheme, the schedule itself causes the time 

slot collision which is more than one direct neighbours try to occupy a single time slot. 

The sensor node could process a complete packet only. If the message transmission 

is interrupted by the other communications, error packets are received, and the node 

would not be able to analyse the packet. In the situation of no sophisticated control, 

the message is adopted, the size of the message affects the definition of the time slot. 

The length of a time slot must allow a SYNC message transmission completes. The 

small size of the message also reduces the chance of traffic collision happens. 

Therefore, the redundant fields in the packet are removed while implementing the time 

synchronisation system. If a message is long and required to be sent in more than one 

time slots, the message would be cut into pieces. 
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The force schedule update is designed for the single-way transmission schedule 

management as no feedback is received after the instruction is sent out. The scheme 

uses an event-driven method which acts on the time slot collision happening. When 

an event occurs, one or more sensor nodes will detect the activity. Multiple-node 

monitoring builds the spatial relationship in the network. The wireless sensor network 

is an event-driven network. One event activates more than one sensor nodes to 

response and sends out the relevant data packets. Usually, the nodes are closed to 

each other, or they are neighbours. The simultaneous contention of the channel is the 

temporal relationship among sensor nodes. 

The aim of designing the schedule update mechanism is when one or more nodes 

select the same time slot to send their data packets in the schedule, the conflicting 

node could respond to the action and solve the problem within a minimum delay and 

consumption without any collisions. This effect should keep within a local spatial area 

and would not flood in the network. 

The selection of the initial local sending time slot is based on the unique identifier of 

the sensor node with some additional random models. The node keeps listening 

before the sending time slot is reached. The SYNC packet is sent if the channel is free. 

Otherwise, a new sending time slot is reselected. The node received the SYNC packet 

records these sending time slot numbers in its local schedule table. The time slot 

conflicts when two or more nodes select the same time slot as their sending time slot. 

Most the other protocols adopt a backoff algorithm here as well and increase the 

contention window (CW) value to allow the sensor node reselecting a new sending 

time slot to reduce the chance of message collisions. However, the conventional 

method in the wireless sensor networks may cause problems: 

1. The use of the backoff algorithm and the contention window increases the 

complexity of the algorithm and the cost of processing because this process is run 

frequently and may be applied multiple times within one occasion. The energy 

consumption spent on this process is accumulated even if the extra expenditure of 

a single process is tiny. 

2. The message latency may be significant if the initial value of the contention window 

is tremendous and the number of sensor nodes is small. 
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3. The value of the contention window is used to ensure all active nodes have the 

chance to send report changes. The actual schedule update requires only the 

conflicted nodes to response on the force update packet. Therefore, most of the 

portion of the resource guaranteed by the contention window is wasted. 

The schedule update process is triggered by the conflict of the time slot schedule. The 

node realises the conflict when more than one node selects the same time slot, or 

during the specific time slot, the node keeps receiving an error or incomplete 

messages. The conflict flag in the flag string is set to 1 when the time slot is reoccupied. 

The receiver checks the conflict flag once receiving a new packet. The conflicted slot 

number is recorded in the conflicting string which will be sent with the time string. The 

receiver compares the conflicting time string with its pointer string if the conflict flag is 

1. If the conflicting time string matches the local node’s pointer string, the receiver 

confirms the specific time slot is reoccupied, and a schedule update process is 

required. Whenever more than one neighbours choose the same scheduled time slot, 

the sensor node modifies its schedule to the conflicting time slot to force the two 

neighbours changing their scheduled time slot. In Figure 4.11, two neighbours R1 and 

R2 select the same time slot in the node N to transmit their SYNC packets. The node 

N starts to realise the conflict of its direct neighbours. N adjusts its sending time slot 

to the conflict time slot and broadcasts this information to its direct neighbours. The 

neighbours R1 and R2 realise their sending slot is occupied by one of their direct 

neighbours, so they reselect their sending time slot randomly from the unappropriated 

time slots of their schedule and broadcast their updated time strings. 

 

Figure 4.11 Schedule update 

The schedule update process could combine with the time convergence method as 

both of the processes are reselecting the time slot and redeclare the node’s new time 
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string. The convergence method aims to shorten the active period based on the 

arranged time schedules. The local node knows which time slot is free in the area of 

the two-hop neighbourhood and is aware of whether itself is the latest sender before 

the sleeping period starts. The convergence stops when the latest sender could not 

find any free slots within the range between zero and the currently occupied time slot 

or the latest sender found that it keeps holding the latest sending time slot for three 

times in a row. 

 

4.7 Evaluations 

The medium access control (MAC) protocol decides the usage of the wireless 

channels in wireless sensor networks. The assignment of the limited wireless 

communication resources among sensor nodes constructs the lower layer basic 

structure of the WSN system. The MAC protocol affects the performance of WSNs 

significantly because it locates at the lower layer of the protocol stack. Effective 

communications in WSNs rely on adequate MAC layer protocols. 

The limited energy, storage, computation and communication bandwidth restricts the 

functionalities of a single sensor node. The capacity of sensor nodes is relatively weak 

compares to the other network devices in WSNs. The real power of WSNs is built by 

cooperation among multiple nodes. In multiple-node communications and interactions, 

the broadcast channel assignment is coordinated by the MAC layer protocols within 

the local scope. The evaluation of a WSN MAC layer protocol could consider the 

following aspects primarily: 

1. The energy conservation 

The sensor nodes of the indoor tracking system are wireless and mounted on the 

ceiling. The design of the system matches the features of battery-driven and 

difficult to reach. To improve the robustness of the WSN performance in a long-

term period, the energy consumption of the wireless sensor node should be 

minimised after the functions of an application are satisfied. 

2. The extendibility of the network 
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The system implements a dynamic topology which means the number of wireless 

sensor nodes (adding or removing) and the position of the sensor nodes (moving 

objects) is continually changing while the network is on duty. 

3. Network efficiency 

The network efficiency is evaluated from the fairness, the real-time, the 

throughput and the ratio of the bandwidth utilization. 

The energy supply of sensor nodes has not been solved efficiently, and the installation 

of the renewable power components breaches the low-cost concept, so the energy 

conservation is the prime consideration when designing a wireless sensor network 

MAC protocol. 

The purpose of time synchronisation scheme is to synchronise in real-time. The 

message latency is one of the unpredictable values in wireless communication. 

Minimizing message latency is essential in time synchronisation algorithms. Table 4.2 

shows the message latency difference among different MAC protocols. 

Table 4.3 Message latency 

 

The critical characteristic of time sync packet is the time and the time should be 

obtained immediately if possible. SA-MAC reduces message latency as much as 

possible and removes the unused packet overhead to reduce the packet size. Lower 

message latency minimises the uncertainty of the time synchronisation. The dropped 

and error messages do not affect the timing hugely as no retransmission would be 

conducted. Instead of receiving a packet with a delayed timestamp, which would affect 

the time accuracy of the nodes in the same group, to reject or drop the packet would 

be a better solution. Table 4.3 shows the packet transmission rate and the energy 

efficiency among different MAC protocols. 

 

MAC protocols #PKT #DROP #ERR LATENCY (ms) HDR (bytes) 

SA-MAC 167102 1466 92 4.080805 0 

802.11 167102 844 9 8.784667 58 

SMAC 167102 1240 11 43.0007 0 
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Table 4.4 Packet transmission rate and energy efficiency 

MAC protocols Packet transmission rate (pps) Energy efficiency (ppj) 

SA-MAC 127 881 

802.11 127 369 

SMAC 113 576 

 

The packet transmission rate indicates the number of packets transmitted per second 

(pps) and the unit of the energy efficiency indicates the number of packets transmitted 

per joule (ppj). 

Energy consumption is one of the critical performance indicators in WSNs. Figure 4.12 

shows the energy deduction of a node using different MAC protocols in a grid WSN. 

 

Figure 4.12 Individual node energy consumption 

 

The individual node energy consumption of implementing SA-MAC as the MAC 
protocol is the lowest after 6 minutes comparing to the other two conventional MAC 
protocols. Figure 4.13 shows the data transmitted of packet headers and management 
packets in a 1000-node grid WSN on different MAC protocols. 
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Figure 4.13 The data transmitted of packet headers and management packets 

For the SA-MAC protocol, the control packet exchanging happens in the discovery 
period only. For the other two conventional MAC protocols, the control packets and 
large packet headers are exchanged in the whole synchronisation period. Figure 4.14 
shows the energy consumption of 10 nodes in the network during the discovery period. 
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Figure 4.14 Energy consumption 

The discovery period aims to detect all direct neighbours and generate an initial 

neighbour list. A node using SA-MAC requires about 20 packets to complete fill the 

neighbour table, a node using 802.11 MAC protocol requires about 25 packets to 

complete the neighbour discovery process and a node using S-MAC uses about 6 

packets to complete the process. However, because of the idle listening period in S-

MAC, the energy consumption of the initialisation is about the same comparing to the 

other two protocols. The energy level decreases when messages are sent and 

received. Energy consumption keeps going while the node is in an idle listening period, 

which is not illustrated in the plots. The energy level deduction rate may be considered 

as one of the performance parameters. The retransmission scheme in the 802.11 

protocol increases the message delay, which widens the time error rate. 

In SA-MAC, the minimum number of packets used to complete the discovery period is 

about 15, and the maximum is about 25. The number of nodes does not affect this 

performance too much as the neighbour discovery scheme deals with the direct 

neighbours mainly. Most of the nodes complete the process using the same level of 

energy consumption. Node 4 is the first node completing the discovery. Comparing 

with MAC protocol 802.11 and S-MAC, node 4 spends less energy on message 

exchanges to achieve the goal. The collision that happens on node 9 is clearly shown 

in the plot above. The node then keeps trying to send messages out after each 

listening period. 

The variance of network energy consumption of protocol 802.11, S-MAC and SA-MAC 

are compared in the same scenario. From the plot, the energy consumption at the 

beginning is about the same of all protocols. The SA-MAC starts to show lower energy 

consumption after about nine minutes of the system switches on. 
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Figure 4.15 Network energy consumption 

Figure 4.16 shows the network energy consumption differences among three MAC 

protocols in a 1000-node large scale WSN. Comparing to 802.11 and S-MAC protocols, 

the SA-MAC protocol reduces the energy consumption of a grid WSN. The energy is 

saved from the reduction of control messages and the decline of retransmissions 

mainly. The redundant overhead removal is also a reason for energy conservation 

because the packet size is reduced. WSNs are application-oriented systems. The 

design and the evaluation of the MAC protocol for specific applications are various. It 

is difficult to reach a high performance on a one-fits-all MAC protocol for different 

purposes of the applications. 

 

4.8 Conclusions 

In WSNs, the energy consumption and the message collision affect the performance 

of the system significantly. The medium access control manages the channel access 

and the local message exchange schedules, which plays a central role in the energy 

conservation process. The concurrency of the local cluster of nodes when events are 

detected is the most significant characteristic in WSNs. Only one pair of sensor nodes 
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can communicate in the same frequency simultaneously at a local cluster, which is the 

Spatio-temporal issue. The collision of multiple nodes trying to get access to a single 

channel will happen if there is not a suitable MAC protocol for WSNs. The wireless-

channel-occupancy duration should be divided equally to the group of sensor nodes 

in a local place. The channel-sharing solution could be approached through 

contention-based schemes or contention-free schemes. The SA-MAC provides an 

efficient scheduling solution to reduce the probability of the contention of the multiple 

local nodes accessing a channel simultaneously. The network collision also reduced 

after applying the scheduling mechanism. In this chapter, the communication 

characteristics of WSNs are analysed. A periodic listen-sleep mechanism is proposed. 

The Details of the schedule maintenance and the maintaining synchronisation are 

described based on the periodic listen-sleep mechanism. 

This chapter has proposed the concept of the SA-MAC protocol, presented the 

network assumptions and settings, and discussed the performance of the protocols. 

There is not a standard MAC protocol for WSNs yet, because of the variety of WSN 

applications. The SMAC described before is designed for WSNs specifically. The 

significant advantage of the SMAC is the arranged cycle concept, but the high 

message latency from the sleep period does not fulfil the real-time applications. The 

scalability and adaptability of the conventional WSN MAC protocols are weak to adapt 

to the dynamic situations of WSNs. The exponential or binary back-off algorithms 

applied in the existing MAC protocols increases the complexity of the calculation and 

the message latency, which does not meet the time synchronisation requirements. 

The SA-MAC adopts the conventional contention-based access method to allow 

nodes connect to the channel. Unlike the traditional network MAC protocols, which will 

enable one-fit-multiple designs, the WSN applications require specific considerations 

on the specifications. The SA-MAC is flexible to use in different networks. The network 

configuration of the simulations has no pre-set routing protocol. The SA-MAC could 

be integrated with different routing protocols to approach a better performance on the 

low traffic load situations. The mechanism works on large-scale networks in 

simulations, which shows its scalability, efficiency and transferability. 

The primary purposes of the SA-MAC protocol are energy conservation and message 

latency reduction. The NS2 simulations have been designed to evaluate the 
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performance of the protocol. The comparisons among the existing methods and the 

SA-MAC are analysed. The results of the simulations show that the method described 

in this chapter has been improved on WSN energy conservation. The average energy 

consumption is reduced by about 10.4% in total of the network energy consumption. 

The simulation results reflect on the essential time synchronisation packet passing and 

the communication traffics from MAC and application layers mainly. The activities from 

the other layers, for example, the ARP, is not in the range of observations. The 

addressing resolution processes are running at the background in the simulation. The 

node ID is applied directly as hardware identification to simplify the results, which does 

not affect the validity of the simulation as the simulator uses one to one table to parse 

the IP addresses to MAC addresses acquiescently. The Tcl file introduces a kind of 

user interface between the system and the uses and makes the control and 

management of the program more accessible. The practical data collection makes the 

simulation closer to the hardware implementation. The reason to use simulation is to 

evaluate different methods in a faster and more convenient way instead of the full 

application on embedded software and hardware, which required much more efforts 

then the simulation implementation. The software simulator provides more flexibility 

than the appliance and can be changed easily. The program is real-time in the 

simulator, instead of running through the scheduled procedures only. The use of 

classes makes the functions and objects reusable, more flexible, easier on 

management and extendable for future similar programs. The private member 

variables are protected by the classes, which achieves the same situation of the 

practical network where nodes are standalone, and the internal parameters of the 

nodes cannot be amended by any external factors except the updates from packets. 

The number of nodes can run in simulations depending on the ability of the computer, 

which is much easier to achieve on experiments comparing to implementing a bunch 

of physical sensor nodes for testing. 

The proposed time synchronisation method provides an in-network clock 

synchronisation solution and supports the majority of basic WSNs with grid 

deployment, half-duplex devices and a single frequency. No miscellaneous algorithm 

is applied to increase the processing burden of sensor nodes. The scheme reduces 

the network energy consumption in quiet scenarios efficiently with a relatively accurate 

in-network time. By eliminating redundant management packets in communication and 
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removing unused header fields from the packet header, the message latency is 

decreased significantly compared to other wireless MAC protocols. The new schedule 

table adds the two-hop time slot information without increasing the size of the packet, 

which extends the awareness of nodes. The new format of schedule tables gives 

nodes a bigger picture of events around themselves in the network. The improvements 

achieved are on the MAC and layer in the WSN stack and are generic. 
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Chapter 5. Time Synchronisation 

An improved time synchronisation procedure is presented in this Chapter with the 

details of the network structure, clock offset estimation, method implementation and 

result analysis. The system applies a sparser mesh network structure mainly for the 

sensor node connection establishment. The clock offset estimation requires a data 

pre-processing procedure to deal with the missing data and outliers. The offset 

evaluation considers both offsets, which are generated from different start-up time and 

clock drifts. The time synchronisation method is described from the topology 

establishment. The discovery period and synchronisation period apply different 

algorithms entirely. A list of special provisions is given in support of the algorithms. 

The time synchronisation results are analysed from both the error rate and the packet 

delay rate after experiments. 

This chapter starts with the WSN structure description in section 5.2 after a brief 

introduction of time synchronisation problems in section 5.1. Secondly, the clock offset 

estimation is described with the data pre-processing and offset evaluations in section 

5.3. A WSN time synchronisation algorithm is described from existing algorithm 

comparisons and main algorithm description, including initial network structure 

establishment, discovery period and synchronisation stage in section 5.4. Section 5.5 

provides project evaluation methods, including error analysis and packet delay 

analysis. Finally, a brief conclusion of the time synchronisation scheme for energy-

saving purpose is given in section 5.6. 

 

5.1 Introduction 

The energy consumption and the precision of time synchronisation, which are 

mentioned in section 3.2 the design essential requirements of WSN time 

synchronisation, are the focus of this project. A balance between energy consumption 

and synchronisation precision is decided by the user requirements and the main 

functionalities of the wireless sensor network. A high time synchronisation precision 

requires numerous time sync message traffics among end devices, which causes high 
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energy consumption. Referring to the example of Mica2 sensor nodes in section 3.2.3, 

the sensor module spends about 1 mW on data acquirement; the processer costs 

approximate 2 mW for data processing; sending, receiving and listening status costs 

about 11-14 mW; and idle or sleeping costs about 1 mW. 

In consideration of the indoor environment, solid obstructions may be the biggest 

challenge of signal transmission. The message latency may fluctuate vastly depending 

on the material of obstacles, and doors and windows locations. Message latency 

increases inestimably with repeated message transmissions over the devices. A 

competent indoor tracking time synchronisation mechanism should minimise the 

amount of message traffics to reduce the effect of message latency, meanwhile, to 

provide reasonable localization information. 

The number of mobile objects in a monitoring area could affect the sensor network 

energy consumption correlatively. An energy-efficient wireless sensor network should 

adjust itself to different modes to handle variant situations. For example, a commercial 

building may be quiet at night, which may indicate moving objects are rare. The system 

may switch itself to the low-density model, which expands the idle period and stretches 

the timer cycle to prevent energy wastage. 

 

5.2 Network Structure 

An appropriate network structure for a time synchronisation protocol design should 

consider the energy consumption of individual nodes and the whole network, the 

scalability and extendibility, the time synchronisation and object localization precisions, 

security and reliability, and robustness of any network modifications. Most of the 

energy-efficient WSNs adopt hierarchal tree-like network structures which aim to split 

the network into clusters to apply power management methods. The master-slave 

relationship between two connected nodes in different layers is employed in the 

hierarchal system. The energy hole problem is expended in any tree-like networks 

comparing to a mesh network. The energy of the root node is exhausted rapidly to 

support communications among cluster heads, and the energy consumption of the 

cluster heads is much higher than the child nodes. The energy hold problem is a typical 
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energy problem in hierarchical network structures. The hierarchy network may 

overcome the energy hold problem by two solutions: first, adopting a specially 

designed root node which may connect to constant power supplies, and a set of cluster 

heads with high capacity batteries, second, redundant spare root nodes and cluster 

heads to inherit the energy exhausted nodes. In random deployed wireless sensor 

networks, the power management schemes can save energy efficiently, which is a 

must for any modern wireless sensor networks. However, in a planned deployment 

network, the power management schemes are not required as limited neighbours are 

reached by any of the nodes in the network, which leads the power management a 

redundant component of the network structure. The system adopts identical sensor 

nodes which are battery-powered and functionality uniform. A sparse mesh network 

structure which supports peer-to-peer connections among neighbour nodes is utilised 

in the time synchronisation system. No hierarchy exists, which means the potential 

energy hold problem does not exist as well. All nodes are functioning identical, and 

the energy consumption of each node should be relatively equal. 

 

5.3 Clock Offset Estimation 

The clock offset between two adjacent nodes is one of the critical factors of a time 

synchronisation algorithm. Nodes extract the offset information from received packets 

and keep 16 recent offsets from active traffics to estimate a valid final offset and apply 

it on the local node. An outlier elimination and a missing value filling as the pre-

processing step is required in case any inconsistent clock offset results effecting the 

final time synchronisation results. The time elapses, and energy consumption of 

different types of missing value fillers and outlier eliminators are compared. The 

primary purpose of clock offset estimation is to correct the local clock of each node. 

The local clock is modified after each round of the time synchronisation period. 
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5.3.1 Dataset Pre-processing 

The clock offset of each pair of adjacent nodes is calculated from a set of transmission 

results. Each node holds a clock offset dataset in an array that contains 16 clock offset 

data points from the recent packets. The initial offset data is acquired during the 

discovery stage at the beginning of the synchronisation process and keep updating 

during the time synchronisation period. The final clock offset is obtained after the offset 

dataset pre-processing. 

Some missing values may appear during the offset data acquisition stage because of 

the propagation delay. To delete the missing values simply can deal with the situation 

when the number of missing values is small. A large amount of missing value may 

cause the clock offset equal to 0, which will generate a significant time synchronisation 

error at the end of the algorithm and is irremediable even the time synchronisation 

algorithm is perfect. Therefore, estimated values are required to fill the gaps so that 

the results could remain reasonable. 

The most common method to deal with the missing value is to get the average of each 

group of data points. In the offset situation, data points are grouped depending on 

different senders. To simply obtain the mean using the average method changes the 

data distribution status and decrease the standard deviation. The average method 

may only be used in outlier eliminators after the missing value recovery stage. The 

reduction of the standard deviation could reduce the valid coverage area and 

eliminates valid data points. The other simple method is random fill-up by applying a 

random number generator to choose one value from the existing values. This method 

can only deal with a small number of missing values. 

Table 5.1 An example of using the average method 

 Time (ms) STD (ms)  Time   Time (ms) STD(ms) 
 2.178425 

1.056088 

2.178425  2.178425 

0.669901 
 0.319311 0.319311  0.319311 

 3.239934 missing Avg 1.354473 

 1.565682 1.565682  1.565682 

EST. 
offset 

1.825838     EST. 

offset 
1.354473  
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The Hot Deck imputation is to find the most similar object to fill the missing data. This 

method relies on the transmission offset dataset of the specific pair of adjacent nodes. 

The offset dataset is split into n sub-datasets depending on the sender ID from the 

received packet, where n is the number of direct neighbours. Each subset is sorted. 

The missing value is filled by the mean of the relevant values from the same subset. 

The Hot Deck imputation is a bit heavy to run as a part of the data pre-processing in 

a low-cost sensor node, because of the time complexity of sorting which is O(N log N) 

for each subset and the time consumption which causes a delay in the time 

synchronisation stage. 

Table 5.2 An example of using the Hot Deck imputation 

 

Node ID Offsets (ms) 
7 2.178425 

11 0.319311 
11 1.565682 
7 missing 
7 0.075586 
1 1.738392 
5 1.138563 
1 3.484072 

11 4.467722 
1 missing 
7 1.514986 
5 2.493103 

11 3.169313 
5 2.144811 
5 4.201479 
1 3.703333 

Node ID Offsets (ms) 
1 1.738392 
1 3.484072 
1 missing 
1 3.703333 
5 1.138563 
5 2.493103 
5 2.144811 
5 4.201479 
7 2.178425 
7 missing 
7 0.075586 
7 1.514986 

11 0.319311 
11 1.565682 
11 4.467722 
11 3.169313 

 

Node ID Offsets (ms) 
1 1.738392 
1 3.484072 
1 2.975265667 
1 3.703333 
5 1.138563 
5 2.493103 
5 2.144811 
5 4.201479 
7 2.178425 
7 1.256332333 
7 0.075586 
7 1.514986 

11 0.319311 
11 1.565682 
11 4.467722 
11 3.169313 

 

 

The minimum distance determination imputation estimates the current value by using 

the previous value under a similar situation. Assuming a dataset x1, x2, …, x, y, …, xn-

1, xn, at a current time t1 holds a value y which is the missing value, and at the previous 

time, t2 holds the value x which is the existing value. A fluctuation coefficient is 

calculated from the last data points between x1 and x2, x2 and x3, …, xn-1 and xn. The 

value at time t1 is estimated by x multiple by the fluctuation coefficient.  This method 

works on any datasets with low vibrations. The clock offset data between two adjacent 

is expected to be a low vibration dataset, as the sensor nodes are fixed in a gird 



143 
 

network, and most of the physical obstructions are static objects (e.g. walls and 

furniture). The outlier elimination process may remove any abnormal data point if 

moving obstructions or interference appear in specific situations. 

Table 5.3 An example of using the minimum distance determination imputation 

Node ID Offsets (ms) Offsets (ms) 
1 1.738392 1.738392 
1 3.484072 3.484072 
1 missing 1.847793174 
1 3.703333 3.703333 
5 1.138563 1.138563 
5 2.493103 2.493103 
5 2.144811 2.144811 
5 4.201479 4.201479 
7 2.178425 2.178425 
7 missing 43.6626277 
7 0.075586 0.075586 
7 1.514986 1.514986 

11 0.319311 0.319311 
11 1.565682 1.565682 
11 4.467722 4.467722 
11 3.169313 3.169313 

 

The regression imputation generates a regression between the send time and existing 

clock offsets by traversing all data points. Assuming y is the missing value, x is the 

data point relates to y, the y value is calculated by substituting a relevant value into x 

in the regression equation. This method may cause strong data dependence as y is 

estimated from x. 

Table 5.4 An example of using the regression imputation 

Node 
ID 

Send 
time (x) 

Offsets 
(ms) (y) 

Regressions Offsets (ms) 

1 0.201305 1.738392 

y = -101119x2 + 41710x - 4296.9 

1.738392 
1 0.203577 3.484072 3.484072 
1 0.206187 missing 4.279738291 
1 0.208459 3.703333 3.703333 
5 0.301625 1.138563 

y = 6E-35e261.91x 

1.138563 
5 0.303897 2.493103 2.493103 
5 0.304267 2.144811 2.144811 
5 0.306539 4.201479 4.201479 
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7 0.402265 2.178425 
y = 207234x2 - 168056x + 34071 

 

2.178425 
7 0.404537 missing 0.012216108 
7 0.405867 0.075586 0.075586 
7 0.408139 1.514986 1.514986 

11 2.228865 0.319311 

y = -74136x2 + 331556x - 370697 

0.319311 
11 2.231137 1.565682 1.565682 
11 2.236419 4.467722 4.467722 
11 2.238691 3.169313 3.169313 

 

The multiple imputations are the most complex missing value estimator in low-cost 

applications. Anything more complicated methods would be defined as high 

consumption algorithms which are too heavy to implement in the time synchronisation 

pre-processing stage. This algorithm uses a Bayesian core and implements the 

Expectation-Maximization Algorithm (EM) to estimate the missing value. Each missing 

value is estimated M times and gives M estimated values to generate a dataset with 

M data points. Applying EM to the new dataset obtains M analysis results and 

integrating these results gets the final estimated target value. The main idea of the 

multiple imputations is to try different models and select the best option. 

An outlier eliminator must be applied before estimations to obtain reasonable clock 

offset results. The clock offset field in packets may be an extreme value depending on 

the propagation delay, which is unpredictable in WSNs. 

The Gaussian distribution based one-dimensional outlier eliminator is one of the 

underlying statistical outlier estimation methods. Assuming there are n data points 

(x1, …, xn) in a dataset. The sample mean �̅�𝑥 and the sample standard deviation s of 

the dataset are calculated as: 

�̅�𝑥= ∑ 𝑥𝑥𝑖𝑖/(𝑛𝑛 − 1),𝑛𝑛
𝑖𝑖=1   s2 = ∑ (𝑥𝑥𝑖𝑖 − �̅�𝑥)2/(𝑛𝑛 − 1)𝑛𝑛

𝑖𝑖=1 .  (5.1) 

Under the assumption of Gaussian distribution, the area μ±3σcovers 99.7% data 

points in the dataset. Any data points located outside of the 99.7% Gaussian 

distribution covered area are marked as outliers and will be eliminated in the clock 

offset calculation. 

The box-whisker plot estimates the expected minimum and maximum of the time 

differences by using the median Q2, the first quartile Q1 and the third quartile Q3. Any 
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data points located outside of the estimated area are marked as outliers and will be 

eliminated in the clock skew calculation. The estimated value of the dataset’s minimum 

edge is calculated as Q1-k(Q3-Q1), and the maximum edge is Q3+k(Q3-Q1). The 

standard value 1.5 of the coefficient k is qualified after testing. 

Among different pair of adjacent nodes, the clock offsets are expected to be different. 

The propagation time difference may cause by physical obstructions (e.g. walls) and 

interference from the other wireless devices/networks. 

The Grubbs’ test first sorts the dataset and then obtains the sample mean �̅�𝑥, standard 

deviation s and the statistic 𝑙𝑙𝑖𝑖 = |𝑥𝑥𝑖𝑖−�̅�𝑥|
𝑠𝑠

. The number of samples 𝑛𝑛 is used to get 𝑙𝑙(𝑛𝑛) 

from the Grubbs’ table. The data point is an outlier if 𝑙𝑙𝑖𝑖 > 𝑙𝑙(𝑛𝑛). The Grubbs’ test 

repeats the above procedure through all data points to eliminate all outliers (Grubbs, 

1969). 

The Dixon’s Q test is restricted in the number of data points because of the probability 

table (Dean & Dixon, 1951). It first rearranges the dataset in increasing order as x1, 

x2, …, xn-1, xn. The difference between each pair of adjacent data points in a sorted list 

is assigned as the gap, and the difference between maximum and minimum is defined 

as the range. 

Qn = 𝑥𝑥𝑛𝑛−𝑥𝑥𝑛𝑛−1
𝑥𝑥𝑛𝑛−𝑥𝑥1

     (5.2) 

The significant value αgets the Q(α, n) from the probability table. Qn > Q(α, n) 

indicates the data point is an outlier. 

The box-whisker is used to eliminate the outliers as it does not complicate the 

algorithm and filters out outliers as requirements. The pre-processing defines the 

estimated area in a mild degree and reduces the effect of the random delay and final 

time synchronisation error by removing outliers. Mild outliers are expected to be 

eliminated in the offset dataset to limit the vibration of the time synchronisation results. 
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Figure 5.1 Outlier remover using box-whisker 

 

5.3.2 Offset Evaluation Model 

The traditional offset evaluation model applies (offset1 + offset2) / 2 to express the 

total offset in a dual-transmission as Figure 5.2. It eliminates the network transmission 

time nt in actual performances. The two nts may not be the same which leads the 

practical clock offset of each transmission varies. Therefore, an optimized model is 

required for a more precise time synchronisation mechanism. The sender transmits a 

packet with its calculated clock offset to the receiver. The receiver estimates the 

transmission time elapses between two nodes according to one received time. 

Assuming the transmission time between each pair of adjacent nodes within the same 

network is constant. The sent time of an outgoing packet is t1, and the received time 

of the packet is T1. A data processing time is shifted between T1 and the time of 

receiver sends a new packet out T2. The time of the new packet reaching the sender 

is t2. The network transmission time between this pair of nodes is nt = (t2 – t1) / 2. The 

 

Node ID Offsets (ms) 
1 1.738392 
1 3.484072 
1 4.389418 
1 3.703333 
5 1.138563 
5 2.493103 
5 2.144811 
5 4.201479 
7 2.178425 
7 3.239934 
7 0.075586 
7 1.514986 

11 0.319311 
11 1.565682 
11 4.467722 
11 3.169313 

 

Node 1 

 

Node 7 
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definition of a clock offset is the packet arrival timestamp minus the packet sent 

timestamp. Therefore, the clock offset1 from sender to receiver is T1 – nt – t1. The 

responded offset2 is T2 + nt – t2. The transmission time between two nodes is 

eliminated by combining the equations above if assuming the transmission time is the 

same. The total offset the single transmission is (offset1 + offset2) / 2. The equation 

of a clock offset is 

(T1 – t1 + T2 – t2) / 2. 

 (Ganeriwal, Kumar, & Srivastava, Timing-sync Protocol for Sensor Networks, 2003) 

Figure 5.2 The clock drift Δ= (T1 – t1) – (t2 – T2) 

An obvious error of this basic model occurs in the eliminated parameter nt, network 

transmission time in actual performances. The two nts may not equal, which leads the 

practical clock offset of each transmission varies. Therefore, an optimised model is 

required for a more precise time synchronisation mechanism. The clock offset of each 

pair of adjacent nodes is calculated from a set of transmission results. Each node 

holds a clock offset dataset in an array which contains 16 clock offset data points from 

the recent packets. The initial offset data is acquired during the discovery stage at the 

beginning of the synchronisation process and keep updating during the time 

synchronisation period. The final clock offset is obtained through the offset dataset 

pre-processing. Each node keeps 16 offset information from the recent transmission 

packets. An average of these transmission offsets is taken as the desired local clock 

offset which is packed into the outgoing packet and sent to the next hop. A median 

value is added in each data set to reduce the fluctuation effects from the clock drift. 

Table 5.1 shows the data collection. 

 

 
B 

A 

t1 t2 

T1 T2 

nt 
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Table 5.5 Offset collection 

1st Neighbour ID 2nd Neighbour ID 3rd Neighbour ID 4th Neighbour ID 

1st offset 1st offset 1st offset 1st offset 

2nd offset 2nd offset 2nd offset 2nd offset 

3rd offset 3rd offset 3rd offset 3rd offset 

4th offset 4th offset 4th offset 4th offset 

median median median median 

Final offset Final offset Final offset Final offset 

 

1 5 7 11 
1.738392 1.138563 2.178425 0.319311 
3.484072 2.493103 3.239934 1.565682 
4.389418 2.144811 0.075586 4.467722 
3.703333 4.201479 1.514986 3.169313 

3.5937025 2.319 1.8467 2.3675 
3.3817835 2.4594 1.7711 2.3779 

 

Every node is equipped with a physical clock which consists of a crystal oscillator and 

a counter register. The built-in hardware clock increases based on the crystal oscillator, 

which is affected by the clock skew and offset. The frequency of the hardware clock 

relies on the ticks. The hardware clock of node i at time t is measured as 

𝐶𝐶𝑖𝑖(t) =  𝑘𝑘𝑖𝑖 · ∫ 𝑖𝑖𝑖𝑖(𝑥𝑥)𝑑𝑑𝑥𝑥 + 𝑜𝑜𝑖𝑖(𝑂𝑂0)𝑡𝑡
𝑡𝑡0

    (5.3) 

where k is the coefficient of the transformation from clock ticks to a unit of time,  f(x) is 

the hardware clock frequency of the oscillator and 𝑜𝑜(𝑂𝑂0) is the initial offset of the clock. 

A timestamp indicates a logical clock time which is obtained by software interruption 

when a certain threshold is reached. The counter register records the increment of the 

clock tick, which is a periodical oscillator pulse event. The clock function of converting 

oscillator zero-crossings to a logical clock value 𝐿𝐿𝑖𝑖(𝑂𝑂)  of node i is modelled as 

𝐿𝐿𝑖𝑖(𝑂𝑂) = 𝑒𝑒𝑖𝑖 + 𝑟𝑟𝑖𝑖 ∙ (𝑐𝑐𝑖𝑖 − 𝑝𝑝𝑖𝑖) + 𝑜𝑜𝑖𝑖    (5.4) 
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where 𝑒𝑒𝑖𝑖 indicates the start time of the counter register, 𝑟𝑟𝑖𝑖 is the skew rate of the logical 

clock, 𝑐𝑐𝑖𝑖  is the current timestamp, 𝑝𝑝𝑖𝑖  is the previous timestamp and 𝑜𝑜𝑖𝑖  is the clock 

offset between hardware and software. 

The hardware clock cannot be changed in any situations as it is a read-only clock. 

Therefore, the time adjustment between nodes is done by tuning the logical clock 

value to represent the synchronised notation of time. 

An unbiased best linear estimator with minimum variance (Serpedin & Chaudhari, 

2009) could be used to estimate the clock offset between a pair of nodes with linear-

distributed network link delays, as shown in Figure 5.3. Mean square error is used to 

identify the most efficient model to represent the clock offset between two nodes. The 

traffic of time synchronisation packets is a single-way broadcast which is receiver-

receiver-based. 

 

Figure 5.3 Distributed network link delays 

Multiple synchronisation packets are broadcasted periodically in one burst. The 

number of packets sent in a burst starts from 3. If 3 consecutive packets are received 

successfully in the last cycle, the number of packets does not increase. One burst can 

send up to 100 synchronisation packets. All the direct neighbours of the sender can 
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receive the broadcasted messages, as shown in Figure 5.4(a). The traffic between 

each pair of sender and receiver can be illustrated in Figure 5.4(b). The nodes are 

denoted as node A, and node B. T1, T3, T5, T7 are the local time instances of node A 

and T2, T4, T6, T8 are the local time instances of node B. The synchronisation starts 

from T1 and multiple synchronisation messages are sent at T3, T5 and T7 by node A. 

Node B receives the synchronisation packets at local time T2, T4, T6 and T8. The 

expected value of the clock differences between two nodes is given by 

𝐸𝐸(𝑇𝑇) = ∑ (𝑇𝑇𝑖𝑖+1−𝑇𝑇𝑖𝑖)𝑛𝑛−1
𝑖𝑖=1

𝑛𝑛
     (5.5) 

where T indicates the timestamps, n is the number of timestamps and the term 

𝑇𝑇𝑖𝑖+1 − 𝑇𝑇𝑖𝑖 indicates the time difference between nodes of the current transmission. 

 

 

 

 

 

(a)       (b) 

Figure 5.4 Broadcast 

Node B repeats the above procedure until the sending time slot of node B is ended. 

The total number of transmissions between node A and node B is the cumulation of 

the number of transmissions from node A to node B and the number of transmissions 

from node B to node A. 

 

 

 

A 

B 

T1   T3    T5   T7 

T2   T4    T6   T8 
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5.4 Time Synchronisation Mechanism 

The requirements of the WSN time synchronisation mechanisms are various because 

of the differences in WSN applications. To state one standard time synchronisation 

method is unpractical and limited the development of the field. The primary 

performance parameters of WSN time synchronisation mechanisms are: 

1. The maximum time error. 

The maximum time error is either the upper bound of the time difference between 

a pair of wireless sensor nodes or the lid of the time difference between the UTC 

and the network time. In general, the maximum time error increases when the scale 

of the wireless sensor network increases. 

2. The synchronisation period. 

The synchronisation period is the period of sensor nodes keep their clocks 

synchronised. Different applications require a different length of the 

synchronisation period. Some require instant synchronisation, and some require a 

longer term of clocks synchronised. 

3. The synchronisation scope. 

The synchronisation scope could be a geographical monitoring area, a distance 

in meters or a logical range, for example, the number of hops. 

4. Synchronisation availability. 

The synchronisation availability could be seen as monitoring coverage. The 

coverage could be a specific area or some certain nodes with particular 

components, for example, with GPS transceiver, deployed discretely in the network. 

5. The synchronisation efficiency. 

The synchronisation efficiency could be evaluated by the time used to reach a 

certain precision of time synchronisation and the energy consumption during the 

synchronisation. In theory, more message exchanges spend more extended period 

and cost more energy, which means the time synchronisation mechanism is not 

very efficient when a long time and high energy consumption are required. 
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6. The device cost and size. 

The relevant hardware supports of the time synchronisation. The requirements of 

the devices are the same as wireless sensor network requirements. The cost of 

the equipment should be low, and the size of the device should be small. 

 

5.4.1 Topology Establishment 

Topology: sparse partial mesh 

Neighbours: 2-4 

2 periods: discovery period & synchronisation period 

2 status: guardian status & active status 

4 modes: sleeping, listening, receiving & transmitting 

Packet types: time-sync packet, request packet, root election packet, root request 

packet, root change packet, root re-declare packet 

Table 5.6 Packet 

Packet Format: 

Packet Type 0: time-sync packet, 1: request packet, 2: root election 

packet, 3: root request packet, 4: root change packet 

Sender ID Apply to all packets (0, 1, 2, 3, 4) 

Receiver ID Apply to all packets (0, 1, 2, 3, 4) 

Root ID Apply to all packets (0, 1, 2, 3, 4) 

Sender’s Time String Apply to time-sync packets only (0) 

Destination Node ID Apply to request packets & root request packets (1, 3) 

Root’s Energy Level Apply to root election packets only (2) 
 

Table 5.7 Neighbour 

Neighbour Table: 

Neighbour ID Parent Flag Destination Flag Active Flag 
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5.4.2 Clock Offset Estimation 

The system starts with the discovery period where sensor nodes discover and connect 

to form the wireless sensor network. Instead of a hierarchical topology, a mesh 

topology which could reduce packet size and simplify network structure is adopted 

here. Nodes are recognised by their MAC address which should be a unique identifier. 

Each node generates its neighbour table with a maximum of four nodes. 

The time difference among sensor nodes is affected by the clock offset and clock skew 

which are caused by the imperfections of crystal oscillator timers, unsynchronised 

start-up of sensor nodes, and unpredictable noise and delay during transmissions. The 

time of any crystal oscillator clocks could be derived as: 

C(t) = φ + ωt + ε    (5.6) 

φ indicates the clock offset which is the phase difference, ωindicates the clock skew 

which is the frequency difference, and ε indicates the unpreventable noise and delay 

(Serpedin & Chaudhari, Synchronization in Wireless Sensor Networks, 2009). Figure 

5.5 shows an example of unsynchronised start-up among the reference time, node 1 

and node 2 without any clock offset, skew, noise and delay. The clock differences are 

produced by start-up delays and maintained through the whole process while the 

system is running if no time adjustment is applied. If a timestamp of the reference clock 

is noted as ti, the timestamp of node 1 can be noted as 𝑂𝑂𝑖𝑖1 and the timestamp of node 

2 can be noted as 𝑂𝑂𝑖𝑖2. The time difference 𝑑𝑑𝑠𝑠1 between node 1 and the reference clock 

can be noted as 𝑑𝑑𝑠𝑠1 = 𝑂𝑂𝑖𝑖1 - ts; the time difference between node 2 and node 1 𝑑𝑑12 can be 

noted as 𝑑𝑑12 = 𝑂𝑂𝑖𝑖2 –𝑂𝑂𝑖𝑖1. Assuming node 1 sends a message to node 2 at time u and node 

2 receives the message at time v; node 2 returns a message to node 1 and node 1 

receives the return message at time w. The time difference between node 1 and 2 in 

a dual-way transmission can be estimated while the transmission times are equal: 

T1,2 = 𝑂𝑂𝐹𝐹2 − 𝑂𝑂𝐹𝐹1 =  𝑂𝑂𝑣𝑣2 − 𝑂𝑂𝐹𝐹1 − 𝑑𝑑12 

T2,1 =  𝑂𝑂𝑤𝑤1 − 𝑂𝑂𝑣𝑣1 =  𝑂𝑂𝑤𝑤1 − 𝑂𝑂𝑣𝑣2 + 𝑑𝑑12 

Where T1,2 = T2,1. 
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The estimated time difference is 2𝑡𝑡𝑣𝑣
2−𝑡𝑡𝑢𝑢1−𝑡𝑡𝑤𝑤1

2
.     (5.7) 

To eliminate or reduce the clock offset is the primary purpose of time synchronisation 

mechanisms. Our deterministic clock offset estimation method focuses on the 

scenarios with certain time synchronisation tolerance and high energy restriction. 

 

Figure 5.5 Asynchronous start-up with same clock drift 

 

Figure 5.6 Different clock drifts with a synchronised start-up 

Figure 5.6 shows an example of the unsynchronised start-up time of the system, where 

node A and node B without any clock offset, skew, noise and delay. The clock 

differences are produced by start-up delays and remain throughout the life cycle of the 

system if no time adjustment is applied. Figure 5.6 shows the situation when the clock 

drift of each node is different, assuming the start-up time is started from 0. The actual 

clock drift between time t1 and t2 could be noted as (𝑡𝑡2𝑖𝑖−𝑡𝑡1𝑖𝑖)−(𝑡𝑡2−𝑡𝑡1)
𝑡𝑡2−𝑡𝑡1

 where the subscript 

i indicates the local time of a node. The clock drift of any node can be derived from 
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the clock offset function 𝑡𝑡𝑛𝑛+𝑑𝑑
𝑡𝑡

− 1 where the subscript n indicates the timestamp from 

the clock of the node; d is the time difference between the node’s local time and the 

system standard time; and t is the system time. The clock drift at a particular moment 

between two nodes A and B can be derived from 1+𝑝𝑝𝐵𝐵
1+𝑝𝑝𝐴𝐴

 when one of the nodes holds 

the standard time. The estimated clock drift can be calculated by using least square 

function when the transmission time 𝑇𝑇𝑟𝑟 is known: 

∑ (𝑡𝑡𝑢𝑢𝑘𝑘
1 +𝑇𝑇𝑟𝑟)•𝑛𝑛

𝑘𝑘=1 𝑡𝑡𝑣𝑣𝑘𝑘
2

∑ (𝑡𝑡𝑢𝑢𝑘𝑘
1 +𝑇𝑇𝑟𝑟)2𝑛𝑛

𝑘𝑘=1
    (5.8) 

where n indicates the total number of transmissions; k indicates the kth transmission; 

u indicates the sending time and v indicates the receiving time. The transmission 

time could be estimated from experiments when a node sends a message at time u 

and receives the response at time w: Tr = 1
2𝑛𝑛
∑ (𝑂𝑂𝑤𝑤𝑘𝑘 − 𝑂𝑂𝐹𝐹𝑘𝑘)𝑛𝑛
𝑘𝑘=1 .   (5.9) 

Combining the two described situations above, each node starts with different start-up 

times and holds various clock drifts is the most common situation in practice. The local 

time of each node at the reference time t is denoted as 𝑂𝑂𝑖𝑖; the clock drift is denoted as 

𝑝𝑝𝑖𝑖; the start-up time difference is denoted as 𝑑𝑑𝑖𝑖 where the subscripts i is the node 

index. The instant moment of the node’s local time and its neighbours’ time can form 

a linear relationship. The derivation of the two situations above can be denoted as 

𝑂𝑂𝑎𝑎 = 𝑎𝑎 • 𝑂𝑂𝑖𝑖 + 𝑏𝑏, where 𝑂𝑂𝑎𝑎 indicates the time of an adjacent node and 𝑂𝑂𝑖𝑖 indicates the 

local time. The values of a and b can be estimated from a set of experimental sending 

time and receiving timestamps. The local timestamp set L,  and the neighbour 

timestamp set N is required for this calculation where the initial send time of the local 

node is denoted as 𝑂𝑂𝐹𝐹 and the first send time of the neighbour node is denoted as 𝑂𝑂𝑣𝑣. 

The local time data set is denoted as 𝐿𝐿𝐹𝐹, the neighbour time data set is denoted as 𝑁𝑁𝑣𝑣 

and the ratio between the two nodes is R which is derived from 𝑂𝑂𝑎𝑎 = 𝑎𝑎 • 𝑂𝑂𝑖𝑖 + 𝑏𝑏: 

Lu = 

⎣
⎢
⎢
⎡𝑂𝑂𝑙𝑙
1 + 𝑇𝑇𝑟𝑟 1
𝑂𝑂𝑙𝑙2 + 𝑇𝑇𝑟𝑟 1

… 1
𝑂𝑂𝑙𝑙𝑛𝑛 + 𝑇𝑇𝑟𝑟 1⎦

⎥
⎥
⎤
, Nv = [𝑂𝑂𝑎𝑎1 𝑂𝑂𝑎𝑎2 … 𝑂𝑂𝑎𝑎𝑛𝑛], R = �𝑎𝑎𝑏𝑏�, get Lu • R = Nv. 

The estimated ratio can be calculated from 
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𝑅𝑅� = �𝑏𝑏�
𝑎𝑎�
� = (𝐿𝐿𝐹𝐹𝑇𝑇 • 𝐿𝐿𝐹𝐹)−1 • 𝐿𝐿𝐹𝐹𝑇𝑇 • 𝑁𝑁𝑣𝑣𝑇𝑇           (5.10). 

Each node collects the received messages from its neighbours with the sending time 

recorded by the clocks of its neighbour and marks the arrival time using its local clock. 

Pairwise single-way synchronisation is performed to reduce broadcast messages and 

minimise the message delay. The sender node is highlighted in every neighbour table. 

Messages are delivered by tracing the sender node address. A time-sync pulse is sent 

out every second from the root node in any quiet circumstance to indicate that there 

is no intruder in the monitoring area.  

The targeted sensor node turns its active flag on and starts to broadcast request 

packets with an active flag on and its ID to its neighbours when intruders are detected. 

All the neighbours of the targeted node turn themselves into the active status to 

prepare intruder tracking activities. The rest of the sensor nodes in the network remain 

in the guardian status. All the active nodes turn to guardian status when the intruders’ 

movement is kept less than one metre for one minute. The targeted sensor node sends 

a request packet to the adjacent nodes before its active adjacent nodes turn 

themselves to guardian status. The adjacent nodes return a change packet to the 

targeted node and stop sending time-sync packets for 3 seconds. The sending time 

slot is assigned to the targeted node, and it starts to send out time-sync packets. 

 

5.4.3 Clock Skew Estimation 

A predicted clock skew of every direct neighbour based on the previous experience is 

recorded as a predefined compensation before the next synchronisation cycle starts. 

Different from the clock offset estimation method, which applies clock correction, the 

clock skew estimation scheme adopts the idea of the untethered clock, which stores 

the relative clock skew of the neighbours. The node sets its clock frequency as one 

and the records of the direct neighbour frequency are computed based on the local 

node clock. A frequency-translation table is maintained for relating the local clock to 

others. Timestamps received from any of the direct neighbours of the local node are 

converted using the frequency-translation table in the local node, and the frequency 

of the local clock is not affected throughout this process. 
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Figure 5.7 shows the clock offsets and skews between two wireless sensor nodes. 

The timestamps 𝑇𝑇1𝐴𝐴,  𝑇𝑇3𝐴𝐴 and 𝑇𝑇5𝐴𝐴 are the sending time of node A and the timestamps 

𝑇𝑇8𝐴𝐴, 𝑇𝑇10𝐴𝐴  and 𝑇𝑇12𝐴𝐴  are the receiving time of node A. The timestamps  𝑇𝑇2𝐵𝐵,  𝑇𝑇4𝐵𝐵 and 𝑇𝑇6𝐵𝐵 are 

the receiving time of node B and the timestamps 𝑇𝑇7𝐵𝐵, 𝑇𝑇9𝐵𝐵 and 𝑇𝑇11𝐵𝐵  are the sending time 

of node B. Multiple time synchronisation packets are sent out from node A during the 

sending period D1. The packets include the source ID and the sending local timestamp 

of node A. Node B receives the set of packets in duration D1 and waits for its sending 

timeslot. In duration D2, node B broadcasts a group of time synchronisation packets 

which include node B’s ID and its local sending time. Its direct neighbours repeat the 

above process after receiving the packets. 

 

Figure 5.7 Time synchronisation packet exchange model 

The clock offset between two nodes is denoted as θ(AB) in Figure 5.7. Assuming 𝑇𝑇1𝐴𝐴 is 

aligned with the system time zero. The received time of the first packet on node B can 

be expressed as 

𝑇𝑇2𝐵𝐵 = ω(AB)( 𝑇𝑇1𝐴𝐴 +  d)  + θ(AB)   (5.11) 

where ω(AB)  is the clock skew between node A and B, d is the delay including 

propagation delay and clock drift which is random delay and θ(AB) is the clock offset 

between node A and B. 𝑇𝑇7𝐵𝐵 can be estimated as follows 

𝑇𝑇7𝐵𝐵 = ω(AB)( 𝑇𝑇8𝐴𝐴 −  d)  + θ(AB)   (5.12) 

where ω(AB)( 𝑇𝑇8𝐴𝐴 −  d) is affected by clock skew. The clock skew is constant in a short 

period, which can be defined as 
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ω(AB) = 𝑇𝑇11
𝐵𝐵 −𝑇𝑇2𝐵𝐵

𝑇𝑇12𝐴𝐴 −𝑇𝑇1𝐴𝐴
 – 1.     (5.13) 

In wireless transmissions, collisions and interferences are unpredictable sometimes. 

In the situation shown in Figure 5.8, one or more communications are delayed when 

reaching the next hop. 

 

Figure 5.8 The exceptional case of message exchanges 

The timestamp of the delayed message would affect the clock skew estimation. The 

sending time and the receiving time difference of each transmission between node A 

and B is calculated instantly for exception elimination: 

TD = {𝑇𝑇𝑖𝑖+1𝐵𝐵  - 𝑇𝑇𝑖𝑖𝐴𝐴, 𝑇𝑇𝑖𝑖+2𝐵𝐵  -  𝑇𝑇𝑖𝑖+1𝐴𝐴 , …, 𝑇𝑇𝑖𝑖+𝑛𝑛𝐵𝐵  - 𝑇𝑇𝑖𝑖+(𝑛𝑛−1)
𝐴𝐴 }  (5.14) 

 

5.5 Evaluation 

In this section, the time difference among the nodes in WSNs is analysed for the clock 

offset tuning. The performance of the clock offset estimator is evaluated using the 

mean square error. The message exchange mechanism is the single-way asymmetric 

transmission which reduces the number of synchronisation and control packets. The 

error sources of the single-way time synchronisation are introduced for further 

improvements. The time synchronisation error analysis focuses on the clock skew 

estimations, and the packet delay analysis focuses on the clock offset estimations. 

The time error and the synchronisation validity period are analysed in this section. The 

time synchronisation mechanisms in WSNs could be classified by different message 

exchange schemes. One is to implement numerous time sync message exchange in 
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which the sensor nodes share their local timestamps and adjust their local clock offsets 

according to the records of timestamps. The message exchange based time 

synchronisation method assumes the frequency of the clock is constant, which does 

not consider the relationship and the combination of the clock skew and clock offset. 

The other one focuses on the clock skew and the clock initial offset, which can extend 

the validity period after the synchronisation. 

Figure 5.9 shows the clock values of two sensor nodes and the system time. Figure 

5.9(a) shows the clock values with skew and offset, and figure 5.9(b) shows the clock 

values after the alignment. Node 2 starts at a different time with an initial time 

difference. The two nodes have unsynchronised clocks at the beginning, so the initial 

start time values of the nodes are different. Following the local clock function 

C(t) = φ +  ωt +  ε 

whereφ includes the initial starting delay. The clock skew ω is generated randomly 

between -50 and 50 ppm, which is the standard variation range of the typical crystal-

quartz oscillator frequency (Zhong, Chen, & He, 2011). The clock skew is defined as 

a random number within the range between 0.9999 and 1.001 seconds. The random 

noise and delay ε is a set of random number following the normal distribution in the 

simulation. The clock skew of node 1 is 0.9999, and node 2 is 1.000011, which are 

not significant in the visualization. The initial start delay is defined as a random number 

within the range between -1 and 1 second. The start time of node 2 is 0.834155 (the 

system time) which is randomly generated in the simulation. The fluctuation from the 

noise and other delays in Figure 5.9(a) are smoothed after the time synchronisation 

process. It is clear that between the second and the third synchronisation message 

exchanges, node 2 is affected by node 1 and starts to tune its local clock value by 

adding an appropriate compensation value as a weight. It is evident from the seventh 

and the eighth message exchanges that the clock of node 1 is affected by node 2’s 

transmissions. However, because of the data pre-processing procedure, the outliers 

are removed in the next transmission and the inaccuracy is corrected. The cumulative 

time error is reduced from This process is also shown in Figure 5.12, where the x-axis 

indicates the UTC time in milliseconds and the y-axis indicates the network time in 

milliseconds. 
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(a) 

 

(b) 

Figure 5.9 Clock skew and offset 
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Figure 5.10 Time difference between nodes 

 

 

Figure 5.11 Node topology 

 

The time difference among nodes is shown in Figure 5.12. The clock of node 0 is 

affected by the clocks of node 1 and node 3 by following the topology in Figure 5.11. 

The initial start delay of nodes is exempted from the outlier eliminator in the pre-

processing procedure, no matter how big the delay is. Therefore, the direct neighbours 

of the node with the initial start delay will be affected somehow. The effect of 

neighbours is confirmed in Figure 5.12 when considering the network topology in 

Figure 5.11. Node 1 and node 3 are affected by their direct neighbour node 1. It causes 

some fluctuations in node 1 and node 3’s index lines, as shown in Figure 5.12. 
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Figure 5.12 Multiple nodes time synchronisation 

 

  

Figure 5.13 Synchronisation valid period 
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Figure 5.13 shows the simulation results corresponding to the variation of the local 

clocks when no synchronisation message is exchanged after a synchronisation 

process. The time tolerance is 10ms in a 1000 square meters monitoring area. The 

lower bound has been set to the reference time subtracting 10ms which is -10ms and 

the upper bound has been set to the reference time plus 10ms. The clock skew is 

generated randomly between -50 and 50 ppm. The time error increases as time goes 

on and the time accuracy reaches the tolerance after about 260ms if no 

synchronisation is adopted. The time variation s are caused mainly by the unaligned 

hardware frequencies with small fluctuations generated by the clock drift. 

 

 

Figure 5.14 Clock error with TimeSync 
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The periodic active and sleep mechanism relies on the precision of the local 

timestamps in the synchronisation period. Figure 5.14 shows the clock errors of 

applying TPSN with IEEE 802.11 in the network and applying the TimeSync scheme 

with SA-MAC in the same network. The result indicates that the clock errors of both 

applications are within about 50μs which is in the acceptable range. 

 

5.6 Summary and Discussion 

This chapter proposed an in-network WSN time synchronisation method from the 

perspectives of the clock offset estimation and the clock skew adjustment. No high-

cost algorithm is applied to increase the processing burden of sensor nodes. The 

methods adopt a single-way message exchange mechanism which reduces the 

network traffic load and the energy consumption in quiet scenarios efficiently with a 

relatively accurate in-network time. The clock offset estimation method considers and 

builds the relationships among a set of same direction transmissions to reduce the 

data points required by the conventional ML estimator. 

Table 5.8 Time synchronisation process 

Stages Processes Techniques 

Pre-processing 

Timestamp collection MAC layer timestamp 
Missing timestamp 

recovery 
Hot Deck imputation + Median 

Outlier filtering Box-whisker 
Offset and skew 

estimation 
Memory preparation Timestamp table 

Prediction Logical clock convertion + Average 
Local clock 

compansation 
Compansation interval 

alignment 
Timeslot segmentation 

Compansiation value 
weigthing 

Iterative proportional fitting 

 

In summary, the process of the time synchronisation scheme consists of three stages: 

data pre-processing, clock offset and skew estimation and local clock compensation. 

The aim of data pre-processing is to fill in missing data and filter out outliers. The clock 

offset and skew estimation method aims to find the correlation between transmissions 

and message latency. Local clock compensation includes compensation interval 

alignment and compensation value weighting. Local clock compensation can be 
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combined into the process of estimation as the interval should be aligned with 

timeslots. To estimate the clock offset needs not only the timestamp extracted from 

the packet but also the timestamp of the packet arrival. The concept of time 

synchronisation in WSNs is used to describe the integration of clock offset estimation 

and clock compensation. A summary of the time synchronisation process in the 

application layer is shown in Table 5.8. 
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Chapter 6. Energy Efficiency 

In Chapter 6, the energy consumption rate of ordinary wireless sensor end devices will 

be first discussed. An approximate energy consumption rate in the simulation is 

computed from multiple types of general wireless sensor nodes. An accustomed 

energy model is introduced and analysed then. A description of the energy efficiency 

calculation will be presented with accepted terminologies. Any possible influence 

factors of energy consumption will be discussed respectively. The relevant elements 

will be switched around to substitute independent and dependent variables for 

validating purposes. The most important feature of the energy balance method is the 

use of the simplified reverse firefly (SRF) mechanism when timeslot conflicts are 

happening. Also, the energy consumption analysis after using SRF in WSNs is 

presented from the aspects of single node consumption and network overhead. The 

raw results will be displayed before the interpretation of the outcome. Chapter 6 energy 

efficiency analyses will be divided into five sections generally: introduction, energy 

model, network energy balance, energy consumption analysis which analyses single 

node consumption and network overhead, and summary and discussion. 

 

6.1 Introduction 

The WSN applications are expected to keep monitoring the target area for at least 

several months. This requirement raises the energy resource problem and the in-

network energy balance problem. The current wireless sensor nodes use 2 AA 

batteries as the power source. The capacity of the power source is about 2200mAh if 

the voltage is 3V (Mainwaring, Polastre, Szewczyk, Culler, & Anderson, 2002). The 

energy consumption of a sensor node per day is about 8.148mAh if the node lasts a 

maximum of 9 months. The SRF is inspired by the firefly algorithm. Figure 6.1 shows 

the flow charts of both the firefly algorithm (left) and the SRF algorithm (right). 
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Figure 6.1 Firefly and SRF flow charts 

 

6.2 Energy Model 

The energy hole problem is one of the vital issues of WSNs and affects the network 

lifetime seriously. The most typical energy hole problem appears on the nodes around 

a sink node. The sink node is isolated if all its direct neighbours are exhausted. This 

problem not only causes energy waste but also terminates the whole WSN system. 

The network energy remains over 90% by accumulating the energy of all nodes in the 

network after the energy hole problem appeared if no energy balance scheme is 

applied in the system (Lian, Naik, & Agnew G, 2006). The relieve of the energy hole 

problem is still not able to maximise the network lifetime. The solution from node 

deployment side is not considered in this project as the underlying topology is a grid 

network which fits benefits both the neighbour management and the localization 

performance. The routine algorithm, which is suitable for large data packets is not the 

target of this project, and the routing protocol is not discussed here.  
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The anchor nodes are static without movements after the deployment and work 

individually with no energy supplement. The network lifetime is defined as the duration 

between the network starts and the first sensor node runs out of energy. A typical 

wireless sensor node includes three units: the sensing unit, the processing unit and 

the transceiver unit. The receiving and transmission energy consumptions are 

considered mainly in the computation as the energy consumption of the sensing 

module and the processing module primarily depend on the number of mobile objects 

and the structure of the hardware device which are not considered in the time 

synchronisation process. A simplified energy model which is derived from Heinzelman 

(2000) is shown below: 

𝑆𝑆 = �𝐸𝐸𝑝𝑝 + 𝐸𝐸𝑠𝑠𝑑𝑑α� 𝑖𝑖     (6.1) 

𝑅𝑅 = 𝐸𝐸𝑟𝑟𝑖𝑖     (6.2) 

where the parameter 𝑆𝑆 indicates the energy consumption of sending processes in a 

node during its alive period, 𝑅𝑅  indicates the energy consumption of receiving 

processes in a node during its alive period, 𝐸𝐸𝑝𝑝 is the energy consumption of message 

preparation, 𝐸𝐸𝑠𝑠  is the energy consumption of transmitting a bit, 𝐸𝐸𝑟𝑟  is the energy 

consumption of receiving a bit, 𝑑𝑑  indicates the distance between nodes, 𝛼𝛼 is the 

coefficient either 2 or 4, the 𝑑𝑑αis a constant in a grid network as the distance between 

nodes should be the same or very close and f is the frequency of sending or receiving 

messages. The energy consumption of transmitting a bit is approximate the energy 

consumption of receiving a bit. The coefficients of packet size and distance between 

nodes from Heinzelman’s original energy model are omitted in this energy model as 

the packet size is the same in the time synchronisation application and the node 

distance is also the same in a grid network. 

 

6.3 Network Energy Balance 

The unbalance of the energy consumption of the wireless sensor nodes reduces the 

wireless sensor network lifetime seriously. The energy exhausting of a node may 

disconnect a bunch of sensor nodes if the specific node is selected to pass messages 
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from the end nodes to the gateway, and no new path discovery scheme is adopted 

actively. The energy requirements of different nodes are different. For example, the 

bridge node which connects clusters may consume more energy than the other nodes, 

and the border nodes may consume less power than the nodes connect with all direct 

neighbours. 

The periodic interaction and synchronisation systems are commonly seen in the 

biological system. All individuals in the organised alliance implement their activities 

and schemes and form a simple distributed system. The cooperation among the 

individuals is concordant, and the error tolerance and the adaptation are performed 

well. The natural phenomenon inspires people to create similar interaction, and 

synchronisation systems with self-organisation, scalability, adaptability and 

robustness characteristics for network use. As one of the representative natural 

cooperation swarm intelligent systems, the firefly synchronised blinking is particularly 

prominent. The light absorption phenomenon in firefly clusters is a reverse solution to 

the energy balance problem in wireless sensor networks. The light of a single firefly 

does not absorb by the other fireflies, but it goes through with a self-regulation scheme, 

and all single individuals follow the rules, which is like a distributed system. 

The failure of a wireless sensor network sometimes is caused by single node energy 

exhausting in a multi-hop network; even most of the nodes in the system are still 

working (Ettus, 1998). Most existing energy balancing methods use the event trigger 

method, and the energy consumption is not the priority. Although all nodes in the 

defined WSN are identical, the position of nodes affects the energy consumption on 

different functionalities, for example, the nodes which are closed to the gateway may 

spend some more energy on the packet passing usually, and the power of the end 

nodes consumes mainly on the event detection and the data collection. If no energy 

balance mechanism is adopted, the node with heavy-duty would be the bottleneck of 

the network and lead to the system failure eventually. One of the solutions to the 

energy hole problem in WSNs is to detect and predict the energy hole relevant sensor 

nodes and deploy redundant nodes around that area, which means multiple paths 

could pass the data and the node with the highest level of energy will be adopted in 

this process. 
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As an optimization algorithm, the advantages of the metaheuristic and nature-inspired 

firefly algorithm are the sources of the inputs are not limited; easy to apply in dynamic 

networks with adequate expansibility; every individual node implements a same simple 

mechanism; the task is completed through the cooperation of multiple nodes, and 

small size of the storage is required. Therefore, the firefly algorithm is suitable for the 

resource-restricted WSNs. 

In a conventional firefly algorithm, the participating fireflies are attracted by the 

brightest luminary flashing to warn the predators. The luminance of the attracted 

fireflies reduces when it gets closer to the luminary flashing firefly. The brightness of 

the attracted fireflies and the distance between the brightest firefly and the other 

fireflies follows the inverse square law 

β= 1
𝑑𝑑2

      (6.3) 

where βindicates the brightness of the local firefly and d indicates the distance 

between the brightest firefly and the moving firefly. 

A simplified reverse firefly method is inspired by the firefly algorithm to deal with the 

energy balance problem in WSNs. The technique could be implemented on the 

optimisations for two situations, the time slot conflict reselection and the dynamic 

topology update rediscovery cycle. 

The implementation of solving the conflict time slot problem is discussed in section 4.6. 

The force schedule update is designed for the single-way asynchronised time 

synchronisation message exchange problem when more than one node has selected 

the same time slot. All nodes are identical and without virtual levelling system. Instead 

of targeting the brightest firefly in the firefly algorithm, the node with the lowest energy 

level is targeted, in other word is protected. The node checks the energy level of its 

adjacent neighbours when the time slot reoccupation happens. The time slot is 

assigned to the node with the lowest energy level and allows the low energy node to 

sleep and ignore the rest of the process. No absorption coefficient is required in the 

reverse method as the reschedule process consumes the corresponding energy in 

nodes. The nodes with higher energy level reschedule their sending time to choose a 

free time slot randomly. In this way, the node with the lowest energy level skips the 
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reschedule process. The optimisation on the time slot reschedule scheme is 

processed through three steps: 

1. Energy level initialization. Nodes extract the energy information from the received 

packets and record the energy level in the relevant node entry. 

2. Conflict detection. The receiver starts to detect the time slot conflict. The node with 

the minimum energy level is recorded. A message with the rest of the conflict node 

numbers is sent. 

3. Reschedule. The node receives the packet. If the local node number is in the list 

of the conflict field in the received packet, the local node reselects a free time slot 

randomly and packs the new timeslot information with the outgoing packet to 

update its new time slot. 

The rediscovery cycle is a procedure for the topology amendments, adding and 

removing nodes. Theoretically, all direct neighbours of the dynamic node should start 

the rediscovery cycle to update their neighbour lists. However, with the optimization, 

a representative is selected in the local area within a two-hop distance to go in the 

discovery cycle (no sleep period) to update its neighbour list. A node is selected as 

the representative when its energy level is the highest in this group. The representative 

detects the topology modification and shares this information while sending its time 

string to its direct neighbour as usual. 

 

6.4 Energy Consumption Analysis 

The energy hole problem reduces the wireless sensor network lifetime significantly 

and the remaining energy of the network is wasted as the crucial path of data 

transmission has been cut. The simulation focuses on the energy consumption of the 

message exchange mainly as the sensing and computation cost is tiny comparing the 

transmissions. The initial energy of a single wireless sensor node is set to 1000 Joules; 

the signal coverage of the wireless sensor node is 250 meters. The transmission range 

of the wireless sensor nodes is the same. 
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6.4.1 Single Node Consumption 

The single node energy conservation could be considered from four aspects: energy 

conservation computation, energy conservation application, wireless transmission 

energy management and retransmission energy conservation. The dynamic power 

management (DPM) and the dynamic voltage scaling (DVS) are the traditional 

methods from the computation side. The main idea of DPM is to switch off the idle 

modules and set the node to low power consumption mode. The energy conservation 

application involves the operating system, application layer and protocols. The 

implementation of DPM and DVS requires the support from the applications to achieve 

a better performance. The wireless radio energy consumption is the main consumption 

of WSNs. The transmission distance and the radio frequency and filter are main 

parameters of wireless radio energy consumption. The retransmission consumption is 

not considered as no packet retransmission is adopted the time synchronisation 

mechanism. 

The main energy conservation method is the periodic sleep mechanism. The sensor 

node switches off the transceiver module, the data collection module and processor 

while no event is detected, and no detection task is required to save the single node 

energy. An active local area within one-hop distance is formed when an event or a 

target are detected. The data transmission follows the schedule, which is not a typical 

constant bit rate as the other energy hole problem analysises. The nodes are deployed 

in a grid uniformly, so the number of nodes in an area could be represented by 

N = 𝑙𝑙
𝑑𝑑
∗ 𝑤𝑤
𝑑𝑑
     (6.4) 

where l is the length and w is the width of the monitoring area and d is the distance 

between each pair of nodes. The MAC layer protocol implements either the SA-MAC 

or the IEEE 802.11, where collisions and retransmissions may be carried out. The 

network is dynamic with the node adding, removal and error, where the node 

connectivity keeps changing. The packet size is small to fit the capacity of the links. 

The traffic load of a sensor node could be modelled as 

L = 𝑇𝑇
𝐶𝐶
∗ 𝐶𝐶𝑑𝑑 ∗ 𝑏𝑏     (6.5) 
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where the parameter T is the length of a node’s alive period, C stands for the length 

of a synchronisation cycle, Cd is the length of a duty cycle, and b is the data rate of an 

individual node in bits/sec. The duty cycle is variable depending on the performance 

of the MAC protocol. The traffic load model above indicates the traffic load of a sensor 

node increases while the length of the duty cycle increases. This implies that the 

convergence scheme of the schedule slots in the MAC layer also affects the traffic 

load and the energy consumption computation. 

Althrough the sensing model consumes energy on data collection, the energy 

consumption of time synchronisation is the main consideration here. The common and 

low-cost implementation of solving the energy hole problem is to balance the network 

traffic load as no expensive multi-functional device is required, no extra redundant 

node is required and no pre-arrangement of the deployment is required. The timeslot 

conflict causes re-contentions of the schedule, which forces nodes rerun discovery 

cycles. The firefly energy balance scheme relieves the situation described above. 

The energy consumption model of a single wireless sensor node is set as Figure 6.2. 

 

 

 

 

 

Figure 6.2 Wireless device transmission energy model 

 

The energy consumption of sending is modelled as 

𝐸𝐸𝑇𝑇𝑥𝑥(𝑘𝑘,𝑑𝑑) = 𝐸𝐸𝐷𝐷𝑙𝑙𝐷𝐷𝐷𝐷𝑘𝑘 + 𝜀𝜀𝑎𝑎𝑘𝑘𝑝𝑝𝑘𝑘𝑑𝑑2    (6.6) 

(Heinzelman, Chandrakasan, & Balakrishnan, 2000) 

where 𝐸𝐸𝐷𝐷𝑙𝑙𝐷𝐷𝐷𝐷  is the energy consumption coefficient of sending, 𝑘𝑘 is the packet size, 

𝜀𝜀𝑎𝑎𝑘𝑘𝑝𝑝 is the amplifying power coefficient and 𝑑𝑑 is the distance between two nodes. The 
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approximate value of sending energy consumption can be computed using equation 

6.6,  when the sending power is 50 nJ, the packet size is 64 bytes, the amplifying 

power is 100pJ, and the distance between two nodes is 250m. The energy 

consumption on receiving can be modelled as 

𝐸𝐸𝑅𝑅𝑥𝑥(𝑘𝑘,𝑑𝑑) = 𝐸𝐸𝐷𝐷𝑙𝑙𝐷𝐷𝐷𝐷𝑘𝑘     (6.7). 

Using equation 6.7 can compute the receiving energy consumption which is about 

half of the sending energy consumption. The node energy consumption is in direct 

proportion to the packet size and the distance between two nodes. 

There are 100 wireless sensor nodes deployed in a grid network. Each of the sensor 

nodes connects with its direct neighbours automatically. The relationship between the 

number of messages required in time synchronisation and the number of wireless 

sensor nodes can be modelled as 

𝑀𝑀𝑇𝑇𝑇𝑇𝑆𝑆𝑇𝑇 = 2𝑑𝑑(𝑁𝑁 − 1)     (6.8) 

𝑀𝑀𝐹𝐹𝑇𝑇𝑆𝑆𝑇𝑇 = 𝑑𝑑𝑁𝑁      (6.9) 

𝑀𝑀𝑅𝑅𝐵𝐵𝑆𝑆 = 𝑑𝑑 + 𝑁𝑁(𝑁𝑁 − 1)/2    (6.10) 

𝑀𝑀𝑇𝑇𝑖𝑖𝑘𝑘𝐷𝐷𝑆𝑆𝑦𝑦𝑛𝑛𝐷𝐷 = 𝑑𝑑(𝑁𝑁 + 𝐴𝐴)    (6.11) 

where M is the number of messages, B is the number of time synchronisation beacons,  

N is the number of wireless sensor nodes, and A is the number of adjacent nodes. In 

the model, TPSN requires dual-way time synchronisation messages to complete the 

clock adjustment; FTSP floods the synchronisation message through the network; 

RBS requires one message from the reference node and two messages for the 

adjacent nodes to exchange. The number of the adjacent nodes affects the number of 

time synchronisation messages in TimeSync as a node broadcasts the time 

synchronisation message to all direct neighbours and vice versa. Assuming the noise 

of the wireless channel is additive white gaussian noise (AWGN) in the WSN, where 

the noise power is N. The received signal can be modelled using Pauluzzi’s SNR 

estimator (Pauluzzi & Beaulieu, 2000) as 

𝑃𝑃𝑟𝑟 = 𝑎𝑎𝑖𝑖 + 𝑛𝑛     (6.12) 
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where 𝑎𝑎 is the signal amplitude, 𝑖𝑖 is the channel attenuation factor, and 𝑛𝑛 is the noise 

when the mean μis 0 and the standard deviation σis N. The lowest signal to noise 

ratio (SNR) of reliable communications can be derived as 

γ = 𝑇𝑇𝑟𝑟
𝑇𝑇

      (6.13) 

where 𝑃𝑃𝑟𝑟 represents the receiving signal power with range �𝑃𝑃𝑟𝑟. The sending signal 

range is �𝑇𝑇𝑟𝑟
𝑓𝑓

. The signal power of sending can be computed as 

𝑃𝑃𝑠𝑠 = 𝑇𝑇𝑟𝑟
𝑓𝑓2

= γN
𝑓𝑓2

.     (6.14) 

 

Figure 6.3 Single node energy consumption 

Figure 6.3 illustrates the residual energy of a node while applying different protocols. 

The overlapping region between 0 and 2 seconds is the time elapse for system start-

up. The length of the discovery period can be computed as 

𝑑𝑑 = 𝑛𝑛𝑛𝑛
100

+ 𝑒𝑒𝑂𝑂     (6.15) 

where 𝑛𝑛𝑛𝑛 indicates the number of nodes in the network and 𝑒𝑒𝑂𝑂 is the start-up time. The 

discovery period mechanism is the same in both methods. The energy conservation 

method starts to follow the pre-set schedule to send and receive messages when the 
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synchronisation phase starts. The convergence method starts to shorten the duty 

cycle in a time synchronisation cycle after the fifth second. 

6.4.2 Network Overhead 

Nodes in the network follow their transmission schedules to broadcast and receive 

packets and listen to the channel. The exchanged neighbour list is fused by the 

receiver, then the information is sent out to the receiver’s neighbours. The time 

synchronisation cycle starts from the duty cycle and ends before the next duty cycle, 

including one sending timeslot, at least one receiving timeslot and a period of sleep. 

The energy consumption of sensing and computation is much lower than the energy 

consumption spending on transmission in WSNs. The wireless sensor nodes in the 

network are assumed to be homogeneous, start with the same initial energy and are 

without mobility. The network traffic load in the cycle i is given by 

𝑇𝑇𝑖𝑖 = ∑ [𝑆𝑆𝑃𝑃𝑖𝑖 + 4𝑅𝑅(1 − 𝑃𝑃𝑖𝑖)]𝑛𝑛
𝑖𝑖=1     (6.16) 

where 𝑛𝑛 is the number of wireless sensor nodes in the network, 𝑆𝑆 is the traffic load of 

sending if the node keeps sending in a whole duty cycle, 𝑅𝑅  is the traffic load of 

receiving if the node keeps receiving in a whole duty cycle and 𝑃𝑃𝑖𝑖  indicates the 

percentage of the length of the sending period in a duty cycle. 

The energy model of NS2 simulates the energy consumption of time synchronisation. 

The simulation reflects the remaining energy of nodes in a 10x10 wireless sensor 

network. All nodes are stationary. Table 6.1 shows the simulation parameters. The 

residual energy of node number 0-9 is plotted in Figure 6.4. 

Table 6.1 Simulation parameters 

PARAMETER VALUE 
NETWORK SIZE 2500m x 2500m 

NODE NUMBER 100 

SIGNAL COVERAGE 250m 

PACKET SIZE 64 bytes 

INITIAL ENERGY 1000J 

TRANSMISSION POWER 10pJ/bit 
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   (a)       (b) 

Figure 6.4 The remaining energy of nodes 

The maximum residual energy difference of Figure 6.4(a) is about 3J and the 

maximum residual energy difference in Figure 6.4(b) is about 0.5J. Although the 

energy consumption is different, from the pattern of Figure 6.4(a) and Figure 6.4(b), it 

can be the energy consumption balance method is functioning correctly. The energy 

consumption on time synchronisation in WSNs is reduced significantly after following 

the sleep-active schedule to send and receive messages. The energy balance method 

smooths the energy consumption in different nodes. An overview of the residual 

energy is illustrated in Table 6.2. 

Table 6.2 The average of accumulative energy consumption after 10 seconds 

 Idle listening (J) Sleeping (J) Transmitting (J) Receiving (J) 
TPSN 9.744 0 0.004 0.044 

TimeSync 5.773 0.005 0.004 0.018 

 

The average of accumulative energy consumption after 10 seconds is graphed in 

Table 6.2. The major part of energy consumption is on idle listening. The transmission 

energy consumption is related to the distance and the packet size. 

TPSN TimeSync 

&SRF 



178 
 

 

Figure 6. 5 Residual Energy of nodes 

The energy-saving method achieves the most energy-efficient across the network. 

Also, the SRF distributes the network traffic load evenly among local nodes. Figure 

6.5 shows the energy consumption of nodes is reduced by about 10% of the total 

energy of the node and implies that the network lifetime can be prolonged. 

Measurement of energy consumption: 
• First, we run the SA-MAC program; 

• Then run the 802.11 program; 

• Form the trace file, and we compare the ideal energy of both using the awk 

script. 

The network energy consumption of using the SA-MAC protocol is lower than the 

network energy consumption using the 802.11 MAC protocol, because of the 

periodic activation-sleep mechanism. 
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Figure 6.6 Network lifetime 

In Figure 6.6, the network lifetime is showed when the initial energy is set to one joule. 

It can be seen that the network applied energy balance method can last longer. It also 

can see that the optimised method is consuming less energy significantly in the 

synchronisation period. 

 

6.5 Summary and Discussion 

This chapter proposed an energy balance approach for WSNs that not only solves the 

timeslot collision problem, but also reduce the energy consumption on contention. The 

design of the SRF reduces the effect from the energy hole problem. The energy hole 

problem is a typical energy problem in battery-driven WSNs. The energy balance 

experiments demonstrated that the network lifetime is prolonged. 

Theoretical analysis of the energy model is given in section 6.2. The firefly algorithm 

and the SRF design are described with mathematical modelling in section 6.3. The 

results show single node energy consumption before and after applying the energy 

balance method. The network overhead is evaluated based on two factors: the energy 

consumption over a period and the energy consumption on actions. The results are 
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recorded many times and the average is obtained to reduce the effects of the random 

variables. Outliers are also removed. 

The proposed SRF approach offers good stability of the system. Collisions reduce 

after the computation of energy levels. Different situations can be regularized into one 

local solution. The different combinations of multiple solutions are the trend of current 

research to satisfy the requirements of various disciplines in different types of networks. 
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Chapter 7. Conclusions and Future Work 

Chapter 7 conclusions and future works will first present the consequences of the 

experiments to answer the research questions in order. The relevance of chapters will 

be explained in an organized way. Any conclusions of the assumptions should be 

interpreted with experimental results and hypotheses. Tables and figures of complete 

data should be clarified in an organised manner. Relevant theoretical background and 

literature review should be discussed with the results. Any uncompleted and 

conceptualised research tasks will be described and speculated in the further analyses 

section. Any limitations and uncontrollable factors of the research, for example, the 

unpredictable random delay in message latency, should be stated before the final 

summary of the project. Some recommendations may be given for future research. 

This chapter will be divided into two parts, mainly with the subheading: conclusions 

which contain general discussions and outcomes, and future works. 

 

7.1 Summary 

The advances in the development of information technology and network technology 

change the world rapidly. The low-cost and low-power wireless sensor devices 

combine those technologies to form WSNs. Time synchronisation and energy 

conservation are two critical technologies of any battery-driven WSNs. Many of the 

essential techniques and practical applications of WSNs require the time consistency 

and the energy consumption conservation, for example, data transmission, 

localization, sleep schedule, data fusion and so on. The performance of the time 

synchronisation mechanism determines the performance of the WSN, and the 

performance of the energy conservation mechanism determines the network lifetime. 

Time Synchronisation is one of the fundamental technologies in WSNs. However, 

most of the existing research focuses on clock estimation and message exchange to 

increase the synchronisation accuracy without taking network performance as the 

primary consideration. An efficient time synchronisation could improve the 

performance of most WSN applications significantly. The energy conservation of 
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sensor nodes using the theory of periodic activation and sleep relies on schedule 

tables with accurate timestamps which are maintained by frequent time 

synchronisations. 

This thesis addressed the challenge of making time synchornisation works for energy 

conservation in WSNs by applying the periodic activation-sleep scheme from both the 

MAC and application layers. The energy consumption in a unit of time during the sleep 

period could be reduced to a thousandth of the energy consumption in idle listening 

mode. An architecture of WSN time synchronisation was proposed in three main steps: 

timestamp data collection, message latency estimation and local clock alignment. 

This thesis has primarily focused on time synchronisation. However, keeping a high 

accuracy of time synchronisation needs the sleep period is short enough. Therefore, 

the balance between the time synchronisation accuracy and the network energy 

conservation is the major contradiction to be considered in this research. The 

questions, for example, what benefits energy conservation can bring to WSNs and 

how the design and implementation of the time synchronisation scheme are, are 

answered in this thesis. 

 

7.2 Research Questions Revised 

The research questions and objectives of this study are presented in chapter one. The 

associations among research questions and findings are listed in Table 7.1. 

Table 7.1 The associations among research questions and findings 

Research Questions Findings Chapter 

Why is time synchronisation a 

crucial technique in WSN? 
Research gap: 2 
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Why do existing time sync methods 

require improvements? 

Most of the existing research 

focuses on clock estimation and 

message exchange to increase 

the synchronisation accuracy 

without taking network 

performance as the primary 

consideration. 

What are the difficulties to save 

energy in the meanwhile 

maintaining time sync accuracy? 

What are the requirements of 

experimental implementations? Knowledge and simulation 

preliminaries 
3 

How does the simulation construct? 

What are the materials, techniques 

and model to complete the 

experiments of the new MAC 

protocol? 

Designing an appropriate MAC 

protocol to minimise the energy 

consumption of the network and 

maintain the time synchronisation 

accuracy. 

4 

How can an optimised time 

synchronisation method achieve 

reasonable time synchronisation 

accuracy and save energy? 

Optimising the existing time 

synchronisation algorithms to 

produce a unique approach to 

solve the network energy 

conservation problem. 

5 

How much energy does the new 

time sync method save? 

Verifying the feasibility of the 

improved time synchronisation 

approach using simulation 

experiments, examining the result 

and comparing with the existing 

methods’ results. 

6 
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7.3 Contributions to Knowledge 

The study in this thesis has pushed the current boundaries to expand the knowledge 

of WSN time synchornisation on energy conservation. This dissertation has four 

contributions to existing knowledge. 

Contribution 1: An extensive literature review on WSN time synchronisation and a 

comparison of simulation environments are carried out. The subject of WSN time 

synchronisation is thoroughly investigated through the study of the existing literature. 

However, how the contradiction between time synchronisation accuracy and energy 

conservation solve in real practice is not clear. The existing published research reveals 

that the synchronisation error is about 50μs and the energy consumption of sending 

a packet is about 20nAh. The analysis of WSN time synchronisation requirements is 

undertaken in this thesis. The compromise between time synchronisation accuracy 

and energy consumption, which meets users’ actual needs, is the main requirement 

of the project. The threshold of balancing the time synchronisation accuracy and the 

energy conservation can be expressed by the percentage of the on-duty period in a 

cycle. The minimum on-duty period can be computed using the minimum active time 

(mAT). 

Contribution 2: A proposed WSN contention-based MAC protocol that saves the 

network energy is designed. The MAC protocol applies the dimensional reduction on 

schedule tables and uses the convergence method to increase the sleep time in a 

cycle. Every sensor node obtained its two-hop neighbour active timeslots information 

by applying dimensionality reduction to generate concentrated schedule tables. The 

simulation results show the lifetime of the network is extended significantly with a low 

time error rate. The time synchronisation accuracy depends on different applications, 

for example, in a quiet scenario, the time synchronisation accuracy can be defined by 

the size of the monitoring area and the localization tolerance. The proposed WSN 

MAC protocol can also be adopted in the other applications freely. 

Contribution 3: A proposed WSN time synchronisation protocol that predicts clock 

offsets and clock skews is designed for the application layer. The protocol includes a 

message exchange scheme, a data pre-processing procedure, a clock estimation and 

a post-facto synchronisation to improve the network energy conservation while 
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balancing the time synchronisation accuracy. The new clock offset and skew 

estimation mechanism contributes to knowledge mainly on the timestamp pre-

processing and the message exchange transmission. It adopts the sparse mesh 

structure. Different nodes estimated their local clock offset and skew based on the 

timestamps obtained from the previous transmissions, even the current state of the 

transceivers is off. By carrying out a set of simulation experiments based on NS2, we 

showed that the energy consumption of the individual sensor nodes was decreased. 

Contribution 4: An energy efficiency approach that is inspired by the firefly algorithm, 

deals with the timeslot conflict problem when multiple nodes are selected the same 

timeslot. An energy model is given. The performance of the energy balance method 

was analysed through the single node energy consumption analyses and the network 

overhead comparisons. It demonstrated that the approach of SRF with timesync and 

SA-MAC not only reduced the network energy consumption about 40% but also 

effectively relieved the energy hole problem. 

 

7.4 Future Works 

Although the problems of WSNs have been attempted to solve from different 

approaches in research, there is no standard solution for specific issues. Therefore, 

further analysis can be carried out as a result of this project. The future work could be 

targeted at MAC protocol optimisation, time synchronisation accuracy increment and 

network maintenance. In this final section, a range of potential WSN research topics 

has been pointed out. 

7.4.1 The New Approach of MAC Protocol 

In Chapter 4, a significant change of the existing WSN MAC protocol is proposed in 

DCF. There are three classes of WSN MAC protocols: 

1. Contention-free service. The contention-free service works on PCF (Point 

coordination function) in the MAC layer. PCF adopts polling-based priority access. 

A typical contention-free service wireless MAC protocol is TDMA (Time Division 

Multiple Access). The channel is divided into multiple fixed segments which are 
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assigned to different wireless sensor nodes to avoid interference among nodes. 

TDMA requires high accuracy of time synchronisation. To increase the time 

synchronisation accuracy is further research in a contention-free service MAC 

protocol optimisation. 

2. Contention service. The contention service works on DCF. The wireless channel is 

used randomly after contention when there is data to send. The research focus of 

the contention service MAC protocol is to reduce interference and collisions in the 

network. 

3. The other MAC protocols. There are FDMA (Frequency Division Multiple Access), 

and CDMA (Code Division Multiple Access) approaches of MAC protocols. The 

device cost is reducing, and energy conservation is the potential research areas. 

 

7.4.2 Time Synchronisation 

As described in Chapter 5, research of time synchronisation has evolved into three 

different models. The first one is the simple model which considers the order of events 

between a pair of nodes only. As stated by Römer (Römer, 2001), “temporal 

relationships (X happened before Y) and real-time issues (X and Y happened within a 

certain time interval) play an important role.” Further research will focus on reducing 

the probability of MAYBE results (Römer, 2001). The second one is a relatively 

complicated model which maintains the network-wide time synchronisation. Nodes 

manage their local clock. The synchronisation information is saved as clock offset and 

skew in the node. A typical mechanism using the network-wide time synchronisation 

model is RBS, where nodes broadcast beacon messages periodically to their 

neighbours, and receivers record the message arrival time as a reference, exchange 

their local timestamps and obtain corresponding clock offsets at the end of a round of 

time synchronisation process. This time synchronisation model supports the energy 

conservation process. There are several further research improvements could be 

considered: the time accuracy improvement, energy conservation improvement and 

the trade-offs between time accuracy and energy consumption in different applications. 

The last one is the always-on model, where every node maintains a local clock and all 

nodes in the network adjust their local clock to a reference node. This model keeps 
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the system in an absolute time if the reference node runs UTC. It involves the 

functionalities of the other two models, but the energy consumption of the always-on 

model is the most compared to the other two models. The further research of the 

always-on model focuses more on hardware implementations including increasing 

battery-volume, reducing the manufacturing cost of devices etc. WSNs are application 

related. The various requirements of time synchronisation are considered and 

designed for specific applications. 

 

7.4.3 Network Energy Balance 

The energy hole problem, which is one of the significant network energy balance 

problems, was discussed in Chapter 6. The energy balance problem can be relieved 

from four aspects: energy controls, routing protocols, deployments and mobile sinks. 

This thesis investigated the energy control strategy from the application layer of the 

WSN stack. It focused on understanding energy consumed activities based on energy 

consumption analysis. However, the signal strength management in energy control is 

not considered, which can further contribute to energy balance problem on future 

research. The routing protocol can be improved from symmetric or asymmetric 

communications for energy balance problems. The deployment method can focus on 

the prediction of deployment strategies, and the mobile sink solution should consider 

reducing energy consumption while the energy in the network is balanced. 
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Appendix 

I. TimeSync.tcl 

#=================================== 

#     Simulation parameters setup 

#=================================== 

set val(chan)   Channel/WirelessChannel    ;# channel type 

set val(prop)   Propagation/TwoRayGround   ;# radio-propagation model 

set val(netif)  Phy/WirelessPhy            ;# network interface type 

set val(mac)    Mac/SA-MAC                 ;# MAC type 

set val(ifq)    Queue/DropTail/PriQueue    ;# interface queue type 

set val(ll)     LL                         ;# link layer type 

set val(ant)    Antenna/OmniAntenna        ;# antenna model 

set val(ifqlen) 50                         ;# max packet in ifq 

set val(nn)     900                        ;# number of mobilenodes 

set val(rp)     DumbAgent                  ;# routing protocol 

set val(x)      10000                      ;# X dimension of topography 

set val(y)      10000      ;# Y dimension of topography 

set val(stop)   10000                      ;# time of simulation end 

 

set val(times) 2 ;# how many msgs to send per node in discovery period 

set val(dl) 1   ;# discovery period length 

 

Node set cycle_length_  $val(dl);# second 

Node set time_string_length_ 16 

Node set max_num_neighbours_ 4 

 

#=================================== 

#        Initialization         

#=================================== 
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#Create a ns simulator 

set ns [new Simulator] 

 

#Setup topography object 

set topo       [new Topography] 

$topo load_flatgrid $val(x) $val(y) 

create-god $val(nn) 

 

#New trace format 

#$ns use-newtrace 

 

#Open the NS trace file 

set tracefile [open out.tr w] 

$ns trace-all $tracefile 

 

#Open the NAM trace file 

set namfile [open out.nam w] 

$ns namtrace-all $namfile 

$ns namtrace-all-wireless $namfile $val(x) $val(y) 

set chan [new $val(chan)];#Create wireless channel 

 

#=================================== 

#     Mobile node parameter setup 

#=================================== 

$ns node-config -adhocRouting  $val(rp) \ 

                -llType   $val(ll) \ 

                -macType  $val(mac) \ 

                -ifqType  $val(ifq) \ 

                -ifqLen   $val(ifqlen) \ 

                -antType  $val(ant) \ 

                -propType  $val(prop) \ 

                -phyType  $val(netif) \ 
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                -channel $chan \ 

                -topoInstance  $topo \ 

                -agentTrace  OFF \ 

                -routerTrace  OFF \ 

                -macTrace  ON \ 

                -movementTrace  OFF \ 

  -energyModel  "EnergyModel" \ 

  -idlePower  1.0 \ 

  -rxPower  1.0 \ 

  -txPower  1.0 \ 

  -sleepPower  0.001 \ 

  -transitionPower 0.2 \ 

  -transitionTime  0.005 \ 

  -initialEnergy  1000 

 

#=================================== 

#        Nodes Definition         

#=================================== 

set id 0 

for {set i 0} {$i < $val(y)} {incr i} { 

 for {set j 0} {$j < $val(x)} {incr j} { 

  set n($id) [$ns node] 

  $n($id) set X_ [expr 250 * (1 + $j)] 

  $n($id) set Y_ [expr 250 * (1 * $i)] 

  $n($id) set Z_ 0.0 

  $ns initial_node_pos $n($id) 20 

 

  set ping($id) [new Agent/Ping] 

  $ns attach-agent $n($id) $ping($id) 

 

  set id [expr $id + 1] 

 } 
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} 

 

#=================================== 

#        Applications Definition         

#=================================== 

for {set i 0} {$i < $id} {incr i} { 

 for {set j 0} {$j < $val(times)} {incr j} { 

  $ns at [expr rand() * $val(dl)] "$ping($i) start-WL-brdcast" 

  $ns at [expr 1 + rand() * ($val(stop) - $val(dl))] "$ping($i) start-WL-
brdcast" 

 } 

} 

 

#=================================== 

#        Termination         

#=================================== 

#Define a 'finish' procedure 

proc finish {} { 

    global ns tracefile namfile 

    $ns flush-trace 

    close $tracefile 

    close $namfile 

    exec nam out.nam & 

    exit 0 

} 

for {set i 0} {$i < $val(nn) } { incr i } { 

    $ns at $val(stop) "$n($i) reset" 

} 

$ns at $val(stop) "$ns nam-end-wireless $val(stop)" 

$ns at $val(stop) "finish" 

$ns at $val(stop) "puts \"done\" ; $ns halt" 

$ns run 
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