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Abstract— Several types of Routing Protocols for mobile ad hoc networks have been proposed recently for their application in various 

areas such as military, government and many other fields. In this paper, we have proposed a comparative study of various routing 

protocols for mobile ad-hoc networks particularly emphasizing on its security aspect. Furthermore, we have discussed the comparison 

among existing routing protocols for MANET. Main factor for comparison is routing methodologies and knowledge required to make 

routing decisions. The comparison is made on the basis of the following factors: integrity, confidentiality, authentication, non-

repudiation and availability. Analysis of the secured version of proposed routing method has been done on the basis of the five security 

requirements and the same has been shown in the comparison tables. 
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I. INTRODUCTION 

A. MANET 
 

Mobile Ad Hoc Network (MANET) is a group of mobile 
devices like mobile phones, laptops, sensors or radios that 
communicate with each other wirelessly by standard Wi-Fi, 
cellular, local RF network and others. It provides the needed 

network functionality without an existing fixed structure. A 
Mobile Ad Hoc Network [1] or spontaneous network is an 
infrastructure less, self organized and multi-hop network with 
rapidly changing topology causing the wireless links to be broken 
and re-established on-the-fly.  The main issue is the requirement 
that the Routing Protocols must be able to respond quickly to the 
topological changes in the network. Every node in the network 
must be able to act as a router. The source and destination might 

have to communicate through intermediate nodes due to limited 
bandwidth of nodes.  Routing [2] in MANETs has been an active 
area of research and in recent years various numbers of routing 
protocols have been brought up for resolving the problems of 
routing [3]. These protocols are mainly classified into classes i.e. 
Proactive and Reactive. In Reactive or on-demand RPs, the routes 
are created only when they are needed. The application of this 
protocol is evident in the Dynamic Source Routing Protocol 

(DSR) and the Ad-hoc On-demand Distance Vector Routing 
Protocol (AODV). Wherein Proactive or Table-driven routing 
protocols [4] the nodes keep updating their routing tables by 
periodical messages.  This can be seen in Optimized Link State 
Routing Protocol (OLSR) and Destination Sequenced Distance 
Vector Protocol (DSDV). All these protocols are a little insecure 
because attackers can easily retrieve information about the 
network topology. Here, a centralized firewall is absent due to its 

distributed nature of the operation for security, host configuration 
and routing. Mobile nodes are out performed due to lightweight 
features, less memory and power. First we emphasize on security 
aspects of MANET Routing Protocols [5] and later we will 
present classification of the existing protocols, their types and 
review their characteristics. Also, wireless links generally have 
lower stability, reliability, efficiency, and capacity as compared to 
a wired network. The main characteristics are complete lack of 

centralized control & frequent dynamically varying network. 
Advanced features of MANET [6] include data rates compatible 
with multimedia applications global roaming capability, and 
coordination with other network structures. 

 

 

Fig. 1: MANET Architecture 

 

Figure 1 shows the architecture of atypical mobile ad hoc network 

(MANET). In MANET, each node acts as a host and router, which 
shows its individuality.  It is typically a multi hop network [7] that 
might change randomly or rapidly with time thereby forming 
unidirectional or bi-directional links.  

 
B. Network Attack and Defiance 

 

Various kinds of attacks compromise the safe 

communication of information in MANETs, which can be 
categorized using different criteria. The attacks [8] are generally 
classified into as passive and active. A Passive Attack does not 
disrupt the operation of the protocol, but attempts to discover 
significant knowledge by listening to traffic. Passive attacks 
involve obtaining vital routing information by searching about the 
same in the network. Such assaults are generally difficult to 
recognize and thus, protecting against such assaults [9] is 
convoluted. Regardless of whether it is absurd to expect to 

recognize the specific area of a hub, one might have the option to 
find data about the network topology, utilizing these assaults. An 
Active Attack, nonetheless, infuses discretionary parcels and 
attempts to upset the activity of the convention to confine the 
accessibility, acquire validation, or draw in bundles bound to 
different hubs. The objective is essentially to draw in all parcels to 
the aggressor for examination or to debilitate the network [10].  
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Such attacks can be recognized and the nodes can be identified. To 
overcome these assaults, routing protocols need to meet the 
security requirements like confidentiality, availability, integrity, 
authentication and non-repudiation. To be more precise it should 
be protected from any kind of information that could be exposed to 
unintended entities. Figure 2 shows the probable attack types in 

Mobile Ad Hoc Network (MANET) for example black hole attack, 
sinkhole, selfish nodes, gray hole attack, passive eavesdropping, 
jamming, wormhole attack and DoS attack [11]. The routing 
protocols were introduced to help resolve these attacks and provide 
a secured network to the user. 
 

 
 

Fig. 2: Types of attacks in MANET 

 

Ad hoc networks are tougher when it comes to receiving 
the packets for other recipients because of the intermediate nodes 
so they can easily interrupt the information being routed. The 
kind of assurance that an entity of concern would not be 
hampered is crucial. It is necessary to ensure that sending and 
receiving parties can never deny ever sending or receiving any 
messages. Despite any kind of Denial of Service (DOS) [12] 
attack an assurance of survivability should be available. 
  

II.  ROUTING PROTOCOLS 

 

Mobile ad-hoc networks consist of wireless nodes that 
communicate with each other by exchanging the information. The 

path chosen for transferring the information from one node to 
another node is called routing and the protocols used are called 
routing protocols [13, 14, 15]. Figure 3 shows the general 
classification of the various MANET Routing Protocols. 

 

 
 

Fig. 3: MANET Routing Protocols 

 

In this section we shall discuss the classification of existing 
Wireless Ad hoc routing protocols [16], their characteristic 
features & types. These protocols can be divided into three 
categories on the basis of the routing information update 
mechanism i.e. proactive (table driven) or hybrid, reactive (on 
demand). 
 

A. AODV 

Ad hoc On-demand Distance Vector (AODV) is a 
combination of both DSR and DSDV protocols. It follows the 

basic on-demand mechanism of Route Discovery and Route 
Maintenance from DSR, as well as the use of hop-by-hop routing, 
sequence numbers, and periodic signals from DSDV [17]. It 
utilizes destination sequence numbers to guarantee loop 
opportunity consistently and by staying away from the Bellman 
Ford "tally-to-vastness" issue offers fast intermingling when the 

specially appointed organization geography changes. AODV 
discovers routes just when required and consequently is receptive 
in nature. The significant weaknesses present in AODV 
conventions are: Deceptive increment of grouping number and 
Deceptive abatement of jump check. Zapata applies security 
expansions to AODV utilizing single direction hash capacities to 
serve metric fields in Route Request (Route Discovery). He 
presented Secure-AODV (SAODV) where he proposes utilizing 

advanced marks to validate non-changeable data in a start to finish 
way. Hash affixes are utilized to get variable fields, for example, 
bounce tally. It is an expansion to AODV Routing Protocol [18]. 
To protect the Route Discovery mechanism of AODV it is used, by 
providing security features like integrity, authentication and non-
repudiation. 

B. DSR 

Use of source routing is the distinguishing feature of Dynamic 
Source Routing (DSR). DSR is a reactive protocol i.e. periodic 
updates are not used. when necessary it computes the routes  and 
then maintains them. Source routing is a routing technique in 
which the sender of a packet decides the complete sequence of 
nodes through which the packet has to pass, the sender explicitly 

lists this route in the packet’s header, identifying each forwarding 
“hop” by the address of the next node to which to transmit the 
packet on its way to the destination host. There are two basic parts 
of DSR protocol: route discovery and route maintenance [19]. A 
cache to store recently discovered paths is maintained by each 
node. When a node wants to send a packet, it first checks the cache 
whether there is an entry for that. Assuming indeed, it utilizes that 
way to communicate the packet. Likewise it connects its source 

address on the packet. On the off chance that there is no access in 
the reserve or the passage is lapsed, the sender communicates a 
course demand packet to every one of its neighbors requesting a 
way to the destination. Until the route is found, the sender has 
pauses. At the point when the route demand packet shows up to 
some other hubs, they check whether they realize the destination 
inquired. On the off chance that they have route data, they send 
back a route answer packet to the destination. Else they broadcast a 
similar route demand packet. When the route is found, the sender 

will send its necessary packets utilizing the found route just as 
addition a section in the cache for sometime later. Additionally the 
hub keeps the age data of the passage to perceive if the cache is 
new. At the point when any middle hub gets a data packet, it first 
sees if the packet is shipped off itself. On the off chance that it is 
the destination, it gets that else it advances the packet utilizing the 
way appended on the packet.  

C. Hybrid Routing Protocols 

These protocols try to accommodate various aspects of 
proactive and reactive routing protocols. They are generally used to 
provide hierarchical routing; commonly routing can be either flat 
or hierarchical [20]. Hybrid routing protocols have difficulty how 
to organize the network according to the parameters of the 

network. The disadvantage of hybrid routing protocols is that the 
nodes that have more routing information are maintained by high 
level topological information, which leads to more memory and 
power consumption. Some examples of Hybrid Routing Protocols 
include ZRP, CEDAR and SRP which have been discussed further. 
In the following section we have presented few of the proposed 
routing protocols from each class developed for the ad hoc 
networks to ensure security. Some of the most important protocols 

and those which dominate recent [21] literature are AODV, DSR, 
SRP, ZRP, DSDV and TORA.  

 



D. Flat Routing Protocols 

In a flat routing, the nodes communicate directly with each 
other. The problem with this is that it neither scales well nor 
allows for route aggregation of updates [22]. It can be further 
classified as proactive and reactive protocols. 

 

 Proactive Protocols 

Proactive protocols keep learning the topology of the 

network by communicating topological information among 
the network nodes. Thus, when needed a route to a 
destination, such route information is available immediately. 
In this protocol each node has to maintain a table. These 
protocols [23] strive and maintain valid routes to all 
communication mobile nodes all the time. Thus, periodic 
route updates are shared or exchanged in order to 
synchronize the tables. A few examples of table driven ad 

hoc routing protocols include Dynamic Destination 
Sequenced Distance-Vector Routing Protocol (DSDV), 
Optimized Link State Routing Protocol (OLSR) and 
Wireless routing Protocol (WRP).  

 

 Reactive Protocols  

The main goal of on demand or reactive routing 
protocols is to minimize the network traffic overhead. These 
routing protocols are based on some kind of ‘query-reply’ 
dialog. They do not try to maintain the recent topology 
of the network. As soon as there is a need, a reactive 
protocol invokes a procedure to find a route to the 
destination; such a procedure involves some sort of flooding 
the network with the route query. A few examples of source 

initiated ad hoc routing protocols include the Dynamic 
Source Routing [24] Protocol (DSR), Ad Hoc On-Demand 
Distance Vector Routing Protocol (AODV), and 
Temporally-Ordered Routing Algorithm (TORA). No 
periodic updates are required for these protocols but routing 
information is only available when needed.  

 

E. DSDV 

      Destination Sequenced Distance Vector (DSDV) is a hop-by-

hop vector routing protocol that updates each node periodically 
about the routing broadcast. A table driven algorithm which is 
based on the improvements made to the Bellman-Ford routing 
mechanism. Here, each node in the network maintains a routing 
table. Each entry made in this table has a sequence number 
associated with it that helps in identifying stale entries to prevent 
the formation of routing loops. Route broadcasts contain the 
number of hops to reach the destination, the address of the 
destination, the sequence number of the information received 

regarding the destination and the new sequence number. As soon 
as a neighbor device receives the broadcasted routing message 
along with the current link cost to the device, it compares this 
value and the corresponding value is stored in its routing table. If 
changed, it updates the value and re-computes [25] the distance of 
the route i.e. the link in the routing table. Every node stores the 
next routing hop for every reachable destination in their routing 
table. Further we would follow routing tables for each nodes of 

this network. The updates of routing table in DSDV are 
distributed by full dump and incremental method. It allows fast 
reaction to topology changes by declaring immediate route 
advertisement about the significant changes in routing table. The 
main advantage DSDV over standard distance vector routing is 
the addition of a sequence number in each routing table entry as it 
prevents routing loops caused by updates being applied out of 
order. Since the routing information may spread along many 

different paths through the network multi hop wireless 
transmission may be a common problem. 
 

F. SEAD 

Based on the design of Destination Sequenced Distance Vector 
routing protocol (DSDV) discussed previously we have a proactive 
routing protocol i.e. Secure Efficient Ad hoc Distance Vector 
(SEAD). It is a robust protocol against hackers trying to create 
incorrect routing state in other nodes. In short, it presents a robust 
data dissemination mechanism which is suitable for safety 
applications or any other kinds of application. Though it cannot 
provide a way to prevent an attacker from tampering the next hop 
or the destination field in route update. This mechanism [26] can 

adapt the protocol performance in terms of packet delivery ratio to 
the application’s requirements. SEAD is robust against multiple 
uncoordinated attackers creating incorrect routing state in any other 
node despite the active attackers or compromised nodes in the 
network. 

G. SRP 

Based on DSR, Papadimitratos proposed a Secure Routing 
Protocol (SRP) which provides the correct routing information 
regarding a pair of nodes only if they have prior security 
association. This protocol has proven robust against a set of attacks 
that attempt to compromise the route discovery and is therefore 
applied as an extension of a multitude of existing routing protocols 
like DSR and ZRP. Here, the source node initiates the route 

discovery by sending a Route Request (RREQ) packet usually 
identified by a pair of identifiers, a random query identifier and a 
query sequence number to the destination. All the replies are sent 
back strictly through the same route. It combats attacks [27] that 
could be a potential threat to the route discovery process and 
guarantees the acquisition of correct topological information. It 
relies on the availability of a security association (SA) between the 
source node (S) and the destination node (T) that could be 

established using a hybrid key distribution based on the public keys 
of the communicating parties. In case of DSR protocol, SRP 
requires including a 6-word header containing unique identifiers 
that tag the discovery process and a message authentication code 
(MAC) that is computed using a keyed hash algorithm. SRP can 
only handle Black Hole attacks. Although it cannot prevent Worm 
Hole attacks. 
 

H.  TORA 

Temporally Ordered Routing Algorithm (TORA) is a source 
initiated on demand routing protocol i.e. highly adaptive, loop-free 
and is distributed based on the concept of link reversal. The 

primary objective of this protocol is to limit message transmission 
in the highly dynamic mobile computing environment. It transmits 
data packets between source and destination nodes of mobile ad 
hoc network i.e. it exhibits multipath routing capability. It is 
designed to reduce communication overhead by adapting local 
topological changes in ad hoc network. Its main feature is the 
localization of control packets [28] to a set of nodes near the 
occurrence of a topological change due to route break. Therefore, 

each node is required to contain its local routing and topology 
information about its adjacent nodes.  

 

 
 

Fig. 4: Route Creation in TORA 

 

Figure 4 represents the route creation in this protocol. TORA 
contains an unique ID of the node that defines the new reference 
level, logical time of link failure, reflection indicator bit and a 
propagation ordering parameter. It tries to develop a separate 



directed acyclic graph (DAG) by each node to its particular 
destination. When a route to a specific destination is required, the 
source node broadcasts a query packet [29] comprising the 
address of the destination that propagates via the network till it 
reaches either the destination or an intermediate node containing 
the route to the destination. 
2 

I. ZRP 

Zone Routing Protocol (ZRP) is a hybrid routing protocol for 
mobile ad hoc networks that attempts to reduce the initial route 
discovery delay in case of reactive routing, and the control traffic 
in case of proactive routing by dividing the network [30] into 
various zones.. It addresses the problems by combining the best 

properties of both reactive and proactive approaches hence it is 
classed as a hybrid reactive/proactive routing protocol.  

 

 
 

Fig. 5: ZRP Architecture 

 

In Figure 5, the relationship between the components is 
illustrated. For each zone proactive routing is used while reactive 
routing is used between these zones. All the route updates are 
triggered by NDP that notifies Intra-Zone Routing Protocol 

(IARP) when the neighbor table is updated. Further, the Inter-
Zone Routing Protocol (IERP) uses the routing table of IARP to 
respond to route queries. IERP forwards queries with BRP and 
uses the routing table of IARP to guide route queries away from 
the query source. The inter-zone communication [31] used in this 
protocol uses on-demand routing to reduce all the unnecessary 
communication. The network is further divided into routing zones 
according to distances between the mobile nodes. Consider the 

hop distance as d and node as N. All the nodes within hop 
distance of at most d from N belong to the routing zone of N. 
Peripheral nodes of N would therefore be d hops away from N. 
However, the issue is to determine the size of the zone. The 
adaptive nature of the Independent Zone Routing enhances the 
scalability of the ad hoc network. 

 
 

III. COMPARISON OF PROTOCOLS 

 

  Here, we have presented a comparison between some of 
the existing routing protocols which we have already discussed in 

the previous section. Table 1 compares proactive, reactive and 
hybrid protocols on the basis of control traffic, delay, periodic 
route updates, route availability, routing information, routing 
philosophy, scalability and storage requirements. The comparison 
is on the basis of the characteristic properties of routing protocols 
in high load networks. In high load conditions, DSR throughput is 
reduced as there is no metric for identifying stale routes.  

Thus, it  may cause data packets to be dropped. The route 
updation column shows how the route tables are updated, which 

nodes send the update messages and how does it influence the 
routing overhead. It is observed that more periodic the protocols 
triggered the overhead more. Also the caching overhead changes 
according to the number of required routing tables and their sizes. 
The throughput is influenced by factors like routing overhead and 
queue length. Table 2 compares the reactive protocols which are 
AODV, DSR and TORA. 
 

 

Table 1: Comparison between proactive, reactive and hybrid protocols  

 

Parameters Proactive Reactive Hybrid 

Control 

Traffic 
High Low 

Lower that other 

two types 

Delay Low High 

Low for local 

destinations and 

high for inter-

zone 

Periodic 

Route 

Updates 

Required 

always 
Not required 

Used inside each 

zone 

Route 

Availability 

Always 

available 

Computed as per 

need 

Depends on 

location of 

destination 

Routing 

Information 

Keep stored in 

table 
Doesn’t store 

Depends on 

requirement 

Routing 

Philosophy 
Mostly flat Flat Hierarchical 

Scalability 100 nodes > 100 > 1000 

Storage 

Requirements 
Higher 

Dependent on 

no. of routes 

maintained or 

needed 

Depends on size 

of each zone or 

cluster 

 

 

 

Table 2: Comparison of reactive routing protocols 

 

Parameters AODV DSR TORA 

Caching 

overhead 
Low High Medium 

Multipath No Yes Yes 

Performance 

Metrics 
Speed Shortness Speed 

Periodic 

Updation 
No No No 

Route Creation By source By source Locally 

Route 

Updation 
Non-periodic Non-periodic 

High routing 

overhead 

Routing 

overhead 
High High High 

Throughput High Low Low 

 
 

IV. CONCLUSION 

     In this paper we have compared the best known protocols used 

for securing the routing function in mobile ad hoc networks on the 

basis of various factors as discussed in the previous section. 

However, there are still many challenges facing Mobile ad hoc 

networks. Furthermore, we have discussed the comparison among 

existing routing protocols for MANET on the basis of the 

following factors: integrity, confidentiality, authentication, non-

repudiation and availability. Here, the main factor for comparison 

was routing methodologies and knowledge required to make 

routing decisions. Through analysis of these proposals we 

understood the inherent characteristics of ad hoc networks, such as 

lack of infrastructure and rapidly changing topologies, introduce 

additional difficulties to the already complicated problem of 

secure routing. This is why Mobile Ad hoc Networks are 

becoming more prevalent in the world with increased use of 

internet.  
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