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Abstract – In this modern day and age, wireless networks are everywhere. It is not a far stretch to say that it is
downright crucial due to its ability to keep people connected and updated everywhere from universities and workplaces
down to our personal homes. Though the benefits of wireless networks are undeniable, it also brings a new host of
security concerns due to the amount of sensitive data being transmitted through these networks. A simple attack such
as packet sniffing is enough to “sniff” out just enough data to cripple even giant corporate bodies if left unchecked.
The aim of this research paper is to dissect and discuss the security and privacy issues of wireless networks that
surround us. An interesting finding would be that wireless networks are heavily susceptible to both malicious attacks
such as denial of service attacks and passive attacks like eavesdropping. It was also noted that information is more
easily obtainable through wireless networks as compared to wired networks due to the ability to gleam information
from long distances without having to be physically present on site. A literature review and a survey were conducted
to learn about the opinions of casual users of wireless networks. The information gathered suggests that while there
are many who care about privacy, they still lack the necessary knowledge to protect said privacy. These users
carelessly connect to public wireless networks wherever it is available without proper precaution and care. Appropriate
relevant solutions are presented based on literature study to overcome insecure wireless network usage practices in
order to avoid active and passive attacks.
Keywords: wireless networks, active attacks, passive attacks, privacy issues
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Introduction

Technology has come a long way. New inventions and breakthroughs are being unveiled daily with no signs of slowing
down. Being on the cutting edge of technology is certainly an exciting feeling, though some of the key inventions of
the past still holds a prominent place in this era, albeit with major improvements and all its kinks ironed out. One of
these revolutionary technologies is none other than the Internet. This piece of technology helped create a more
connected and faster paced world, bridging the physical gaps between people. Today, the ability to easily and
instantaneously connect with others, from friends to family to even workplace colleagues, is an integral part of our
lifestyle.
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Sadly, there is no such thing as a free lunch. Although the Internet has undeniably been a godsend to humanity, its
invention and implementation also sparked a new host of issues and problems. Malicious individuals looking to inflict
damage and steal information from organizations and individuals began utilizing this same technology to do so,
exploiting loopholes and vulnerabilities for their personal selfish gains. These are not small isolated cases either as by
2021, cybercrime damages are estimated to have impact the global economy by upwards of US$6 trillion each year
[1].
Originally, the internet was created by having multiple devices interconnected with each other, making a network. It
was developed in the 1980s and could only be used with existing devices with physical connections via wires. The
original purpose of this technology was to exchange military related information efficiently between devices [2]. Due
to the wired-only nature of the Internet at the time, it was considerably harder to gain access to the network as a
malicious individual would have to have physical access to the devices in order to do anything with it.
Fast forward to the 1990s and Wireless Fidelity networks, or as it is now commonly referred to as Wi-Fi networks,
surfaced. Wi-Fi made it possible for devices to be interconnected with each other minus the direct physical medium
requirement of the past. This gave birth to wireless networks and made way for people to get connected to the Internet
without having to be physically connected through wires. While it was a massive breakthrough leading to one of if
not the most prominent and iconic technologies of today, it also sparked a new wave of security and privacy concerns.
Since the Internet no longer requires a physical connection for access, vulnerabilities and loopholes cropped up by the
dozens, with new ones being discovered and potentially exploited daily. This became a massive cause of concern as
more and more companies move to the Internet as a platform to power business and connect with customers, as well
as when more of the general public begin to use the Internet for various purposes such as social media and
entertainment. The Internet turned into a goldmine for hackers and cybercriminals alike as personal and sensitive
information being shared through this medium became easily accessible from quite literally anywhere on the planet
due to the wireless nature of the networks of today. With the digitization of money, cryptocurrencies and all sorts of
e-banking technologies becoming more prominent nowadays to make the lives of users more comfortable,
unauthorized extraction and exploitation of sensitive data have become more lucrative, sparking more interest and
effort from among those with malicious intent. The vulnerability to security attacks has increased exponentially due
to increased interconnectivity. Systems are now connected with each other which has made it easier for attackers to
target their victims. One type of attacks can lead to another attack type, for example, SYN flood attacks can lead to
denial of service attacks [3]. Moreover, where deployment of IoT devices offers convenience, it also increases the
attack vulnerability due to insecure implementation [4] and sensitive data transmission over its insecure network.
Despite the many security measures in place to combat hackers and cybercriminals being developed each day, there
can never be a fully secure and impenetrable solution. Both software and hardware play a role in making Wi-Fi
networks a reality, and neither are completely immune to vulnerabilities and loopholes. While security patches can be
deployed to patch the holes being exploited by hackers to extract sensitive information, it is only a matter of time
before a new vulnerability is discovered and subsequently exploited in a never-ending cycle.
Nowadays, the vulnerability may not even lie in the hardware nor software, but rather in the users themselves being
ignorant and careless with their sensitive information. This opens a new avenue for hackers to attack from, one that
no security patch or update can repair. Be it a social engineering attack or just the lack of attention from the end user
in updating their devices to follow the most current security standards and protocols, the fault in wireless technology
vulnerabilities lie in the mindset of users just as much as it does in the loopholes in software and hardware.
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2
2.1

Literature Review
Security

In this era of modernization, technological advancement is not a surprise, the phase of technology improving has been
progressing tremendously fast [5], be it from smart phones, computer systems or even wireless networks. Thus, not
forgetting for those that are misusing this opportunity to do harm on others, whereby viruses and hackers are also
advancing at the same time with new features and technological tools to aid in terms of their hacking objectives [6].
Hence, it is clear that not only big corporate companies but small business have to step up in order to prevent
themselves from falling into being a victim of these cyberattacks. With that, it is crucial that organizations must be
crystal clear on the tools that can help in terms of cyberattacks prevention. Thus, with that, it is clear that when the
complexity of networks grows, the concern of wireless security also increases accordingly [7].
Firstly, the main reason of organizations or even small businesses to fall victim in cyberattacks is mainly because of
the lack of knowledge in the field of wireless security as well as weak implementation of security tools [7]. Thus, one
should focus on implementing few security tools in order to upgrade security of wireless networks [8][9]. Therefore,
intrusion detection system (IPS), firewalls as well as antivirus software must be look into because without further
upgrading the available security tools that can bring huge benefits in protection sensitive and valuable data, hackers
can easily gain access into the organizations systems through its wireless access points without leaving any sign of
alerts [10], thus this is no surprise if any sensitive information that can be potentially leaked out. Therefore, this will
not only jeopardise the organizations reputation but also losses valuable resources alongside with facing issues at the
same time, such as slow processes or even failure of systems[11-13].
On the other hand, the basic infrastructure of using wireless networks to transfer data has become a must-have in order
for one to communicate to one another [14][15], with that this will then involve two different devices in order to carry
out communication via wireless networks, which includes a transmitter and a receiver [16][17]. Thus, radio waves
will be used whereby data will be transferred in the form of radio signal that has been translated by a wireless adapter
(transmitter), on the other side, a router (receiver) will then decodes signal into information [17][18], hence this have
clearly shown a loophole through which a hacker can conduct an malicious act by manipulating or altering information
before the transmitter has send the data out, thus the receiver will then receive the copy of the forged information
without knowing its true source [17-20].
Therefore, there are two types of major attacks from wireless network that users and organizations should be aware
of, which are passive attacks (Fig. 2) and active attacks (Fig. 1). Hackers that only have the intention to steal valuable
information [21] such as emails identification or passwords, but does not have the intention to take advantage on any
digital resources are considered as an passive attack [22][23], besides, passive attacks do not usually leaves obvious
tracks behind, hence it is much more detrimental towards the users, as the they might not realize from the very
beginning, whereas for active attacks, hackers are more aggressive whereby the victim are instantly aware of the attack
being carried out and hackers that fall under the category of active attacks usually have the intention to search and
destroy targeted system directly [24]. With that being said, the wireless network that are owned by users and
organizations are generally vulnerable for both types of attacks, be it passive or active [19][23].
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Fig. 1. Active attack prevention example [25]

In order to defend these types of attacks, users have to be always on standby with strategies and backup plan whenever
attack occur, thus this can only effectively prevent users from being one of the victim of these attack [26]. With that
being said, by using intrusion prevention system (IPS) alongside encryption [27] and pre-encryption methods [28]
such as Secure Sockets Layer (SSL) often prevent active attacks [26][29]. To prevent active attacks such as DDoS
attack, users must be clear that, firewalls does not have the capability in preventing DDoS attacks. According to [30]
Reo, using a firewall as a defence method for the prevention of DDoS attack is pretty much useless. The saying of
using firewalls to prevent DDoS attack is still a myth until this day, this is because DDoS attacks can find loopholes
in a firewall, whereby it will bypass a firewall like a legitimate user [30].

Fig. 2. Passive attack example [31]
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2.2

Privacy

Another major concerning issue in wireless network is about privacy [32]. According to a survey done by Minch
(2004), privacy has been the ranked as the top concern by internet users [33]. Ensuring the privacy of sensitive data is
essential as nowadays many situations are now using wireless networks such as banking data, social networks, ecommerce [34], health and medical data [35][36]. Researchers have been finding efficient techniques such as social
network [37], cloud services, smart grid [38], secure systems using smart technologies [39], secure communication
and routing protocols [40][41], and enhanced authentication techniques to preserve privacy as the Internet has made
a huge amount of private information including data, location and usage available [42]. Companies and organisations
also collect user’s private information in order to find out what user needs and to produce a product that is needed by
a user. This shows that users are being monitored by companies and they can be tracked by companies easily. However,
there are also some advantages with all these ‘public’ data. For example, corrupt politicians and people can be easily
traced and found by using these data gathered by the companies.
A. Data Privacy
Firstly, one of the leakages of privacy information in wireless network is data of users. Privacy-preserving algorithms
in the fog network can run between the fog and the cloud [43]. Those algorithms are normally resource-prohibited at
the end services. Several techniques can be used in this including homomorphic encryption that is able to allow
privacy-preserving aggregation at the local gateway without decryption [44]. Another technique is differential privacy,
and this technique is used in case of statistical queries. This is to ensure that there are no disclosures of a single,
arbitrary entry in the dataset.
B. Location Privacy
Furthermore, location privacy is another important problem that contributes to privacy issues in wireless network.
Often, wireless networks are used for the purpose of monitoring in an application such as high value assets, the
military, and healthcare monitoring. Thus, it is vital to ensure that transmission of data through wireless network is
always safe and data such as location information being monitored is always kept private [45]. Without proper
protection of the information, attackers can eavesdrop the information and use it for blackmail, stalking, and other
privacy violations [46] [47]. Several threats including tracking threats, identification of threats, and profiling threats
may arise if location information of users are disclosed. In tracking threats, attackers are able to receive updates of
user location in real time continuously. This information is then used to predict and identify user’s location routes.
Next, identification threat is where attackers are able to receive user location updates thereby use it to identify locations
that the user frequently visited. The disclosure of the user frequently visited locations may then cause the user’s
identity to be disclosed [48]. While in profiling threats, attackers use locations information to profile user instead of
identifying users [49]. This means that an attacker gathers location information of a user such as which hospital or
shopping mall the user often visits to obtain clues about a user’s private information including user lifestyle and
purpose of visiting different location without the user revealing their identity.
C. Usage Privacy
Homes are becoming increasingly “smart” with increasing deployments of internet-connected devices in the house as
shown in figure above [50]. When using internet-connected devices such as lighting systems, smoke alarms, health or
fitness data systems to both manage and monitor a home environment remotely, consumer’s data will be sent directly
from home to the cloud for further analysis. Thus, this results in the increase of risks and privacy issues as
eavesdroppers can illegally pry into family activities and even a device manufacturer may also gather data of
consumers without their consent [51].
One of the most significant attacks example in internet-connected building systems was the attack on Target. In this
attack, attackers compromise the heating, ventilation and air-conditioning company that provide supply for Target. By
compromising these systems, the company will then need to access to the Target network to perform checking and
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maintenance. As a results, attacker utilise this entry point and access to the system which then causes almost 40 million
of customer records to be exposed [49].

3

Data Collection and Methodology

The literature review in the previous section is used as a reference to conduct the rest of the research using two
methodologies which are survey analysis and systematic review of literature.
3.1

Systematic Review

Systematic review of past literature by means of analyzing and comparing the findings from these papers allow the
research to accurately pinpoint the most prevalent issues regarding wireless privacy and security as well the ways to
mitigate such issues as suggested by previous researchers. Numerous studies have done an extensive research on the
topic in order to raise awareness about the seriousness of the issue, and hence by referencing from these studies boost
the credibility of this research. The systematic review is done based on articles and journals obtained from credible
repositories such as IEEE and ACM as well as information from reputable companies and organizations such as
Microsoft and Cisco.
To ensure that the results obtained from systematic review are genuine, accurate and consistent, about 40 different
articles from different authors are collected of which comparative analysis is performed in order to filter out any
inconsistencies and/or discrepancies resulted from research bias and systematic errors in the methodology. Systematic
review also allows the rest of the research to be conducted in an efficient manner with minimal errors.
3.2

Survey Analysis

A survey in the form of a web-based questionnaire is conducted to gain insight on public awareness regarding safe
practices for using wireless network or Wi-Fi. The questionnaire is composed using Google Form which consists of
10 multiple-choice questions that test respondents’ habits and knowledge on how to stay safe on a wireless network.
Since the target population for this survey are people who use wireless network on a daily basis, the survey is shared
and distributed to social media users via websites such as Facebook, WhatsApp, Instagram and Twitter because it is
easier and faster to spread the information out through social media, and that almost every social media user uses WiFi to access the Internet The target population is limited to only those residing in Malaysia.
The survey is conducted in a 2-week period from 22nd June 2020 to 6th July 2020 with a targeted minimum of 60
respondents to prevent any bias resulting from sample size that is too small. Fortunately, at the end of the 2 weekperiod, a total of 125 responses are received. The responses collected are analyzed and presented in the following
section.
4

Discussion of Results

The first question serves as an introductory to see if respondents value their online privacy when using wireless
networks. Respondents are given the “Yes” or “No” options to answer this question.
Out of all the 125 responses collected, 96% of respondents think that it is important for their data and activity online
to be kept private and confidential while the remaining 4% think otherwise. This finding is consistent with Cisco
Consumer Privacy Survey 2019 whereby the majority of respondents (84%) indicated that they value their own privacy
very much and want to have more influence on how their personal information is used and whom their information is
disclosed to. [52] The result is not surprising as people nowadays do not want their personal data from being disclosed
to irrelevant personnel, which can lead to severe consequences such stalking and data theft. [53]
The remaining 4% who do not value their privacy as much could be due to the lack of cybersecurity awareness, or
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that they simply do not mind having their information seen by everyone. Nevertheless, online privacy must not be
neglected, and one of the ways to preserve privacy is by following safe practices when using wireless network.

1. Do you think it is important that your online data
and activity must be kept private and confidential ?
4%

96%
Yes

No

Fig. 3. Survey question 1

Public Wi-Fi is often the breeding ground for cyber attackers and this question serves to see how frequently
respondents connect to a free public Wi-Fi in order to test their awareness on the dangers of using a public wireless
network. Respondents are given the options to answer “Everytime”, “Sometime”, or “Never”. A majority of
respondents admitted to having connected to a public Wi-Fi sometimes at 52%, which is followed by respondents who
connect to a public Wi-Fi every time at 36% and lastly respondents who never connect to public Wi-Fi at 12%.
The finding indicates that most respondents are not aware of the dangers of using a public Wi-Fi, as people who are
aware of such dangers would avoid using it unless necessary. The 36% of the respondents who connect to public WiFi every time clearly do not possess such knowledge to protect their online presence. Public Wi-Fi is dangerous
because it is easy for attackers to gain access into the network and launch a MITM or Evil Twin Attack to steal user
information with. [54] Attacker can also propagate malware through the public network, if file sharing is enabled on
the victim’s computer. [54] Hence, it would be best to avoid using a public Wi-Fi unless necessary.
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2. How frequently do you connect to a free Wi-Fi
at public places ? (E.g. café, restaurants)
12%
36%

52%

Everytime

Sometime

Never

Fig. 4. Survey question 2

A Virtual Private Network or VPN is used to encrypt the communication between two end points by creating a private
network from public network resources. The encryption is done at the network layer using a technology known as
IPSec. [8] VPN is also one of the most effective methods for ensuring privacy and confidentiality when using a public
wireless network. [55]
From the chart, it can be seen that only half of the respondents use a VPN when connecting to a public Wi-Fi, with
every time at 23% and sometime at 27%. The remaining half either do not use a VPN at 31%, or that they do not know
what a VPN is at 19%. The finding shows that again, there is still quite a lot of Internet users who either lack the
knowledge to protect their online presence, or they refuse to follow the safety procedures when using a public network.
Without VPN, a user is susceptible to all kind of wireless attack which could compromise their privacy and data
confidentiality.

3. How frequently do you use a VPN when
connecting to a public Wi-Fi ?
19%

23%

31%

Everytime

Sometime

27%

Never

I don't know what is a VPN

Fig. 5. Survey question 3

This question again tests if respondents know the safety precautions when using a wireless network, because antivirus
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software is useful in detecting and disabling malware that makes user machine vulnerable to wireless attack, such as
malware that disables the firewall and/ or enables public file-sharing that allows attacker to plant script that steals
user information. It is pleasant to discover that 64% of the respondents use antivirus software to ensure the security of
their mobile devices while there is still a minority of users who do not use an antivirus software, at 36%.

4. Do you use antivirus software on your
laptop and/or mobile devices ?
36%

Yes

64%

No

Fig. 6. Survey question 4

Most of the time when an attacker is able to steal sensitive information from a user’s device is because that information
is present in the device itself. Although there are many solutions that claim to secure user information, the safest option
is not to store any sensitive information on any mobile devices as they are prone to data theft when roaming from one
network to another. From the survey, 62% of respondents store such information on their mobile devices while 38%
do not. It is not correct to assume that storing sensitive information on mobile devices is completely vulnerable but
there definitely is a risk. Encryption must be used if users wish to save such information.

5. Do you save sensitive information on your
mobile devices ? (e.g. credit card numbers,
password etc)
38%
62%

Yes

No

Fig. 7. Survey question 5

From question 6 onwards, respondents are asked if they know the several practices to keep their home wireless network
secure. The finding of this question is very worrying, because majority of the respondents uses easy-to-guess password
for their home Wi-Fi which can be easily cracked by attackers through a brute-force or dictionary attack. The password
can also be guessed easily by unauthorized guests if they know the network owner well enough to do an inference
attack based on the owner’s information. As such, it is advisable to use a more complex password to prevent unwanted
guests from connecting to the home WiFi.
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6. Do you use easy-to-guess password for your
home WiFi ? (e.g. phone number, birthday date
etc)
39%

61%

Yes

No

Fig. 8. Survey question 6

Changing password frequently is required to ensure that no one has cracked the password and to prevent unwanted
guests from piggybacking on the home Wi-Fi. Additionally, the current password could also have been stolen and
uploaded to an online repository to allow people to steal the Wi-Fi when they are in the same proximity. [56]
Unfortunately, most respondents at 69% do not have the habits to changes their Wi-Fi password frequently, which can
be prone to all kinds of wireless attack. Hence, the lack of awareness and/or the technical knowledge to change Wi-Fi
password could be the main cause here.

7. DO YOU CHANGE YOUR WI-FI
PASSWORD FREQUENTLY ?
Yes

No

14%
86%

Fig. 9. Survey question 7

The worst thing about a wireless attack is that the attacker has already broken into the wireless network but the network
owner is not aware of such event. If immediate action is not taken, the attacker would achieve their malicious goals
and leave harm to the owner. From the survey, 42% of respondents know how to check devices that are currently
connected to their home Wi-Fi while 58% do not. This functionality can usually be accessed from the router web
interface, and is one of the easiest methods to check for unrecognized leechers. 58% of respondents who do not know
how to perform this check could have been taken advantage by malicious users for as long as their Wi-Fi password
remains unchanged.
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8. DO YOU KNOW HOW TO CHECK WHO
ARE CURRENTLY CONNECTED TO YOUR
HOME WI-FI ?
Yes

No

14%
86%

Fig. 10. Survey question 8

Leaving a router’s configuration to its default can be very dangerous: if the SSID is unchanged, attackers can derive
the router model from its default SSID and target exploit specifically on that model of router; if the default
administrator password is not changed, attackers and guests can access the router gateway interface and change a
whole bunch of settings and/or lock the network owner out. From the survey, 72% of respondents do not leave the
router settings to its default while 28% does. Hence, it is good that most respondents are aware of the vulnerability
that the default settings introduce.

9. DO YOU LEAVE YOUR ROUTER
CONFIGURATION SETTINGS TO ITS DEFAULT
? (E.G. SSID/WI-FI NAME, ADMINISTRATOR
CREDENTIALS)
Yes

No

14%
86%

Fig. 11. Survey question 9

The is this the most interesting finding from the survey: only 4% of respondents update their router’s firmware
frequently while the rest of the respondents either do not update or they do not know how to update. The result is not
unexpected as most people are not informed by their ISPs that their routers need to be updated, let alone teaching them
how to update the router’s firmware. Besides, most routers nowadays are equipped with auto-update feature.
Nevertheless, it is better if users could monitor the update of their router’s firmware to ensure that it is always the
latest, as outdated firmware may contain vulnerabilities or security loopholes that attackers can exploit. Additionally,
there are still people who are using old routers with no auto-update feature and/or is no longer supported by their
manufacturers. Hence, these users should know how to update their routers manually, or they should replace their
routers with the newer models.
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10. Do you update your router's firmware
frequently ?
4%
24%
72%

Yes

No

I don't know how

Fig. 12. Survey question 10

5

Unique Solution to Prevent Active and Passive Attacks

In order to effectively prevent active attacks, it is important for users to have an as strong as possible defence
architecture to minimise the risk of getting attacked by malicious hackers [57][58]. Firstly, to effectively prevent active
attacks, users have to split and diverse the paths to servers, hence by diverting servers and resources into different
geographical areas, hackers will not be able to gain access into the entire system during an attack [58]. Besides, users
and organizations can also monitor different environments, which include both physical and cloud-based environment,
in order to identify any potential DDoS attacks [15]. Hence, another method of early prevention is to keep an eye on
the volumetric flood by using network monitoring, whereby a sudden spike in the volume implies an early attack [59].
On the other hand, the main method to eliminate and prevent passive attacks is by implementing network encryption
[16]. Encrypting the network traffic makes it difficult, if not impossible, for attackers to derive any useful information
from the packets even if they have successfully intercepted the traffic. Meanwhile there’s also the elevation of
privilege attack whereby the attackers scan for loopholes in the system in order to intercept any sort of data that can
grant them access to better privileges [60]. Organizations can then fully utilise the benefits of cryptography and
encryption techniques in order to further enhance its defence system against attackers, such as by using Secure Socket
Layer (SSL) encryption. With this, valuable information that are meant to be kept confidential will be safe as SSL will
scramble the wordings into an unreadable form of text for recipient that does not have the privilege to view it.
Therefore, it is clear that, even though any sort of information that have been spoofed or stolen by malicious attackers,
they won’t be able to read the file [61]. Another solution which is currently an active area of research as well is
machine learning. Developing security solutions using machine learning techniques [62] is a promising field for
development of security techniques to prevent active and passive security attacks.
One solution to privacy issues in wireless network is the implementation of Personal Data Protection Act (PDPA).
The PDPA is an act that grants strict requirements on anyone or organizations who collects or processes personal data
and enforces individual rights to ‘data subject’ [63]. The purpose of the PDPA is to protect individual’s data from
being used arbitrarily by getting user’s consent when collecting data as it is vital for user to know about their rights
on data privacy in order to prevent negative issues that might happened on them in the future [64].
Next, another solution to mitigate location privacy issue is to use a method called mix zones. Researchers Beresford
and Stajano proposed a solution whereby anonymity services are used based on an infrastructure that delays and
reorders messages from subscribers. Within a mix zone area where a user is untraceable, all the users' identities in the
same zone will be mixed. This results in an indiscernible identity [65]. Lastly, to effectively mitigate wireless security
and privacy issues, awareness on cybersecurity must be instilled into the public so that every wireless network user
knows how to protect themselves from wireless attack. From the survey conducted, it is clear that many users do not
possess such knowledge whereby most of them are willing to sacrifice their data privacy in exchange for free Wi-Fi.
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Hence, a sophisticated security technology does not matter if the user is not capable of following the safe practices
themselves when using a wireless network.
6

Conclusion

Wireless network security is more important than ever in todays fast paced information-driven world. Security issues
always crop up whenever three main factors come into play: confidentiality, integrity and availability. All three of
said factors and more are always present in wireless networks. Unfortunately, despite technology evolving at such a
rapid pace, there is no perfect solution to all these issues; loopholes and vulnerabilities will always be present in
wireless network technologies for hackers and cybercriminals to exploit. New ways to circumvent attacks will be
developed each day, and new ways to exploit new and previously undetected vulnerabilities will inevitably be created
too in a never-ending cycle. While it is true that perfection is a myth in developing security measures for wireless
networks, it is still possible and recommended to err on the side of caution and deploy measures to be as secure as
possible when interacting with wireless networks. Solutions such as encryption, packet filtering and access control
should be in place to stop most of the threats that have been discovered so far. Casual users of the Internet and other
wireless networks should also take the time to educate themselves on how to stay safe on public networks as well as
how to react and what to do when under an attack. Privacy issues that have become more prominent recently can also
be avoided to an extent by educating users to be more careful about what data is being shared and what permissions
are given to other third parties on said data. Data legislations that are in place to protect a user’s data should also be
understood and made aware of to help increase awareness on how and what data should be collected and processed.
Knowing one’s rights to privacy online can help keep oneself safe from abusers of personal data.
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