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Abstract—The weighted probability mass function of the discrete random variable 𝑿 is defined as 𝝋(𝑿) = 𝒓𝒑(𝑿), where
𝒑(𝑿) is the fixed probability of the symbol 𝑿 and 𝒓 is a positive real number weight coefficient. Let 𝑭(𝑿, 𝒓) be the
weighted distribution function and 𝑭(𝑿, 𝒓) = ∑𝒔≤𝑿 𝝋(𝒔) . A new hash algorithm is constructed and its implementation
method is provided in this paper based on the weighted distribution function 𝑭(𝑿, 𝒓)(𝒓 > 𝟏). It is proved that the algorithm
can reach the theoretical limit of hash collision. The implementation procedure of this article is published in GITHUB.
Keywords—One-way hash function; HASH functions; Weighted probability

Ⅰ: INTRODUCTION
The common one-way hash functions currently include MD5, SHA, MAC, CRC, etc. MD5 Message-Digest
Algorithm

[1]

, a widely used cryptographic hash function, can generate a 128-bit (16-byte) hash value to ensure that

information transmission is complete and consistent. After 1996, the algorithm proved to have weakness and could be
cracked. For data fields requiring high security, other algorithms are generally used, such as SHA-2 and SM3. In 2004,
experts confirmed that the MD5 algorithm cannot prevent collisions, so it is not suitable for security authentication,
such as SSL public key certification or digital signature.
With the increasing computing power of computer equipment, hash algorithms that can adapt to collision strength
are more suitable for security authentication and digital signatures. The hash algorithm for adaptive collision strength
should satisfy:
(1) The hash value length is automatically increased with the intensity of the collision attack.
(2) Different systems and different permissions use hash values of unequal length to reduce computational waste
and reduce the possibility of collision.
MD5, SHA-2 and SM3 cannot satisfy the above conditions. A brand-new hash algorithm through the weighted
probability distribution function is constructed in this paper. This algorithm can encode an input message string of any
length into an output string with a bit length of 𝐿, and 𝐿 can be customized.

Ⅱ: THE WEIGHTED PROBABILITY MODEL

In this chapter, the distribution function based on range encoding

[2][3]

method is discussed, the definitions of

weighted probability mass function and weighted distribution function are provided, and the expression of the weighted
probability model Hash function is inferred.
2.1 Range encoding
Let source sequence 𝑋 = (𝑋1 , 𝑋2 , … , 𝑋𝑖 , … , 𝑋𝑛 ) be a discrete sequence 𝑋𝑖 ∈ 𝐴 = {0,1,2, … , 𝑘} that takes on a
finite or countable number of possible values. Then for all numerical values in 𝐴 we have a probability space, that is
𝑋𝑖
0
[ ]=[
𝑃
𝑝(0)

1
𝑝(1)

…
…

𝑘
]
𝑝(𝑘)

Since the source sequence must be transferred into some symbol, at any time we have
𝑘

∑ 𝑝(𝑋𝑖 ) = 1,

0 ≤ 𝑝(𝑋𝑖 ) ≤ 1

𝑋𝑖 =0

Therefore, the distribution function of any symbol 𝑋𝑖 is
𝐹(𝑋𝑖 ) = ∑ 𝑝(𝑠)

(2-1)

𝑠≤𝑋𝑖

𝑝(0) ≤ 𝐹(𝑥) ≤ 1, 𝑠 ∈ 𝐴. According to the range encoding algorithm in reference [3], we let 𝑅𝑖 be the length of
the interval [𝐿𝑖 , 𝐻𝑖 ) after the 𝑖(𝑖 = 1,2, … , 𝑛)-th symbol 𝑋𝑖 . Since 𝐿0 = 0 and 𝐻0 = 𝑅0 = 1, the range encoding
iterative operation process of the source sequence 𝑋 is as follows:
𝑅𝑖 = 𝑅𝑖−1 𝑝(𝑥𝑖 ),

𝐿𝑖 = 𝐿𝑖−1 + 𝑅𝑖−1 𝐹(𝑥𝑖 − 1),

𝐻𝑖 = 𝐿𝑖 + 𝑅𝑖

(2-2)

where 𝐹(𝑋𝑖 − 1) is distribution function.
𝐹(𝑋𝑖 − 1) = ∑ 𝑝(𝑠)

(2-3)

𝑠<𝑋𝑖

Taking the binary source sequence 𝑋 = 010 as an example, the iterative operation based on Equation (2-2) is
shown in Figure 1.
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Figure 1 Schematic diagram of range encoding process
Select any real number in the interval [𝐿3 , 𝐻3 ) as the encoding result. We let the encoding result be 𝐿3 . When
the source sequence 𝑋 is restored by 𝐿3 , 𝑝(0) and 𝑝(1) are known. We let 𝐿0 = 0, 𝐻0 = 𝑅0 = 1 and 𝑖 = 1,
then the decoding step is
Step 1: According to 𝑝(0) and 𝑝(1), 𝐹(0) = 0 and 𝐹(1) = 𝑝(0), then 𝐻𝑖=1 = 𝑝(0).

Step 2: If 𝐿3 ≥ 𝐻𝑖=1 , symbol “1” is output; if 𝐿3 < 𝐻𝑖=1 , symbol “0” is output.
Step 3: 𝑖 = 𝑖 + 1, return to step 1.

According to the decoding steps, it is easy to obtain the source sequence 𝑋 = 010. Let ∏0𝑗=1 𝑝(𝑋𝑗 ) = 1, then
from Equation (2-2) we obtain
𝑛

𝑖−1

(2-4)

𝐿𝑛 = ∑ 𝐹(𝑋𝑖 − 1) ∏ 𝑝(𝑋𝑗 )
𝑖=1

𝑗=1
𝑛

(2-5)

𝑅𝑛 = ∏ 𝑝(𝑋𝑖 )
𝑖=1

(2-6)

𝐻𝑛 = 𝐿𝑛 + 𝑅𝑛
2.2 Weighted distribution function

Definition 2.1 We let discrete random variable be 𝑋, where 𝑋 ∈ 𝐴 = {0,1, … , 𝑘}. Furthermore, P{𝑋 = 𝑎} =
𝑝(𝑎)(𝑎 ∈ 𝐴), and the weighted probability mass function is 𝜑(𝑎) = 𝑟P{𝑋 = 𝑎} = 𝑟𝑝(𝑎). 𝑝(𝑎) is the probability
mass function, 0 ≤ 𝑝(𝑎) ≤ 1, and 𝑟 is the weight coefficient, and
𝐹(𝑎) = ∑ 𝑝(𝑖)

(2-7)

𝑖≤𝑎

If 𝐹(𝑎, 𝑟) satisfies 𝐹(𝑎, 𝑟) = 𝑟𝐹(𝑎), then 𝐹(𝑎, 𝑟) is called a weighted cumulative distribution function, or a
weighted distribution function for short. The sum of the weighted probabilities of all the symbols is ∑𝑘𝑎=0 𝜑(𝑎) = 𝑟.
We let the discrete source sequence be 𝑋 = (𝑋1 , 𝑋2 , … , 𝑋𝑛 ), where 𝑋𝑖 ∈ 𝐴, and 𝐹(𝑋𝑖 − 1) = 𝐹(𝑋𝑖 ) − 𝑝(𝑋𝑖 ).
The weighted distribution function of sequence 𝑋 is denoted as 𝐹(𝑋, 𝑟). When 𝑛 = 1,
𝐹(𝑋, 𝑟) = 𝑟𝐹(𝑋1 − 1) + 𝑟𝑝(𝑋1 )
When 𝑛 = 2,
𝐹(𝑋, 𝑟) = 𝑟𝐹(𝑋1 − 1) + 𝑟 2 𝐹(𝑋2 − 1)𝑝(𝑋1 ) + 𝑟 2 𝑝(𝑋1 )𝑝(𝑋2 )
When 𝑛 = 3,
𝐹(𝑋, 𝑟) = 𝑟𝐹(𝑋1 − 1) + 𝑟 2 𝐹(𝑋2 − 1)𝑝(𝑋1 ) + 𝑟 3 𝐹(𝑋3 − 1)𝑝(𝑋1 )𝑝(𝑋2 ) + 𝑟 3 𝑝(𝑋1 )𝑝(𝑋2 )𝑝(𝑋3 )
Let ∏0𝑗=1 𝑝(𝑋𝑗 ) = 1, by analogy we can obtain
𝑛

𝑖−1

𝑛

𝐹(𝑋, 𝑟) = ∑ 𝑟 𝑖 𝐹(𝑋𝑖 − 1) ∏ 𝑝(𝑋𝑗 ) + 𝑟 𝑛 ∏ 𝑝(𝑋𝑖 )
𝑖=1

𝑗=1

(2-8)

𝑖=1

A set of weighted distribution functions satisfying Equation (2-2) is defined as a weighted probability model,
which is henceforth referred to as a weighted model, and is denoted as {𝐹(𝑋, 𝑟)}. If 𝑋𝑖 ∈ 𝐴 = {0,1}, then {𝐹(𝑋, 𝑟)}
is called a binary weighted model. We let
𝐻𝑛 = 𝐹(𝑋, 𝑟)

(2-9)

𝑛
𝑛

(2-10)

𝑅𝑛 = 𝑟 ∏ 𝑝(𝑋𝑖 )
𝑖=1

(2-11)

𝐿𝑛 = 𝐻𝑛 − 𝑅𝑛
where 𝑋𝑖 ∈ 𝐴, 𝑛 = 1,2, …. When 𝑟 = 1,
𝑛

𝑖−1

𝑛

𝐹(𝑋, 1) = ∑ 𝐹(𝑋𝑖 − 1) ∏ 𝑝(𝑋𝑗 ) + ∏ 𝑝(𝑋𝑖 )
𝑖=1

𝑗=1

(2-12)

𝑖=1

From Equation (2-4), (2-5) and (2-6), 𝐻𝑛 = 𝐹(𝑋, 1), that is, the range coding (arithmetic coding) [2,3] is a lossless
coding method based on the weighted distribution function of 𝑟 = 1.
Since 𝑋𝑖 must take a value in 𝐴, 𝑝(𝑋𝑖 ) > 0. Equations (2-9), (2-10) and (2-11) are interval columns, and
[𝐿𝑖 , 𝐻𝑖 ) is the corresponding interval superscript and subscript of variable 𝑋𝑖 of source sequence 𝑋 at time 𝑖(𝑖 =
0,1,2, … , 𝑛). 𝑅𝑖 = 𝐻𝑖 − 𝐿𝑖 is the length of the interval. The iterative expression of Equations (2-9), (2-10) and (2-11)
are
𝑅𝑖 = 𝑅𝑖−1 𝜑(𝑋𝑖 )
𝐿𝑖 = 𝐿𝑖−1 + 𝑅𝑖−1 𝐹(𝑋𝑖 − 1, 𝑟)

(2-13)

𝐻𝑖 = 𝐿𝑖 + 𝑅𝑖

Through (2-13), the weighted probability model coding operation is performed on the source sequence 𝑋, and
𝐿𝑛 is the coding result.
2.3 Information entropy of weighted model
We let the discrete memoryless source sequence 𝑋 be 𝑋 = (𝑋1 , 𝑋2 , … , 𝑋𝑛 )(𝑋𝑖 ∈ 𝐴, 𝐴 = {0,1,2, … , 𝑘}). When
𝑟 = 1, 𝜑(𝑋𝑖 ) = 𝑝(𝑋𝑖 ). According to the definition of Shannon information entropy, the entropy of 𝑋 is
𝑘

𝐻(𝑋) = − ∑ 𝑝(𝑋𝑖 ) log 𝑝(𝑋𝑖 )

(2-14)

𝑋𝑖 =0

When 𝑟 ≠ 1, we define the self-information of the random variable 𝑋𝑖 with probability 𝜑(𝑋𝑖 ) as
𝐼(𝑋𝑖 ) = − log 𝜑(𝑋𝑖 )

(2-15)

We let the number of 𝑎 in set {𝑋𝑖 = 𝑎𝑗 }(𝑗 = 0,1, … , 𝑘; 𝑖 = 1,2, … , 𝑛) be 𝑐𝑎 . When the value of 𝑟 is determined,
the total amount of information of source sequence 𝑋 is
𝑘

− ∑ 𝑐𝑎 log 𝜑(𝑎)
𝑎=0

Thus, the average amount of information per symbol is
𝑘

𝑘

𝑎=0

𝑎=0

1
− ∑ 𝑐𝑎 log 𝜑(𝑎) = − ∑ 𝑝(𝑎) log 𝜑(𝑎)
𝑛
Definition 2.2 Let 𝐻(𝑋, 𝑟) be

𝑘

𝐻(𝑋, 𝑟) = − ∑ 𝑝(𝑎) log 𝜑(𝑎)
𝑎=0

𝑘

= − log 𝑟 − ∑ 𝑝(𝑎) log 𝑝(𝑎)

(2-16)

𝑎=0

= − log 𝑟 + 𝐻(𝑋)

According to definition 2.2, when the value of 𝑟 is determined, the binary length encoded by the weighted
probability model is 𝑛𝐻(𝑋, 𝑟)(𝑏𝑖𝑡). Then, the source sequence 𝑋 encoded by a weighted probability model obtains
a sequence of length 𝐿(𝑏𝑖𝑡), and the symbols “0” and “1” in the message have fixed probabilities 𝑝(0) and 𝑝(1).
Using 2 as logs base, from Equation (2-16) we obtain
−𝑛 log 2 𝑟 + 𝑛𝐻(𝑋) = 𝐿

(2-17)

where 𝐻(𝑋) is the information entropy of sequence 𝑋. 𝐻(𝑋) = −𝑝(0) log 2 𝑝(0) − 𝑝(1) log 2 𝑝(1), so simplify (217) and obtain
𝐿

𝑟 = 2𝐻(𝑋)−𝑛
=

(2-18)

2−𝑝(0) log2 𝑝(0)−𝑝(1) log2 𝑝(1)−𝐿/𝑛

According to the lossless coding theorem of information theory, 𝐻(𝑋) is the lossless coding limit of the discrete
memoryless source sequence 𝑋, so when 𝐻(𝑋, 𝑟) ≥ 𝐻(𝑋), the weighted model function 𝐹(𝑋, 𝑟) can restore source 𝑋
without loss. When 𝐻(𝑋, 𝑟) < 𝐻(𝑋), the weighted model function 𝐹(𝑋, 𝑟) cannot restore the source 𝑋, that is, when
𝐿 < 𝑛𝐻(𝑋), the encoding result 𝐿𝑛 cannot restore the source 𝑋.

From (2-17) and (2-18), when 𝐻(𝑋) > 𝐿/𝑛, 𝑟 > 1 and then 𝐻(𝑋, 𝑟) < 𝐻(𝑋), so the weighted model functions
𝐹(𝑋, 𝑟) that satisfy Equation (2-18) and 𝑟 > 1 are all one-way hash function (Hash function).

2.4 Collision limit
Theorem 2.1 The probabilities of symbol “0” and symbol “1” in the hash value obtained by the weighted
probability model hash algorithm for any binary sequence are equal.
Proof Let the bit length of the hash value obtained by the weighted probability model hash algorithm of the binary
sequence is 𝐿 . The binary sequence of the hash value is recorded as 𝑌 . Its information entropy is 𝐻(𝑌) =

−𝑝(0) log2 𝑝(0) − 𝑝(1) log2 𝑝(1). According to Definition 2.2, 𝑛𝐻(𝑋, 𝑟) = −𝑛 log2 𝑟 + 𝑛𝐻(𝑋) ( 𝑛 is the bit
length of the binary sequence 𝑋), so 𝐿𝐻(𝑌) = −𝑛 log 2 𝑟 + 𝑛𝐻(𝑋). If and only if 𝐻(𝑌) = 1, Equation (2-17) is
tenable, that is, 𝑟 satisfies Equation (2-18). Otherwise, 𝑟 does not satisfy Equation (2-18). And if and only if 𝑝(0) =

𝑝(1) = 0.5, 𝐻(𝑌) = 1, so the probabilities of symbol “0” and symbol “1” in sequence 𝑌 are equal.
According to Theorem 2.1, the probabilities of symbols in the hash value obtained by the hash algorithm in this
paper are equal. Let the bit length of the hash value be 𝐿, then the value range of the value space is {0,1, … , 2𝐿 − 1}.
Let 𝑑 = 2𝐿 , according to the probability of hash collision (or “birthday paradox”), the probability of hash collisions
through 𝑁 test is:

𝑝(𝑁, 𝑑) ≈ 1 − 𝑒

−𝑁(𝑁−1)
2𝑑

(2-19)

Obviously, this algorithm can reach the theoretical limit of hash collision.

Ⅲ: HASH ALGORITHM OF BINARY WEIGHTED PROBABILITY MODEL
3.1 Hash algorithm steps
𝐿 is the bit length of the customized hash value, and the interval encoding steps of the binary source sequence 𝑋

using the weighted probability model are as follows.
1): Initialize parameters, 𝑝 = 0, 𝐿0 = 0, 𝐻0 = 𝑅0 = 1, 𝑖 = 1;
2): Count the number of symbols 0 in the source sequence 𝑋 as 𝑐 , and the bit length of the source sequence 𝑋
is 𝑛;
𝑐

3): Calculate the probability of symbol 0, 𝑝 = 𝑛;
4): Calculate the weight coefficient, 𝑟 = 2−𝑝 log2 𝑝−(1−𝑝) log2 (1−𝑝)−𝐿/𝑛 ;
5): Calculate the weighted probability, 𝜑(0) = 𝑟𝑝, 𝜑(1) = 𝑟(1 − 𝑝);
5): Obtain the 𝑖-th symbol 𝑋𝑖 of the sequence 𝑋;
6): If 𝑋𝑖 = 0, 𝐿𝑖 = 𝐿𝑖−1 and 𝑅𝑖 = 𝑅𝑖−1 𝑟𝑝, otherwise 𝐿𝑖 = 𝐿𝑖−1 + 𝑅𝑖−1 𝑟𝑝 and 𝑅𝑖 = 𝑅𝑖−1 𝑟(1 − 𝑝);
7): 𝑖 = 𝑖 + 1. If 𝑖 < 𝑛, repeat steps 5 to 7, and then obtain 𝐿𝑛 ;
8): End encoding and output 𝐿𝑛 (𝐿𝑛 is the hash value).
The above steps can be illustrated in Figure 2.

Start

Initialize parameters, so 𝑅0 = 1, 𝐿0 = 0,
𝑝 = 0 and 𝑖 = 1；

Count the number of symbols “0” in the sequence 𝑋 as 𝑐, and
obtain 𝑝 =

𝑐
𝑛

Calculate the weight coefficient, 𝑟 = 2−𝑝 𝑙𝑜𝑔2 𝑝−(1−𝑝) 𝑙𝑜𝑔2(1−𝑝)−𝐿/𝑛

Calculate the weighted probability, 𝜑(0) = 𝑟𝑝 and 𝜑(1) = 𝑟(1 − 𝑝)

𝑥𝑖 = 0

N

Y

𝑅𝑖 = 𝑅𝑖−1 𝜑(1)𝜑(0)

𝑅𝑖 = 𝑅𝑖−1 𝜑(0)

𝐿𝑖 = 𝐿𝑖−1 + 𝑅𝑖−1 𝜑(0)

𝑖 =𝑖+1

Y

𝑖<𝑛
N

Return to 𝐿𝑛 and 𝑐

End
Figure 2 Schematic diagram of binary weighted model hash algorithm
3.2 Experiment and comparison
(1) customize hash value length 𝑏𝑦𝑡𝑒𝑙𝑒𝑛𝑔𝑡ℎ
Input: abcdefghijklmnopqrstuvwxyz123456789
The output 𝑏𝑦𝑡𝑒𝑙𝑒𝑛𝑔𝑡ℎ is 4, 8, 15, 20, 32 (unit: byte).
𝑏𝑦𝑡𝑒𝑙𝑒𝑛𝑔𝑡ℎ

Hash value

4byte

b21527d1

8byte

7a63428361901e1c

15byte

d99067a5ebd9dd1f5eefc63bddcfa

20byte

cd5c2c83aa1cf1468590303811895af11bf0694
3

32byte

233652b6ff6365c634bd1f7dbe58967ebde64b8
49b5beed3a145f4b83efe365

Table 1 The customized hash values of different lengths

(2) The probability of symbol 0 in the hash value
Input(byte)

𝑝(0)

105 250 74 59 245 144 19

0.500000

01234567

0.505859

212 168 167 102 99 110 58

0.507813

185 226 64 200 184 255 211

0.498047

Table 2 The value of 𝑝(0) when the hash value length is 512 bits
(3) Comparison of the efficiency of this algorithm with MD5, SHA256 and SHA512
Input A: abcdefghijklmnopqrstuvwxyz123456789
Input B: abcdefghijklmnopqrstuvwxyz123456789~!@#$%^&*()_+
Output hash values of equal length, and compare algorithm efficiency under the same device.
Algorithm

MD5

𝑏𝑦𝑡𝑒𝑙𝑒𝑛𝑔𝑡ℎ = 16

Bit length

128bit

128bit

A

3ms

5ms

B

4ms

6ms

Table 3 Comparison of the efficiency of this method and MD5
Algorithm

SHA256

𝑏𝑦𝑡𝑒𝑙𝑒𝑛𝑔𝑡ℎ = 32

Bit length

256bit

256bit

A

4ms

7ms

B

4ms

7ms

Table 4 Comparison of the efficiency of this method and SHA256
Algorithm

SHA512

𝑏𝑦𝑡𝑒𝑙𝑒𝑛𝑔𝑡ℎ = 64

Bit length

512bit

512bit

A

7ms

9ms

B

7ms

9ms

Table 5 Comparison of the efficiency of this method and SHA512

It can be concluded from the experimental results that the hash length of the method in this paper can be
customized and conforms to Theorem 2.1. As it involves floating-point operations, the efficiency is slower than MD5,
SHA256, and SHA512. However, efficiency problems can be solved through code optimization or parallelization, and
this article does not make a specific analysis.

Ⅳ: CONCLUSION

In this paper, a brand-new hash algorithm is provided. The length of the hash value can be customized. It is
theoretically proved that the hash collision limit can be reached. The algorithm can be applied flexibly, and it can be
applied to digital signatures, document verification and other fields in the future.
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