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An Attention Based Hierarchical LSTM
Architecture for ECG Biometric System
Debasish Jyotishi and Samarendra Dandapat

Abstract—The electrocardiogram (ECG) based biometric system has recently gained popularity. Easy signal acquisition and
robustness against falsification are the major advantages of the
ECG based biometric system. This biometric system can help
automate the subject identification and authentication aspect of
personalised healthcare services. In this paper, we have designed
a novel attention based hierarchical long short-term memory
(LSTM) model to learn the biometric representation corresponding to a person. The hierarchical LSTM model proposed in this
paper can learn the temporal variation of the ECG signal in
different abstractions. This addresses the long term dependency
issue of the LSTM network in our application. The attention
mechanism of the model learns to capture the ECG complexes
that have more biometric information corresponding to each
person. These ECG complexes are given more weight to learn
better biometric representation. The proposed system is less
complex and more efficient as it does not require the detection
of any fiducial points. We have evaluated the proposed model for
both the person verification and identification problems using
two on-the-person ECG databases and two off-the-person ECG
databases. The proposed framework is found to perform better
than the existing fiducial and non-fiducial point based methods.
Index Terms—Biometrics, Electrocardiogram, off-the-person,
Hierarchical LSTM, Temporal variation, Authentication

I. I NTRODUCTION
Recently the need for information security has increased
due to the significant progress in the field of information
acquisition and processing. This has led to the exploration
of different biometric modalities, e.g., iris, gait, fingerprint,
etc. Depending upon the type of applications and requirements, one out of these available modalities becomes more
suitable. Recently, ECG based biometric systems are gaining
researchers’ attention. The ECG based biometric systems can
be used in a wide range of applications, e.g., mobile devices
[1], healthcare services [2], and continuous authentication [3],
etc. The increased use of telehealth monitoring has increased
the requirement of proper security and privacy management of
sensitive medical data. The personalised medicine system also
requires person authentication [4]. Since the ECG signal is
less prone to deformation than other biometric modalities in a
hospital environment, it can be used as a practical choice for
information security in healthcare services. The ECG based
biometric system can also be extended to the personalised
automated cardiovascular disease diagnosis systems. Ince et al.
[5] have shown that a person specific cardiovascular disease
diagnosis model performs better than a global model. This
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requires the identification of the patient. In this case, an
ECG based biometric system can fulfil two purposes, i.e.,
maintaining the security and privacy of the patient data [2]
and improving the system’s diagnostic performance.
The practical application of a biometric system has certain
challenges, i.e., acceptability, circumvention, and performance
[6]. An easy ECG acquisition system is necessary for the
biometric system to be widely accepted. The ECG signal can
be acquired through off-the-person, on-the-person, or in-theperson recording setup [7]. The off-the-person recording setup
provides the simplest and the easiest way of acquiring the
ECG signal. The quality of the ECG signal recorded in this
setup is close to the ECG data acquired during telehealth
monitoring. The on-the-person ECG recording setup requires
conductive gel to be applied between the electrode and skin.
This type of recording setup is generally used in the medical
scenario. Although the off-the-person recording setup is the
most suitable for ECG based biometric, the quality of the
data is a great challenge. Thus designing a robust biometric
system in the off-the-person recording scenario has become
a necessity. Another requirement for a biometric system to
be widely accepted is less time for enrolment as well as
verification. However, most of the works available in the
literature require 30 seconds to more than a minute of ECG
data for enrolment [8], [9].
The ECG based biometric systems available in the literature can be broadly categorised into two categories, i.e.,
fiducial point based methods, and non-fiducial point based
methods. Fiducial point based methods detect the R-peak or
extract multiple fiducial points in the preprocessing stage. The
methods which don’t require the detection of any fiducial
points are categorised as non-fiducial point based methods. In
fiducial point based methods, the biometric system’s efficiency
depends entirely on the accurate detection of fiducial points.
This becomes very challenging in the off-the-person recording
scenario [8]. In [3] and [10], the wrongly detected R-peaks
have been identified and discarded before further processing.
They have also implemented an outlier removal algorithm
that removes ECG beats that are not similar to the majority
of ECG beats belonging to the respective person. However,
these outlier removal algorithms cannot be implemented in a
practical scenario. The non-incorporation of these algorithms
in the practical scenario will severely degrade the performance
of the biometric system. This has motivated us to develop
a non-fiducial point based biometric system that can give
a robust performance in off-the-person and on-the-person
recording scenarios.
ECG signal is a cyclostationary signal with repetitive ECG
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beats. Each ECG beat comprises three primary complexes,
i.e., P, QRS, and T. The temporal variation of an ECG
signal is basically of two types; intra-beat variation and interbeat variation. The relative variation of the three complexes
represents the intra-beat variation, and the variation from beat
to beat represents the inter-beat variation. Along with the
specific morphology of the ECG complexes, these temporal
variations can be utilised in a biometric system. In this
work, we have designed an attention based hierarchical LSTM
model to utilise these information for person verification and
identification. The contributions made in the work has been
summarised below.
1) A novel hierarchical LSTM model has been designed
which can effectively model the intra-beat and interbeat variation of the ECG signal for person identification
and verification. This architecture resolves the difficulty
in modelling the long term dependencies present in the
ECG signal.
2) Chan et al. [11] have shown that different ECG complexes have different contributions to the identification
process. So, an attention mechanism has been introduced
to the hierarchical LSTM model, which learns to identify
the ECG complex with more biometric information corresponding to each subject. These ECG complexes are
given more weight to learn a better biometric representation. We observed that the biometric information present
in an ECG complex varies from person to person.
3) The proposed biometric method can perform better with
less amount of enrolment data, and it takes only 2
seconds of ECG data for the evaluation.
The rest of the paper is organised in the following manner.
We have briefly reviewed the related works in section II. The
proposed biometric system has been described in section III.
The description of the experimental setup is given in section
IV. Results obtained from the evaluation of the proposed
model and a discussion on it have been presented in section
V. Finally, a brief conclusion is made in section VI.
II. R ELATED W ORKS
Many research works have been reported in the literature
using ECG as a biometric. A detailed review of the existing
ECG based biometric systems has been presented in [8] and
[9]. Pinto et al. have categorised the existing works based on
the procedure used for ECG data acquisition, preprocessing
methodology employed, and the feature extraction and classification methods [8]. Most of the works in literature have
used on-the-person ECG databases in their work. A few works
have used off-the-person ECG databases in their work. The low
quality data recorded in the off-the-person scenario degrades
the performance of the biometric systems [8]. This has motivated researchers to develop robust biometric systems using
off-the-person ECG data. Arteaga et al. [1] have proposed an
algorithm for an ECG based mobile authentication system.
They have extracted biometric features based on seven fiducial
points identified from the ECG signal, which are recorded
using an ECG sensor attached to the mobile phone. They
have shown an improved performance with only 30 seconds

of enrolment data and 4 seconds of data for authentication. A
wavelet distance based person identification system has been
proposed by Chan et al. [11]. They have recorded ECG data
from 50 persons in an off-the-person recording setup. In their
work, they have shown that the QRS complex of the ECG
signal is primary for distinctiveness, followed by P wave and
T wave. In [3], Louis et al. have proposed an ECG based
continuous authentication system using the UofTDB database,
which is recorded in an off-the-person recording setting. They
have achieved an equal error rate of 7.89% for the same
session analysis and 10.10% for across session analysis. Silva
et al. have proposed a convolutional neural network (CNN)
based authentication system which performs better in publicly
available off-the-person ECG databases [10].
The majority of the works reported in the literature employ
the fiducial point based method. A few works have been
reported based on non-fiducial point based methods. Wang
et al. have proposed a non-fiducial point based sparse representation methodology for human identification [12]. They
have shown an identification accuracy of 99.48% on 100
subjects taken from the PTB database. Wang et al. [13] have
used discrete cosine transform (DCT) coefficients of the ECG
signal’s autocorrelation values. A CNN based architecture that
utilises the multiresolution components of the autocorrelation
signal of the ECG signal has been proposed by Zhang et
al. [14]. Recently, Abdeldayem and Bourlai have proposed
a CNN based architecture for person identification [15]. This
architecture utilises the spectral correlation of the ECG signal.
Their method has achieved an identification accuracy of 94.9%
when evaluated using data from 290 subjects of the PTB
dataset. However, we have not come across any non-fiducial
point based methods using an off-the-person ECG database.
The works in the literature have explored various signal
processing and machine learning methods for biometric feature
extraction and classification, respectively. Chan et al. [11]
have developed a wavelet based distance measure to identify
the candidate subject by computing the similarity between
ECG templates. In [16], a set of multiscale autoregressive
features have been extracted for person identification and
verification. Irvine et al. [17] have developed a principal
component analysis (PCA) based method for biometric feature
extraction. Some works have used sparse representation based
methods for feature extraction and support vector machine
(SVM) for the identification [12], [18]. A novel hybrid GMMHMM based generative model has been developed by Lim et
al. [19] for person identification. However, the method requires
multiple fiducial point detection, which limits its applicability
in the practical scenario. Recently, some deep learning based
methods have been proposed for person identification and
verification. Most of the works in literature have developed
CNN based architectures [10], [14], [15], [20]. Salloum and
Kuo have proposed a biometric system using a vanilla LSTM
based architecture [21]. However, their method needs R-peak
detection and beat segmentation. Except for a few works [3],
[19], [21], most of the existing methods have not utilised the
temporal variation of the time varying ECG signal.
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Fig. 1. Block diagram of the proposed ECG based biometric system

III. P ROPOSED M ETHOD
The proposed method primarily has three modules, i.e.,
(i) Preprocessing module, (ii) Segmentation module, and (iii)
Identification/Verification module. Fig.1 shows the block diagram of the proposed method. First, the ECG signal is filtered
and then normalised in the preprocessing module. The filtered
ECG signal is then fed to the segmentation module. In the
segmentation module, the training and testing templates are
extracted from the filtered ECG signal. These extracted templates are then fed to the proposed attention based hierarchical
LSTM model for learning and decision making. The proposed
neural network model can operate both in identification mode
as well as in verification mode.

Fig. 2. (a) Raw ECG signal of two different persons. (b) ECG signal after
band-pass filtering and high frequency noise removal. It can be noticed that
the noise due to sudden changes has not been filtered out. (c) ECG signal
after removal of baseline drifts due to sudden changes.

A. Preprocessing
The noise present in the ECG signal varies depending on the
type of recording procedure. The ECG signal recorded in an
on-the-person recording setup has high SNR. But, the ECG
data recorded in an off-the-person recording setup contains
a significant quantity of high frequency noise and abrupt
changes. So, we resampled the ECG signal to a sampling
frequency of 200 Hz and then passed it through a band pass
filter with a lower cutoff frequency of 0.5 Hz and a higher
cutoff frequency of 40 Hz. This filters the baseline wander,
power line interference and high frequency noises present in
the ECG signal. Then the ECG signal is further filtered using
the wavelet based method proposed by Sharma et al. [22] to
remove the white gaussian noises and muscle artefacts. Fig.
2(a) shows two raw ECG samples, and Fig 2(b) shows the
respective ECG signal after band pass filtering and wavelet
based noise removal. From the figure, it can be observed
that the sudden changes introduced primarily due to the loose
contact between the electrode and the skin cannot be removed
through the low pass filtering. These noises are very frequent
in the case of the off-the-person recording setup. So, we have
employed the baseline wander removal method proposed in
[23] to remove the sudden changes in the baseline. Fig 2(c)
shows the respective ECG signal after removal of sudden
changes. The peak-to-peak amplitude and the mean of the
filtered ECG signal are then normalised to one and zero,
respectively.
B. Segmentation
The segmentation module is the basic building block of
the proposed model. In this module, the training and testing
sequences are extracted using a rectangular window. The ECG
sequences are extracted without any alignment with the Rpeaks. This makes our model completely free of fiducial
point detection. The ECG sequences are extracted using a
2s rectangular window, and then the z score standardisation

Fig. 3. (a) One complete ECG sequence of duration 2 s. (b) The ECG segments of length 0.1 s were obtained after applying the windowing technique
to the ECG sequence. The ECG segments have been plotted sequentially.

is done. The training sequences are extracted by shifting the
rectangular window with an overlap of 0.75 fractions. The
testing sequences are extracted without any overlap of the
window. This helps us extract more training templates with
less amount of data, as well as in regularisation of the model
through data augmentation. In this work, we have extracted 22
training templates, which amounts to 12.5 seconds of training
data, and 6 testing templates, which amounts to 12 seconds of
testing data. Fig. 3 shows an ECG sequence extracted from the
filtered ECG signal. The ECG sequence extracted from the raw
ECG signal is further segmented into smaller segments, which
are given as input to the LSTM model at different time steps.
In [24], we have shown that the smaller ECG segments allow
an LSTM model to utilise the temporal variation present in
the ECG signal fully. A rectangular window of length 100 ms
and a shift with an overlap of 0.75 fractions of window length
is applied to generate the ECG segments. Fig. 3 shows the
ECG segments of an ECG sequence, aligned sequentially. The
smaller ECG segments extracted with a shift of 75% overlap
are essential to capture the intra-beat variation present in the
ECG signal [24].
C. Proposed LSTM Model
We have designed a neural network model using LSTM cells
to exploit the temporal variation present in the ECG signal.
LSTM is one of the many variants of the recurrent neural
network (RNN) proposed in the literature. A recurrent neural
network is the recurrent connection of a neuron cell, which
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takes past information as well as current information as its
input. Thus the RNN cell utilises both the past information and
the present data to make a decision. A recurrent connection of
these cells utilise the temporal information present in a timevarying signal [25]. However, the basic RNN cells suffer from
exploding gradient and vanishing gradient problem. This does
not allow the model to learn long-term dependencies. This
motivated researchers to develop different variants of RNN
cells that can account for the long term dependencies, e.g.,
Skip-RNN [26], LSTM [25], GRU [25], Stochastic RNN [27],
etc. Out of these, LSTM is widely used to learn representation
because of its better performance compared to other variants
[25]. The fundamental idea behind the LSTM cell is the
multiple nonlinear gating units, which controls the flow of
the information into as well as out of the LSTM cells, and a
memory unit that retains learned representation over a period
of time.
The architecture of an LSTM cell is shown in Fig. 4. The
input to the LSTM cell at a time stamp t are the data (xt ),
cell state (ct−1 ), and hidden state (ht−1 ). ct−1 and ht−1 are the
output of the LSTM cell in the previous time stamp. There
are three gating units in an LSTM cell, i.e., forget gate ( ft ),
input gate (it ), and output gate (ot ) to control the flow of
information. All the gates take xt and ht−1 as input and use
sigmoid function as an activation function. The forget gate
erases the information present in ct−1 , which mayn’t be useful
further. The forget gate ( ft ) is expressed as;
ft = sigm(W f x xt + W f h ht−1 + b)

(1)

The representation learned from the current time stamp is
given by c˜t , which is computed using eq (2). Then, a point wise
multiplication is done only to retain the necessary information.
The input gate (it ) and the cell state (ct ) are computed by using
eq (3) and eq (4), respectively.

Fig. 4. The architecture of an LSTM cell

1) Hierarchical LSTM: One of the major advantages of the
deep neural network is its ability to learn the representation
at different levels of abstraction [29]. The deep learning
architectures like CNN learn the hierarchical representation
in the spatial domain. Unlike CNN, the vanilla LSTM doesn’t
learn the hierarchical representation in the temporal dimension.
To address this issue, we have designed a hierarchical LSTM
model by stacking layers of LSTM. The proposed hierarchical
model is designed to learn the hierarchical temporal representation, which in turn can address the long term dependency
issue of the vanilla LSTM model. In this work, we have designed the hierarchical LSTM model with two layers of LSTM.
Fig 5(a) shows the proposed hierarchical LSTM model.
The layer1 of the architecture, which is represented as Ls in
Fig 5, models the segment level representations of the ECG
signal. The input to Ls are the ECG segments of an ECG
sequence, which are represented by {x1s, x2s, x3s, ...., xTs s }. Here
the length of the input ECG sequence is T s , which in turn is
the length of time steps in Ls . At each time step the LSTM
cell gives an output, which is given as;

c˜t = tanh(Wgx xt + Wih ht−1 + b)

(2)

it = sigm(Wix xt + Wih ht−1 + b)

Otss = Ls (htss −1, xtss )

(3)

ct = ft

(4)

The layer2 of the architecture is represented as LB . This
layer is introduced to learn the intra-beat and inter-beat variation effectively. The input to LB is the output of Ls taken
in an interval of l. The range of time steps of LB layer, t B ,
depends on the interval l. The time steps, i.e., t B , and input to
LB , i.e., xtBB are expressed in eq (8) and eq (9), respectively.
hTs i
t B ∈ {0, 1, ....
+ 1}
(8)
l
s
xtBB ∈ {O1Ls , ..., OtLBs×l, ..., OTL(s)
}
(9)

ct−1 + it

c˜t

The output of the LSTM cell at the current time stamp is
the hidden state (ht ), which is used in decision making. The
hidden state is obtained by removing certain information that
may not contribute to the decision at time stamp t. This is done
by using the output gate (ot ). The mathematical expression to
obtain ot and ht are shown in eq (5) and eq (6).
ot = sigm(Wox xt + Woh ht−1 + b)

(5)

ht = ot

(6)

ct

The output taken from the last time stamp of a recurrent
LSTM cell connection is called a vanilla LSTM architecture.
Although the vanilla LSTM performs good, it does not learn
the long term dependencies [24], [28]. This makes it perform
poorer, where the temporal information is present over a long
period of time. This has motivated us to design a hierarchical
LSTM model, which can account for long term dependencies.

(7)

The output of the LB at each time step is given by;
OtLBB = LB (htLBB−1, xtBB )

(10)

The output of LB layer is given to the attention block. The
attention block decides the weight that is to be given to the
output vector of LB at each time step.
2) Attention Model: The attention mechanism has gained
popularity due to its successful application in the field of
natural language processing (NLP), computer vision (CV), and
automatic speech recognition (ASR). The attention mechanism
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Fig. 5. (a) Architecture of the proposed attention based hierarchical LSTM model. (b) Attention module used in this framework

allows the model to focus on necessary portions of the learned
representation. This allows the RNN based models to learn
better representation by using the information from all the
time stamps, which otherwise uses only the last time stamp’s
output. Various attention mechanisms have been proposed
in the literature addressing the location of the attention and
weights given to the area of attention [28], [30]–[32]. In the
ECG-based biometric system, different ECG complexes of
the ECG signal have different levels of contribution towards
the identification problem [11]. The attention mechanism in
this work allows the model to give the necessary attention
needed to a particular portion of the ECG signal. Fig 5
(b) shows the attention mechanism used in this work. The
inputs to the attention block are the outputs of LB layer,
i.e., {O0L B , O1L B , ...., OTL BB }. Each output of LB layer is passed
through a fully connected layer to obtain a score value as in eq
(12). Then all the score values are fed to the softmax function
to obtain the attention weights. Finally, the context vector (C)
is obtained by a weighted summation of the outputs of LB
layer. This is expressed in eq (11) and eq (13), respectively.
αt = softmax(score(OtL B )) =
score(OtL B ) = W AOtL B + b A
t=T (B)

C=

Õ
t=1

exp(score(OtL B ))
ÍT (B)
LB
t=1 exp(score(Ot ))

Õ

αt OtL B

In the identification mode, the context vector is used to
identify the individual from a pool of registered individuals.
For the identification, the context vector is fed to a fully connected layer with a softmax activation function and an output
dimension equal to the number of registered individuals. The
fully connected layer gives the posterior probability output
(P̂(Sk /C)) of the context vector (C) belonging to a subject Sk .
P̂(Sk /C) = so f tmax(WC + b)

(14)

The subject corresponding to the maximum posterior probability is identified as the candidate subject. The parameters of the
model are trained by using the multiclass cross entropy loss
L. The cross entropy loss L is computed over all the training
samples as;
L=−

N Õ
K
Õ

P(Sk /C)log(P̂(Sk /C))

(15)

n=1 k=1

(11)

where N is the number of samples, and K is the number
of subjects enrolled. P(Sk /C) stands for the true posterior
probability of the training sample belonging to subject Sk .

(12)

E. Verification Mode

t=T (B)

ct =

D. Identification Mode

(13)

t=1

The context vector obtained from the attention block is a
representation vector of a person’s ECG signal. This vector
is further used either for person identification or verification,
depending on the mode of operation.

In the verification mode, the context vector is used to verify
the authenticity of the claimed identity. In this case, the model
is first trained in the identification mode with the ECG data
taken from a pool of subjects. Then the trained model is used
to enrol a different set of subjects. The enrollment is done by
finding out the ECG identity vector (iECG) for each subject
in the enrolment set. The identity vector is obtained by taking
the average of the normalised context vectors, Cne , for all
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the templates corresponding to a subject. The expression to
compute iECG is given in eq (16).

iECG = −

Ne
Cne
1 Õ
Ne n =1 kCne k

(16)

e

During verification, the cosine similarity value between the
claimant iECG and the claimed iECG is computed. Finally,
the authenticity is verified by comparing it with a pre-set
threshold value.
IV. E XPERIMENTAL S ETUP
The proposed model is evaluated both for person identification and verification purpose. For the evaluation, we have used
four publicly available databases. Out of the four databases,
two are recorded in the on-the-person setting, i.e., PTB
database [33], ECG-ID database [34], and two are recorded in
the off-the-person setting, i.e., CYBHi database [35], UofTDB
database [36]. We have evaluated our method for two scenarios; intra-session and inter-session. In the case of person
identification in an intra-session scenario, both the training
and the testing samples are collected from the same recording.
However, unlike the works proposed in the literature, we
have extracted the training and testing samples from different
locations of the recording. This is done by extracting the
training samples first, and then after a time duration, the testing
samples are collected. This process minimises the biasing in
the testing data, which otherwise would have resulted in false
improvement in the performance. For verification in the intrasession scenario, the recordings are first randomly divided into
two sets without any overlap of subjects; training set and
enrolment set. The training set recordings are used to train
the model. The data from the enrolment set are used to obtain
the enrolment data and the testing data for each subject. This
process of extracting the enrolment and the testing data is
similar to the training and the testing data extraction process
in the identification mode.
In inter-session scenario, the training and the testing samples
are collected from recordings of different sessions for identification. In case of verification in an inter-session scenario, both
the recordings of a subject belonging to the training set are
used for training the model. The enrolment data and the testing
data are extracted from the recordings of different sessions. We
have briefly described the datasets used in this work below.
1) PTB database: PTB ECG database is a publicly available database recorded using both the conventional 12-lead
ECG recording system and the frank lead recording system.
The database contains records from 290 subjects. In this work,
we have used the ECG signal of limb lead II, which is
generally in the direction of the heart’s electrical position.
2) ECG-ID database: The ECG-ID database contains data
recorded from 90 subjects. Each subject in the database,
except subject number 74, has at least two recordings taken in
multiple different sessions. The recordings contain limb lead
I ECG signals recorded for a duration of 20 seconds. In the
case of the intra-session scenario, we have extracted half of
the total training and testing data from one recording. While,

in the case of the inter-session scenario, all the training data
are extracted from one recording and the testing data from the
other recording.
3) CYBHi database: The CYBHi database is a publicly
available ECG database recorded in the off-the-person recording setup. The database contains ECG recordings taken from
a subject in two different sessions. Depending on the duration
between the two different sessions, the data have been divided
into two categories; short-term and long-term. The short-term
recordings are taken from an individual within two days,
and the long-term recordings are taken from an individual
with an interval of three months. The long-term data have
been collected from 63 subjects, and the short-term data have
recordings from 65 subjects. In this work, we have used longterm data. While extracting the ECG sequences, some ECG
sequences that are completely distorted have been replaced by
better ECG sequences.
4) UofTDB database: The UofTDB database is the largest
publicly available ECG database for the biometric application. The database contains ECG recordings of 1019 subjects
recorded in the off-the-person recording setup. The data were
collected for six different sessions in five different body
postures. The distribution of the number of subjects in different
sessions and different body postures are given in Table I.
The session-I data of 1019 subjects taken in sitting posture is
used in the intra-session analysis. For inter-session analysis,
recordings of 82 subjects are used who have more than one
recordings in sitting posture. The session-I data constitute one
set of data, while another set of data consists of one recording
per subject selected from the rest of the sessions. We have
replaced some of the ECG sequences that are completely
distorted during recording with better ECG sequences from
that recording.
TABLE I
S TATISTICAL DISTRIBUTION OF NUMBER OF SUBJECTS IN DIFFERENT
SESSIONS

Session
S1
S2
S3
S4
S5
S6

Sit
1012
72
76
63
0
65

Stand
0
72
5
0
0
65

Exercise
0
0
71
0
0
0

Supine
0
0
0
0
63
0

Tripod
0
0
0
0
63
0

A. Performance Measure
The performance of the algorithm is evaluated using two
parameters equal error rate (EER) and accuracy (Acc). EER
is the trade-off point between false acceptance rate (FAR) and
false rejection rate (FRR), where both FAR and FRR becomes
equal. FAR stands for the rate of false acceptance of an
imposter claim, and FRR stands for the rate of false rejection
of a legitimate claim. In this case, all the enrolled subjects,
except the legitimate one, have been used as an imposter.
The accuracy is used in the case of person identification.
It is obtained by evaluating the number of testing templates
correctly identified against a total number of testing templates.
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Fig. 6. Comparison of identification accuracy for three LSTM based architectures.

B. Network Parameters

Fig. 7. (a1) and (b1) shows the ECG sequence of two different persons. (a2)
and (b2) shows the attention weight given by the model to different portions
of the ECG sequence in (a1) and (b1), respectively. The portions with more
colour saturation correspond to more attention weights.

The parameters of the proposed attention based hierarchical
LSTM model was trained in an end-to-end manner using a
stochastic gradient descent based optimisation algorithm. The
initial learning rate of the model is set at 0.01. The learning
rate is varied up to 0.001 using a cosine learning rate scheduler.
The layer-1 LSTM has a hidden dimension of 150, and the
layer-2 LSTM has a hidden dimension of 100. The dropout
layers had a dropout ratio of 0.4. The deep learning model
was implemented using the PyTorch programming library. The
rest of the implementations have been done using the python
programming language. All the experiments are conducted in
a Titan P-100 GPU server facility.
V. R ESULTS AND D ISCUSSION
The person identification accuracy of the proposed model
(Model-1) is obtained for all four datasets, and the results are
compared with the simple vanilla LSTM model (Model-3) and
the hierarchical LSTM model without attention mechanism
(Model-2). The vanilla LSTM model is an LSTM architecture
with only one layer, where only the final output vector
is considered for identification purposes. The performance
comparison is shown in Fig. 6. We have considered a cluster
interval, l, of 7 in the case of the hierarchical LSTM model. It
can be observed that the simple vanilla LSTM performs very
poorly for the person identification application. From Fig. 6 it
can be observed that the hierarchical LSTM performs significantly better than the vanilla LSTM model. This shows that the
hierarchical LSTM model can capture the temporal variation of
the ECG signal in different abstractions. Thus, the hierarchical
LSTM model solves the long term dependency problem of the
vanilla LSTM model, and it models the intra-beat variation
and inter-beat variation better. Among the three models, the
proposed attention based hierarchical LSTM model performs
the best. The proposed model’s attention mechanism helps
give more weight to the segments, which are important for
the identification problem. Fig. 7 shows the attention weight
given to ECG sequences taken from two different persons. Fig.
7(a1) and Fig. 7(b1) are the ECG sequences of two different
persons and their respective figures with normalised attention

Fig. 8. Variation of person identification accuracy of the model for different
cluster lengths.

weights are given in Fig. 7(a2) and Fig 7(b2). The portions
with more colour saturation have been given more attention
weight compared to the portions with less colour saturation.
From Fig. 7(a2), it can be observed that more weight has been
given to the T wave. In the case of ECG sequence in Fig.
7(b2), more weight has been given to both the QRS complex
and T wave. Thus, the attention mechanism learns to give
more weight to the portions of the ECG signal that have more
biometric information corresponding to each subject.
The identification accuracy of the proposed model for
different cluster interval (l) has been calculated, and the results
are shown in Fig. 8. From Fig. 8, it can be observed that the
best performance is obtained for a cluster interval of 7 and
the identification accuracy decreases as we increase the cluster
length. This may be because smaller cluster lengths give better
temporal resolution, and thus, the model can learn the intrabeat and inter-beat variations better for smaller cluster length.
The EER values of the proposed model operated in the
identification mode are obtained for different databases. The
results obtained are tabulated in Table II. We have obtained
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a significantly low EER of 0.89% and 1.7% for the intrasession analysis of PTB and ECG-ID database, respectively.
Similar performance has also been observed in the case of
the CYBHi and UofTDB databases with a minimum EER of
3.98% and 2.19%, respectively. The results of inter-session
analysis have also been tabulated in Table II. A low EER
of 3.16% has been obtained for the ECG-ID database, which
is of the on-the-person recording category. The inter-session
analysis of the CYBHi dataset has been done in two ways.
Once the model is trained using (S1) data and then evaluated
using (S2) data, which is represented by (S1-S2). The next
time the model is trained using (S2) data and evaluated using
(S1) data, which is represented by (S2-S1). We have obtained
an EER of 13.43% and 12.05% for the S1-S2 session and
S2-S1 session analysis, respectively. In the case inter-session
analysis using the UofTDB database, we have obtained an
EER of 11.36%.
TABLE II
EER VALUE OBTAINED BY THE MODEL IN I DENTIFICATION MODE
Database
Intra-session
EER (in %)
Inter-session

PTB
0.89
-

ECG-ID
1.70
3.16

CYBHi
3.98
13.43

UofTDB
2.19
11.36

The performance of the model in the verification mode has
been shown in Table III. The evaluation is done by using
different percentages of data as training data and the rest as
enrolment data. The lowest EER is obtained when more data
are used for training. However, it can be observed that the
model gives comparable results with less training data also.
This shows that the performance of the model is robust. The
model has also been evaluated in the verification mode using
the inter-session data. Fig. 9 shows the graph between FRR
and FAR of the results obtained for the inter-session analysis
using UofTDB and ECG-ID database. An EER of 4.25% and
10.55% are obtained for inter-session analysis of the ECG-ID
database and UofTDB databases, respectively.
TABLE III
EER VALUE OBTAINED BY THE MODEL IN V ERIFICATION MODE

Database
PTB
ECG-ID
UofTDB

40
1.89
4.81
1.94

Share of data used
for training (in %)
60
80
1.39
1.33
4.2
3.13
2.10
2.06

A. Comparison
A comparison of the proposed model with the state-of-theart works has been made in this section. Various aspects of the
biometric system have been taken into account for comparison.
We have considered recent deep learning based methods, i.e.,
[10], [15], [20], [21], [37], [38], for comparison in both on-theperson category and off-the-person category. A comparison of
the literature works on the on-the-person ECG database has
been made in Table IV.

Fig. 9. DET curve obtained from the inter-session analysis of ECG-ID and
UofTDB database in the verification mode.

TABLE IV
C OMPARISON WITH THE STATE - OF - THE - ART WORKS USING
ON - THE - PERSON ECG DATA . FPD STANDS FOR FIDUCIAL POINT
DETECTION .
Database

[20] (2019)

Session
type
intra

No. of
Subjects
52

[39] (2019)

intra

285

Yes

Proposed

intra

290

No

Amount of
training data
40 s
100 templates
of 2-4 s
96 s on
average
15 ECG
beats
12.5s

[12] (2013)

intra

100

Yes

[15] (2020)

intra

290

No

Proposed

intra

100

No

12.5s

100%

Proposed

intra

52

No

12.5s

100%

Works

FPD
Yes

PTB

ECG-ID

Acc.
100%
99.48%
94.9%
97.19%
98.6%

[37] (2018)

intra

50

Yes

[40] (2015)

intra

90

Yes

36 s on
average
-

Proposed

intra

90

No

12.5s

97.4%

Proposed

intra

90

No

12.5s

92.32%

96.63%
83.88%

From Table IV, it can be observed that the proposed method
performs best in the on-the-person category. Unlike most of
the methods in the literature, we have evaluated our model for
all the subjects present in the database. For better comparison
with the models with less enrolment in the case of the PTB
database, we have evaluated our model for 52 healthy subjects
and 100 subjects taken randomly. Our model achieves 100%
accuracy for both the cases outperforming the existing models.
From the table, it can be observed that the proposed model
requires the least amount of data for training. The non-fiducial
point based CNN architecture proposed in [15] requires an
average of 96 seconds of training data per subject, which is
significantly more than the 12.5 seconds of training data used
in this work. The LSTM based method proposed in [21] is
implemented in our experimental setup, and the results are
compared in Table IV.
Table V represents the comparison of the proposed model
with the works in literature for the off-the-person ECG
database. From Table V, it can be observed that the proposed model performs better than the methods proposed in
the literature except in two cases, i.e., inter-session (S1-S2)
analysis of [10] and inter-session analysis of UofTDB [3].
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TABLE V
C OMPARISON WITH THE STATE - OF - THE - ART WORKS USING
OFF - THE - PERSON ECG DATA . FPD STANDS FOR FIDUCIAL POINT
DETECTION .
Database

Works
[10] (2018)
[10] (2018)
[10] (2018)

CYBHi

[38] (2019)
Proposed
Proposed
Proposed

UofTDB

interval in the hierarchical structure has been found to be better
in learning the hierarchical representation of the temporal
variation of the ECG signal. The attention mechanism used
in this model could learn the important ECG complexes for
person identification, which boosts the performance of the
model. The proposed model performs superior both in the
on-the-person and off-the-person ECG data. However, the
performance of the model may improve if the low quality ECG
signal is discarded beforehand. In our future work, we would
like to develop a method for the assessment of the quality of
the ECG signal for biometric application.

Session
type

No. of
Subjects

FPD

intra

63

Yes

63

Yes

63

Yes

intra

63

Yes

intra

63

No

Amount of
training data
50% of
data
50% of
data
50% of
data
90% of
data
12.5s

61

No

12.5s

13.43%

R EFERENCES

61

No

12.5s

12.05%
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However, the proposed model performs better than [10] in
the (S2-S1) session analysis. Similarly, our method performs
significantly better than the work in [3] for the intra-session
analysis of UofTDB data. The literature methods benefit from
the cosine similarity based outlier removal method employed
in the preprocessing stage. Thus, the works in literature have
used similar templates of a subject for the training and testing.
From the comparative analysis, it can be understood that the
proposed biometric system has several important advantages
over the existing methods. The attention based hierarchical
LSTM model requires a very low duration of enrolment data,
i.e., 12.5 seconds of ECG recording. Similarly, the model requires only 2 seconds of data during verification. The proposed
framework follows a non-fiducial point based approach, which
makes it more suitable for application in a practical scenario.
The LSTM based framework learns the representation of
the temporal variation of the ECG signal in two different
levels of abstraction. This might allow the model to learn the
differences between different cardiac signals, which arise due
to the physiological differences of cardiovascular systems [41].
The physiological differences between different cardiovascular
systems are reflected in the systolic and diastolic phase of the
ECG signal. The proposed model is designed to exploit these
differences optimally with the help of the attention mechanism.
The attention mechanism could give more weight to portions
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leads to better performance of the model.
VI. C ONCLUSION
In this paper, we have proposed a novel LSTM based
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LSTM model’s hierarchical architecture could learn the temporal representation of the ECG signal in different hierarchies,
addressing the long-term dependency issue. A smaller cluster
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