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Abstract—The present work shows the application of deep
learning models to the denoising of video frames retrieved from
electromagnetic emanations from remote video interfaces. It
has been demonstrated that the cables of video interfaces like
VGA or HDMI, produce unintended emanations, and that these
emanations can be received and processed to reconstruct the
video frames displayed on the external monitor. However, the
reconstructed frames are noisy, making it difficult to recover any
useful information. By applying deep learning models to denoise,
deblur, and interpret the images, information can be interpreted.
Index Terms—TEMPEST, information leakage, Deep Learning, Convolutional Neural Networks, SDR.

I. I NTRODUCTION

F

EW research laboratories have known since the early
1960s that electronic devices such as computers produce
electromagnetic radiation and that these emanations unintentionally cause information security vulnerabilities. The U.S.
National Security Agency developed a series of specifications
under the code name TEMPEST, with the requirements for
avoiding electronic equipment to transmit unintended emanations. These phenomena were known to the public in 1985
when Wim van Eck [1] published a technical analysis with
details about how CRTs produced emanations that could be
used to recover the displayed video. In 2002, Markus Kuhn [2]
demonstrated these phenomena to happen on more modern
technologies like LCD monitors. Nowadays, video frames
from external monitors can be retrieved remotely with the
help of low budget software-defined radios (SDRs) [3], but
the recovered video frames are noisy.
Image denoising techniques have been extensively studied.
However, processing video frames reconstructed from unintentional emanations with non-learned methods such as the one
proposed in [4] and [5], remains a difficult task, mainly due to
the high degree of deterioration in the recovered information
and the unknown noise distributions.
Since the emergence of AlexNet [6] in 2012 and its performance in the ImageNet Image classification competition,
Convolutional Neural Networks (CNNs) and Deep Learning
(DL) have gained popularity for all sorts of computer vision
tasks, providing solutions to problems where more classical
approaches fail. The tasks of image denoising and deblurring
is no exception. Model architectures like the feed-forward
denoising convolutional neural networks (DnCNNs) [7] have

proved to be able to remove additive white Gaussian noise
from images without prior knowledge of the noise level.
Moreover, architectures like Mask R-CNN have already been
used as denoisers on intercepted video frames, recovering
more than 57% of a leaked information for a wide range of
interception distances, however with inference times of around
4.0s which is still not enough for real-time processing [8].
The present work shows how, by applying state-of-the-art
deep learning models, the noisy images can be processed, so
that optical character recognition (OCR) can be used to detect
text automatically and efficiently.
II. M ETHODS
In general our method involves four steps. First, the compromising signals are intercepted and reconstructed into video
frames. Then, sharp-noisy image pairs are taken and aligned.
Next, the CNN is trained using this data. Finally, the trained
model processes new intercepted frames, obtaining denoised
images from which text is extracted using the Tesseract optical
character recognition engine [9].
A. Capturing Compromising Emanations and aligning frames
Using the method proposed by M.Marinov [3] and the wellknown TEMPEST-SDR tool implemented during his thesis,
video frames are retrieved from the emanations of an HDMI
cable as shown in Figure 1.

Fig. 1. Setup used for data capture

B. Aligning image pairs
The captured images present several distortions, apart from
the noise, they are skewed, displaced and resized respect to the
original image. In order to be able to compare and train our
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models, the correction of these distortions is required. Thus,
a method for the image alignment is proposed which uses
a calibration pattern. This allows for finding common points
between the original and the intercepted images as depicted
in the Figure 2.

Fig. 2. Image alignment processing for training dataset

Fig. 3. Bootstraped Cross-Entropy Loss for FCHardNet (Up) - MSE Loss
for DeepDeblur (Down).

Through this process a set of 8079 image pairs is obtained.
D. Optical Character Recognition
C. Model Training
In the search for a close to real time implementation, two
different models have been implemented, which were fully
trained on our set of image-pairs.
1) Deep Deblur: The first model is a Deep Deblur CNN
based on the work by J. Mei et al [10], developed for scanned
text deblurring. The authors introduced a novel network structure called Sequential Highway Connection (SHC) motivated
by the Residual Neural Network [11] that guarantees superior
convergence during training.
This model emerges from the assumption that the image
blurring process can be modeled as the convolution operation
between a sharp image and a blur kernel, merged with noise.
Then, the model can learn blur and noise statistical distribution
from data and perform an inverse transformation, predicting
the sharp image. In essence, this model carries out a pixel
level regression.
2) FCHardNet: The second model is a CNN with an
encoder-decoder structure that uses HardNet as backbone [12].
It is based on the work by P.Chao on efficient image segmentation [13]. In essence, this model performs a pixel level
classification.
This network consits of two parts, first an encoder which
down-samples the input image through a series of convolutional layers, until reaching a reduced representation of image
features. Then, the second part, known as decoder upsamples
the data again until reaching a representation that resembles
the denoised image. For this model, residual connections are
also key in order to allow superior convergence during training
and performance during inference.
The training results for both models can be seen in the loss
plots shown in Figure 3.

After the original reconstructed video frames have been
improved with mentioned deep learning techniques, the text is
ready to be detected by an OCR. The OCR engine chosen for
this task is Tesseract, because of its good reviews (probably the
best open-source OCR to date), its flexibility and capability to
be tuned, and because it is open source. It is worth mentioning
that although has high accuracy on classical images, Tesseract
could not succeed in text recognition of the unprocessed video
frames recovered from compromising emanations. This could
be due to the fact that it uses a binarization algorithm called
Otsu Thresholding [14] which is not suited for highly noisy
images.
III. R ESULTS
The metric used to measure the performance of our denoising CNNs is the PSNR (Peak Signal to Noise Ratio).
The results obtained for some sample images can be seen in
Figure 4.

Fig. 4. (Left) PSNR for DeepDeblur. (Right) PSNR for FCHardNet.

Finally, after denoising the images, these are passed to the
Tesseract in order to extract text as shown in Figure 5.
Besides the PSNR and the text extraction capabilities, another key performance indicator of these algorithms is training
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Fig. 5. Text Extracted from original intercepted image (left), image processed with DeepDeblur (center) and image processed with FCHardNet (right). OCR
result, executed by Tesseract, is shown in the second row.
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T IME P ERFORMANCE
Model
DeepDeblur
FCHarDNet

Training
> 24h
1h
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2.52s
0.17s

Text Extraction
1.2s
1.2s
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of two denoising CNN models. After processing noisy images
using these models, an improvement in the average PSNR
has been achieved. Additionally, text could be extracted,
something that was not possible for unprocessed images.
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and processing time and presents a good solution for real
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emanations produced by video interfaces. It can be observed
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The next steps of this research will be dedicated to the
definition of a quantification metric that could be used in order
to automatize the evaluation of compromising emanations
from a given computer screen. This will support the real time
hardening methodology currently under development by the
Electromagnetic Compatibility team at the DERC/TII. Finally,
the automatic language detection, the context detection, and
the auto-correction of the recovered text will be studied using
state-of-art algorithms.
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