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5.1 | Evaluate: Prioritize Content with a Risk Matrix
As noted in Chapter 5 of Streamlined ID (2020), in some career environments, the prioritization of content to train employees to respond to and/or mitigate certain undesirable events is accomplished by using a risk matrix. 
The Process:
1. Identify specific undesirable risks or events. There are two ways to approach risk identification:
· identify undesirable events or things that can go wrong, along with the potential impacts on operations of those events, or 
· identify all essential functions of a process or operation that must be performed to successfully reach the goal and then identify all possible ways that these functions might fail.
2. Classify the risks or undesirable events by: 
· the severity of the consequences of the events, and 
· the probability of the event occurrence. 
Each event is assigned a high or low impact rating and a high or low likelihood of occurrence rating.
3. Combine the criticality and probability ratings to produce a Risk Matrix:
· Risks that are both low impact and low probability are essentially negligible (assign a rating of "0"). 
· Risks that are both high impact and high probability are typically classified as "must train" topics (assign the highest rating). 
· Low impact and high probability risks are often low priority for training; however, a combination of several risks in this category may be worthy of training. 
· Finally, high impact and low probability events are typically rare occurrences for which there is little to no historical data available to justify a probability rating. However, the impact of such events often makes training a necessity to prepare individuals for monitoring, mitigating, and managing the risks involved. 
4. Use the Risk Matrix in one or more of the following ways: 
· To evaluate mitigation plans for the consequences of an undesirable event, 
· To prioritize and justify the use of resources to develop response and mitigation training for such events, and/or 
· To justify time off for employees to attend training on responding to or mitigating the consequences of undesirable events. 
Now You Can Give it a Try:
Using the following risk matrix as a guide…
1. Identify several risks or undesirable events that could occur in your organization. 
2. Assign each risk or undesirable event a classification for the severity of its consequences and for the probability of its occurrence. 
3. Construct a risk matrix (similar to the one below) to determine whether the risks or events are: Unacceptable, Tolerable, or Acceptable. Then, use the matrix to prioritize the risks or undesirable events for training purposes. 
4. Note that you can construct your matrix using either word processing or spreadsheet software (e.g., Microsoft Word and Microsoft Excel).  

	PROBABILITY
	CONSEQUENCE CRITICALITY

	
	Catastrophic
5
	Critical
4
	Major
3
	Minor
2
	Negligible
1

	Frequent
5
	Unacceptable
	Unacceptable
	Unacceptable
	Tolerable
	Tolerable

	Occasional
4
	Unacceptable
	Unacceptable
	Tolerable
	Tolerable
	Tolerable

	Remote
3
	Unacceptable
	Tolerable
	Tolerable
	Tolerable
	Acceptable

	Improbable
2
	Tolerable
	Tolerable
	Tolerable
	Acceptable
	Acceptable

	Extremely Improbable
1
	Tolerable
	Acceptable
	Acceptable
	Acceptable
	Acceptable
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