


Using AI in Design Process: Ethical AI Vetting Considerations 
When incorporation generative AI as a design support tool, following are considerations when learning designers select tools for use during the analysis and design phases of instruction. 
	Category
	Guiding Questions

	GenAI Tool Selection
	Is this AI tool institutionally approved or supported under your institution’s enterprise governance framework and data security and accessibility guidelines?
Is there an institution-hosted or licensed AI tool available? 
If designers or instructors want to use a non‑approved or free AI tool, what alternative institution‑supported options are available?

	Data Ownership & Private Deployment
	Does the institution offer a private, secure version of this AI tool?
Will student and instructor inputs remain inside the institution’s protected environment?
Is this AI tool sending data to external vendors without contractual guarantees about safety and privacy?
Does the vendor allow institutions to disable training on institutional content?
Can students be given an alternative if they cannot use external platforms?

	Bias, Accuracy & Model Behavior
	Does the large language model (LLM) show evidence of bias when tested with diverse student personas?
Does the AI tool hallucinate or fabricate information in ways that could mislead learners?
Can the risk of hallucinations be minimized when learners interact with the tool?
Does the vendor disclose how the model was trained and how/if learner data will be used to continue to train the model?
Are there known equity risks for multilingual or neurodiverse learners?
Can instructors or designers test or tune prompts to mitigate bias?

	Sustainability & Cost/Data Consumption Awareness



	Does the tool rely on extremely large models (LLMS) that may have high environmental impact?
Are there lighter or more efficient models available for the same task?
Does the vendor provide transparency on energy use or carbon footprint?
Is the tool scalable for large courses without excessive cost or computing demands?
Will use of the tool incur costs based on consumption and how will those costs be covered? 

	

	


Embedding GenAI in Instruction: Ethical Considerations 
In addition to the same considerations as above, for the use case of using generative AI during instruction, following are additional considerations for learning designers select tools for use by students and instructors when selecting instructional strategies and assessment approaches. 
	Category
	Guiding Questions

	Pedagogical Fit & Instructional Use Cases
	Does this AI tool support the intended learning goals outcomes for the activity?
Can the AI tool scaffold learning rather than replace cognitive work?
Does the AI tool generate feedback that aligns with evidence‑based learning principles?
Does the AI tool support development of the learners’ higher‑order thinking (analysis, synthesis, explanation)?

	Assessment Integrity & Academic Honesty
	Are explicit AI‑use expectations and restrictions clearly described at the outset of the experience? - Does this tool inadvertently give away answers or undermine assessment validity?
Do assignments need to be redesigned to account for the AI tool’s capabilities?
Does the tool support or hinder authentic assessment practices?
Can students misuse this tool in ways that bypass intended learning outcomes?
Is it clear when and in what capacity learners are encountering AI-driven capabilities versus human? 

	Accessibility & Universal Design
	Does the vendor provide a VPAT or accessibility documentation?
Does this AI tool offer multimodal output (audio, text, visual) to support different learners?
Can reading level or cognitive complexity be adjusted for accessibility?
Is the AI tool compatible with assistive technologies (screen readers, captions)?
Does the AI tool add cognitive load that may distract learners from intended learning outcomes?
Are alternative means of completing assignments available if an approach doesn’t meet students’ accessibility requirements?

	Data Privacy and Security
	Have selected AI tools been vetted by your organization for security compliance? 
Does the AI tool and/or instructional activities require students to create external accounts or share identifiable information?
Does using this AI tool align with institutional policies around student privacy and data protection?
Can students opt out of the use of free tools and/or are there alternative ways to complete assignments?
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