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E-Safety and Online Identity: A Self-Assessment Tool

Use this checklist to self-assess your own knowledge and understanding of e-safety and online identity. Use your results to identify which competencies you need to develop further.

Entry 
☐ I have a basic understanding of the definitions of e-safety and cyberbullying. 
☐ I understand basic e-safety prevention strategies and safety tips. 
☐ I understand my school’s e-safety policies, how these relate to and support safeguarding, and the implications this has for my practice. 

Core 
☐ I understand the difference between personal and professional use of online sites and communications technologies. 
☐ I am aware of the importance of looking after my online professional reputation, using privacy settings and ‘friending’ or connecting to others appropriately. 
☐ I understand my responsibilities under the Data Protection Act with regard to the electronic management and protection of pupils’ information. 
☐ I am able to provide my pupils with basic tips about how to stay safe online, including how to deal with online bullying, and how to save evidence. 
 ☐I can address cyberbullying disclosures and key e-safety issues (for example, bringing the school’s name into disrepute online, accessing inappropriate content in school and sexting) and understand how to report these appropriately. 

Developer 
☐ I am aware of what current research tells us about young people’s use of technology and the opportunities and risks relating to this. 
☐ I can manage security and privacy settings in a range of platforms and services. 


☐ I understand issues relating to the management of pupil data and information and take responsibility for ensuring it is used appropriately, responsibly and with proper permission. 
☐ I support my pupils in understanding their rights and responsibilities in online environments, and in developing a positive online presence. 

Pioneer 
☐ I understand the importance of modelling the positive use of technologies for young people and I do this in a range of ways. 
☐ I understand how to identify, manage and address the risks associated with learning and teaching in a range of online environments. 
☐ I keep up to date with the wide range of online, mobile and gaming technologies young people use and the key ways in which they use them. 
☐ I ensure the whole school community (pupils, staff, parents and carers, governors) are actively involved in understanding and addressing e-safety issues. 
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