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Glossary / Jargon buster 

 

TERM DEFINITION 

Case 
The record that is kept of a particular occurrence of a business event (e.g., Mr 

Jones is Assaulted on 19 July). 

Case Object 
The objects (e.g., evidence, statements) or role players (e.g., Victim, complainant, 

witness etc.) that are associated with a case  

Event 
A stimulus to which the organisation has a defined response (the response is 

usually defined by a process), e.g., Assault charge. 

FICA Financial Intelligence Centre Act (38 of 2001) 

Interaction An interaction consists of a request – response message pair. 

KYC 
“Know your client”.  Legislated or regulated information a service provider (e.g., 

Bank or MNO) is required to maintain about a client  

Message A message communicates either the request or the response of an interaction. 

MNO Mobile Network Operator (e.g., MTN, Vodacom) 

MSISDN 
Mobile phone number, or Mobile Subscriber Integrated Services Digital Network-

Number 

Process 
The sequence of steps or activities an organisation will follow in order to respond 

appropriately to a business event. 

Process Step 
A unitary action taken as part of a process.  May be automated, manual, or a user-

system task (i.e., performed by a user using a system). 

RICA 

Regulation of Interception of Communications and Provision of Communication-

Related Information Act came into effect on 22 January 2003 when it was 

published in the Government Gazette of South Africa number 28075.  Requires 

collection of subscriber KYC. 

Role player An individual or organisation that plays a role in a case (e.g., victim, witness) 

SLA 

Service level agreement.  Typically an agreement around the time it will take to 

complete a certain process or sub-process, but can also set expectations around 

other process measures. 

Stakeholder An individual or organisation that interacts with, or is part of, the SAPS processes. 

Transaction 

A business transaction is composed of one or more interactions that 

request/record an event and the response(s) of the business and involved role 

players.  

Unit-of-Work 

A set of process steps (usually contiguous) that an organisation will either 

complete, or rollback to the start of.  The completion of a Unit of Work usually 

signals a change in state of the case. 
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INTRODUCTION 
 

The Khayelitsha Commission of Inquiry is mandated to investigate complaints received by the Premier relating to 

allegations of inefficiency of the South African Police Service (SAPS) stationed at three police stations in 

Khayelitsha, as well as other units of SAPS operating in Khayelitsha.  It must also investigate a breakdown in 

relations between the Khayelitsha community and members of the SAPS stationed at the three police stations in 

Khayelitsha and other policing units operating in the area. 

 

This document provides an Information Technology perspective on some of the observations made by the 

Khayelitsha Commission relating to SAPS processes and technology support for those processes.  This document is 

intended to assist SAPS and the commission in identifying appropriate remedial actions. 

BACKGROUND 
 

This document is based on a short interaction with the commission, and is not the result of a detailed analysis of 

business and technology architectures of SAPS in Khayelitsha.  Accordingly, the document is structured around the 

observations of the commission arising from testimony by both the community and SAPS. 

The document is structured as follows: 

 Contextual remarks 

 Identification of the key observations of the Khayelitsha Commission that could point to inefficiencies or 

issues 

o Analysis of the issues 

o Some potential solutions that may mitigate the issues  

 High level description of an appropriate process to follow in order to conduct a more exhaustive review 

of the systems and process employed by SAPS 

Appendix A identifies a set of questions presented to SAPS that had not yet been answered at time of writing.
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INITIAL REMARKS 
 

This analysis was conducted as a response to potential problems that were presented by the Khayelitsha 

commission, principally due to time constraints.  A more thorough analysis of the business, application, technical 

and security architectures would almost certainly be beneficial, and would be able to benefit from interaction with 

IT specialists within SAPS at both a provincial and national level.  There is significant potential that some of the 

issues identified may already be in the process of being addressed by existing initiatives within SAPS.  The process 

for such an analysis is more clearly described in Appendix B. 

 

The Commission is investigating, inter alia, the breakdown in relations between the community and members of 

SAPS stationed in Khayelitsha.  This signals a breakdown of trust between the Khayelitsha community and SAPS.  

Trust in any organisation, by a wider community of stakeholders, is dependent on the reliability of the processes 

and services offered by that organisation.  Put another way, reliability of service is precondition for trust in a 

service, but it is not sufficient (there are additional pre-conditions required to create and sustain trust).  The 

reliability and effectiveness of processes is therefore critical to SAPS.  This implies that reliability and effectiveness 

of SAPS processes should be contracted (set an expectation), measured, and reported to the community. 

 

Security is another pre-requisite for trust in an organisation. In examining the security of a particular system 

(people, process and technology), there are a number of factors that should be taken into account, principally: 

 Confidentiality: this refers to ensuring that any activity (both of triggering processes and the subsequent 

response by organisation role players and external actors in that event) and related information are only 

available to authorised individuals and role players.  In highly secure systems, it should be possible to 

identify after the fact both who had access to what information (and at what point in time) and who 

captured or changed information relating to the process.  There is no doubt that SAPS is dealing with 

highly confidential information, and that there is undoubtedly a criminal element interested in disrupting 

those processes, so the systems and processes should be capable of passing the most rigorous audits and 

tests.  In addition, the processes of developing the systems should conform to a Capability Maturity 

Model level 4 or 5. 

 Authenticity: this refers to ensuring that the actors in a business process are authentic, and there are 

processes to ensure that the actors are authorised to perform the activities they perform.  A key sub-

component here is that the actions of the actors should be recorded and the actors should not be able to 

repudiate their actions. 

 (In some models, reliability – discussed above – is considered to be a prerequisite of security).  Reliability 

includes availability, sufficient operational capacity, predictable response times, and ability to recover 

from failures (i.e., a business continuity plan is actively maintained and regularly tested), scalability.  

Often, reliability requirements are described together with other non-functional requirements (NFRs) for 

a system. 

 Integrity: this refers to the integrity management and controls to ensure that there could be no 

tampering with any data or stored information (i.e., Scanned documents). Controls that are commonly 

introduced into an ecosystem would include processes and standards to ensure that the integrity within 

processes as well as technology is measurable and monitored. From a technology perspective; integrity 

are mainly insured by access control and integrity checks (i.e., HASHing or MACing). For stored images it is 

normal to create and store a HASH value of the document to provide as a kind of seal that the documents 

or images have not been altered in any way.      
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OBSERVATIONS AND ANALYSIS 
 

The Commission presented a number of observations from evidence.  The key observations thought to highlight 

potential issues or inefficiencies are examined here, in no particular order: 

1) “LOSING CONTACT” WITH WITNESSES 

Observation:  In Khayelitsha, many witnesses are either unable to give a permanent address, or the address 

changes during the course of an investigation and subsequent prosecution.  The primary method of contacting 

witnesses is thus via the mobile phone number (MSISDN).  The level of crime (loss of phone) and prevalence of 

pay-as-you-go subscribers (significantly higher number turnover than with contract subscribers) in Khayelitsha 

causes many witnesses to become uncontactable.  

 

Analysis: Ability to contact role players in a case is vital to the successful investigation and prosecution of a case.  

The long duration over which investigations and prosecutions run increases the likelihood that the contact 

information of a role player may change.  Potential solutions should consider recording an identifier for role 

players that does not change. 

 

Potential solutions:  

a) The South African banks offering mobile financial services have an agreement with the MNOs to be able 

to obtain the current mobile phone number for a particular RSA Identity number.  The MNOs are required 

to keep KYC information of the subscriber as defined by RICA, which includes the RSA Identity number.  It 

should therefore be possible, if SAPS records the RSA Identity number of a role player, for SAPS to 

implement a service to obtain the current MSISDN(s) registered under that RSA Identity number.  This 

might significantly improve the contactability of witnesses and other role players in cases in Khayelitsha 

and nationally. 

b) The FICA act made provision for exemption E17 under which it is possible for banks to request personal 

information from credit bureaus (Name, Address, MSISDN etc.) simply by providing a RSA Identity 

number in order to open limited bank accounts without verifying all KYC. It may be possible for SAPS to 

utilise this service for the purpose of contacting role players in a case. 

c) There is a capability to find the LAI (Location Area Identity) of a handset connected to a mobile network. 

This is known by the MNO and could be made available to SAPS to assist with narrowing the physical 

location of role players in a case. This is described in detail within the GSM 03.03 specification.  
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2) DUPLICATION OF PAPERWORK / LOSS OF DOCKETS 

Observation:  In certain cases (e.g., domestic violence) SAPS members need to create long hand reports / log 

entries into up to 5 separate reports and logs.   

 

Observation: Some cases are struck off the role because the dockets are not available.  In the regional court the 

prosecutors retain the dockets for enrolled cases so as to ensure they remain available.  This causes a duplication 

of ‘ghost’ dockets and increases the process complexity for investigators (where the district cases have dockets 

available after enrolment but the regional court cases do not).  

 

Analysis: This level of duplication runs counter to the accepted process design principle of DRY (don’t repeat 

yourself), and may result in incomplete or inconsistent information.  This will also detract from the time that a 

SAPS member could allocate to furthering investigations.  The creation of a physical record (rather than an 

electronic record) has significant implications for the security, reliability and availability of the information for 

subsequent process steps. The loss of dockets is just one example of the reduction in reliability.   

 

Typically, organisations respond to lack of reliability through the creation of additional or altered processes.  These 

reactive processes changes usually prioritise a single problem (and solve it) but may create additional problems.  

An example of this would be the retention of the dockets by the regional court.  This ensure the dockets do not get 

lost but creates process complexity for investigators not then able to interact with the docket during the 

prosecution of a case in regional court, whereas it is possible to interact with the docket during the prosecution in 

district court. Not having access to the dockets also creates friction between the SAPS and community members 

due to the SAPS inability to provide updates on progress. 

 

Potential solutions: the Commission is aware of an eCAS system that is under development / in pilot that might 

enable electronic capture of the case documentation.  Information about the scope of the system was not 

available at time of writing. 

 

Such a system should include (preferably as a separate components): 

1) A core case management system that is capable of: 

 Ensure all access is authorised and logged 

 All updates are recorded in an accessible audit trail 

 Integrated with workflow, document management, calendars and key external systems (court roll, 

forensic labs) for key events 

 Should support segregation of duties for some more critical or sensitive information  

 

2) Workflow management system capable of tracking and recording all activities related to a case.  

Importantly, this could include: 

 Logging of outstanding activities on a case, including scheduled events like post mortems and court 

appearances.  Logging should record both read and update access. 

 Recording of scheduled events for a case, e.g., post mortems and court appearances.  Consideration 

should be given to interfacing this information with the systems where these events are primarily 

record (e.g., court roll) 

 Allowing automate ‘chasing’ of activities that are overdue or likely to cause a SLA to be breached 

 Queuing of activities that can be performed by a group (as opposed to assigning activities to an 

individual) 

 Support for multiple concurrent processes to be tracked on a single case simultaneously (e.g., 

forensic analysis, lab reporting, post mortem results) 

 Access for multiple role players to review, and even update, an electronic docket simultaneously 
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 Statistics and case process metrics for the purposes of measuring, managing and reporting on 

performance 

 Identify and communicate interdependencies between processes or actions (e.g. “Contact witness A” 

is holding up a process that another person is relying on) 

 

3) Document management system  

 Serve as a primary index for documents (physical objects, recordings, messages and texts), artefacts 

and role players related to a case 

 Make provision for analyses and reports to be added from multiple authorised sources 

 Incorporate a version control system that automatically tracks previous versions and makes them 

available for review if needed 

 Ability to restrict access to certain documents & references based on security clearance level etc. 

 

4) Electronic calendars for the investigators (so that potential scheduling conflicts and deliverables can be 

identified and managed) 

 

Ideally, the usability engineering (Ux) of the processes and the supporting systems should be a key design 

consideration – as this directly impacts on the quality and completeness of available information.  A simple 

example here would be to ensure that officers are able to rapidly and accurately record and authenticate the most 

common forms of ID – and have these added to the record of the docket with very little effort. Barcodes or NFC 

would allow easy reading and identifying of all artefacts with greater accuracy.  

 

One typical objection to the use of electronic documentation is the inability to sign electronic documentation 

legally.  However, eSignatures were legalised via Act 25 of 2002 in RSA (Nazreen to confirm reference), so it could 

be possible to issue SAPS members with the necessary equipment to sign electronic documents and provide better 

access security. 
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3)  CAS SYSTEM RELIABILITY AND RESPONSE TIME 

Observation: The SAPS members’ report that in some instances pages can take minutes to load.  In addition, the 

system sometimes “kicks out” the user (the reason is unclear, but this could be a ‘timeout’ or a system error). 

 

Analysis: This level of reliability will undermine efforts to encourage use of the system (e.g., creating a digital 

version of dockets) and shows that potentially SAPS is lacking an effective network operations centre (for 

monitoring performance and identifying network and system issues). 

 

Potential solutions: 

Although a solution may be provided by an alternative eCAS system, some of the root causes may be common.  It 

is recommended that the root cause of the slow response of the CAS system be investigated and determined.  This 

may provide immediate relief even while the eCAS system is being deployed.  It could also be that the root cause is 

a component shared by both systems (network, dB, authentication subsystem etc.) and remediation would be 

required in any event. 

 

If not present, a process for anticipating, measuring and reporting on system response (and particularly level of 

utilisation of any key technical resources) should be instantiated to ensure sufficient capacity is available to ensure 

reliability of any system being utilised by SAPS. SLAs and processes to monitor and react in accordance with the 

SLA should be in place and clearly communicated to all stakeholders. 

 

4) COMMUNICATION BETWEEN STAKEHOLDERS* 

*Stakeholders include complainants, victims, witnesses, investigators, forensics, laboratories, mortuary, 

prosecutors, courts; i.e., any individual or organisation that has a role or interest in a case. 

 

Observation: Investigators sometimes miss key scheduled events because they are either not aware that the 

event is scheduled, or the schedule has changed.  

 

Observation: there is a system in place to provide the case number and identify the initial investigating officer to 

complainants and victims of the case (via SMS).  However, there is no capability to provide an update if the 

investigating officer is changed or any other important, non-sensitive information, regarding the case. 

 

Observation: communicating with specific officers is problematic as there is no officially allocated mobile phone 

number, and the email address is shared with the department.  Use of personal email is a disciplinary offense. 

 

Observation: Forensic analysis turnaround is cited as an issue contributing to delay of prosecution.  This delay 

appears to be less the delay in actually scheduling & conducting the analysis than with the process of providing 

evidence to the forensic laboratory and ensuring that available responses are collected and incorporated into the 

dockets. 

 

Analysis: in complex ecosystems with many stakeholders (as with SAPS processes), a lack of any formal process 

management (workflow) tool will generate a significant need for communications.  For that communication to 

happen, stakeholders must be able to easily find the counterparty’s communication address, and the counterparty 

should be available or have some mechanism of receiving notification that there is a message waiting. 

 

SAPS communication with respect to specific cases is thus disabled from multiple perspectives: since the SAPS 

process support is heavily reliant on physical paper dockets (so there is almost no workflow automation), there is a 
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significant need for clear communications between stakeholders.  However, the individual SAPS members do not 

have contact numbers or individual email addresses at which they can be contacted. 

Having SAPS members share an email address, introduce a number of high risks. This practice goes against most 

security principles and should be addressed as a matter of urgency 

 

Potential Solutions: 

a) A significant volume of person to person communication can be avoided if there is a notification system 

in place connected to a workflow system used to monitor cases.  Investigators can then be notified when 

some significant aspect of the case changes (e.g., availability of a forensic report, or the court appearance 

date). 

b) Availability of an eDocket would also enable the stakeholders (investigators / prosecutors) to collaborate 

around the case – and for these collaborations to be recorded, significantly improving the available 

history if one of the stakeholders changes. 

c) Provision of email and mobile devices for members will significantly improve their ability to communicate 

and be communicated with.  This could also potentially allow “case notes” to be added while in the field. 

d) There are undoubtedly costs and security concerns around the provision of contact addresses (mobile or 

email etc.) to individual SAPS members – but these methods can be more secure and reliable than the 

current methods of contacting investigators. 

e) Secure email applications are available for a number of different mobile platforms and will provide 

enterprise wide secure email communication. 

 

It is perhaps worth noting that the change management process (of any system change) should provide a clear 

measurement and description of the benefit from the perspective of SAPS members and their immediate 

operational team leaders / management so that the benefit of the change is readily apparent to this key 

stakeholder group. 

 

5) INCIDENT RESPONSE 

Observation: After hours, the public has the impression that 10111 is not answered (and it is not forwarded to the 

charge office).  This creates the impression of an inconsistent service. There is also some confusion as to what 

numbers to dial for SAPS assistance if 10111 do not work (e.g. Mobile emergency response numbers). 

 

Observation: Local police station phones and switch boards are not answered and there is no way for the caller to 

leave a message or get a call back as soon as the line is available. 

 

Observation: Response to reported incidents is considered slow or SAPS do not attend.  It is surmised this is partly 

due to workload, and partly due to the difficultly of being sure of locations (which in the informal areas of 

Khayelitsha can tend to ‘shift’, particularly after fires). 

 

Analysis: this is a complex issue, only part of which could be addressed by information technology.  Some 

potential solutions are offered for consideration. 

 

Potential solutions: 

a) Call centre technology could allow call forwarding of the 10111 number either to the charge office or to a 

regional centre to ensure that the call is at least logged.  Abandon rates should be measured and 

reported. SLAs should be in place and should be audited on a periodic basis.  

b) Modern mapping techniques (e.g., annotated google maps) could allow officers to be directed to a 

precise location, and these could potentially assist in reducing the time spent in describing where 

locations are. GPS is one of the greatest tools when it comes to navigation and with some assistance from 
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external partners (e.g. Google maps) there could be a potential for plotting informal areas where there is 

no street names or addresses.  
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CONCLUSION 
 

This analysis was based on a small amount of information and analysis.  Typically, a thorough investigation into a 

complex ecosystem would require a multi-disciplinary team several months to complete.  In the absence of 

answers to the questions put to SAPS, it is unclear whether some or all of these inefficiencies are being addressed 

by existing SAPS initiatives. 

 

That said, some observations point to significant inefficiency in the design and operation of current systems and 

processes.  This level of process and system maturity is likely to impact on both efficiency and morale of SAPS 

members.   

 

The absence of process efficiency and communication enablers (workflow, document management, individual 

member email, calendars, and electronic records) will significantly impact individual investigators as well as those 

managing investigative teams.   

 

Although there are security concerns with modern forms of communication and electronic documentation, it is 

generally accepted that the risks can be mitigated if appropriately considered as a key requirement of the system 

and process design, and significant benefits can be unlocked. 

 

Training of all SAPS personnel on all systems and technology available to them, now and in the future, is critical to 

the success of any technical solution and should take priority.   

 

Finally, if there is no clear roadmap and strategy for the enhancement of the SAPS systems and process, it is 

strongly recommended that such and analysis be undertaken. 
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APPENDIX A – QUESTIONS FOR SAPS 
 

1) IT methods 
a. Does SAPS use any recognised enterprise architecture frameworks (e.g., TOGAF, Zachman etc.)? 

i. If so, are the business, application and technology domains from these architectures 
available 

b. Does SAPS follow ITIL for operations management? 
i. What evidence is there from each of the disciplines within ITIL that it is being followed? 

c. Does SAPS use any formal security framework (e.g., ISO27001, COBIT etc.) 
i. Is an information security risk assessment available for SAPS? 

d. How many personnel are accredited practitioners of these frameworks?   
e. What evidence is there that the frameworks are being followed? 

2) IT projects 
a. Is there a multi-year roadmap identifying applications to be upgraded, replaced, added and removed 

– and showing the dependencies with other projects / activities?  If not, is a project envisaged which 
would develop an IT strategy and roadmap for SAPS?  If so, could this roadmap been made available? 

b. How are projects prioritised within SAPS?  Is there a prioritisation framework?  Can this be made 
available? 

c. The commission understands an eCAS system is being piloted in certain police stations. 
i. What specific issues / requirements is the eCAS system meeting?  Is the problem statement 

/ statement of requirements available? 
ii. Are the benefits identified and measurable? 

iii. Is the system integrated with: 
1. A workflow management system (BPM) 
2. A document management system 

iv. Are there documented NFRs (non-functional requirements) 
d. The commission understands that SAPS intend increasing the available bandwidth to 2Mb lines at 

120 police stations this year. 
i. What is the profile of bandwidth usage?  Which factors / applications are bandwidth 

hungry? What is driving the upgrade and will it be sufficient?  
e. The commission is aware that laptops and tablets were recently issued to a subset of the senior 

members of the police. 
i. What is the intended use of these devices? 

ii. Has the impact of these additional devices on bandwidth and systems requirement been 
calculated?  If so, can these calculations be made available? 

iii. How is endpoint security of these devices ensured? (e.g., dongles, smart cards etc.) 
f. How does SAPS intended use of technologies compare with other countries – and has such an 

analysis been conducted? 
g. Are there any ecosystem architecture artefacts available that would be able to represent the entire 

SAPS technical ecosystem with all integration to external and internal systems?  
3) IT governance 

a. How is operational adequacy of IT systems and process monitored and governed?  Is governance 
internal to SAPS or is SITA also involved? 

b. Are there any measures in places which show: 
i. Quality of process execution (successful completion of processes) 

ii. Volume of requests as input into capacity planning 
c. How is capacity planning of each role assessed and monitored? 
d. IS SAPS part of any international IT risk teams like OWASP?  
e. Is there any security reaction plans in place and could the documentation be made available? 

(Reaction to an attack on the network/systems …) 
f. Are there any BCP artefacts in place and can it be made available? 

4) IT Operations management 
a. Does SAPS have an IT network operations centre? Is there an available dashboard? 
b. What IT network monitoring techniques are in place? 
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c. What are the key IT issues currently being faced?  How are these managed?  Is there a prioritised log 
of issues? 

d. The users of CAS in the Western Cape experience excessive page load times – what is the root cause 
of this?  What is SAPS intended remediation? 

e. Are the current IT systems scalable?  How is this measured and assessed (e.g., benchmarked)? 
f. Are there any fraud or IDS/IPS systems in place that would allow early warning of unauthorised use 

of systems? 
g. Is there a SOC (Security Operations Centre) that review risks on a periodic basis? How often? 
h. Are there any BCM artefacts in place and can it be made available? 

5) IT capabilities 
a. Does SAPS measure the number of calls to the stations not answered? 
b. Are there systems in place / under development which would assist in reducing the travel time for 

personnel to respond to a call, particularly in changing environments like informal settlements, (e.g., 
annotated google maps?)  
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APPENDIX B – DEVELOPING A STRATEGIC ROADMAP 
 

This section provides an overview of the gaps where the application platforms do not appropriately support the 

business drivers and requirements. 

 

Developing a strategic roadmap for an organisation requires: 

 Defining a vision for the SAPS should be clearly documented and communicated  

 Defining the strategy for the organisation (key components of this, for SAPS,  are defined in the 

constitution) 

 A description of the as-is architectures: 

o Business: (Current process models and rules, key stakeholder interactions, role definitions, 

description of organisation locations, key measures). 

o Application architecture: current applications and interfaces 

o Technical architecture: definition of current equipment, including communications networks and 

level of utilisation 

o Security architecture / exceptions (for the complete process model, not just IT), and will include 

a description of BCP 

o Key risks (e.g., ability to maintain legacy systems) 

 A description of the to-be architectures: 

o This is split into the same architecture defined for the “as-is” but with a focus on the future state 

which should be more aligned to the achievement of the strategy. 

o A statement of measurable benefits should be available in order to motivate key sponsors to 

undertake the programme of change 

 A comparison of the to-be and as-is architectures will identify a set of gaps that need to be closed.  These 

can then be: 

o Prioritised according to prioritization framework 

o Costed (including change management planning) 

o Dependencies identified – taking into account ability of resources to absorb the change and 

potential training load implied 

o Scheduled – allowing for early delivery and measurement of benefits where possible. 

o Documented in a roadmap together with a business case 

 

This is necessarily a very brief description of how a large organisation can be changed – there are entire 

methodologies (e.g., TOGAF) describing how this should be achieved, and it is recommended that a formal method 

be followed. 

 

The critical point is that any change (or programme of change) for such a large organisation as SAPS should be in 

the context of a strategic roadmap in order to ensure that the particular change is properly understood and 

dependencies as part of a larger journey are managed. 

 


