
                                                
                                                     
                                               

SCAMS - STOP FRAUD                                                                                        

                               
1. Spot imposters. Scammers often pretend to be someone you trust, like a 

government official, a family member, a charity, or a company you do 
business with. Don’t send money or give out personal information in response 
to an unexpected request — whether it comes as a text, a phone call, or an 
email.  

2. Do online searches. Type a company or product name into your favourite 
search engine with words like “review,” “complaint” or “scam.” Or search for a 
phrase that describes your situation, like “IRS call.” You can even search for 
phone numbers to see if other people have reported them as scams.

3. Don’t believe your caller ID. Technology makes it easy for scammers to fake 
caller ID information, so the name and number you see aren’t always real. If 
someone calls asking for money or personal information, hang up. If you think 
the caller might be telling the truth, call back to a number you know is genuine.

4. Don’t pay upfront for a promise. Someone might ask you to pay in advance 
for things like debt relief, credit and loan offers, mortgage assistance, or a job. 
They might even say you’ve won a prize, but first you have to pay taxes or 
fees. If you do, they will probably take the money and disappear. 
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5. Consider how you pay. Credit cards have significant fraud protection built in, 
but some payment methods don’t. Wiring money through services like 
Western Union or MoneyGram is risky because it’s nearly impossible to get 
your money back. That’s also true for reloadable cards (like MoneyPak 
or Reloadit) and gift cards (like iTunes or Google Play). Government offices 
and honest companies won’t require you to use these payment methods.

6. Talk to someone. Before you give up your money or personal information, 
talk to someone you trust. Con artists want you to make decisions in a hurry. 
They might even threaten you. Slow down, check out the story, do an online 
search, consult an expert — or just tell a friend.

7. Hang up on robocalls. If you answer the phone and hear a recorded sales 
pitch, hang up and report it to the FTC. These calls are illegal, and often the 
products are bogus. Don’t press 1 to speak to a person or to be taken off the 
list. That could lead to more calls.

8. Be skeptical about free trial offers. Some companies use free trials to sign 
you up for products and bill you every month until you cancel. Before you 
agree to a free trial, research the company and read the cancellation policy. 
And always review your monthly statements for charges you don’t recognize.

9. Don’t deposit a cheque and wire money back. By law, banks must make 
funds from deposited cheque available within days, but uncovering a fake 
cheque can take weeks. If a cheque you deposit turns out to be a fake, you’re 
responsible for repaying the bank.

10. Sign up for free scam alerts from the FTC at ftc.gov/scams. Get the 
latest tips and advice about scams sent right to your inbox.
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Below are some frequently asked questions: 

General questions 

Can you give me some examples of scams? 
The Take Five campaign is concentrating on educating people on the three most 
prevalent ways people are being caught out at the moment. These are: 

1. Moving money – where people are being duped into making authorised 
payments to criminals.

2. Clicking on links in emails and texts. 
3. Giving away your personal details over the phone. 

Common scams at the moment include fraudsters posing as builders or lawyers 
asking for money to be transferred to them and people impersonating organisations 
like the Inland Revenue asking for personal details, so they can refund money. 
Consumers may get texts or emails that look like they are from familiar companies 
they use like PayPal saying their account has been suspended and asking them to 
click on a link in the text or email so the account can be re-activated. 

Surely I’m not someone who would be targeted by fraudsters?
We are all a target for fraudsters – no matter our age or where we’re from – we are 
all just as likely to become a victim. There were 3.3million instances of financial fraud 
in the past year. If you’re being pressured in any way to share personal or financial 
details or transfer money – whether over the phone or in a text or email – just think: 
‘My money? My info? I don’t think so’. 
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What do I need to know?
The three key things to remember are: 

1. A genuine bank or organisations will never contact you out of the blue to ask 
for your PIN, full password or to move money to another account. Only give 
out your personal or financial details to use a service that you have given your 
consent to, that you trust and that you are expecting to be contacted by.

2. Don’t be tricked into giving a fraudster access to your personal or financial 
details. Never automatically click on a link in an unexpected email or text.

3. Always question uninvited approaches in case it’s a scam. Instead, contact 
the company directly using a known email or phone number. 

What is the Take Five to Stop Fraud campaign and Take Five to Stop Fraud 
Week?
Take Five to Stop Fraud is a national campaign that offers advice to help everyone 
protect themselves from preventable financial fraud. It educates individuals to help 
them spot scams and urges people to stop and consider whether the situation is 
genuine – to Take Five and think if what you’re being told really makes sense.  

The campaign is led by Financial Fraud Action UK and the UK Government, backed 
by the banking industry. For more information on the campaign visit www.takefive-
stopfraud.org.uk 

Take Five to Stop Fraud Week will run from Monday 22 to Friday 26 January 2018. 
The Week will see the banking industry come together to tackle financial fraud, 
alongside Government, commercial companies, public bodies and third sector 
organisations. 
If I am caught out by a scam – what are the next steps? 
Contact your bank immediately and report the crime to Action Fraud via 
www.actionfraud.police.uk or 0300 123 2040. 

Will I get the money back from my bank?
This entirely depends on the situation – if the bank and the Police are able to recover 
the money on your behalf then you may get your money back, but ensuring you’re 
keeping yourself protected from scams and fraud is better – never share your details 
or click on any unknown links. Think – ‘My money? My info? I don’t think so.’ 

Banks will always make every effort to help a customer recover any stolen funds 
whether authorised or unauthorised. 
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Why are the banks not refunding people who’ve had their money stolen by 
criminals? 
Banks will always make every effort to help a customer recover any stolen funds 
whether authorised or unauthorised.

Where can I go for more information? 
Head to the Take Five To Stop Fraud website for more information (takefive-
stopfraud.org.uk) or keep up to date on scams and how to protect yourself on Twitter 
@takefive and Facebook facebook.com/TakeFiveStopFraud

Questions about specific scams

What is a push payment scam?
A push payment is a specific kind of scam where consumers are duped into 
authorising the transfer of funds to an account they believe belongs to a legitimate 
payee or organisation, sometimes called a ‘safe account’ by fraudsters. 

Why are the banks not refunding people who’ve had their money stolen by 
criminals? 
Banks will always make every effort to help a customer recover any stolen funds 
whether authorised or unauthorised.

Where can I go for more information? 
Head to the Take Five To Stop Fraud website for more information (takefive-
stopfraud.org.uk) or keep up to date on scams and how to protect yourself on Twitter 
@takefive and Facebook facebook.com/TakeFiveStopFraud

Keeping people safe                                                  
www.scotland.police.uk



Questions about specific scams

What is a push payment scam?
A push payment is a specific kind of scam where consumers are duped into 
authorising the transfer of funds to an account they believe belongs to a legitimate 
payee or organisation, sometimes called a ‘safe account’ by fraudsters. 

Examples include a customer discussing making a booking on Airbnb who receives 
an email request to transfer a payment into an account with the details included in 
the email, instead of going through the usual provider’s channels. Once the money 
has been transferred by the customer, this is a form of push payment fraud in which 
the bank is not liable to cover the loss of money, because it is an authorised and 
willing transfer of funds. 

In another version of the scam, the criminal convinces the victim to transfer money to 
a so-called ‘safe account’ to protect their funds after telling them suspicious 
transactions have been identified on their account. The ‘safe account’ is in fact 
controlled by the criminal.

Other examples include ‘builders’ calling with an unbelievable offer on a product – 
often they know the victims are having work done on their house, and pressurise the 
victims to transfer the money. Or ‘solicitors’ calling those midway through house 
purchasing demanding cash be transferred to their accounts to finalise a purchase 
early. 

Important information on push payments
Your bank or a trusted organisation will never: 

 Phone and ask you for your PIN or full banking password, even by tapping 
them into your phone keypad. 

 Ask you to withdraw money to hand over to them for safe-keeping. 
 Ask you to transfer money to a safe account for fraud reasons, even if they 

say it is in your name. 
 Send someone to your home to collect cash, PIN, cards or cheque books if 

you are a victim of fraud. 
 Ask you to purchase goods using your card and then hand them over for safe-

keeping. 

Push payments and giving away personal information 
Five things to look out for on a phone that may indicate fraud: 

1. The caller doesn’t give you time to think, tries to stop you speaking to a family 
member or friend or is insistent and makes you feel uncomfortable. 

2. The caller asks you to transfer money to a new account for fraud reasons. 
3. During the call you are asked to give your 4-digit card PIN or your online 

banking password. Even if they ask you to tap it into the telephone keypad 
rather than saying the numbers out loud, this is a scam. 

4. The caller asks you to withdraw money to hand over to them for safe-keeping. 
5. The caller may say that you are a victim of fraud and offer to send a courier to 

your home to collect your cash, PIN, payment card or cheque book. 
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Text links
Three signs a text message might not be genuine: 

1. It asks you to provide personal or financial information, passwords, or to make 
transactions by following a link. 

2. It asks you to call a number but that number is unknown to you. In this case, 
call your bank on a number that you trust to check the number and message 
is authentic e.g. the number on the back of your card. 

3. The text appears urgent, urging you to ‘act now’. 

Seven ways to spot an email you’ve been sent is fraudulent: 
1. The sender’s address doesn’t match the website address of the organisation it 

says it’s from. Roll your mouse pointer over the sender’s name to reveal its 
true address.

2. The email doesn’t use your proper name – using something like “Dear 
customer” instead.

3. There’s a sense of urgency, asking you to act immediately.
4. There’s a prominent website link which may seem like the proper address, but 

with one character different.
5. There’s a request for personal information.
6. There are spelling and grammatical errors.
7. The entire text of the email is within an image rather than the usual text format 

and the image contains an embedded hyperlink to a bogus site. Again, roll 
your mouse pointer over the link to reveal its true destination.
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