
Hoax and malicious emails  

 

Space is limited in these articles, and the article last month didn’t include a warning about malicious emails.  

The advice given last month assumed the email was a “round robin” type from a friend and would therefore 

have been thought safe to open.  Never open an email if you are suspicious of its content. 

 

It is important, to treat all emails as a potential security risk - always be wary of opening them.  And 

particularly wary of opening attachments.   

 

Firstly, with this in mind, you should always have an anti-virus programme installed.  There are several free 

ones you can download, including Avast, AVG, Microsoft Security Essentials or Spybot, as 

well as Norton, McAfee etc you can pay for if you prefer that option.   Make sure they stay 

up to date – your computer should look for the latest updates every time you switch on.  It’s 

a good idea to do a regular scan as well – look in the bottom right corner of your screen for 

the relevant icon for your anti-virus programme – if you can’t see it, you may need to click 

the little up arrow in the same area.  The example shows Avast, which is the orange circle 

middle top.  Click on the icon to open the programme; some programmes require a double-

click.  If you have the option to choose between Quick or Full scan, go with Full and let it 

run.  It may take a long time, so just leave it to run. You can use your computer at the same time, but it will 

slow it down. 

 

Secondly, check the email before you open it.  It is better to delete (see below) an email from someone you 

don‘t know rather than opening it and risk infecting your machine.  If someone emails you and you don’t 

respond they will probably get in touch another way if it is important.   

 

Thirdly, beware of Phishing and Pharming (see February 2010 article – available on 

www.itfortheterrified.co.uk/mendiptimesarticles.asp) 

 

Ways to delete an email without opening it vary depending on your email system – most online providers are 

roughly the same, but some inbuilt programmes and some online accounts will automatically open an email 

when you click on it, so it would be worth looking at changing the 

settings on these type of accounts so they don’t automatically open 

emails.   

For online systems (Hotmail, Gmail, Yahoo etc) click in the little box 

on the very left of the email to put in a tick.  This should then display a 

Bin icon – hover your mouse over it and it will say Delete, so click on 

it.  The icon just to the left of that is Report Spam – click on that one 

and it will take the email from the Inbox and put it in the Spam (or maybe Junk) folder. 

 

Most online emails only store emails that you have deleted (or are in your Spam or Junk folders) for 30 days 

before automatically deleting them.  So within 30 days you can change your mind, find the email and open 

it.  Just be cautious.  And don’t have nightmares?!! 

 

 
Submitted by IT for the Terrified : 

The Old Cowshed, Station Road, Cheddar BS27 3AG   

01934 741751        www.itfortheterrified.co.uk 

This article is for guidance only, and the opinion of the writer.  For more in depth information, please contact us. 

 We offer individual training, either one-off sessions or a series, at a pace to suit you; a session lasts 2 hours and costs 

£10. We can cover a range of subjects including absolute basics on Windows XP/Vista/W7/W8; photo management; 

iPad; Tablet computers; basic web design; Word processing etc. 

We have two Open House sessions on 17
th

 April 1.30 or 19th April 10 am – pop in and have a look round and chat to 

trainers and sign up if you wish.  No purchase necessary!! 

  See our web site or contact us for further details.   

http://www.itfortheterrified.co.uk/mendiptimesarticles.asp
http://www.itfortheterrified.co.uk/

