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2 Preamble 

1. This Data Processing Agreement sets out the rights and obligations that apply to the 
Data Processor’s handling of personal data on behalf of the Data Controller. 
 

2. This Agreement has been designed to ensure the Parties’ compliance with Article 28, 
sub-section 3 of Regulation 2016/679 of the European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data and repealing Directive 95/46/EC (General Da-
ta Protection Regulation), which sets out specific requirements for the content of data 
processing agreements. 
 

3. The Data Processor’s processing of personal data shall take place for the purposes of 
fulfilment of the Parties’ existing agreements. 
 

4. The Data Processing Agreement and the existing agreements shall be interdependent 
and cannot be terminated separately. The Data Processing Agreement may however – 
without termination of the existing agreements – be replaced by an alternative valid 
data processing agreement. 
 

5. This Data Processing Agreement shall take priority over any similar provisions con-
tained in other agreements between the Parties, including the existing agreements.   
 

6. One appendix is attached to this Data Processing Agreement. The Appendix forms an 
integral part of this Data Processing Agreement. 
 

7. This Data Processing Agreement shall not exempt the Data Processor from obligations 
to which the Data Processor is subject pursuant to the General Data Protection Regu-
lation or other legislation. 

3 Rights and obligations of the Data Controller 

1. The Data Controller shall be responsible to the outside world (including the data sub-
ject) for ensuring that the processing of personal data takes place within the frame-
work of the General Data Protection Regulation. 
 

2. The Data Controller shall therefore have both the right and obligation to make deci-
sions about the purposes and means of the processing of personal data. 
 

3. The Data Controller shall be responsible for ensuring that the processing that the Data 
Processor is instructed to perform is authorised in law.  
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4 Instructions to the Data Processor 

1. The Data Processor shall solely be permitted to process personal data according to in-
structions from the Data Controller unless processing is required under EU or Member 
State law to which the Data Processor is subject; in this case, the Data Processor shall 
inform the Data Controller of this legal requirement prior to processing unless that 
law prohibits such information on important grounds of public interest, cf. Article 28, 
sub-section 3, para a. 
 

2. As part of this Data Processing Agreement, the Data Controller instructs the Data Pro-
cessor to process personal data in accordance with the existing agreements between 
the Parties, including as outlined in the existing Terms and Privacy Policy documents 
of the Data Processor, available on the website of the Data Processor. 
 

3. The Data Processor shall immediately inform the Data Controller if instructions in the 
opinion of the Data Processor contravene the General Data Protection Regulation or 
data protection provisions contained in other EU or Member State law.  

5 Confidentiality 

1. The Data Processor shall ensure that only those persons who are currently authorised 
to do so are able to access the personal data being processed on behalf of the Data 
Controller. Access to the data shall therefore without delay be denied if such authori-
sation is removed or expires.    
 

2. Only persons who require access to the personal data in order to fulfil the obligations 
of the Data Processor to the Data Controller shall be provided with authorisation.  
 

3. The Data Processor shall ensure that persons authorised to process personal data on 
behalf of the Data Controller have undertaken to observe confidentiality or are subject 
to suitable statutory obligation of confidentiality.  
 

4. The Data Processor shall at the request of the Data Controller be able to demonstrate 
that the employees concerned are subject to the above confidentiality. The Data Con-
troller shall request such demonstration only in the case where the Data Controller 
has reason to believe that the Data Processor is not in compliance, and must docu-
ment in writing the reasons for such a belief. 
 

5. The Data Controller agrees that any non-public information whatsoever obtained by 
the Data Controller from the Data Processor pursuant to this Data Processing Agree-
ment shall remain confidential. The Data Controller is not allowed to use or make pub-
lic such information for any other purpose than what is strictly needed for the Data 
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Controller to ensure his compliance with this Data Processing Agreement, the General 
Data Protection Regulation, and other applicable legislation. 

6 Security 

1. The Data Processor shall take all the measures required pursuant to Article 32 of the 
General Data Protection Regulation which stipulates that with consideration for the 
current level, implementation costs and the nature, scope, context and purposes of 
processing and the risk of varying likelihood and severity for the rights and freedoms 
of natural persons, the Data Controller and Processor shall implement appropriate 
technical and organisational measures to ensure a level of security appropriate to the 
risk. 
 

2. The above obligation means that the Data Processor shall perform a risk assessment 
and thereafter implement measures to counter the identified risk. Depending on their 
relevance, the measures may include the following: 
 

a. Pseudonymisation and encryption of personal data 
b. The ability to ensure ongoing confidentiality, integrity, availability and resili-

ence of processing systems and services. 
c. The ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident. 
d. A process for regularly testing, assessing and evaluating the effectiveness of 

technical and organisational measures for ensuring the security of the pro-
cessing.  

7 Use of Sub‐Processors 

1. The Data Processor shall meet the requirements specified in Article 28, sub-section 2 
and 4, of the General Data Protection Regulation in order to engage another processor 
(Sub-Processor). 
 

2. The Data Processor has the Data Controller’s general consent for the engagement of 
Sub-Processors. The Data Processor shall, if the Data Controller has in advance explic-
itly requested the Data Processor to do so, inform the Data Controller of any planned 
changes with regard to additions to or replacement of Sub-Processors, and thereby 
give the Data Controller the opportunity to object to such changes. Such notification 
shall be submitted to the Data Controller a minimum of 1 month prior to the engage-
ment of Sub-Processors or amendments coming into force. If the Data Controller 
should object to the changes, the Data Controller shall notify the Data Processor of 
this within 7 days of receipt of the notification. The Data Controller shall only object if 
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the Data Controller has reasonable and specific grounds for such refusal and must in 
that case document those grounds in writing to the Data Processor. 
 

3. The Data Processor has made available a list of the currently used Sub-Processors in 
the FAQ section of the Data Processor's website. By agreeing to this Data Processing 
Agreement, the Data Controller agrees to the Data Processor's use of the Sub-
Processors specified in this list on the date of the Data Controller's signature of this 
Data Processing Agreement.  
 

4. When the Data Processor has the Data Controller’s authorisation to use a Sub-
Processor, the Data Processor shall ensure that the Sub-Processor is subject to the 
same data protection obligations as those specified in this Data Processing Agreement 
on the basis of a contract or other legal agreement under EU law or the national law of 
the Member States, in particular providing the necessary guarantees that the Sub-
Processor will implement the appropriate technical and organisational measures in 
such a way that the processing meets the requirements of the General Data Protection 
Regulation.  
 
The Data Processor shall therefore be responsible – on the basis of a Sub-Processor 
agreement – for requiring that the Sub-Processor at least comply with the obligations 
to which the Data Processor is subject pursuant to the requirements of the General 
Data Protection Regulation and this Data Processing Agreement. 
 

5. If the Sub-Processor does not fulfil his data protection obligations, the Data Processor 
shall remain liable to the Data Controller as regards the fulfilment of the obligations of 
the Sub-Processor.   

8 Transfer of data 

1. The Data Processor shall solely be permitted to process personal data on instructions 
from the Data Controller, including as regards transfer (assignment, disclosure and in-
ternal use) of personal data to third countries or international organisations, unless 
processing is required under EU or Member State law to which the Data Processor is 
subject; in such a case, the Data Processor shall inform the Data Controller of that le-
gal requirement prior to processing unless that law prohibits such information on im-
portant grounds of public interest, cf. Article 28, sub-section 3, para a. 
 

2. Without the instructions or approval of the Data Controller, the Data Processor there-
fore cannot – within the framework of this Data Processing Agreement: 
 

a. disclose personal data to a data controller in a third country or in an interna-
tional organisation 
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b. assign the processing of personal data to a Sub-Processor in a third country  
c. have the data processed in another of the Data Processor’s divisions which is 

located in a third country 

9 Assistance to the Data Controller 

1. The Data Processor, taking into account the nature of the processing, shall, to a rea-
sonable extent, assist the Data Controller with appropriate technical and organisa-
tional measures, in the fulfilment of the Data Controller’s obligations to respond to re-
quests for the exercise of the data subjects’ rights pursuant to Chapter 3 of the Gen-
eral Data Protection Regulation.    
 

2. The Data Processor shall, to a reasonable extent, assist the Data Controller in ensuring 
compliance with the Data Controller’s obligations pursuant to Articles 32-36 of the 
General Data Protection Regulation taking into account the nature of the processing 
and the data made available to the Data Processor, cf. Article 28, sub-section 3, para f.  
 

3. The Data Processor shall receive remuneration from the Data Controller for any assis-
tance, of any kind whatsoever and for whatever purpose, provided to the Data Con-
troller, as specified in Section 13. 

10 Notification of breach 

1. On discovery of personal data breach at the Data Processor’s facilities or a Sub-
Processor’s facilities, the Data Processor shall without undue delay notify the Data 
Controller.   
 

2. The Data Processor’s notification to the Data Controller shall, if possible, take place 
within 48 hours after the Data Processor has discovered the breach, to enable the Da-
ta Controller to comply with his obligation, if applicable, to report the breach to the 
supervisory authority within 72 hours.   
 

3. The Data Processor shall – taking into account the nature of the processing and the 
data available – assist the Data Controller in the reporting of the breach to the super-
visory authority.  

11 Storage and erasure 

1. The personal data is stored by the Data Processor until the Data Controller requests 
that the data is erased. 
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2. On termination of the processing services, the Data Processor shall be under obliga-
tion, at the Data Controller’s discretion, to erase all personal data of the Data Control-
ler, unless EU law or Member State law requires storage of the personal data. 
 

3. The Data Controller accepts that personal data cannot be deleted immediately from 
data backups maintained by the Data Processor, and that such backup data will be 
removed when the backups expire and are erased by the Data Processor, in accord-
ance with the standard backup retention policy of the Data Processor. 

12 Inspection and audit 

1. The Data Processor shall, to a reasonable extent, upon request from the Data Control-
ler make available to the Data Controller sufficient information to demonstrate com-
pliance with Article 28 of the General Data Protection Regulation and this Data Pro-
cessing Agreement. The Data Controller shall request such information only in the 
case where the Data Controller has reason to believe that the Data Processor is not in 
compliance, and must document in writing the reasons for such a belief. 
 

2. If the Data Controller requests information to demonstrate the compliance by a Sub-
Processor, and this information is publicly available on the website of the Sub-
Processor, the Data Processor is not required to assist the Data Controller in obtaining 
this information, but can instead direct the Data Controller to the website of the Sub-
Processor. 
 

3. The Data Controller may, if required, elect to initiate and participate in a physical in-
spection at the Data Processor or a Sub-Processor’s facilities. This applies if the Data 
Controller deems and substantiates in writing that the Data Processor has not provid-
ed the Data Controller with sufficient documentation to demonstrate that the pro-
cessing by the Data Processor or Sub-Processor is being performed according to this 
Data Processing Agreement. The Data Controller must inform the Data Processor of 
the intent to perform such a physical inspection at least one month before the intend-
ed date of the inspection. 
 

4. If the Data Controller elects to perform a physical inspection at the Data Processor or 
a Sub-Processor's facilities, the Data Controller must, at the discretion of the Data Pro-
cessor, in advance of the inspection enter into a Non-Disclosure Agreement with the 
Data Processor that governs the confidentiality of any information or knowledge that 
the Data Controller may obtain from the inspection. 
 

5. The Data Controller’s participation in an inspection at the Data Processor or Sub-
Processor’s facilities shall not alter the fact that the Data Processor hereafter contin-
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ues to bear the full responsibility for the Data Processor and Sub-Processor’s compli-
ance with data protection legislation and this Data Processing Agreement. 
 

6. The Data Processor shall be required to provide the supervisory authorities, which 
pursuant to applicable legislation have access to the Data Controller’s and Data Pro-
cessor’s facilities, or representatives acting on behalf of such supervisory authorities, 
with access to the Data Processor’s physical facilities on presentation of appropriate 
identification.  
 

7. If the Data Processor deems that a request from the Data Controller to inspect or au-
dit the Data Processor or a Sub-Processor is out of scope with the nature or extent of 
the services provided by the Data Processor to the Data Controller, or the relationship 
between the Parties, the Data Processor may instead decide to terminate this Data 
Processing Agreement, the existing agreements, and the services and processing pro-
vided to the Data Controller, with effect on a date determined by the Data Processor 
at his full discretion. In this case, the Data Processor must first provide the Data Con-
troller with a copy of the stored personal data. 

13 Remuneration 

1. The Data Controller agrees to remunerate the Data Processor for all assistance that 
the Data Processor provides to the Data Controller pursuant to this Data Processing 
Agreement. This applies regardless of the nature of the request, and of whether the 
Data Processor is obliged by this Data Processing Agreement or other legislation to 
provide this assistance. 
 

2. The remuneration is calculated on an hourly basis, at a price of $250 USD per hour, 
with a minimum remuneration of 8 hours, corresponding to $2000 USD, for each re-
quest for assistance made by the Data Controller to the Data Processor. The minimum 
fee of $2000 USD must be paid in advance of the Data Processor providing the assis-
tance. The remaining part of the fee, if any, must be paid no later than 7 days after the 
assistance has been provided. 
 

3. If the Data Controller elects to perform a physical inspection at the Data Processor or 
a Sub-Processor’s facilities, pursuant to this Data Processing Agreement or other legis-
lation, the Data Controller agrees to, in addition to the hourly fee specified in Clause 
13.2, pay to the Data Processor a fixed fee of $5000 per inspection. This fixed fee must 
be paid no later than 7 days after the date where the Data Controller informs the Data 
Processor of the intent to perform a physical inspection, and thus in advance of the in-
spection taking place. 
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14 Limitation of liability 

In no event will the Data Processor's aggregate liability under any claims arising out of this 
Data Processing Agreement and/or the existing agreements between the Parties exceed the 
fees paid by the Data Controller to the Data Processor during the 12 month period preceding 
the initial event that resulted in such claims. This limitation is cumulative for all claims what-
soever arising from this Data Processing Agreement and/or the existing agreements between 
the Parties, and shall apply even if the remedies provided in the agreements shall fail of their 
essential purpose.  

15 Transfer of rights and obligations 

In the event that the Data Processor as a company is acquired by, or merged with, another 
company, the Data Processor may, without consent of the Data Controller, transfer its rights 
and obligations under this Data Processing Agreement to that other company, provided that 
the other company commits to process personal data in compliance with this Data Processing 
Agreement. 

16 Governing law 

This agreement is governed by the laws of Denmark. Disputes arising between the Parties will 
be adjudicated exclusively and finally settled by the competent courts in Denmark. 

17 Commencement and termination 

1. This Data Processing Agreement shall become effective on the date of both Parties’ 
signature to the Agreement. Alternatively, the Data Controller can, at his discretion, 
decide to implicitly enter into this Data Processing Agreement by starting to use, or 
continuing to use, the products and services provided by the Data Processor in ac-
cordance with the existing agreements between the Parties, without explicitly signing 
this Data Processing Agreement and without informing the Data Processor of this. 
 

2. Both Parties shall be entitled to require this Data Processing Agreement renegotiated 
if changes to the law or inexpediency of the provisions contained herein should give 
rise to such renegotiation. 
 

4. This Data Processing Agreement may be terminated by either Party according to the 
terms and conditions of termination specified in the existing agreements between the 
Parties. 
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5. After the termination of the existing agreements and/or this Data Processing Agree-
ment, the Data Processor shall continue to process the personal data of the Data Con-
troller in accordance with this Data Processing Agreement, until the termination of the 
processing and the erasure of the data by the Data Processor and any Sub-Processors. 
All other obligations of the Data Processor pursuant to this Data Processing Agree-
ment – including the obligations of the Data Processor to provide information and 
other assistance to the Data Controller, and to facilitate inspections and audits per-
formed by the Data Controller – shall cease to exist with immediate effect when the 
Data Processing Agreement and/or existing agreements are terminated by either Par-
ty. 
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18 Signature 

On behalf of the Data Controller 

 

Name:  
 

Position:  
 

Date:  
 

 
Signature: 

 
________________________ 

 

On behalf of the Data Processor 

 

Name: Nanna Kirkegaard Olesen 
 

Position: Privacy Protection Officer 
 

Date: April 20, 2018 
 

 
Signature: 
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Appendix A Information about the Data Processor's processing 

 

Purpose of the processing of the personal data 

 Enabling the Data Controller's use of the project management application Scrumwise 
(the Application), which is owned and managed by the Data Processor. 

 

Usages of the personal data 

 Providing the services of the Application 
 Customer support 
 Authentication and authorization 
 Billing and payment 
 Prevention of illegal activities, fraud, and violations of terms of service  
 Research to improve the products and services of the Data Processor 

 

Types of personal data about data subjects included in the processing 

 Name 
 Email address 
 Telephone number 
 Instant messaging handles 
 Company name 
 Billing address 
 VAT number 
 Credit card details 

 

Categories of data subjects included in the processing 

 Persons for whom a user account has been created in the Application by the Data 
Controller or by a person that the Data Controller has given administrator-level access 
to the Data Controller's account in the Application. 


