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Dear Parents/Carers
e-Safety Message
Please see below an article about a scam that targets university students.
Students at UK universities have been warned of a new scam which aims to gain access to
their bank accounts.
The phishing campaign sends an email claiming the student has been awarded an
educational grant by the Department for Education.
The email purports to have come from the Finance Department of the student’s university
and attempts to trick the recipient into clicking on a link which then attempts to extract
personal and banking details.
One victim reported that after submitting sensitive information - name, address, date of
birth, contact details, telephone provider, bank account details, student ID, National
Insurance Number, driving licence number and mother’s maiden name - they were taken to
a spoofed website which appeared like a genuine website of their bank, where they were
asked to type in their online banking login credentials.
Action Fraud - the National Fraud & Cybercrime Reporting Centre - has issued the following
advice to students and indeed anyone on avoiding being scammed:









Do not click on any links or open attachments contained within unsolicited emails
Do not reply to scam emails or contact the senders in any way
If an email appears to have come from a person or organisation you know of but the
message is unexpected or unusual, contact them directly via another method to
confirm that they sent you the email
If you receive an email which asks you to login to an online account via a link
provided in the email, instead of clicking on the link, open your browser and go
directly to the company’s website yourself
If you have clicked on a link in the email, do not supply any information on the
website that may open
If you think you may have compromised the safety of your bank details and/or have
lost money due to fraudulent misuse of your cards, you should immediately contact
your bank, and report it to Action Fraud:
http://www.actionfraud.police.uk/report_fraud

Yours sincerely
Cindi Pride
Deputy Headteacher
Stroud High School: a learning partnership
valuing respect, personal best … and a
spirit of fun
Stroud High School is a company limited by guarantee, registered in England and Wales – Company Number 765774

