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DARFIELD UPPERWOOD PRIMARY SCHOOL 
 

E Safety and Responsible Use Policy September 2022 
 
The purpose of this policy is to ensure that all staff, parents, governors and 
children understand and agree the school's approach to e-safety. The policy 
relates to other policies including ICT curriculum, Internet Access, Bullying, 
Child Protection and Health and Safety. 
 
Schools must be safe places in which pupils learn to take a full part in society 
and learn to handle the risks and responsibilities inherent in adult life.  
Teachers need to create the right balance between protecting pupils, securing 
IT systems and improving access to systems and the Internet. Internet use is 
part of the ICT curriculum and a necessary tool for staff and pupils. School 
has a duty to provide pupils with quality Internet access as part of their 
learning experience. 
 
Teachers, pupils, students and all other users are required to follow all the 
conditions laid down in this policy.  Any breach of these conditions may lead 
to withdrawal of the user’s access to the Internet and in some instances could 
lead to criminal prosecution.  In the case of employees, any breach may also 
be considered a breach of the employee’s conditions of service, which could 
lead to dismissal on grounds of gross misconduct. 
 
Access to on-line resources will enable pupils to explore thousands of 
libraries, databases and bulletin boards, while communicating with the wider 
community by exchanging messages with people throughout the world.  Here 
at Upperwood Academy we believe that the benefits to pupils from access to 
information resources and increased opportunities for collaboration exceed 
the disadvantages.   
 
Upperwood Academy has taken every possible precaution to protect pupils 
from unsuitable sites by giving pupils access to only resources found within 
the secure ‘walled garden’.  This means that when a child uses a computer in 
school, they only have access to Internet sites, which have been filtered and 
identified as suitable. Filters, virus protection and other precautions are 
checked regularly and any issues are reported to the E Safety Coordinator, 
logged in the E Safety book and dealt with according to school policy. 
 
A child has access rights to this learning environment but ultimately parents 
and guardians of minors are responsible for setting and conveying the 
standards that their children should follow when using information sources.  
To this end, the school supports and respects each family’s right to decide 
whether to refuse access to the school’s computers. Parents can give consent 
by signing and returning the school’s consent and release form when their 
child starts school. 
 
In order for everyone at Upperwood Academy to remain safe whilst using ICT 
we implement a range of E Safety measures. E Safety is now taught 3 times 
per year in every class as part of the curriculum to ensure that children use 
ICT responsibly whilst at school. Computer rules are also made available to 
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pupils throughout school and parents can access them through our school 
website. These rules are kept under constant review by the ICT co-ordinator 
and updated when necessary.  If anyone is caught breaking our computer 
rules then they could be temporarily or permanently banned from network 
use.  The incident is recorded in the E Safety log (which is kept on the Health 
and Safety notice board in the staffroom) by the ICT Co-ordinator or the 
Headteacher. Once logged the incident is dealt with according to School’s 
course of action document, which is also kept on the Health and Safety notice 
board and when appropriate, the police or local authorities may be involved. 
 
In addition to this E Safety training is provided for all our children so that they 
are aware of the dangers of the internet and have the skills to manage these 
risks while at home. Parents are kept informed of E Safety links on our school 
website to government websites and opportunities are provided for them to 
access E Safety training and up to date literature throughout the school year. 
 
 
Pupils are be taught about online safety and harms. This will include being 
taught what positive, healthy and respectful online relationships looks like, the 
effects of their online actions on others and knowing how to recognise and 
display respectful behaviour online. Links to SRE. 
Teachers will address online safety and appropriate behaviour in an age that 
is relevant to their lives. Pupils are taught to recognise techniques that often 
are used to persuade or manipulate others. 
Online behaviour – Pupils are taught to understand what  acceptable and 
unacceptable online behaviour looks like. This includes the importance of 
respecting others and that honesty applies both on and off line. 
 
How to identify online risks- Pupils are taught how to respond and recognise 
online risks, so that pupils can assess the situation, think through the 
consequences of acting in different ways and decide the best course of 
action. Pupils to understand safe ways to report if they are concerned or upset 
by something they have seen online. 
 
All teaching and support staff have to sign an Acceptable Use contract to 
ensure that they use the ICT resources in the appropriate manner. If there is 
any suspected misuse or issues arising then the E Safety coordinator and 
Head teacher are informed, the incident logged and a full investigation will 
take place following school’s course of action document. If the Police are 
required then South Yorkshire Police will be contacted (0114 220 2020). 
 
New staff receive E Safety training as part of their induction programme, 
ensuring that they fully understand the school E Safety policy and Acceptable 
Use contract.  In addition all staff receive E Safety training as annual CPD and 
are informed of any changes made to the school’s ICT, E Safety policies, and 
Acceptable Use contract. These policies, protocols and practices are 
reviewed annually to ensure that they provide appropriate protection and 
safety for everyone at Upperwood Academy. 
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Parents Guide to the Barnsley Learning Network 
 
 
What is the Internet? 
The Internet is a large number of computers all over the world linked together 
with cables and telephone lines.  It is possible for anyone to connect to these 
computers and access information on any of the computers or in fact share 
the information they have on their computer.   
 
What is the World Wide Web (WWW)? 
To make the information stored on these computers more attractive, pages of 
information can be crated containing text, pictures, colours, sound and even 
video.  These pages of information are collectively known as the World Wide 
Web.  The pages of information can be linked together to allow readers to 
easily move from page to page – just like turning the pages of a book the 
difference being that the ‘pages’ may not be held on the same computer – you 
may actually be moving from a page on a computer in Japan to the next page 
of information on a computer in the US.  Many of these web pages may 
contain information that may be useful in the classroom, and it is presented in 
a way which is often easy to use. 
 

Why is Internet Use Important? 

The purpose of Internet use in school is to raise educational standards, to 
promote pupil achievement, to support the professional work of staff and to 
enhance the school’s management information and administration systems. 
 
Internet use is part of the statutory curriculum and a necessary tool for 
learning. It is an essential element in 21st century life for education, business 
and social interaction. Access to the Internet is therefore an entitlement for 
pupils who show a responsible and mature approach to its use. Our school 
has a duty to provide pupils with quality Internet access  
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Pupils will use the Internet outside school and will need to learn how to 
evaluate Internet information and to take care of their own safety and security. 

How does Internet Use Benefit Education? 

Benefits of using the Internet in education include: 

 access to world-wide educational resources including museums and art 
galleries; 

 inclusion in the National Education Network which connects all UK 
schools; 

 educational and cultural exchanges between pupils world-wide; 

 access to experts in many fields for pupils and staff; 

 professional development for staff through access to national 
developments, educational materials and effective curriculum practice; 

 collaboration across support services and professional associations; 

 improved access to technical support including remote management of 

 networks and automatic system updates; 

 exchange of curriculum and administration data with the DfE; access to 
learning wherever and whenever convenient. 

How can Internet Use Enhance Learning? 

 The school Internet access will be designed expressly for pupil use and 
includes filtering appropriate to the age of pupils.  

 Pupils will be taught what Internet use is acceptable and what is not 
and given clear objectives for Internet use.  

 Internet access will be planned to enrich and extend learning activities.  

 Staff should guide pupils in on-line activities that will support learning 
outcomes planned for the pupils’ age and maturity. 

 Pupils will be educated in the effective use of the Internet in research, 
including the skills of knowledge location, retrieval and evaluation. 

 
What is Electronic Mail (Email)? 
This is a way of sending messages from one person to another via the 
Internet.   
 

How is Email used at Upperwood? 

 Pupils may only use approved e-mail accounts on the school system. 

 Pupils must immediately tell a teacher if they receive offensive e-mail. 

 Pupils must not reveal personal details of themselves or others in e-
mail communication, or arrange to meet anyone without specific 
permission. 

 Whole class or group e-mail addresses should be used in school 

 Access in school to external personal e-mail accounts may be blocked. 

 E-mail sent to external organisations should be written carefully and 
authorised before sending, in the same way as a letter written on 
school headed paper. 

 The forwarding of chain letters is not permitted. 
 
 



 5 

What are the Dangers of the Internet? 
There is material on the Internet that is offensive to most people such as 
pornography, racist and fascist material and this is accessible to children if 
Internet access in unfiltered or unsupervised.  School filters out offensive 
material allowing children access only to sites, which have been vetted and 
marked as educationally suitable. In addition to this Upperwood is aware of 
the following dangers: 
 

 
 
Social Networking 

 Schools should block/filter access to social networking sites and 
newsgroups unless a specific use is approved. 

 In E Safety training pupils will be advised never to give out personal 
details of any kind which may identify them or their location 

 Pupils should be advised not to place personal photos on any social 
network space.  

 Pupils should be advised on security and encouraged to set 
passwords, deny access to unknown individuals and instructed how to 
block unwanted communications. Pupils should be encouraged to 
invite known friends only and deny access to others. 

Managing Emerging Technologies 

 Emerging technologies will be examined for educational benefit and a 
risk assessment will be carried out before use in school is allowed. 

 Mobile phones will not be used for personal use during lessons or 
formal school time. The sending of abusive or inappropriate text 
messages is forbidden. Staff are aware of our mobile phone risk 
assessment (see attached) and comply with the conditions laid down in 
this. 

 When on trips or visits staff will be issued with a school mobile phone 
where contact with pupils is required. 

Published Content and the School Web Site 

 The contact details on the Web site should be the school address, e-
mail and telephone number. Staff or pupils personal information will not 
be published.  

 The headteacher or nominee will take overall editorial responsibility 
and ensure that content is accurate and appropriate. 

 Parents can opt out of their child’s photograph being used on the 
school website in our consent letter. 

Protecting Personal Data 

Personal data will be recorded, processed, transferred and made available 
according to the General Data Protection Regulation. All data is kept and 
stored on the school server in a secure area that only staff can access. Each 
cohort’s information is password protected to ensure that all data remains 
safe. 
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