Data Security and GDPR

How to secure your data and become compliant?
The arrival of the new regulation is the ideal opportunity to take stock of your Information and data management systems.

The life cycle of data, the Information System and GDPR

The aim here is to give you an overview of what GDPR entails for your company. GDPR concerns the whole
data life cycle across your Information System. SSL247® commits to help you ask the right questions and to
guide you in managing these changes.
What should companies do about GDPR?

Collection

• Website
• Potential client database
• Direct market research

Treatment

•
•
•
•

Storage

ETL/ERP
Reporting
Market research
SaaS Applications

• DBMS
• MPKI
• Filing

• Have complete transparency on the reason for
data collection

• Have the consent of clients
• Data classification

•
•
•
•
•

Apply protection rules for the compliance process
Revise existing processes
Where, when and why is the data used?
Which servers, applications, partners use the data?
Document each process which uses the data

•
•
•
•

Secure storage of data
Key Management
Create processes and document deletion of data
Have a coherent technological ecosystem

What else? What does that imply?

Deletion

• Documented process
• Inspections

• A comprehensive Information System audit
• Test each stage for any potential leakage of data, implement the Data Loss Prevention (DLP) scheme

• Test the suppliers and partners involved
• Determine the action plan in the case of a leak, the capacity for detection, resolution and communication

Companies need to adopt an approach which encompasses the whole company and outlines what to do when
leaks occur. GDPR has been introduced to help companies be better equipped with ensuring data security, with
employee training, process documentation and ultimately the development of a comprehensive technological
ecosystem.
In response to this new regulation, SSL247® (Web Security Consultants) and Thales e-Security (Data Security) are uniting
to merge their expertise and to guide you through these new industry regulations.
( Lo n d o n O f fi c e )
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GDPR, Are You Ready ?
Given the fines promised by GDPR and the impending threats to data security, it is important to ask the right
questions right from the beginning. Are you wondering if it is worth having an audit for your company? Here
are some questions to ask yourself:
• Am I certain that I am handling personal data correctly?
Yes/No
• Do you know where this data is stored, regardless of usYes/No
age?
Yes/No
• Do you have processes for all stages of data storage and
Yes/No
usage?
Yes/No
• Do you think that customers data security is considered a
priority in your company?
Yes/No
• Have you examined your risk management process for perYes/No
sonal data?
• Do you have a process for detecting and monitoring data
leaks?
If your response to any of these questions is no, this means your company is not GDPR compliant and we
would recommend scheduling an audit to reduce the risk to your customers, your company and its brand
image.

The HealthCheck Solution
SSL247®, in partnership with Thales e-Security, is offering your help and guidance on the following:
•
•
•
•

Process compliance
Implementation of “privacy by default”
Detection of breaches
Respecting the different rights of your customers, required by
GDPR

The audit process will take 5 days
Day 1-2: on site examination of your Information System.
Day 3-4: we will carry out specialised research and report our findings
Day 5: on site presentation of the results, work group, project plan and future plans.
Achieve GDPR compliance and customer data security with SSL247®, in partnership with Thales e-Security,
by way of an audit and by implementing cutting-edge technology.
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