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Hydro 2019: world-leading in the aluminium value chain H%o

35 000 employees in 120 plants in 40 countries, 30 000 customers on all continents

Recycling
Rolling

Bauxite »  Alumina == @ — @ Ml Casting Products

Extrusion

Recycling
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A truly global aluminium company H%o

More than 150 production sites along the entire value chain

@ Rolled Products
@® Primary Metal
® Energy

@ Bauxite & Alumina
@ Extruded Solutions

@ Recycling

1) Outside China;
2) Extrusion ingot, sheet ingot, primary foundry alloys and wire rod;

3) Packaging, automotive, litho, building & construction and general-engi

4) Primary Foundry Alloys 3



01 Hydro’s SAP security

status prior to the
cyber attack



Hydro’s SAP footprint

5 ERP landscapes
1 BW4/HANA landscape

1 HCM landscape covering Germany

1 GRC landscape (not productive yet)
2 P1/PO landscapes

All landscapes with a total number of more
than 7500 user are managed and monitored
by SAP Solution Manager

Hydro



SAP Security improvement journey 2016 — 2018 D

Hydro

* SAP system « Perform SAP + Implement action [E)ni:ryﬁ)tg?h?ttacﬁ Ianuncheld
penetration test security baselining plan in classic Hydro etected through unusua
- Develop protection server activity just after
plan midnight CET on 19 March

Oct— Dec 2016 Jan — Mar 2017 Apr 2017 — Dec 2018 March 19



01 Cyber attack impact
on SAP environment



Cyber attack impact on SAP environment

Direct technical impact on SAP environment

* No direct impact (infection) of SAP instances
« Some impact on support systems like e.g. jump server

Indirect technical impact on SAP environment

 DNS resolution issues for some user / sites

« Communication issues due to network restrictions

Hydro

Questions raised by
management:

Have been our SAP
systems or it’s data be
targeted by the attack?

Are we well enough
prepared to recognize
such attacks in the
future?



High level answer to the questions raised by management H%o

» Has our SAP systems or it's data be the target of the attack?

» Forensic investigation has shown no suspicious activities by user or by the
system itself

 Tool based review of SAP log files
« Manual investigation of unclear monitoring events
* Review of relevant master data by business

* Is Hydro well enough prepared to react on future attacks?

Real time monitoring of SAP systems is required
« Align processes with SOC Team
« Alert handling procedures must be defined



SAP Security improvement journey D

Hydro
. > Encryption attack launched . . i
+ SAP system « Perform SAP + Implement action cryptio Tool based SAP Implementation of
: . o > Detected through unusual Intrusion Detection SAP monitoring tool
* Penetration test security baselining plan L
. D | t t server aCt|V|ty JUSt af'[el‘ Check and processes
plz\rlle op protection mldnlght CET on 19 March « SAP Security review

Oct — Dec 2016 Jan — Mar 2017 Apr 2017 — Dec 2018

March 19 April 2019 June 2019 — Dec 2019
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01 SAP security

monitoring tool
implementation



Key risks to be mitigated by the SAP Security monitoring tool H)%D
- Application level monitoring ydro

 Manage and minimize the attack surface
* Perform a baselining first to get an overview of the risks
* Fix issues based on priorities

» Get alerted on potential hacking attack
« Consider process to handle planned maintenance activities
* Apply filter to avoid false alarms

 Manage vulnerable code
 Define the baseline and fix issues based on priorities
« Keep the code base clean by adjusted development process and QA process

* Follow up critical access to business functionality and data



Key tasks during a security tool implementation D))

Hydro
Events by severity « Requirements to avoid false alarms

Severity Total count » Define who is allowed to perform critical activities on
Very High 3 the SySten.] o . .

_ « SAP Basis activities like changing RFC connections
High A » SAP authorization activities like role and user
Medium 5127 maintenance
L 45,885  Critical RFC calls which are allowed for defined

ow : communication partners
Undefined 0

« Align system maintenance process with
50000 - security monitoring process

i + Avoid false alarms during agreed maintenance processes
40000 ’  Review performed maintenance activities

i  Enable organisation to react asap on Very
30000 | high alerts

’ » Routing of alerts classified as very high to central

’ SOC team
e i * Define and maintain contact matrix for all systems
- i  ABAP code related vulnerabilities

» Define what is important to fix asap

’
’
’ i » Define what is important to avoid in the future
o - 7 Pa—— .
Very High High Medium Low Undefined * Review development process and related QA




Key learnings D

Hydro

» SAP security is a journey, especially if systems have a long lasting legacy
» Consider a penetration test to facilitate a kick start
» Security baselining and a risk analysis based on penetration test and SAP Secure Operations Map
« A monitoring tool implementation requires a good understanding of the security baseline
» To be successful, roles and responsibilities must be clarified during the implementation of the monitoring tool and it’s related processes

SAP Secure Operations Map

© 2017 SAP SE or an SAP affiliate company. All rights reserved 2

Security Compliance

Secure Setup

Secure Code

Infrastructure Security



01 Background material
& additional reading



SAP penetration test 2016 P
- Implemented risk mitigation !

 Additional measures

* Network

. » Check and adjust SAP Security Audit Log retention time
* New network security concept

» 400 days for productive system
* SAP system setup

« 100 days for non productive systems
* One instance per virtual machine (VM)
« Monthly OS patching
» Maintain SAP gateway access control lists (reginfo / secinfo)
« Monthly implementation of SAP security notes
» Define default values for security related parameter
* Implement SAP Security monitoring processes
* Remove weak password hash codes from systems
« SAP Solution Manager Configuration validation

» Setup of SAP interfaces

« SAP Security Business process Monitoring
* Reset password of interface user to enforce strong passwords

 Remove critical authorizations from interface roles

* Implement UCON (SAP Unified communication)

16



UCON 1n a Nut Shell

Initial Configuration to
enable UCON in ABAP
System

e Ucon/rfc/active=1

* Create Communication
Assembly(CA), setup batch job
etc...

Logging phase

All existing RFMs are assigned to
logging phase and are externally
accessible

All RFM Calls are
recorded/logged along with the
Caller system information

This phase lasts for 90 days.

Evaluation phase

Still all RFMs are externally
accessible for further evaluation of
external RFM calls.

This phase lasts for 90 days.

D)

Hydro

Final phase

* In Final phase only the RFMs

which are assigned to CA are
externally accessible and the
rest are rejected

Frequent review of UCON
statistics is required

UCON is a great help already during the
Logging phase and evaluation phase. It
capture all used remote function calls and
related partner system



Relevant links D)
Hydro

SAP Secure Operations Map

https://support.sap.com/content/dam/support/en us/library/ssp/offerings-and-programs/support-services/sap-security-
optimization-services-portfolio/SAP Secure Operations Map.pdf

SAP Security baseline template

https://support.sap.com/content/dam/support/en us/library/ssp/offerings-and-programs/support-services/sap-security-
optimization-services-portfolio/Security Baseline Template.zip

Securing remote function calls

https://launchpad.support.sap.com/#/notes/2008727
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https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/SAP_Secure_Operations_Map.pdf
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/Security_Baseline_Template.zip
https://launchpad.support.sap.com/#/notes/2008727

Key risks to be mitigated by the SAP Security monitoring tool

- Application level monitoring — detailed view

Manage and minimize the attack surface
» Monitor SAP system parameter changes

« Monitor changes of interfaces connections

» Monitor system / application server restart

Get alerted on potential hacking attack

» Monitor unsuccessful logins for end user and interfaces to identify potential hacking attacks
Monitor unauthorized changes to roles and user

Monitor unclassified / unapproved function calls from outside the SAP system

Monitor unauthorized access to password hash codes

Assignment of authorization to own account

Monitor execution of vulnerable code
» Follow up the creation of vulnerable code at development system - inform developer to get it fixed
» Follow up the execution of vulnerable code on productive system - inform development manager to follow up

Follow up critical access to business functionality and data

« Monitor manual data manipulation in production system using the developer tool called debugger
* Monitor access to defined critical transactions from non Hydro PC

» Monitor the download of data based on defined rules

* Monitor deletion of lock entries (Follow up data consistency)

Hydro
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