
 1 

 
            Permanent Mission of Montenegro 

    to the United Nations 

       New York 

 

 

 

 

  
 

Child online protection and empowerment in the Digital Age – the role of AI 
Thursday, December 5, UN Headquarters, CR.6, 3:00 - 4:30 pm  

 
The Internet has transformed the lives of many of us at an unprecedented pace and scale. For a 
growing number of children around the world, the digital world is integrated into their lives in 
almost every possible way. Broadband connectivity brings many benefits to children, including 
access to education and entertainment, but it also has a dark side as it exposes children to risks 
and threats online, including different forms of violence and exploitation, such as: 

• Sexual abuse, exploitation and trafficking 
• Harassment, victimization and cyberbullying 
• Radicalization and recruitment by extremist organizations 
• Exposure to misinformation and age-inappropriate content, such as pornography or 

violence 
• Apps and games that are designed to encourage unhealthy habits and behaviors, or have 

unmonitored chatrooms 
• Falling victim to illegal or unethical data harvesting and theft 
• The normalization of gender-based and other violence through exposure to online abuse 

materials 
 
With the rapid expansion of broadband and connectivity, it is even more urgent to address the 
risks of online violence against children as it is scaling up to even more horrifying levels. For 
example, in 2018, the US National Center for Missing & Exploited Children (NCMEC) received 18.4 
million reports of child sexual abuse material (CSAM) online1. A recent study found that 17% of 
parents said their children had been a victim of cyberbullying. In some countries, that figure was 
as high as 37%2. According to the 2017 DQ Impact Report, 56% of 8-12-year-olds across 29 
countries have been exposed to excessive screen time and at least one cyber-risk on average: 
including cyberbullying, video-game addiction, sexual behaviors, and offline meetings3.   
 

 
1 Loritz, M. (2019). UK-based Cyan Forensics partners with major US nonprofit to stop child sexual abuse | EU-Startups. 
[online] Eu-startups.com. Available at: https://www.eu-startups.com/2019/08/ uk-based-cyan-forensics-partners-with-major-
us-nonprofit-to-stop-child-sexual-abuse/ [Accessed 25 Aug. 2019] 
2 Comparitech. (2019). Cyberbullying Statistics and Facts for 2016 - 2019 | Comparitech. [online] Available at: 
https://www.comparitech.com/internet-providers/cyberbullying-statistics/ [Accessed 8 Aug. 2019] 
3 Dqinstitute.org. (2019). Outsmart Cyber-Pandemic. [online] Available at: https://www.dqinstitute. 
org/2018DQ_Impact_Report/ [Accessed 6 Sep. 2019] 
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All stakeholders - governments, law enforcement, the private sector, parents, educators, 
academia, civil society, other experts and children themselves - recognize that we need new and 
more effective tools that can be shared, are platform agnostic, open source, and/or open access. 
What can be done to protect children while also ensuring that the empowerment 
opportunities that the Internet presents can be enjoyed by all?  One promising avenue is the 
development of artificial intelligence (AI) based tools, which have the potential to help detect 
and process much more suspected child sexual abuse material and other child-abuse content, 
and to identify and help rescue the victims, and apprehend the perpetrators.  
 
In 2018, for example, Google announced the introduction of a new deep neural network to 
improve the detection rates and reporting of CSAM by 700%. Microsoft Germany is working with 
the country’s police to develop AI that can identify CSAM faster. Police in the UK are also using AI 
to find and identify online extremist content of the kind used to radicalize children. In the US, 
Marinus Analytics has developed AI-powered software that searches online adverts for sexual 
services to identify victims of trafficking and collect evidence to help police bring traffickers to 
justice. End Violence Fund, which is the leading global initiative investing in the development of 
technology-driven solutions, 4  also has important work in this area.  With Generation AI, 
UNICEF has been leading on the development of guidance material on AI and child rights seeking 
to articulate what are the greatest opportunities for and risks to children’s rights in the AI age.5 
As a partner in the Generation AI initiative, the Human Rights Center at UC Berkeley School of 
Law produced a paper on how artificial intelligence technologies are being used in ways that 
impact children at home, at school, and at play.  
 
Since 2008, ITU has had a Child Online Protection (COP) Initiative as a multi-stakeholder effort 
within the Global Cybersecurity Agenda (GCA) framework. This initiative brings together partners 
from all sectors of the global community to create a safer and empowering online experience for 
children around the world.  Over the years, the initiative has continuously been raising the issue 
with the international community. Building on these efforts, in 2018 the ITU/UNESCO Broadband 
Commission for Sustainable Development established a working group dedicated to addressing 
child safety online as a global priority, which issued a report and declaration.6  
 
Underscoring the importance of the theme of this session, a multi-stakeholder Roundtable on 
the issue of AI and Child Safety Online was held on 20 November in Stockholm.7 Outcomes from 
the roundtable will be also be shared during this session. 
 
This year marks the 30th Anniversary of the Convention on the Rights of the Child. As we take 
stock of progress, we urgently need to address the threats to children’s safety and rights from 
cyberspace and redouble efforts on solutions that work.  With this session at UN Headquarters 
in New York, the partners seek to continue this urgent solutions oriented dialogue.  Together 
we can and must build a safer empowering digital world for all our children. 

 
4 Broadband Commission. (2019). Child Online Safety: Minimizing the Risk of Violence, Abuse and Exploitation Online. [online] 
Available at https://www.broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Report.pdf [Accessed 12 
Nov. 2019] 
5 https://www.unicef.org/innovation/GenerationAI 
6 https://www.broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Report.pdf  
7 https://m-globalchildforum.evitbe.com/startpage/aafdd918-29bd-4bdf-8a02-a756aaf818b4/b5762bbf-d26b-4e34-
a194-1437ab359130/48935  
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