
 
 

 
 
 
 

 

 

Artificial Intelligence and Robotics: Reshaping the Future of 
Crime, Terrorism and Security 

Tuesday 2 April 2019, 15.00 – 18.00 

 Conference Room 11, United Nations Headquarters, New York  

Background:  

Recent technological advancements in artificial intelligence (AI) and robotics have moved these 
technologies away from the realm of science fiction and into our daily lives. The massive growth 
in computational power and increasing abundance of data have vastly improved the capabilities 
of AI and robotics, giving them more real-world applications. In light of this, stakeholders in both 
the public and private sector have begun to pursue these technologies with a view to 
revolutionizing fields such as healthcare, transportation, agriculture and the financial and legal 
systems, by enhancing efficiency, optimizing resource allocation, reducing costs and creating 
new revenue opportunities. 

The technological advances taking place in the fields of AI and robotics can also have many 
positive effects for law enforcement and security agencies, for instance in terms of identifying 
persons of interest, stolen vehicles or suspicious sounds and behavior; predicting trends in 
criminality or terrorist action; tracking illicit money flows; flagging and responding to terrorist use 
of the internet, and even contributing to international cooperation by supporting the research, 
analysis and response to international mutual assistance requests from the International 
Criminal Police Organization (INTERPOL).  

At the same time however, these technologies are only as good as the user that employs them. 
In the hands of criminals or terrorist organizations such dual-use technologies could equally 
enable new digital, physical or even political threats. For instance, these technologies could be 
misused to manipulate video footage of world leaders with a view towards threatening 
international peace and security and undermine trust in political figures or authorities; to 
enhance the scale and efficiency of cyberattacks; or be used as delivery systems for weapons 
in attacks orchestrated by criminal or terrorist groups. Several terrorist groups, including most 
notably Daesh (ISIL), have reportedly already incorporated drones into their operations, favoring 
the commercial availability and low cost of these technologies and usage such as this is likely 
to increase as these technologies become ever-more advanced and available.  

Although there have been numerous international conferences, workshops and meetings 
discussing various practical aspects of AI and robotics, the crime, terrorism or security aspects 
remain underexplored. 

In this regard, the United Nations Interregional Crime and Justice Research Institute (UNICRI) 
through its Centre for Artificial Intelligence and Robotics and INTERPOL’s Innovation Centre, 
organized a global meeting to examine the opportunities and risks of AI and robotics for law 
enforcement. The meeting, which was attended by more than 50 law enforcement, private 
sector and civil society participants from 20 countries took place in Singapore on 11 and 12 July 
2018. Over the course of two days, participants exchanged insights on the latest developments 



 

 

in the fields of AI and robotics, discussed how they can be used by law enforcement to support 
their activities, and took stock of potential challenges to be addressed and overcome. 

The meeting demonstrated that there is a need to ensure that law enforcement, as well as 
security agencies in general, can keep pace with developments in AI and robotics. Many 
countries are already experimenting with different AI techniques or robotic systems, developed 
in line with their national priorities. There are however significant knowledge gaps at the national 
level, necessitating more international coordination to facilitate information sharing on potential 
use cases, and to prepare for the potential malicious use of AI and robotics. At the same time, 
it is critical that law enforcement and security agencies recognize the ethical and human rights 
implications of AI tools and robotics to ensure that their use is fair, accountable, explainable and 
transparent and abide to international law standards. 

Event Specifics: 

On 2 April 2019, UNICRI and INTERPOL, with the support of the Permanent Missions of 
Georgia, the Kingdom of the Netherlands and the United Arab Emirates to the UN, will convene 
a high-level event at the United Nations Headquarters in New York. The event will seek to build 
upon the success of the UNICRI-INTERPOL meeting in Singapore by further raising awareness 
of the risks and benefits of AI and robotics for a crime, terrorism and security perspective and 
contributing to fostering a coordinated international movement on the issue. Key challenges, 
findings and recommendations identified during the UNICRI-INTERPOL meeting will also be 
spotlight and copies of the forthcoming meeting report will be distributed.  

The event will be organized around two substantive panels moderated by UNICRI and 
INTERPOL: 

Panel I – “The Future, Today” will be operations-oriented and will focus on how law 
enforcement and security agencies can and, indeed, are already experimenting with AI 
and robotics to combat crime and terrorism, as well as some of the concerns regarding 
the potential misuse by criminals and terrorist groups.  

Panel II – “Facing the Challenges Together”  will dive deeper into the challenges that 
may flow from the use of these technologies by law enforcement and security agencies, 
focusing on what can be done to address these challenges, as well as the role of public-
private partnerships in this regard.  

The ethical and human rights implications of AI tools and robotics will be a cross cutting theme 
throughout the entire event. A questions and answers session will follow each panel. 

Panelists will include representatives of national law enforcement agencies, crime, terrorism 
and security specialists, and eminent stakeholders from academia and the private sector 

 


