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9. 8 Xl A2 Xl AL

9. & Xl

&4

HE 0 (HI0lA)

5kg2l 33%0il CH
st & X 212l
E)

5kg2l 66%0i CH
st ™ X A2l
H)

S5kg2l ZI CH ml Of
=0l et &

A2 S & Al A2

AMSAHE2 otd HA 20 X A2t HelE &8 =+ UL
MEL ZH EEFS MECHH ZEZ NS ZLISHOZ XL o A6

Mete =45
H Ol 2 S CoGe S Z 2 Xl 0l USLICH

ZOIE OHIOIA), ZQE 1(2H) YL X E2RE2)0 M2 = 2™ ool
Ble X H2l L HX A0 QS8 LICH

* JtHIZ2I0

TUETL XUAE2HAE SO 222 3 EF0 XS0l
AEZE et olsHL, 20l ot OlSote st EXE =
Al

0.15 —@— 100% extended

—8— 66% extended
—e— 33% extended

0.05

0.00
speed 33% speed 66% speed 100%

—@— 100% extended
0.151 —e— 66% extended
—e— 33% extended

%

0.00
speed 33% speed 66% speed 100%

0.201 _@— 100% extended

0,
Xl AHel (D| E‘i) 015 —8— 66% extended
' —e— 33% extended
0.10
- é—é‘
0.00
speed 33% speed 66% speed 100%
UR5e 78 AE2 X AT A
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S & 0 (8ol )

5kgl 33%0 CH 8 & K| Al
2HE)
Xl Al -

—@— 100% extended
0.107 —e— 66% extended
—e— 33% extended
0.08
0.06
0.04
speed 33% speed 66% speed 100%

5kg2l 66%(=x) 01| ~® 100% extended
’ —8— 66% extended
0.10{ —— 33% extended
0.08
0.06
0.04
speed 33% speed 66% speed 100%
5kg2l = CH H 0l
ZEH s & 0.150| —@— 100% extended
I| /\| a}(_;::_) 0.125 —8— 66% extended
—e— 33% extended
0.100
0.075
0.050
0.025
speed 33% speed 66% speed 100%
23 1
r——9
SHOULDER —@— 100% extended
0.06
' —8— 66% extended
—e— 33% extended
5kg2l 33%0il CH oos -
st & Xl Hell
) 0.02 / °
/' °
speed 33% speed 66% speed 100%
5kg 2l 66%0il CH
S —0
st &KXl Hel (Dl —@— 100% extended
0.081 —e— 66% extended
H)
—e— 33% extended
0.06 ./
0.04
0.02 /‘ 4
speed 33% speed 66% speed 100%
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5kgl = CH Hl 0|
Sl s & 0.125 —@— 100% extended o

I| jﬁ a| (|:|| E‘|) 0.100 —8— 66% extended
—e— 33% extended

0.075 ./

0.050
0.025 ./3 Bd
0.000-% i
speed 33% speed 66% speed 100%
2 & 1 (SHOULDER)
oQ—0
—@— 100% extended
5kg2l 33%01l CH & & XI Al 0.08] ~® 66% extended
- —e— 33% extended
2HXE) - ’
0.06
0.04 /Z‘
speed 33% speed 66% speed 100%

o]
ox

5kg2l 66%0 CH Bt & XI Al
?_}(_77:_) —@— 100% extended ®
0.12 —8— 66% extended

0.10{ —e— 33% extended
v

r

0.08

0.06

0.04 ._—___./:;—: 2

speed 33% speed 66% speed 100%

5kg2l Z CH H Ol
EEO” EH St jc(;| —@— 100% extended

K AIZH(E) 0.15/ —®— 66% extended
—e— 33% extended

or—0

0.10

0.05 /’
—— .

speed 33% speed 66% speed 100%

2+ E 2 (ELBOW)

0.0225 /._/.
—@— 100% payload
ZEHOZEN 0.0200|{ —— 66% payload
= —e— 33% payload

&t 0IE &9 0.0175 o

of Xl AHel 0.0150 —o
0.0125

speed 33% speed 66% speed 100%
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0.06

—@— 100% payload

@

M D‘_|- —8— 66% payload
0.051 —e— 33% payload
0.04 / °
0.03 /
speed 33% speed 66% speed 100%
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10. &8¢ & 1S (& 2 EN)

10. &4 &1 &

=

Manufacturer

Person in the Community
Authorized to Compile the
Technical File

Pl = (& = EN)

Universal Robots A/S

Energivej 25,

DK-5260 Odense S Denmark

David Brandt

Technology Officer, R&D

Universal Robots A/S, Energivej 25, DK-5260 Odense S

Description and Identification of the Partially-Completed Machine(s)

Product and Function:

Model :

Serial Number:

Incorporation:

Industrial robot multi-purpose multi-axis manipulator with control box &
with or without teach pendant Function is determined by the completed
machine (robot application or cell with end-effector, intended use and
application program).

UR3e, UR5e, UR10e, UR16e (e-Series): Below cited certifications and
this declaration include:

* Effective October 2020: Teach Pendants with 3-Position Enabling
(3PE TP) & standard Teach Pendants (TP).

* Effective May 2021: UR10e specification improvement to 12.5kg
maximum payload.

Note: This Declaration of Incorporation is NOT applicable when the UR OEM Controller
is used.

Starting 20235000000 and higher

year o_geries 3=UR3e, 5=UR5e, 3=UR3e, 0=UR10e (10kg), 2=UR10e(12.5),
6=UR16e sequential numbering, restarting at 0 each year

Universal Robots e-Series (UR3e, UR5e, UR10e and UR16e) shall only
be put into service upon being integrated into a final complete machine
(robot application or cell), which conforms with the provisions of the
Machinery Directive and other applicable Directives.

Itis declared that the above products fulfil, for what is supplied, the following directives as detailed below:
When this incomplete machine is integrated and becomes a complete machine, the integrator is responsible
for determining that completed machine fulfils all applicable Directives and providing the Declaration of

Conformity.

I. Machinery Directive
2006/42/EC

Il. Low-voltage Directive
2014/35/EU

[ll. EMC Directive 2014/30/EU

The following essential requirements have been fulfilled: 1.1.2, 1.1.3,
1.1.5,1.21,1.24.3,1.25,1.2.6,1.3.2,1.3.4,1.3.8.1,1.3.9,1.5.1,1.5.2,
1.5.5,1.5.6,1.5.10,1.6.3,1.7.2,1.7.4,4.1.2.3,4.1.3, Annex VI. Itis
declared that the relevant technical documentation has been compiled in
accordance with Part B of Annex VIl of the Machinery Directive.
Reference the LVD and the harmonized standards used below.
Reference the EMC Directive and the harmonized standards used below.

Reference to the harmonized standards used, as referred to in Article 7(2) of the MD & LV Directives and

Article 6 of the EMC Directive:

UR5e

82 INE=DNIR=RPN
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() ENISO 10218-1:2011 TUV (1) (I) EN 60204-1:2018 as (1) EN 60664-1:2007 (lll) EN 61000-3-
Nord Certificate # 44 708 applicable (Il) EN 3:2013 (IlI1) EN 61000-6-1:2019 UR3e
14097607 60529:1991+A1:2000+A2:2013 (I) & UR5e ONLY (lIl) EN 61000-6-2:2019
(I) ENISO 13732-1:2008 as  EN 60947-5-5:1997+A1:2005 (1) EN 61000-6-3:2007+A1: 2011

applicable (I) EN ISO 13849-  +A11:2013+A2:2017 (I) EN 60947- UR3e & UR5e ONLY (lll) EN 61000-6-
1:2015 TUV Nord Certificate # 5-8:2020 (Ill) EN 61000-3-2:2019  4:2019

44 207 14097610 (I) EN ISO

13849-2:2012 (I) EN ISO

13850:2015

Reference to other technical standards and technical specifications used:

() ISO 9409-1:2004 [Type 50- (Il) EN 60320-1:2021 (lll) EN (1) EN 61784-3:2010 [SIL2] (lIl) EN
4-M6] (1) ISO/TS 15066:2016  60068-2-27:2008 (lIl) EN 60068-2- 61326-3-1: 2017 [Industrial locations
as applicable (I1l) EN 60068-2- 64:2008+A1:2019 SIL 2]

1: 2007 (Ill) EN 60068-2-

2:2007

The manufacturer, or his authorised representative, shall transmit relevant information about the partly
completed machinery in response to a reasoned request by the national authorities.Approval of full quality

assurance system (ISO 9001), by the notified body Bureau Veritas, certificate #DK015892. o
H

(/7 / f/ : / s
Odense Denmark, 10 January 2024 WHTTR /TSR s— EH

Roberta Nelson Shea, Global Technical Compliance Officer

A/S.
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.4 & X & 2014/35/EU

ll. EMC XI & 2014/30/EU

& JlAHS 29

HE 22 A/S

Energivej 25,

DK-5260 2 @ Al S @03

CtHIE BEStE

Ha==2 X 21U M,R&D

Universal Robots A/S, Energivej 25, DK-5260 Odense S

Ql/\ll:l:t
EIXI MEHE J|s2 RR0 2HSUO0, AESEXHASE XELMYE 2
ZUSHUS ML ZdOIHE 224 & DI%I(EEOHEEI%IOI@E
SEANA=O0HH, S L WSS ZZ2 D)0 2ol 23
g LICH.

UR3e, UR5e, UR10e, UR16e (e-Series): Ot 0fl 1 E & 15 2 0] A
oo Off &f:

* 20204 108 £ &:
@BPETP) L E= £l
20219 53 ¥ 5!
o
E0:0 HY HHAZ UROEMZESHE AEGt= 220l 28X EsUL
20235000000 O &f
H o_series 3=UR3e, 5=UR5e, 3=UR3e, 0=UR10e(10kg), 2=UR10e(12.5), 6=UR16e x
UHEHS XE,HE 0RE CHAI Al R
Universal Robots e-Series(UR3e, UR5e, UR10e & UR16e)= = & 2 4
AR IScAHE E= )il S M &S MUl A Al
ZCH, 0l AF NE LINELNE = NAL T8 =L
Ct.

of OtcHet 20l TS NEB=S SSS=S dAS LT 0l Ol=2td JIAH It
f,SEhcs2dE AN 2= NES S=Fot=X &elst,
suUt.

82+ AS SSEUMO:1.12,1.1.3,1.1.5,1.2.1,1.24.3,1.2.5,

1.2.6,1.3.2,1.34,1.3.8.1,1.3.9,1.5.1,1.5.2,1.5.5,1.5.6, 1.5.10, 1.6.3,
1.72,1.74,4123,413, S V. 2& J|l= 2 Ml Machinery
Directive2| Annex VII2| Part BOH et A S [ACHD A A S ALE.
OfcHoll l2E LVD Y X3l EES 2 X0 A2,
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() ENISO 10218-1:2011 TUV
Nord Certificate # 44 708
14097607

() EN 1ISO 13732-1:2008 (o &
&= &4 2)(l) ENISO 13849-
1:2015 TUV Nord Certificate #
44 207 14097610 (1) EN ISO
13849-2:2012 (1) EN ISO
13850:2015

(1) (1) EN 60204-1:2018 (3l & &I =
2 2) (I)EN
60529:1991+A1:2000+A2:2013 ()
EN 60947-5-5:1997+A1:2005
+A11:2013+A2:2017 (1) EN 60947-
5-8:2020 (Ill) EN 61000-3-2:2019

MEEOE = HE L A0 CHE & X

(1) ISO 9409-1:2004 [2 & 50-
4-M6] (I) ISO/TS 15066:2016
(B Z &l = 2 =) () EN
60068-2-1: 2007 (1Il) EN
60068-2-2:2007

HNESM E= 132 gt
of

OF & Ul

HUNBEAS

S N : #DK015892.

(I1) EN 60320-1:2021 (1ll) EN
60068-2-27:2008 (IIl) EN 60068-2-
64:2008+A1:2019

Jlztel gel#ol F ol
M S E 23 AAE(1S09001)2

(I1) EN 60664-1:2007 (IIl) EN 61000-3-
3: 2013 (Ill) EN 61000-6-1:2019 UR3e
& UR5e & 2 (IIl) EN 61000-6-2:2019
(Il) EN 61000-6-3:2007+A1: 2011
UR3e & UR5e & & (IIl) EN 61000-6-
4:2019

(1) EN 61784-3:2010 [SIL2] (1ll) EN
61326-3-1: 2017 [A+ 2! 2 x| SIL2]

ct F2HZ 2d = I A O CHE
A 2

o o
ol o1E J| &: Bureau Veritas, 2!

INE=DNIR=~R= PN
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Certificate no.

Certificate

T 72404326 0001

License Holder:

Manufacturing Plant:

Universal Robots A/S Universal Robots A/S

Energivej 25
526@ Odense S
Denmark

Energivej 25
5260 Odense S
Denmark

Report Number:

Certification acc. to:

31875333 @v4 Client Reference: Roberta Nelson Shea

EN ISO 10218-1:2011
EN ISO 13849-1:2015

Product Information

Certified Product:

Model Designation:

Technical Data:

Industrial Robot

UR3, URS, UR1@, UR3e, URSe,
UR1Be, UR16e, UR20, UR30

Rated Veoltage: AC 1lee-208V, 58/60Hz or
AC 2@8-240V, 58/60Hz
Rated Current: 15A or 8A

Protection Class: I

Remarks: Solely assessed per standards listed above.
The robot is only a component in a final robot application,
collaborative or non-collaborative. The final
application/installationmust comply with EN ISO 18218-2
accordingly.
Replaces Certificate T72190266.
Appendix: 1, 1-68
- 2024-02-27
EN IS0 10218-1 Date of issue: Wrien/oay)
EN IS0 13849-1
www tuv.com
1D 0007000000

TUV Rheinland of North America, Inc.
400 Beaver Brook Rd, Boxborough, MA 01719
Tel +1 (378) 266 9500, Fax +1 (978) 266-9992

www.tuv.com

A TUVRheinland®

Page 1
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America

Certificate

CA 72405127 0001 |

Certificate no. ‘

License Holder:
Universal Robots A/S
Energivej 25

526@ Odense S

Manufacturing Plant:
Universal Robots A/S
Energivej 25

5268 Odense S

Denmark Denmark
Report Number: 31875333 006 Client Reference: Roberta Nelson Shea
Certification acc. to: CAN/CSA-7434-14 + GI1 (R2019)

Product Information
Certified Product: Industrial Robot

Model Designation: UR3e, UR5e, UR1®e, URl6e, UR2®, UR3®

TUV Rheinland of North America, Inc.
400 Beaver Brook Rd, Boxborough, MA 01719
Tel +1 (378) 266 9500, Fax +1 (378) 266-3992

A TUVRheinland®

www.tuv.com
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88 METF LY



13.

o] =
—_ o

I

R
UNIVERSAL ROBOTS

Z = RoHS

Management Methods for Controlling Pollution

by Electronic Information Products
Product Declaration Table For Toxic or Hazardous Substances
1L AEEEYEFITEEMRZENRER

Product/Part
Name

Toxic and Hazardous Substances and Elements

AFSAEVEATE

% & A gapx | SRoFHE

# Mercury | Cadmium Hexava_lent Polybrominated Pglybrommated
Lead (Pb) (Hg) (cd) Chromium biphenyls (PBB) diphenyl ethers
(Cr+6) (PBDE)
UR Robots
HBA  EXRG
UR3/UR5/UR10/

UR3e/URSe/ X 0] X 0 X X

UR10e UR16e/
UR20/ UR30

O: Indicates that this toxic or hazardous substance contained in all of the homogeneous materials for this part is below the limit
requirement in SJ/T11363-2006.
0: RINZAHAEWREZE GBI R P A= EI97ES)/T 11363-2006 N EHIREERIUT -
X: Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials used for this part is above
the limit requirement in SJ/T11363-2006.
X: RRZBSBAEWREVEZEHHNE IR PR Z BB HS)/T 11363-2006 1 EHIIREE K
(AW EITERER - RIESEFRE RN _ERPHT X BB AR REBITEH — SR - )
Items below are wear-out items and therefore can have useful lives less than environmental use period:
THIMERREREAMENNARFESD IR TEARSMN LI W ERNE:
Drives, Gaskets, Probes, Filters, Pins, Cables, Stiffener, Interfaces
BT IXEER, B, B IR, B, 4048, MoRAT, B0
Refer to product manual for detailed conditions of use.
A RE BRI R

Universal Robots encourages that all Electronic Information Products be recycled but does not assume responsibility or liability.

Universal Robots &% i [B] e B8 PR K1 AP B H9EE TS5 2.7 M, {B Universal Robots RAFEMIFTEH NS

To the maximum extent permitted by law, Customer shall be solely responsible for complying with, and shall otherwise assume all liabilities that
may be imposed in connection with, any legal requirements adopted by any governmental authority related to the Management Methods for
Controlling Pollution by Electronic Information Products (Ministry of Information Industry Order #39) of the Peoples Republic of China otherwise
encouraging the recycle and use of electronic information products. Customer shall defend, indemnify and hold Universal Robots harmless fram
any damage, claim or liability relating thereto. At the time Customer desires to dispose of the Products, Customer shall refer to and comply with
the specific waste management instructions and options set forth  at www.universal-robots.com/about-uni |-robats/social ibility and
www.teradyne.com/company/corporate-social-responsibility, as the same may be amended by Teradyne or Universal Robots.

INE=DNIR=~R= PN
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6C8D-81FA-93C2-784A

FEEANANE) AGES 2F

Registration of Broadcasting and Communication Equipments

AF3 = A |
e ET AN Universal Robots A/S

Trade Name or Registrant
1 AA G AEFEA)

, UR e-Series robot
Equipment Name

72
Basic Model Number

URSe

w4 2.0
Series Model Number

T5E

K ; R-R-URK-URS5e
Registration No.

Zﬂix}/ﬂ]i(i‘_ﬂ)a‘ﬂ Universal Robots A/S / Sl u}=
Manufacturer/Country of Origin
599

Date of Registration

71e}

Others

| 2018-10-23

A NNAAE TA5E) Alsgx]2 A3l e} 525908 9y
3, Article 58-2 of Radio

o

It is verified that foregoing equipment has been registered under the Claus
Waves Act.

201841 ] (Month) 23% (Day)

FY AT A

Director General of National Radio Research Agency

ARE S YEEA AL e A FARIAEA" g vaete) f5ehelof hy)

i

kA Fhel & AR R FEe) Had Ay
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Climatic and mechanical assessment

Client Force Technology project no.
Universal Robots A/S 117-32120

Energivej 25

5260 Odense S

Denmark

Product identification

UR 3 robot arms

UR 3 control boxes with attached Teach Pendants.
UR 5 robot arms

URS control boxes with attached Teach Pendants.
UR10 robot arms:

URI10 control boxes with attached Teach Pendants.
See reports for details.

Force Technology report(s)
DELTA project no. 117-28266, DANAK-19/18069
DELTA project no. 117-28086, DANAK-19/17068

Other document(s)

Conclusion

The three robot arms UR3, URS5 and UR10 including their control boxes and Teach Pendants have been tested
according to the below listed standards. The test results are given in the Force Technology reports listed above. The
tests were carried out as specified and the test criteria for environmental tests were fulfilled in general terms with
only a few minor issues (see test reports for details).

IEC 60068-2-1, Test Ae; -5 °C, 16 h

IEC 60068-2-2, Test Be; +35°C, 16h

IEC 60068-2-2, Test Be; +50°C, 16 h

IEC 60068-2-64, Test Fh; 5 — 10 Hz: +12 dB/octave, 10-50 Hz 0.00042 g%/Hz, 50 — 100 Hz: -12 dB/octave, 1,66
grms, 3x 1%2h

IEC 60068-2-27, Test Ea, Shock; 11 g, 11 ms, 3 x 18 shocks

Date Assessor

Hgrsholm, 25 August 2017 W %

Andreas Wendelboe Hgjsgaard
M.Sc.Eng.

DELTA - a part of FORCE Technology - Veniighedsvej 4 - 2970 Harsholm - Denmark - Tel. +45 72 19 40 00 - Fax +45 72 19 40 01 - www.detta.dk

UR5e

92 At E



R
UNIVERSAL ROBOTS

010
00
FH
MHA

ISO 13849-1
ISO 13849-2
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Safety of machinery - General principles for design - Risk assessment and risk
reduction
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ISO 10218-1

S

|E=2 SNt otU2 22 MEAE At X LICH
SO 10218-20l= 2= AIAE,0HSclAH0lE& &

Ot @ 2 A0l ZSE N UsLIC. O EHE2 2R WSl
AHorEel & 2 s UsSLIL.

o g =2

ANSI/RIA

R15.
5.06 Industrial

Robots and
Robot Systems
- Safety
Requirements

0l 0= =Jt 2&=218010218-1 £ ISO10218-2 = C+tE O
Z otL2 2 M0 2ot WEE =0t BEELLIC. A=

=2 =M IHUAOI=2E0HE HZEEXC )=
%%%‘ LICH. O] E=9 It E 2= Universal RobotsJ}F OtLl 2 £
AMAE/ZR HECIAH0IES SENE HAa2Z S LILCH

Mol gL

CAN/CSA-Z434

Industrial
Robots and
Robot Systems
- General Safety
Requirements

Ol JHLICH = 2
Ltel 2 A0l & & ot o aRsly
Wl =0l AFSEUE FIOIASLICH 0l &2 IHE 2=

IFEE

1SO 10218-1 ¥ ISO 10218-2 = [+ E ot
i SN EEZYLILC.CSA= IHE 2

Universal RobotsJ} Ottt 22
SXHE HaASR LI

NAEl2x 020182 S

CAN/CSA-Z434

Industrial
Robots and
Robot Systems
- General Safety
Requirements
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IEC 61131-2 st o
D2OHY NS AHEE HEL UM SZ24VIIORFIH0 EEQ 27 A
M IE 2:&H QP AFE &2 =450 CH2 PLCAIAE DO &t X0l S Al
LEHAE S 2FELUT

IEC 14118

IEC 60204-1
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Aol Al FHH  ASLICLEX IHEH D2 12 2LHN SHS ALE > AUs
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IEC 60947-5-5
MEL AN L HAEEIO MHE S5 M 312 X L AE A&
Xt-DIH 2HE Jls0l ZetE M| Hl & X &I

IEC 60529
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ISO 9409-1
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IEC 60068-2-11EC 60068-2-2IEC 60068-2-
27IEC 60068-2-64
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20.7kg/45.71b

5kg/111b (3 71 2 = O & I 0 A H 0l X| 38)

850 mm/33.5in
S=E2E0N CHoll £360°
ZQE: X4 180°/s.
=72 1m/s/2F 39.491 X /s
500Hz

4N

+0.03 mm/+0.0011in (1.1 mils), ISO 9283 & ==
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63N XOE
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2, MODBUS TCP & EtherNet/IP O & & , Profinet
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17.8. AHOI | & Ot
17.8.1. General Cybersecurity

49 Connecting a Universal Robots robot to a network can introduce cybersecurity risks.
These risks can be mitigated by using qualified personnel and implementing specific
measures for protecting the robot's cybersecurity.
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Failure to conduct a cybersecurity risk assesment can place the
robot at risk.

>

* The integrator or competent, qualified personnel shall conduct
a cybersecurity risk assesment.

ot 21
=20

Only competent, qualified personnel shall be responsible for
determining the need for specific cybersecurity measures and for
providing the required cybersecurity measures.
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17.8.2. Cybersecurity Requirements

nx
02

AHOI B 2 ¢t

Network
configuration
requirements

Robot setup
security
requirements

Configuring your network and securing your robot requires you to ensure all the criteria
for cybersecurity are met.

HE/R I LS AEIMIN JUH ELEQFAMES EcUS 2R EF0| otA
st = olghLlCh.

* Operating personnel must have a thorough understanding of general
cybersecurity principles and advanced technologies as used in the UR robot.

* Physical security measures must be implemented to allow only authorized
personnel physical access to the robot.

c RERNAZQEG et HEE MO AOFFLICH M LEH2=Z
S B EX, A AL, S2H EZ2 SA.

ot 2l
=20

Connecting the robot to a network that is not properly secured, can
introduce security and safety risks.

* Only connect your robot to a trusted and properly secured
network.

s USEHS AIECH QIHU 2t QIH2E & Ot U2 E
MMl A E M StaLICh. 0l : [[[Undefined variable doc_
types.Connect]]].

* Only trusted devices are to be connected to the local network.
* There must be no inbound connections from adjacent networks to the robot.

* Outgoing connections from the robot are to be restricted to allow the smallest
relevant set of specific ports, protocols and addresses.

c Y A= MEHA URCap Y HE AHEASE = UA2H, &
g RS et =S ASE = UASLICH

* Change the default password to a new, strong password.
* Disable the "Magic Files" when not actively used (PolyScope 5).

* Disable SSH access when not needed. Prefer key-based authentication over
password-based authentication

* Set the robot firewall to the most restrictive usable settings and disable all
unused interfaces and services, close ports and restrict IP addresses

UR5e
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17.8.3. Cybersecurity Hardening Guidelines
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Program
myProgram2
Statu:
Stopped
Control

0

O Normal

am__Installation  Move

Program
myProgram
Status
Running
Control

O Running

Variables

Name
avCycleTime
counter 1
counter_2
cycleTime
discardedParts
errorDetectedl
errorDetected?
lastError
maxCycleTime
pickupPosition
preparedPartsl
preparedParts2
produced|tems
subCountl
subCount2
totalParts

210,125

3

True

False
"Device jam"
7.234

p[0.14397, 0.43562, 0.58797, -0.00122, -3.1167, 0.0389]

30
43
12
4

13
75

O Show only favorite variables

Variables

Name
avCycleTime
counter_1

counter_2
cycleTime

discardedParts
errorDetected]
errorDetected?
lastError
maxCycleTime
preparedParts1
preparedParts2
produced|tems
subCount1
subCount2

totalParts

»

210.125

3
True
False
"Device jam"
7.234
30

43

12

4

13

75

O Show only favorite variables

-

Simulation .

» Description 3

Average time for producing one item (min) A

Measures time to produce the current item
(sec)

Total number discarded items

Machine 1 has an error

Machine 2 has an error

Type of latest encountered error

Maximum time for producing one Item (min)
Number of parts prepared by Machine 1
Number of parts prepared by Machine 2
Total number of produced items

Total number of prepared parts

Simulation .
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Q _ Graphics Variables
1 v Robot Program
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4 =| <empty> picking-and-placing parts from areas and performing the same actions for different
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clHACH 28 BXNS0 HESS ZZ M0 BEHKFAAIG.ER LS MY <
N2 2elH2Z2 0lsoteE 222 RTCP IOl L2 EE El & &tHC

<unnamed>*
default*

Run Progra

- -EW’ Open.. Save..
ve o o5
) Advanced
> Advenced SRR —— i
S Templates 2 o v RTCP Movep Remote TCP Waypoint
~ URC 3 = RTCPWaypoint_1
aps
B RTCPWaypaint_1

Toolpath

Move

Move

@ Use shared blend radius @ Use shared parameters

O Blend with radius O Tool speed 250 \mmy

25 [mm Toal acceleration 200 | mymys®

+ Waypoint
~+ CircleMove k
=+ Toolpath

O Power off Speed (—— 100% Simulation .

22 TCP 90l X 1. T2 0l A RTCP_MoveP = & = & & 5tC}.
gE B & 2. RTCP_MoveP =S M &FS =2/ 0/S 3t S T AISCH
OIS SIHOAMEIXI 2E = X2 AE5I0 2RSS Asle rao2
bH XI 8t Ct
4. SOl5I0 =M Y3 EAZ 20

RTCPHI0IXZQ2 EZ&S ME0IH 220 FHEZ MOIE REEH MEE UL S EF B
EH NEMEBESSFENUERNELE E&8 2 =4 RTCP_MovePOl A 9l 0] &£ 21 E 0f
et =& BN ES & F&HC
==
Z2/8 A2 ==(0: 015, IICH )= RTCP_MoveP &= & 2| 6t ¢
STz AMESE QU NJALX L= E0R EZ
RTCP_MoveP =S 0l FIOtEH T2 )M K54 AL A DY
StCF.
Remote TCP Remote TCP & ToolpathURCap2 =R s &2 N2 M40tz =S&s A%
Toolpath ESUEANFHE = JUL
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Remote TCP
Toolpath 72 &

CAD/CAM &+ &
EHANHE AES
HE3=2 74
6t Il

G-codeEdE 22
ZclAIDTZ D}
gyl

1. Remote TCP & Toolpath URCap = Hl 0l Xl 0l A
BiGI A EZE Al ESHCH

2. N& g XN&s nHEL.
Remote TCP Toolpath Ol sl G2t 22 =2 #
* Toolpath It &
* Remote TCP
* Remote TCP PCS

FHTCPEZZ 0SS ¢

Toolpath= E2 KA, HAE, EE L= 05 SE)Y 0s s et
1. 222 CADE2E =S ZHStHU M 2L
2. 230 0¥ 23 HEHPCS)E &St
3. EEESEXESIJIBOZPCSEJIECZ EZ2 MY
4, EZ= SHS NS0 &SHN Ol & 2t 2 XISt= X & ISt
5. S 32 E & Xt .ncG-code It 2 2 L 2 H L},
1. EZZMLSUSBAEY 2E[HAEZN 2ESLG.EZZ2 WIS &H
A& .nckd OF &

2. EIXIHMEEN USBAE S &Y

re

b
IOl £XIE +21,URCapsE +
o

11, Remote TCP & Toolpath,

=
Remote TCP - Toolpath Moves, ToolpathE Xtdil 2 & & &t L},

4. SCADTZ NS SE LS &=sl.

default*
Run

<unnamed>*
I

Variables

2 ek 1 ¥ Robot Program
3 = RTCPToolpath_1
W URCaps =

RTCPToolpath_1

Select Toolpath File
<toolpath file> -

Toolpath
Move

Remote TCP
Move

@ Use shared blend radius
O Blend with radius
3 25 mm

-+ Waypoint
—+ CircleMove
+ Toolpath

1 Atoolpath file must be selected.

O Normal

Remote TCP Toolpath

Fixed PCS -

Move to First Point

Select PCS
Use active PCS v
O use feedirate
@ Use shared tool speed

OTDD| speed 250 \mmy

@ Use shared tool acceleration

OTODI acceleration 200 |mmys®

Simulation .
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Remote TCP

Remote TCP
PCS

=432 0|=2 ¢ 8 Remote TCP 22 &
CAMEIZ S H BHI| RAO0IZAENM E ANMHE Z2HSEHT.
T2E0IEE ME26IH Dl H2 BEEE =520 2 &5 LICHL
_?__

1
2
3. Remote TCP2
4
5

X OLEALE ALEot0 &= gt €=U
Remote TCPOll & 20otJ| ?loff Eole F5 ZEAE L= UM 2R
StCt.

6. =ClA FZA X UM AOCEZAENAN E NN E Faetlh. 2 2=
2FSHEHUA Z20HX= 010 0F &L
Ol SAHOMAN Fatet AN SLE AMNZ Sl SES HLEE0
Sclel SZ0AM et =S S Mot Remote TCP AN E €&HE LSS E
= St ote B3 LX2I R A& 0.

Remote TCP £ &
OEICH. 22 ADEZ SHUA NHOIE =4 Ot ALE & 4 35HH Remote TCP
PCSE EI &SIl Ot E&HE EIA YU S otLUE ASE 2= AL

R 82+ o

Run Mov 110

Installation ove Il Log
Remote TCP & Toolpath
) Safety
Instructions Toolpath Remote TCP

[
ke
=
’_a
)
@
rr
Hu
M
0B
4
s
B
Pl
un
S
K
10
Hu
N
0
[l
Y
0
Hu
2

> Fieldbus Remote TCP Part Coordinate System
Defined with respect to the robot toal frame.

[ 2 ]|@rtcepcs -[(R ][+ ][ @
Remote TCP
& Toolpath Position
X 0.00 mm
Y 0.00 mm
z 0.00 mm
Orientation
RX 0.0000 | rad
RY 0.0000 | rad
RZ 0.0000 | rad
© Teach by defining origin, +X axis, and +Y direction of PCS
OT'*LMH,HM four reference points on part's surface
Next € cancel

O Normal Speed (C— Simulation .

UR5e
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Remote TCPE S A &0 AN=RemoteTCPE3Z S0 It PCSE AMtEdt= &8 0ll Th
B2 LERY off & & etCt.
ot | 1. T2 0| %Al A 52 URCapsE 20t
2. FATCPOIS=S St RTCP_MoveP = EE & Ct.
3. TCPE HE8otD SH HE LEHELE S, T, 28 BN E
4. RTCPToolpath = E E &' &6t ™ +ToolpathE = E L. 2 X 22832
Jl2d ez &4 E RTCPWaypoint = & £ 4 A &t
5. ESU2H=0UHMEZ 2 IHY It of & Remote TCP PCSE « & &t [t
6. RTCPToolpath = =0l CHE tS R EotABH SH HIHE =2 = deth
e RS0l HA4HZ A2 TCPUl E20t=X 2tQlotHAE H B XNE2
Z0ss =0
8. AM=dold 2ZEHNAN EZZ2NHS HELZ HAEGH 2d= &oletth
1 ¥ Robot Program T
) Templates 2 % ¥ Toclpath_MoveP °°Ipath
T Toobetn_2
L&:ﬂ:ath Select Toolpath File Select Plane as PCS
Remote TCP <toolpath file> hd <plane feature= A4 Move to First Point
Move
O Use feed rate
@ Use shared tool speed
{ ! OTDOI speed 250 |mm
@ Use shared tool acceleration
OTooI acceleration 200 |mmys®
1 Atoolpath file must be selected
O Normal Sir‘m,ﬂatir}ru.
ot 2l
=e Do
EZZE Ao MUl DE £ E P4 SotE=E X0
EAT HE2=Z £ & & MovelE FJtot SotadE M
Ot 2 S&0l S2ot=E= & = AT FxX:20.7.1 0/ H O]
X195
QB TCP E3 2 Remote TCP Toolpath 0l = 7+ & 1t & AtGHAH & BF TCP Toolpath 0l = 0l = Ct S 0l
R 2 2 GtLt.
* Toolpath I} &
- Y4B TCP
* PCSE M 22 EZ
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21. 2 X| &

49 dX g0d= 2 L PolyScopel| MEBtE O S50l s =8 4
st A ol AL}
= T M= .

21.1.TCP + 4

s

24 EUH ZAE(TCP)= 2R E2 ZQUEQILH2ATCP= E &5 ¢ 5
SI=LZ2 HEOSUIES ZSELILH

Ol&O M&E= A0EZAEZ SOHNES Z2NHYEHH 22 TCPE A0 2

CIE LHOI MEE XA HAMZ OISELIO. M 0lsS 22 2oHH TCP

= S},
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sz =e-= oz = = £ - il
TCP -
) iy
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o2 24z (D
170 23 X 0.0/mm 2
Y 0.0/ mm Pan
£1/0
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o
Al |"
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