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Introduction

 s we enter the age of AI, educational professionals across the world are 
looking for innovative ways to engage students and improve schools using 
technology; in fact, the use of AI in education is projected to grow 47.5% through 
2021. Facial Recognition Technology (FRT) has created a buzz about the potential 
of AI technology, and the further development of FRT can change the very way 
we learn. Facial recognition yields benefits to students of all education levels, 
teachers, administrators, and the community as a whole. We asked our summer 
interns to create the following five-article blog series to explore these benefits and 
investigate the impact of FRT on the future of education.

A
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Maximizing Classroom 
Performance with Facial 
Recognition Technology

| Written by Patrick Li

 Facial recognition, a not-so-unfamiliar concept nowadays, is one of the fastest-growing 
technologies in the world. With its age and gender identification, emotion detection, people counting, and 
analytics capabilities, it has the potential to be used in more than just the security and financial services 
industries. In fact, FRT (Facial Recognition Technology) can be quite useful in education: namely, by 
creating a better in-class environment and enabling customized teaching programs leading to maximizing 
classroom performance.

FRT can help teachers monitor 
student understanding and adjust 
their styles of teaching.

 While students’ inattentiveness—falling 
asleep, zoning out, or checking their cell phones—is 
often attributed to their own laziness or disinterest 
in the subject taught, they shouldn’t hold all of the 
blame. Such inattentiveness can also be the product 
of the teaching they receive. Several ways teachers 
can fuel this sense of boredom and inattentiveness 
include teaching too much information for students 
to process, inadvertently repeating previous topics, 
or simply teaching in the wrong style; whether 
students learn best from visual, auditory, or verbal 
teaching styles can make a huge difference. FRT, 
thus, can help teachers recognize different student 
emotions in class, measure their levels of interest, 
frustration, and comprehension, and use this 
information to adjust their styles accordingly. With 
FRT, teachers will be able to change their pace of 
instruction and tailor their classroom instruction to 
maximize students’ involvement and performance.

FRT can revolutionize the definition 
of “customized learning” 
by collecting and storing students’ 
emotions and other types of data.

 Over the past  few years,  the term 
“customized learning” has become more and 
more widely used and implemented. Many 
sources claim that customized learning is the 
key to education reform, citing its ability to 
teach students “how” to think and tailor to each 
student’s specific needs and interests. Moreover, 
Huff ington Post  c la ims  that  customized 
learning—synonymous with a “School-As-A-
Service” (SAAS) strategy—will make education 
more student-centered, competency-based, and 
dynamic than ever before. In short, customized 
learning/SAAS will revolutionize education as 
a whole, and we believe that FRT will play a 
significant role in bringing about this change.
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 First, FRT can help recognize, store, and analyze daily classroom behavior, gauging student 

interest and customizing teaching solutions around such interests. Second, FRT can inform instructors 

about subjects a particular student excels at or needs help with by keeping track of his or her stress 

levels and emotional trends. The instructors can, as a result, tailor classroom or practice material 

to either improve students’ academic weaknesses or build their strengths. Finally, FRT can improve 

study habits by recognizing and timing a particular student’s attention span. Instructors who have 

data about students’ attention spans could reinforce as much relevant material as possible before 

the students lose focus and use more interesting methods to lengthen their attention spans.
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Personalization in 
Education: Integrating 
AI into Alternative 
Classrooms

 Biometrics technology in education is rapidly expanding, as schools around the world seek 

new ways to integrate technology into their classrooms. In fact, the global biometrics market in the 

education sector is projected to grow at a CAGR of 26% during the 2017-2021 forecast period.

 Schools in China and the U.S. have already begun implementing facial recognition 

systems to track attentiveness and improve school security, and it is undeniable that this 

technology is a growing trend in education. However, facial recognition technology has 

applications that extend beyond the traditional classroom: It can also play a significant role 

in personalizing learning experiences in special education programs and virtual classrooms. 

 A growing concern in both lower and higher-level education is how to best engage students 

and individualize their learning, and this lack of personalization is especially prevalent in special 

education and virtual classrooms. Facial recognition technology offers an innovative solution to 

this problem.

 Special education programs suffer from underfunding and are often overlooked in 

discussions about improving education, despite the fact that over 6.7 million U.S. students 

received special education services in the 2015-2016 school year. Facial recognition 

technology can lend a hand in improving the quality of special education programs by 

giving each student additional attention and by facilitating student-teacher interactions. 

 One of the main obstacles in teaching special education is difficulty in communication. 

Some special needs students have disabilities in verbal and nonverbal communication, but facial 

recognition can enable instructors to adapt content and teaching methods to meet individual 

needs. Through emotional analysis, these systems can determine when students are losing 

interest, when they need help, and when they are distracted.
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 This technology can also identify children who are affected by emotional disturbances, 

behavioral disorders, and other conditions that are barriers to education. It can then alert teachers 

of these issues so that they can respond appropriately. By improving streams of communication 

between special needs students and instructors, facial recognition technology can assist teachers 

in addressing students’ individual needs.

 Similarly, facial recognition technology can collect data to help personalize virtual learning 

experiences. As education moves toward different classroom models based on online learning, it is 

essential to ensure that online education is just as fair and effective as traditional education.

 Distance learning and the rise of Massive Open Online Classes creates issues of 

impersonality and accountability. Facial recognition technology can fill this gap; for instance, 

existing recognition systems are able to analyze student attentiveness during online lectures and 

generate quizzes based on content covered during moments of inattentiveness. Facial recognition 

technology can adapt to individual needs, adjusting the pace of learning and promoting effective 

study habits on a case-by-case basis.

 Additionally, facial recognition systems can monitor online cheating by verifying students’ 

identities at multiple points throughout exams and by tracking eye movements to ensure they 

are not looking through other material. The implications of facial recognition technology in 

online exams are radical; this technology has the potential to completely replace costlier and less 

accessible in-person exams.

 Ultimately, facial recognition technology could be a huge boon to education both inside 

and outside of traditional classrooms. By personalizing learning experiences and catering to 

students’ individual needs, 

facial recognition technology 

can  he lp  br idge  the  gap 

between what students need 

in order to learn best and how 

teachers can assist them in 

meeting these needs.
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Eliminating School Shootings 
and Other Forms of  School 
Violence through Facial 
Recognition Technology

| Written by Andy Tseng

 At first glance, these two words 
seem to bear no resemblance. While 
schools are the breeding ground for 
knowledge, where millions of innocent 
children go to learn, explore, and find 
sanctuary, shootings mostly occur 
in either war-torn or crime-heavy 
regions—places of rampant illness, 
stark malnutrition, and death. With 
such drastic differences in mind, 
can these two words be possibly 
synonymous with each other?

 Unfortunately, the answer is 
yes and quite obviously so. According 
to Chicago Tribune, school shootings 
have become more prevalent than ever 
before. Just last May, for example, a 
17-year-old took the lives of 10 fellow 
classmates at his high school in Texas 
while a 13-year-old injured two and 
perhaps would have injured more 
if it weren’t for the swift response 
of  the school ’s  resource off icer. 
S imi lar  inc idents  have preceded 
these two shootings; to put matters 
in perspective, there have been, on 
average, more than one school shooting 
per week in 2018, leaving more than 
70 injured and 40 dead. In other words, 
with the year only halfway over, 2018 
has already seen more injuries and 
deaths than all of 2017 and appears to 
be on track to outpace 2017 in terms of 
overall incidents.

School. Shootings.

 A likely cause of school violence 
could be bullying, which is defined 
by the U.S. Government as repeated, 
unwanted, and aggressive behavior 
among school-aged children that 
involves a real or perceived power 
imbalance. Bullying is a very serious 
issue in many different countries 
and at various types of institutions 
(primary, secondary, and higher levels 
of education); it is particularly alarming 
given the significant mental health 
effects inflicted on both the bully and 
victim and because of the rate at which 
it is uncovered. The U.S. Department 
of Education claims that an adult is 
notified in less than 40% of bullying 
cases, meaning that, oftentimes, 
kids let their feelings of helplessness, 
humiliation, and isolation grow and 
don’t know how to look for help. With 
FRT, however, schools can identify 
students who show consistent signs of 
emotional distress. Administrators and 
counselors can actively help suffering 
students instead of having to wait for 
them to ask for help—an option that 
many students do not even consider.

Bullying

 With such horrifying statistics in 
mind, what can we do to prevent these 
incidents? To answer this question, 
let’s explore a few possible underlying 
causes and investigate how Facial 
Recognition Technology (FRT) can 
alleviate these issues.
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 At a more basic level, school violence can also be caused by simply letting 
the wrong person in. Conventional security systems can monitor existing locales, 
but they cannot conduct predictive analytics or provide advance warning of a 
violent event. Traditional surveillance systems do not have access to existing 
criminal databases or previous histories of violent incidents at a specific 
institution. Surveillance systems with FRT, on the other hand, do and can run Edge 
computations to determine if any dangerous circumstances will arise. In the case of 
an intruder, for example, a surveillance system with FRT capabilities will run his or 
her face against past histories of criminality, violence, and other past school-related 
incidents.

 As mentioned earlier, one of the most frightening facts about bullying is 
the low rate at which it is uncovered, which points to widespread suppression 
of negative emotions. Such suppression of negative emotions, whether from 
bullying or not, can potentially lead to even more volatile emotional states that can 
subsequently produce violent outbursts if left unresolved. If we have the ability to 
observe psychological trends over time with FRT, then why not use this ability to 
treat clinically depressed individuals? Sure, FRT could keep dangerous individuals 
out of schools, but it could also create a more inclusive community for all—one in 
which students can focus on their academic performance and truly be themselves.

ID Management

Failure to Recognize Prevailing, Depressed Emotions

7

https://www.nytimes.com/2018/06/29/your-money/artificial-intelligence-home-security.html
https://www.nytimes.com/2018/06/29/your-money/artificial-intelligence-home-security.html
https://www.psychmechanics.com/2014/08/effects-of-suppressing-your-emotions.html
https://www.psychmechanics.com/2014/08/effects-of-suppressing-your-emotions.html


Using Facial Recognition 
Technology to Address 
Cheating

 For standardized tests across the world, proctors spend thousands of hours checking IDs, 
and the ease of creating fake photos can pose a huge problem to identity verification. With facial 
recognition technology, testing administrators are able to verify student IDs more efficiently and 
accurately.

 Some provincial governments in China, such as those in Hubei and Guangdong, have 
successfully implemented facial recognition systems to reduce occurrences of cheating. Existing 
facial recognition technology matches students’ faces to their ID photos, admission-ticket 
photos, and high school graduation headshots. Compared to other biometric applications, facial 
recognition is even more accurate than fingerprint recognition. With facial verification systems, 
taking an exam for someone else is nearly impossible.

  I n  a d d i t i o n  t o  i d e n t i t y  
verification, thanks to recent 
advances in accuracy, reliability, 
and performance, the VIA Smart 
Access Control System can help 
predict cheating behaviors by 
analyzing students’ expressions 
and movements.

  Facial recognition technology is 
no longer out of reach. Through 
a  wide  range of  innovat ive 
applications, it can enable quick 
and accurate identity verification 
t h a t  w i l l  d e t e r  a c a d e m i c 
dishonesty and uphold fairness in 
education.

 Gone are the days of writing test answers on the back of your hand. On everything from 
quizzes to nationwide exams, students are becoming more creative in how they cheat: There 
are now a huge variety of cheating devices, such as electronic erasers with small screens that 
display the answers to tests. The issue of cheating has become so pervasive that the Algerian 
government has even decided to shut down nationwide internet access during high school 
exams.

 As technology advances rapidly, methods of cheating are becoming more innovative 
as well. In order to solve this age-old problem, teachers and proctors need to find an equally 
innovative way to dissuade students from cheating and to better monitor testing conditions.

 This solution begins with updating technology. The VIA Smart Access Control System 
can be customized for classrooms to prevent cheating and better monitor tests on a wide scale. 
The system is completely contactless and is easy to integrate into any classroom management 
strategy.

| Written by Sharon Hsu
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Fa c i a l  R e c o g n i t i o n 
Technology in Schools: 
Privacy Protection vs. 
Campus Security

| Written by Amy Lin

 As facial recognition technology becomes more popular in China, its applications are moving 
beyond Smart Security and Smart Pay into other fields. Facial recognition technology, however, remains 
controversial: People enjoy its convenience but are afraid that it takes away privacy. Recently, the Taiwan 
government’s proposal about Smart Education caught the media’s attention and evoked the public’s 
concerns about privacy. Although the Taipei City government has stated that it is not planning to allow the 
widespread use of the technology because of privacy concerns, the issue is still ongoing.

 The widespread application of facial recognition technology in education would not only promote 
more effective and efficient teaching, but also improve campus security. However, where should we draw 
the line between privacy protection and campus security? When it comes to implementing the technology it 
is vital to strike a balance between these concerns.

Prioritizing Campus Security
 For kindergartens, elementary schools, and junior high schools, facial recognition technology can 
solve one of parents’ biggest concerns: campus security. Schools cannot solely rely on campus guards to 
monitor visitors. The random murder of a primary school student by an unauthorized visitor in 2015 is still 
vivid in the public’s mind.

 Facial recognition systems have the potential to be far more effective than alternative physical 
systems involving guards or electric fences. With the technology, schools can implement Black Lists to 
prevent suspicious people from entering school campuses. When unauthorized people on the Black List try 
to enter schools, the systems will alert administrators and assist in preventing danger on campus. In the 
same way, White Lists can ensure that 
children are picked up from school by 
pre-approved parents or family friends. 
Promoting safety on school campuses is 
an issue that all of us care about, facial 
recognition systems can play a vital role 
in improving it.
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Respecting Individual's Privacy

Although security remains a core concern, older students in high schools and colleges tend to 
also value maintaining personal privacy. While true that facial recognition technology needs to 
collect key pieces of data from students in order to serve its function, privacy breaches can be 
mitigated if the technology is implemented in an ethical way. 

With these privacy concerns in mind, technology suppliers, governments, parents, and 
students will have to cooperate to ensure that facial recognition technology is used responsibly 
so that it can carry out its primary role of enhancing security. If implemented ethically, facial 
recognition technology can offer tremendous benefits to school campuses.
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