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Project Abstract:
Individual-based modelling, for instance contact-tracing through a mobile application
is needed for an effective modelling in efforts against COVID19, and to recover from the
negative impacts of the virus outbreak. However, governments over the globe have a
rising concern over privacy and exchange of personal data. Many researchers, while
working with individual data, also do not fully comprehend the implications of
regulations such as the EU’s GDPR and the US’ Privacy Shield Framework in
protecting individuals' rights to privacy and enhance data protection.
This project will develop a transparent, modularised and secured data sharing platform
that aims to work with multiple legal requirements regarding individual data, and
adaptively develop a code of conduct that will connect data owners and researchers
who want to use individual data. The idea is to develop a data platform and a set of data
synthesis modelling algorithms in order to de-identify the individual data submitted
from data owners into synthetic, or simulated data that retain the distributions in the
population, but each individual data points do not represent a real person. In other
words, we preserve the ability to run queries on the encrypted data. Analysts can ask
questions that link together personal data, and access data that are very similar to the
real data but they only ever see anonymised or aggregated results. All the processing
procedures are recorded and auditable by a third regulators or courts. The algorithms
are also modularised and adaptive, e.g. the level of anonymisation can be dependent on
the risks of re-identification. We will also develop a code of conduct to guide data
owners and users to ethically and effectively use individual data, while nurturing the
connection between them.
This project has to start now, because the access to individual data is the main hurdle to
many COVID19-related research in epidemiology, public health, social simulation and
engineering. This data platform is not a solution to all existing privacy questions (like
consent, but it will be an infrastructure that allows researchers to access individual data
and policy makers to access cutting-edge models for their data, while minimising a
number of critical risks related to personally identifiable information and maintaining
appropriate regulations across multiple legal contexts.
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