
 

Guidance note for data subjects on your rights under data 
protection law 

 
The National Trust for Scotland (the Trust), as a data controller, is committed to 
protecting your personal data and facilitating your rights under data protection law. 

This guidance note has been produced for all individuals whose personal data is 
processed by the Trust, including members, donors, visitors, volunteers, employees and 
suppliers; to provide guidance on what your rights are, how to exercise these rights and 
information about when they might apply. 

For any queries regarding the processing of your personal data, or to submit a request 
in relation to any of your rights, please contact our Data Protection Officer at 
dataprotection@nts.org.uk or 0131 458 0499.  
 

Your right to be informed 

You have the right to be informed about the collection and use of your personal data. 
When collecting personal data from you, we will provide you with privacy information to 
include (as a minimum) the identity of the Trust as the data controller, an explanation of 
our purposes for processing your data and where you can find out further information 
about our legal grounds for doing so, who we might share your data with, your rights, 
how long we will retain your data and how to contact us.  

Further information about legitimate interests, international transfers, where we have 
obtained your data and what data we hold, any statutory or contractual obligations to 
provide the data and the existence of any automated decision-making (including 
profiling) will also be provided where applicable. 

If your personal data is obtained from another source you will be provided with this 
information: 

 within a reasonable period but no later than one month from obtaining the data; or 
 if we plan to communicate with you, at the latest, when the first communication 

takes place; or 
 if we plan to disclose the data to someone else, at the latest, when the data is 

disclosed. 

There are some limited circumstances when we might not provide you with this privacy 
information. For example: 

 when you already have the information; 
 when it would be impossible (e.g. we do not have your contact details); 
 when it would involve a disproportionate effort to provide it to you; 
 when providing the information would render impossible or seriously impair the 

achievement of the objectives of the processing; 
 when we are required by law to obtain or disclose your personal data; 
 when we are subject to an obligation of professional secrecy regulated by law that 

covers the personal data. 
 
Your right of access 

You have the right to ask for a copy of your personal data unless an exemption applies.  



 

This information will be provided free of charge, however, if your request is manifestly 
unfounded or excessive (for example, repetitive requests), we can charge a reasonable 
fee or can refuse to respond.  

You can submit a request verbally or in writing, however, we would advise you to put 
the request in writing where possible so that we can ensure it has been interpreted 
correctly. 

We may ask you to provide proof of identity before the request can be processed and 
we may ask you to specify the exact information the request relates to if we process a 
large amount of your personal data.  

We will ask you how you would like the information to be provided to you. This can 
either be electronically (usually PDF) or in hard copy, delivered by Special Delivery.  

Requests will be responded to within one month of receipt of the request/proof of 
identity. Where requests are complex or numerous, this timescale may be extended by 
a further two months, but we will always tell you within one month if this is the case and 
we will explain the reasons for the delay.  

Your right of access is a right to your own personal data. If your personal data is held 
alongside another individual’s personal data, their personal data may be removed from 
the copies provided unless we consider it reasonable in all circumstances to release 
their personal data to you.  

Other exemptions to the right of access may also apply. Further information can be 
found in the Subject Access Request Guidelines or on the ICO website. 
 
Your right to rectification  

You have the right to request that we correct errors in personal data we process about 
you. You can also ask to have incomplete personal data completed – although this will 
depend on the purposes for the processing.  

These amendments will be free of charge unless we consider it to be manifestly 
unfounded or excessive (for example, repetitive requests), where we may charge a 
reasonable fee or refuse to respond. Where possible, we will restrict the processing of 
the data while we verify its accuracy. 

If we consider personal data to be accurate we will advise you that we are not going to 
amend the data. We will explain our decision and inform you of your right to make a 
complaint to the ICO and to a judicial remedy. We will also place a note on our systems 
to indicate that the accuracy of the data has been challenged and the reasons for doing 
so.  

If we amend the personal data following a request and have disclosed the personal data 
to others we will contact each recipient and inform them of the amendment of the data 
- unless this proves impossible or involves disproportionate effort.  
 
Your right to erasure  

You have the right to ask us to erase your personal data if:  

 the personal data is no longer necessary for the purpose which we originally 
collected or processed it;  



 

 we are relying on your consent as the lawful basis and you decide to withdraw that 
consent;  

 we are relying on legitimate interests as the lawful basis, you object, and there is no 
overriding legitimate interest to continue;  

 we are processing the personal data for direct marketing purposes and you object;  
 we are processing the personal data unlawfully;  
 we are required to erase the data to comply with a legal obligation; or  
 we have processed the personal data to offer information society services to a 

child.  

If we decide not to uphold your request, we will inform you of the reasons why; your 
right to make a complaint to the ICO; and your ability to seek to enforce this right 
through a judicial remedy.  

If data is to be erased this will be without charge unless we consider it to be manifestly 
unfounded or excessive (for example, repetitive requests), where we may charge a 
reasonable fee or refuse to respond.  

If we erase data following a request and have previously disclosed the personal data to 
others or made it public in an online environment, we will contact each recipient and 
inform them of the erasure, unless this proves impossible or involves disproportionate 
effort. 

Where personal data has been made public in an online environment, reasonable steps 
will be taken to inform other controllers who are processing the personal data to erase 
links to, copies or replication of that data. When deciding what steps are reasonable we 
will consider available technology and the cost of implementation.  

The right to erasure does not apply if processing is necessary for one of the following 
reasons: 

 to exercise the right of freedom of expression and information;  
 to comply with a legal obligation;  
 for the performance of a task carried out in the public interest or in the exercise of 

official authority;  
 for archiving purposes in the public interest, scientific research, historical research 

or statistical purposes where erasure is likely to render impossible or seriously 
impair the achievement of that processing; or  

 for the establishment, exercise or defence of legal claims.  

The right to erasure will not apply to Special Category Data1 in the following 
circumstances:  

 if the processing is necessary for public health purposes in the public interest (e.g. 
protecting against serious cross-border threats to health); or  

 if the processing is necessary for the purposes of preventative or occupational 
medicine (e.g. where the processing is necessary for the working capacity of an 
employee; for medical diagnosis; for the provision of health or social care; or for the 
management of health or social care systems or services). This only applies where 

                                                 
1 Special Category Data is particularly sensitive personal data that requires careful handling, and includes 
data pertaining to or revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, 
trade-union membership; data concerning health or sex life and sexual orientation; genetic data or 
biometric data. 



 

the data is being processed by or under the responsibility of a professional, subject 
to a legal obligation of professional secrecy (e.g. a health professional).  

 
Your right to restrict processing  

In circumstances where personal data either cannot be deleted (e.g. because it is 
required for the purposes of exercising or defending legal claims) or where you do not 
wish to have the data deleted, you can ask us to limit the way in which we use your 
personal data.  

If we restrict the personal data following a request, we may continue to store the data, 
but the purposes for which the data can be processed will be strictly limited (e.g. the 
exercise or defence of legal claims; protecting the rights of another person or entity; 
purposes that serve a substantial public interest; or purposes you consent to).  

You have the right to request that we restrict the processing of your personal data in 
the following circumstances:  

 when you contest the accuracy of your personal data and we are in the process of 
verifying it;  

 the data has been unlawfully processed but you do not want us to erase your data 
so request restriction instead;  

 we no longer need the personal data, but you need us to keep it to establish, 
exercise or defend a legal claim; or  

 you have objected about the processing of your data and we are considering if our 
legitimate interests override your rights and freedoms.  

To restrict the processing, we may temporarily move the data to another processing 
system; we may make the data unavailable to users; or (if appropriate) we may 
temporarily remove published data from a website.  

We will ensure the data cannot be changed while restriction is in place and we will note 
on our systems that the processing of data has been restricted.  

If data has been restricted, we cannot do anything with the data other than store it 
unless:  

 we have your consent;  
 it is for the establishment, exercise or defence of legal claims;  
 it is for the protection of the rights of another person (natural or legal); or  
 it is for reasons of substantial public interest.  

If we have disclosed the personal data to others, we will contact each recipient and 
inform them of the restriction of the personal data - unless this proves impossible or 
involves disproportionate effort.  

If data has been restricted on a temporary basis while we verify the accuracy of your 
data or consider an objection to processing and our findings result in us wishing to lift 
the restriction, we will tell you first and provide you with our reasons for doing so. We 
will also inform you of your right to make a complaint to the ICO or seek a judicial 
remedy.  

If data is to be restricted this will be without charge unless we consider it to be 
manifestly unfounded or excessive (for example, repetitive requests), where we may 
charge a reasonable fee or refuse to respond. 



 

Your right to data portability 

You have the right to ask us to provide a copy of your personal data in a commonly 
used machine-readable format, and to transfer your personal data to another data 
controller or have the data transmitted directly between data controllers.  

This right only applies:  

 to personal data you have provided to us;  
 where the processing is based on your consent or for the performance of a 

contract; and  
 when the processing is carried out by automated means. 

If we uphold a request for data portability, we will provide the personal data in a 
structured, commonly used and machine-readable format, e.g. CSV files, free of charge. 

We can also transmit the data directly to another organisation if it is considered 
technically feasible. 

If we choose not to take action in response to a request, we will explain why and inform 
you of your right to complain to the ICO and to a judicial remedy without undue delay 
and at the latest within one month. 
 
Your right to object 

You have a right to object to the processing of your personal data in the following 
circumstances: 

 where the processing is based on our legitimate interests or the performance of a 
task in the public interest/exercise of official authority (including profiling) - where 
the processing relates to your situation; 

 processing for purposes of scientific/historical research and statistics – where the 
processing relates to your situation. 

On receipt of an objection to processing based on one of the above circumstances we 
will consider your reasons for objecting and either demonstrate to you compelling 
legitimate grounds for the processing, which override your interests, rights and 
freedoms or evidence that the processing is necessary for the establishment, exercise 
or defence of legal claims. If we are unable to do this, we will cease processing your 
personal data. However, if we are satisfied that we do not need to stop processing your 
data, we will inform you of our decision and how to complain to the ICO or seek to 
enforce your rights through a judicial remedy. 

You also have the right to object to direct marketing (including profiling). If we receive 
such an objection, we will stop processing your data immediately for these purposes. 
 
Your right to not be evaluated based on automated processing 

You have the right not to be subject to decisions based solely on automated processing 
if it will significantly affect you or have a serious negative impact on you. 

We will only carry out solely automated decision-making with legal or similarly 
significant effects if the decision is: 

 necessary for entering into or performance of a contract; 
 authorised by law (for example, for the purposes of fraud or tax evasion); or 



 

 based on your explicit consent. 

If we use special category personal data in automated decision-making processes, we 
can only carry out the processing if: 

 we have your explicit consent; or 
 the processing is necessary for reasons of substantial public interest. 

If we conduct any form of automated decision-making, we will: 

 carry out a Data Protection Impact Assessment (DPIA) to show that we have 
identified and assessed what the risks are and how we will address them; 

 provide you with specific information about the processing; 
 take steps to prevent errors, bias and discrimination; 
 provide you with a mechanism to challenge and request a review of the decision; 
 provide meaningful information about the logic involved in the decision-making 

process, as well as the significance and the envisaged consequences for you; 
 use appropriate mathematical or statistical procedures; 
 ensure that you can obtain human intervention, express your point of view; and 

obtain an explanation of the decision and challenge it; 
 put appropriate technical and organisational measures in place, so that we can 

correct inaccuracies and minimise the risk of errors; 
 secure personal data in a way that is proportionate to the risk to your interests and 

rights, and that prevents discriminatory effects. 

If our profiling or automated decision-making processes do not result in legal or 
similarly significant effects, we can continue to carry out profiling and automated 
decision-making without challenge. 


